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Cybersecurity for Data Science: Issues,
Opportunities, and Challenges

Mamoona Humayun, N. Z. Jhanjhi, M. N. Talib,
Mudassar Hussain Shah, and G. Suseendran

Abstract Cybersecurity (CS) is one of the critical concerns in today’s fast-paced
and interconnected world. Advancement in IoT and other computing technologies
had made human life and business easy on one hand, while many security breaches
are reported daily. These security breaches cost millions of dollars loss for indi-
viduals as well as organizations. Various datasets for cybersecurity are available on
the Internet. There is a need to benefit from these datasets by extracting useful
information from them to improve cybersecurity. The combination of data science
(DS) and machine learning (ML) techniques can improve cybersecurity as machine
learning techniques help extract useful information from raw data. In this paper, we
have combined DS and ML for improving cybersecurity. We will use the CS
dataset, and ML techniques will be applied to these datasets to identify the issues,
opportunities, and cybersecurity challenges. As a contribution to research, we have
provided a framework that will provide insight into ML and DS’s use for protecting
cyberspace from CS attacks.

Keywords Cybersecurity � Machine learning � Data science � IoT � Attacks

M. Humayun (&)
College of Computer and Information Sciences, Jouf University, Al-Jouf, Saudi Arabia
e-mail: mahumayun@ju.edu.sa

N. Z. Jhanjhi
School of Computer Science and Engineering (SCE), Taylor’s University, Selangor,
Malaysia

M. N. Talib
Papua New Guinea University of Technology, Lae, Papua New Guinea
e-mail: muhammad.talib@pnguot.ac.pg

M. H. Shah
Department of Communication and Media Studies, University of Sargodha, Sargodha,
Pakistan

G. Suseendran
Department of Information Technology, Vels Institute of Science, Technology and Advanced
Studies, Chennai, India

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2021
S.-L. Peng et al. (eds.), Intelligent Computing and Innovation on Data Science,
Lecture Notes in Networks and Systems 248,
https://doi.org/10.1007/978-981-16-3153-5_46

435

http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-16-3153-5_46&amp;domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-16-3153-5_46&amp;domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1007/978-981-16-3153-5_46&amp;domain=pdf
mailto:mahumayun@ju.edu.sa
mailto:muhammad.talib@pnguot.ac.pg
https://doi.org/10.1007/978-981-16-3153-5_46


5 Conclusion and Future Works

This paper provides deeper insights into three well-known disciplines: DS, ML, CS,
and interrelationship. According to our findings, DS and ML help make cyberse-
curity decisions. Various datasets exist related to different security attacks in
multiple domains; these datasets can be used for future attack prediction. To extract
intelligent security solutions from existing security datasets, ML and DS techniques
are helpful. To synthesize the obtained information and contribute, we have
developed a framework based on the interrelationship between CS, DS, and ML.
The proposed framework will help security practitioners get intelligent cyberse-
curity solutions.

In the future, we are planning to apply the proposed framework to a real security
dataset for extracting intelligent security solutions.
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