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Abstract:Ai seriousi threati thesei daysi isi maliciousi 
executables.i It’si designedi toi wrecki computingi systemi andi ai 
fewi ofi themi coveri networki whilei noti thei informationi ofi 
thei owneri victimisationi thei system.iTwoi approachesi arei 
derivedi fori iti i.e.i Signaturei primarilyi basedi Detectioni andi 
Heuristici primarilyi basedi Detection.i Thesei approachesi 
performedi welli againsti celebratedi maliciousi programsi 
howeveri cannoti catchi thei newi maliciousi programs.i Totallyi 
differenti researchersi havei plannedi waysi victimisationi datai 
processingi andi machinei learningi fori policei investigationi 
newi maliciousi programs.i Thei strategyi supportedi datai 
processingi andi machinei learningi hasi showni sensiblei 
resultsi comparedi toi alternativei approaches.i Thisi worki 
presentsi statici malwarei detectioni systemi victimisationi datai 
processingi techniquesi likei datai Gain,i Principali parti 
analysis,i andi 3i classifiers:i SVM,i J48,i andi Naïvei 
mathematician.i Fori overcomingi thei dearthi ofi usuali anti-
virusi product,i thisi paperi hasi ai tendencyi toi usei waysi ofi 
statici analysisi toi extracti valuablei optionsi ofi Windowsi letteri 
filei asi welli asi toi extracti rawi optionsi ofi Windowsi 
executablesi thati areai uniti letteri headeri data,i DLLs,i andi 
APIi functionsi withini everyi DLLi ofi Windowsi letteri file.i 
Thereafter,i datai Gain,i jobi frequenciesi ofi thei rawi optionsi 
areai uniti calculatedi toi picki outi valuablei seti options,i soi 
principali parti analysisi isi employedi fori spatiali propertyi 
reductioni ofi thei choseni options.i Byi adoptingi thei ideasi ofi 
machinei learningi andi data-mining,i thisi researchi worki 
constructsi ai statici malwarei detectioni systemi thati featuresi ai 
detectioni ratei ofi 99.6%. 

Keywords: i Malwarei Detection,i Maliciousi Codes,i 
Malware,i Malwarei Detection,i datai Security,i datai processing 

I. INTRODUCTION 

Coheni 1sti formalizedi thei termi bugi ini 1983;i 
it'si evolvedi intoi malwarei detection.i Maliciousi 
programs,i ordinarilyi termedi asi malware,i willi bei 
classifiedi intoi Virus,i Trojans,i Backdoors,i andi 
malevolenti programi andi ai spreadi ofi alternativei 
categories.i Laptopi malwarei remainsi ai seriousi threati toi 
today’si laptopi systemsi andi networks.i Ini linei withi ai 
recenti threati reporti byi Symantec,i trendsi fori 2011,i 
createdi 403i millioni newi maliciousi codei signatures,i 
thati couldi bei ai hugei increasei overi 2010,i oncei 286i 
newi maliciousi codei signaturesi werei side.  
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Althoughi commonesti detectioni techniquei mayi bei ai 
signaturei primarilyi basedi detectioni thati createsi thei 
corei ofi mosti businessi anti-virusi programs,i it'si noti 
effectivei againsti “zero-dayi attacks”i ori antecedentlyi 
unknowni malwaresi [1].i  
Thei maini targeti ofi malwarei researchersi hasi shiftedi toi 
seeki outi ai loti ofi generalizedi andi scalablei optionsi 
whichi willi establishi antecedentlyi unknowni malwaresi 
ratheri thani ai statici signature.i  
 
Thei [2]i twoi majori approachesi fori malwarei analysisi 
arei statici andi dynamici malwarei analysis.i Withini thei 
statici analysis,i codei andi structurei ofi ai programi isi 
examinedi whilei noti trulyi runningi thei programi whereasi 
dynamici analysisi thei programi isi deadi duringi ai reali ori 
virtuali atmosphere.i Thisi researchi worki proposesi statici 
malwarei detectioni systemi victimizationi datai processingi 
techniquesi thati iti mechanicallyi extractsi optionsi ofi 
malwarei andi cleansi programsi andi usesi themi toi 
classifyi programsi intoi maliciousi ori benigni executables.i 
Maini objectivei withini thei analysisi ofi thisi methodi isi 
toi simulatei thei taski ofi detectivei worki newi maliciousi 
executables. 

II. RELATEDi WORKS 

Thisi paperi [5]i hasi consideredi thei detailsi ofi mosti 
relevanti malwarei detectioni techniquesi ini thisi section.i 
Ini recenti yearsi severali malwarei researchersi havei 
canteredi oni datai processingi toi noticei unknowni 
malwares.i Methodingi isi thati thei processi ofi analyzingi 
electronicallyi keepsi knowledgei byi mechanicallyi 
checkingi outi patterns.i Machinei learningi algorithmsi arei 
usedi widei fori variousi datai processingi issuesi toi noticei 
patternsi andi toi seeki outi correlationsi betweeni 
knowledgei instancesi andi attributes.i Severali researchersi 
havei usedi n-gramsi ori APIi callsi asi theiri primaryi 
varietyi ofi featurei thati squarei measurei accustomedi 
representi malwarei instancesi duringi ani appropriatei 
formati fori datai processingi functions. 

Shultzi eti al.i [6]i projectedi wayi victimizationi datai 
processingi techniquesi fori detectivei worki newi 
maliciousi executables.i 3i differingi typesi ofi optionsi 
squarei measurei extractedi fromi thei executables,i i.e.i thei 
listi ofi DLLsi utilizedi byi thei binary,i thei listi ofi DLLi 
operatei calls,i andi varietyi ofi variousi systemi callsi usedi 
insidei everyi DLL.i Conjointlyi theyi associatei 
degreealyzei computeri memoryi uniti sequencesi extractedi 
fromi thei hexi dumpi ofi ai workable.i Thei infoi seti 
consistedi ofi four,i 266i filesi outi ofi thati three,i 265i 
werei maliciousi andi one,i 001i werei legitimatei ori 
benigni programs.i Ai rulei inductioni algorithmici programi 
referredi toi asi murdereri [7]i wasi appliedi toi seeki outi 
patternsi withini thei DLLi 
knowledge.i  

 

https://www.openaccess.nl/en/open-publications
https://www.openaccess.nl/en/open-publications
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://crossmark.crossref.org/dialog/?doi=10.35940/ijeat.F8480.088619&domain=www.ijeat.org


 
MalwareiDetectioniSystemiusingiMachinei LearningiandiDATA-MiningiTechniques 

2103 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number F8480088619/2019©BEIESP 
DOI: 10.35940/ijeat.F8480.088619 
Journal Website: www.ijeat.org 

 

Ai learningi algorithmici programi Naïvei 
mathematiciani (NB)i thati reliesi oni theoremi statisticsi 
wasi accustomedi noticei patternsi withini thei stringi 
knowledgei andi n-gramsi ofi computeri memoryi uniti 
sequencesi werei usedi asi inputi filei fori thei Multinomiali 
Naïvei mathematiciani algorithmici program.i Ai 
knowledgei seti isi partitionedi offi ini 2i datai sets,i i.e.,i ai 
checki knowledgei seti andi ai coachingi knowledgei set.i 
Thisi isi ofteni toi permiti fori performancei testingi oni 
knowledgei thati squarei measurei freelancei fromi thei infoi 
accustomedi generatesi thei classifiers. 

Thei Naïvei mathematiciani [16]i formula,i 
mistreatmenti stringsi asi inputi file,i yieldedi thei veryi 
besti classificationi performancei withi associatei degreei 
accuracyi ofi 95%.i Thei authorsi comparedi theiri resultsi 
withi ancienti signature-basedi waysi andi claimedi thati thei 
informationi mining-basedi detectioni ratei ofi recenti 
malwarei wasi doublyi asi highi asi comparedi toi thei 
signature-basedi formula. 

Ai similari approachi wasi employedi byi J.i Z.i Kolteri 
eti al.i [8],i whereveri theyi usei n-grami analysisi andi datai 
processingi approachesi toi findi maliciousi executablesi 
withini thei wild.i Thei authorsi usedi ai hexi dumpi utilityi 
toi converti everyi workablei toi positionali notationi codei 
ini associatei degreei codei formati andi createdi n-grami 
optionsi byi combiningi everyi four-bytei sequencei intoi 
onei term.i Theiri primaryi dataseti consistedi ofi 1971i 
cleani andi 1651i maliciousi programsi Theyi usedi 
completelyi differenti classifiersi asi welli asi Instance-i 
primarilyi basedi Learner,i TFIDF,i Naive-Bayes,i Supporti 
vectori machines,i calli tree,i boostedi Naive-i 
mathematician,i SVMsi andi boostedi calli tree.i Theyi usedi 
infoi gaini toi picki valuedi optionsi thati ari providedi asi 
inputi toi anyi ori alli classifiers.i Thei realmi belowi 
associatei degreei mythicali monsteri curvei (AUC)i mayi 
bei ai loti ofi completei livei comparedi withi thei detectioni 
accuracyi asi theyi rumoredi [9].i AUCsi showi thati thei 
boostedi calli treesi shelli remainderi ofi thei classifiersi fori 
eachi classificationi issues. 

M.i Siddiquii eti al.i [10]i usedi datai processingi fori 
detectioni ofi Worms.i Theyi usedi variablei lengthi 
instructioni sequence.i Theiri Primaryi knowledgei seti 
consistsi ofi two,i 775i Windowsi alphabetici characteri 
files,i withini whichi withini whichi 1400i werei wormsi 
andi one,i 330i werei benign.i Theyi performedi detectioni 
ofi compilers,i commoni packersi andi cryptoi beforei 
dismantlingi ofi files.i Sequencei reductioni wasi performedi 
andi ninetyi seveni ofi thei sequencesi werei removed.i 
Theyi usedi calli Tree,i textilei andi Randomi Foresti 
modelsi mistreatment.i Randomi foresti performedi slightlyi 
higheri thani thei others. 

III. MALWAREi DETECTIONi SYSTEM’Si 
ARCHITECTURE 

Thisi sectioni describesi thei architecturei ofi thei 
proposedi system.i Thisi techniquei isi toi accuratelyi 
observei newi malwarei (unknowni malware)i binariesi 
employingi ai varietyi ofi informationi miningi techniques.i 
Fig.i 1i showsi thei designi ofi thei malwarei detectioni 
system.i Thei systemi consistsi ofi 3i maini modules:i PE-
Miner,i Featurei selectioni andi informationi 
transformation,i andi Learningi algorithms. 

 

 
Fig. 1.i Architecturei ofi Malwarei Detectioni System 

 
 Modulei 1:i PE-Mineri parsesi PEi tablesi ofi alli 

executablesi toi findi outi alli PEi headeri information,i 
DLLi names,i andi APIi functionsi insidei eachi DLLi asi 
rawi features; 

 Modulei 2:i Informationi Gaini valuei ofi eachi PEi 
header,i andi callingi frequencyi ofi eachi DLLi andi APIi 
functioni insidei DLLi arei computedi andi thosei rawi 
featuresi withi Informationi Gaini valuesi andi callingi 
frequenciesi greateri thani ai thresholdi arei selected;i 
theni Principali Componenti Analysisi isi appliedi toi 
furtheri transformi andi reducei thei numberi ofi features; 

 Modulei 3:i Accordingi toi thei featuresi afteri PCA,i 
transformi everyi programi ini thei databasei toi itsi 
correspondingi featurei vectori andi theni usei ai learningi 
algorithmi toi derivei ai classificationi resulti fromi thesei 
labelledi featurei vectors; 

A. Dataseti Description 

Thei dataseti consistsi ofi 247348i Windowsi 
programsi ini letteri filei formati thosei squarei measurei 
236756i maliciousi andi 10592i cleani programs.i Therei 
havei beeni noi duplicatei programsi ini thei dataset.i Thei 
maliciousi programsi werei obtainedi fromi manyi sourcesi 
likei VXi Heavensi Virusi assortmenti informationi thati isi 
offeredi withouti chargei transferi withini thei propertyi 
right.i Thei numbersi ofi maliciousi programsi squarei 
measurei sortedi byi theiri correspondingi namei ini Table I 
ii.i Thei cleani programsi werei collectedi fromi 
transfer.comi [11],i Windows’i systemi filesi andi programi 
files. 

Thisi researchi worki solelyi contemplatesi non-
packedi Windowsi binaryi filesi ini letteri format.i Somei 
malwarei writersi compressi theiri codei toi formi themi 
undetectablei byi antivirusi programs.i Thereforei thisi 
researchi tendsi toi usei varietyi ofi mosti well-likedi toolsi 
toi decompressi thei files,i thati squarei measurei 
compressed,i likei UPX,i ASPack,i PECompact,i etc.i thati 
buildi thei letteri filesi recognizablei byi letteri programme.i 
Alsoi thisi worki tendsi toi developi ai letteri filei 
programmei namedi letteri jacki thati extractsi alli letteri 
formati file’si headeri info,i DLLs,i andi APIi functionsi 
withini everyi DLLi ofi thei programsi withini thei dataset. 
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Table – I: Variety of malicious sorted by their cognomen

 

B. Featurei Extraction 

Thei informationi ofi degreei practicablei isi alsoi merelyi 
derivedi itsi letteri filei formati whereasi noti runningi 
programsi [12,i 13].i Thisi worki developsi degreei 
applicationi namedi "PE-Miner"i toi analyzei letteri tablesi 
ofi Windowsi practicablei programsi amongi thei collectedi 
dataset.i Thei letteri jacki extractsi alli letteri headeri 
information,i DLLi names,i andi APIi operatesi namesi 
referredi toi asi withini thosei DLLsi containedi throughouti 
ai letteri file.i Thei PE-Mineri programi storesi alli thei 
extractedi informationi throughouti ai piecei ofi 
information.i Throughouti thisi study,i thei PE-Mineri 
programi extractedi alli rawi choicesi ofi 236756i maliciousi 
andi 10592i cleani programsi andi keepsi themi throughouti 
ai piecei ofi information.i Differenti uniti ofi measurementi 
isi summarizedi ini Table II.i  

Table – II: Raw Features 

 
Fig. 2i showsi thei maini graphicsi programi (GUI)i 

ofi thei letter-Mineri thati extractsi rawi choicesi fromi 
letteri filesi throughouti alikei folderi andi automaticallyi 
storesi alli choicesi throughouti ai piecei ofi information. 

 
Fig.i 2.i Maini GUI 

C. Featurei Alternative 

Thei datai oughti toi bei pre-processedi toi selecti outi ai 
groupi ofi thei attributesi toi usei ini learning.i Byi 
followingi learningi ways,i performancei cani bei improvedi 
byi preselecting,i howeveri learningi waysi thati themselvesi 
attempti toi selecti attributesi andi ignorei extraneousi ori 
redundanti onesi [14]. 

Afteri rawi choicesi ofi alli practicablei programsi ati 
intervalsi thei informationi areai uniti extractedi practicei 
PE-Mineri program,i thei systemi computesi eachi letteri 
headeri feature’si informationi Gaini pricei andi businessi 
frequencyi ofi DLLsi andi APIi functions.i Thei top-20i 
letteri headeri choicesi class-consciousi byi antibodyi oni 
dataseti uniti ofi measurementi bestowedi ini Tablei 3. 

Table – III: Top Features of PE Header 

 
Asi showni ini Table  III,i there'si ai bigi 

distinctioni betweeni thei valuesi ofi majori linkeri versionsi 
andi alsoi thei sizei ofi thei initializedi knowledgei withini 
thei benigni andi maliciousi executables.i 
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 Thei scalei ofi thei initializedi knowledgei ini 
benigni executablesi isi typicallyi considerablyi higheri 
comparedi toi thosei ofi thei maliciousi executables.i It’si 
fascinatingi toi noticei thati ani affordablei varietyi ofi 
symbolsi areai uniti gifti ini benigni executables.i Iti willi 
bei seeni ini Tablei 3i thati thei valuesi ofi fieldsi likei 
varietyi ofi relocationi andi varietyi ofi linei numbersi areai 
uniti considerablyi higheri withini thei malwarei workablei 
asi compared.i Notei thati thei amounti ofi functionsi isi 
comparativelyi higheri fori thei malwarei executables. 
Consideringi eachi DLLi asi ai featurei appearsi toi bei 
helpfuli asi ai resulti ofi ai program’si DLLsi willi telli youi 
ai greati deali regardingi itsi practicality.i Thei top-30i DLLi 
namei optionsi hierarchici byi businessi frequencyi oni 
dataseti areai uniti conferredi ini Tablei IV.i Mosti 
ordinarilyi usedi DLLi isi Kernel32.dlli thati containsi corei 
practicality,i likei accessi andi manipulationi ofi memory,i 
files,i andi hardware. 

 
Table- IV: Frequencyi ofi DLL 

 
 

Usingi Windows’i advancedi corei partsi likei thei 
Servicei Manageri andi writteni recordi areai uniti providedi 
byi Advapi32.dll,i User32.dlli containsi alli thei user-
interfacei parts,i likei buttons,i scrolli bars,i andi partsi fori 
dominanti andi respondingi toi useri actions.i Gdi32.dlli 
containsi functionsi fori displayingi andi manipulatingi 
graphics.i Executablesi usuallyi don'ti importi Ntdll.dlli 
directly,i thoughi it'si continuouslyi foreigni indirectlyi byi 
Kernel32.dll.i It’si ai filei containingi thei interfacei toi thei 
Windowsi kernel.i Ifi associatei workablei importsi thisi 
file,i iti meansi thei authori supposedi toi usei practicalityi 
noti commonlyi offeredi toi Windowsi programs.i Somei 
tasks,i likei concealmenti practicalityi ori manipulatingi 

processes,i cani usei thisi interface.i WSock32.dlli andi 
Ws2_32.dlli areai uniti networkingi DLLs.i Programsi 
connecti withi ai networki ori performi network-relatedi 
tasksi thati accessi eitheri ofi thosei files.i Higher-leveli 
networkingi functionsi thati implementi protocolsi likei 
FTP,i HTTP,i andi NTPi areai uniti containedi ini 
Wininet.dll.i Thei lasti domaini ofi relevanti optionsi isi 
APIi decisioni classes. 
Asi ai resulti ofi thei experimentali analysisi oni thei 
maliciousi executablesi ini thei dataset,i thisi worki 
identifiesi seveni maini groupsi ofi commonlyi usedi APIi 
functioni calli featuresi thati arei basedi oni thei maliciousi 
behavioursi andi thesei arei listedi below: 
 File-relatedi behaviour:i Createi ai specifici filei ini 

sensitivei folders;i Delete,i break,i coveri systemi filesi ori 
applicationi files;i Editi file;i Traversei filei directoryi 
andi searchi fori targeti files; 

 Process-relatedi behaviour:i Releasei DLLi filei toi 
injecti intoi systemi processi andi createi ai newi threadi 
toi hidei itself;i Createi newi processesi toi executei itsi 
code;i Createi threadsi toi searchi andi terminatei thei 
processi ofi anti-virusi ori protectioni software;i Createi ai 
matrixi processi toi preventi repeatedi execution; 

 Memory-relatedi behaviour:i Free,i movei andi replacei 
spacesi ofi thei memory;i Occupyi extrai memoryi space,i 
decreasei thei totali availablei memoryi size;i Forbidi 
memoryi allocationi andi reclaimi memoryi space;i Pointi 
thei interrupti vectori addressi toi thei initiali addressi ofi 
thei maliciousi code; 

 Register-relatedi behaviour:i Addi ori deletei systemi 
service;i Autoi runi whilei thei systemi isi startingi up;i 
Hidei andi protecti itself;i Underminei systemi function; 

 Network-relatedi behaviour:i Openi ori listeni specifici 
port;i Sendi throughi chattingi software;i Steali 
informationi andi sendingi themi toi thei mailbox;i 
Enumeratei weaki passwordi vulnerablei computers;i 
Occupyingi resources; 

 Windowsi servicei behaviour:i Terminatingi windowsi 
updatei service;i terminatingi windowsi firewall;i 
Openingi Telneti service; 

 Otheri behaviours:i Hookingi keyboard;i   Hidingi 
window;i Alteri systemi timei toi  disablei softwarei 
prevention;i Restarti thei  computer;i Scani existingi 
vulnerabilitiesi ofi thei   system; 

Toi interpreti thesei features,i wheni goingi backi toi 
malwarei definitionsi andi theiri knowni majori behavioursi 
wei cani concludei thati filei managementi isi thei mosti 
importanti activityi ini viruses,i becausei thisi kindi ofi 
malwarei isi knowni toi copyi itselfi multiplei timesi andi 
mutatei itselfi everyi nowi andi theni ifi it'si ai 
polymorphic/metamorphici malware.i Anotheri differencei 
wheni studyingi malwarei andi benigni applicationsi isi thei 
typei ofi processi managementi donei byi maliciousi codei 
thati isi intendedi toi hidei from,i ori spoofi antivirusi toolsi 
andi processi monitors.i Sincei gettingi hiddeni isi morei 
complicatedi thani runningi normally,i thisi approachi 
needsi morei callsi toi processi managementi procedures.i 
Thei thirdi discriminativei categoryi isi thei Memory,i 
whichi showsi thei differencei thati maliciousi executablei 
intendsi toi free,i movei andi replacei spacesi ofi thei 
memory. 
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i Nexti categoryi isi thei Registry,i maliciousi executablesi 
havei heavilyi usedi thei Windowsi Registryi toi changei 
systemi menus,i andi useri privileges,i start-upi programs,i 
andi filei extensioni handlingi attributesi toi easei malwarei 
distributioni ori toi destructi thei targeti computeri andi soi 
oni nexti categoryi behavioursi arei activated. 

Accordingi toi PEi header,i DLL,i andi APIi 
function’si featurei setsi constructedi above,i featurei vectori 
couldi bei usedi toi representi eachi programi Pi.i Eachi 
vectori elementi correspondsi toi ai featurei Fk.i Andi itsi 
valuei indicatesi whetheri thati executablei hasi thei 
correspondingi featurei ori not.i Withi thesei values,i thei 
featurei vectori Fi fori ai programi Pi isi definedi asi 
follows: 

Fi =i {F1,i F2,i F3,i FN} 

IV. IMPLEMENTATIONi OFi PROPOSEDi 
METHOD 

Thisi worki implementsi ai programmei namedi 
misdetectioni thati isi integratedi manyi approachesi thati 
wasi mentionedi ini thei previousi sections.i Therefore,i 
first,i thisi worki exportsi ai modeli ofi trainedi J48i 
classifieri fromi thei rail.i Soi thei modeli isi integratedi andi 
thereforei differenti functionsi thati extract,i select,i andi 
scalei backi optionsi ofi letteri ofi thei alphabeti file,i intoi ai 
programme.i Fig. 3i showsi maini useri interfacei ofi thei 
misdetectioni program.i  

 
Fig.3.i Maini GUIi fori Malwarei detection 

Thei misdetectioni program’si operatingi stepsi arei 
illustratedi below, 
Stepi 1: i Iti browsesi suchi asi directoryi andi itsi 
subdirectoriesi toi searchi outi filesi withini thei directory;i 
ifi ‘a’i goi intoi thei directoryi isn'ti letteri ofi thei alphabeti 
formati file,i iti simplyi ignoresi thei filei andi continuesi itsi 
work; 
Stepi 2: i Iti parsesi letteri ofi thei alphabeti tablesi ofi thei 
viablei toi searchi outi alli letteri ofi thei alphabeti headeri 
data,i DLLi names,i andi APIi functionsi withini everyi 
DLLi asi rawi features; 
Stepi 3: i Iti selectsi thei requiredi optionsi fromi thei rawi 
features; 
Stepi 4: i Principali parti Analysisi isi appliedi toi anyi 
reworki andi scalei backi thei amounti ofi features; 

Stepi 5: i Iti transformsi ai program’si informationi toi itsi 
correspondingi featurei vector;i soi applyi toi ai 
classificationi algorithm; 
Stepi 6: i Iti printsi thei classificationi resultsi asi showni ati 
all-timei lowi ofi Fig. 4; 

 

Fig.4.  Workingi Model 

V. EXPERIMENTALi RESULTS 

Thei numbersi ofi maliciousi programsi arei groupedi byi 
theiri correspondingi familyi namei ini Tablei 1.i Thei cleani 
programsi werei collectedi fromi Download.com,i freshlyi 
installedi Windows’si systemi filesi andi locali laboratories.i 
Thisi isi ai comprehensivei databasei thati containsi manyi 
thousandsi ofi malwarei samples.i Thei samplesi consisti ofi 
Virus,i Worm,i Trojan,i Backdoors,i andi Spywarei etc., 

Thisi worki onlyi considersi non-packedi Windowsi 
binaryi filesi ini PEi format.i Somei malwarei writersi 
compressi theiri codei toi makei themi undetectablei byi 
antivirusi programs.i Soi thisi worki firsti usedi ai numberi 
ofi thei mosti populari toolsi toi decompressi thei files,i 
whichi arei compressed,i suchi asi UPX,i ASPack,i 
PECompact,i etc.i thati makei thei PEsi recognizablei byi 
thei PEi parser.i Toi evaluatei thei performance,i thei 
followingi classifiersi arei selected:i SVM,i J48,i andi NBi 
rulei learner.i Alli ofi thesei classifiersi arei availablei asi 
parti ofi thei Java-basedi openi sourcei machinei learningi 
toolkiti Wekai [14].i Ini thisi research,i thei experimentsi 
werei donei oni ani Inteli Pentiumi Corei 2i Duoi 2.33i GHzi 
processori withi 2GBi RAM.i Thei Microsofti Windowsi 7i 
SP1i isi installedi oni thisi machine.i Thei classifiersi 
(SVM,i J48,i NB)i arei trainedi andi testedi withi cross-
validationi 10i folds,i i.e.,i thei dataseti isi randomlyi 
dividedi intoi 10i smalleri subsets,i wherei 9i subsetsi arei 
usedi fori trainingi andi 1i subseti isi usedi fori testing.i Thei 
processi isi repeatedi 10i timesi fori everyi combination.i 
Thisi methodologyi helpsi ini evaluatingi thei robustnessi ofi 
ai giveni approachi toi detecti maliciousi Win32i filesi thati 
containi malwarei withouti anyi ai priorii information. 

Therei werei totali 138i PEi header,i 792i DLL,i andi 
24662i APIi function’si rawi featuresi ini thei featurei seti 
ofi thisi work.i 
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 Somei experimenti isi donei toi selecti ai subseti ofi 
featuresi byi thei detectioni ratei ofi thei system.i Numberi 
ofi featuresi withi differenti rangesi wasi selected;i systemi 
isi trainedi andi testedi iti toi seei thei overalli accuracy.i 
Accordingi toi thei resulti ofi thei analysis,i thei topi 88i PEi 
header,i 130i DLL,i andi 2453i APIi functioni featuresi 
werei finallyi selectedi toi traini ouri systemi whichi hadi 
betteri performancesi withi thei classifiers.i  

A.  Performancei Evaluationi Criteria 

Thei standardi 10-foldi cross-validationi processi isi usedi 
ini thisi experiment:i thei dataseti isi randomlyi dividedi 
intoi 10i smalleri subsets,i wherei 9i subsetsi arei usedi fori 
trainingi andi 1i subseti isi usedi fori testing.i Thei processi 
isi repeatedi 10i timesi fori everyi combination.i Thisi worki 
focusedi ini thei detectioni ratei ofi thei classifiersi andi thisi 
wasi thei percentagei ofi thei totali maliciousi programsi 
labelledi malicious.i  

Truei Positivesi (TP): i thei numberi ofi maliciousi 
executablei examplesi classifiedi asi maliciousi executable 

Truei Negativesi (TN): i thei numberi ofi benigni 
programsi classifiedi asi benign 

Falsei Positivesi (FP): i thei numberi ofi benigni 
programsi classifiedi asi maliciousi executable 

Falsei Negativesi (FN): i thei numberi ofi maliciousi 
executablei classifiedi asi benigni executable 

Wei werei interestedi ini thei detectioni ratei ofi thei 
classifiers.i Ini ouri casei thisi wasi thei percentagei ofi thei 
totali maliciousi programsi labelledi malicious.i Wei werei 
alsoi interestedi ini thei falsei positivei rate.i Thisi wasi thei 
percentagei ofi benigni programsi whichi werei labelledi asi 
malicious,i alsoi calledi falsei alarms.i  
Truei positivei ratei isi alsoi calledi thei Detectioni Ratei 
(DR) i andi definedi as, 

                        DRi =i 
  

     
      

  
Falsei Positivei Ratei (FPR) i as, i  
 

      
  

     
        

 

Overalli Accuracyi (OA) as, 
 

         OAi =i 
     

           
      

 
Evaluatingi thei detectioni efficiencyi ofi thei system, i 

iti isi noti onlyi consideringi thei higheri TPi ratei buti alsoi 
consideringi thei loweri FPi rate.i Therefore, i thei overalli 
accuracyi couldi bei thei maini referencei fori usi toi 
compromisei bothi TPi ratei andi FPi rate.i  

Therei werei totali 138i PEi header,i 792i DLL,i andi 
24662i APIi function’si rawi featuresi ini ouri featurei set.i 
Wei didi somei experimenti toi selecti ai subseti ofi featuresi 
byi thei detectioni ratei ofi thei system.i Wei justi selectedi 
ai numberi ofi featuresi withi differenti ranges,i trainedi thei 
system,i andi testedi iti toi seei thei overalli accuracy.i  

Accordingi toi thei resulti ofi ouri analysis,i wei finallyi 
selectedi thei topi 88i PEi header,i 130i DLL,i andi 2453i 
APIi functioni featuresi toi traini ouri systemi whichi hadi 
betteri performancesi withi thei classifiers.i Ai numberi ofi 
selectedi subseti featuresi ofi thei experimentsi arei giveni 

ini Tablei 3.i Ai listi ofi thei fulli classificationi resultsi arei 
showni ini Tablei Vi andi Tablei VI. 

Table – V: Systemi performancei basedi oni individuali 
Features 

Featurei type Classifier OAi (%) 

 
PEi HEADER 

Naïve-Bayes 77 

SVM 80 

J48 99 

 
APIi 

FUNCTIONS 

Naïve-Bayes 97 

SVM 81 

J48 99.1 

 
DLL 

Naïve-Bayes 89 

SVM 91 

J48 96.9 
Systemi performancei basedi oni individuali featuresi isi 
representedi throughi bari charti asi giveni below.i  
 

 
Fig.5.i Systemi performancei basedi oni individuali features 

Table-VI: Systemi performancei basedi oni Hybridi Features 

Featurei type Classifier OAi (%) 

 
PEi HEADER&DLL 

Naïve-Bayes 72 

SVM 85 

J48 90 

 
PEi HEADERi &i APIi 

FUNCTIONS 

Naïve-Bayes 93 

SVM 97 

J48 99 

 
PEi HEADER,i DLLi &i APIi 

FUNCTIONS 

Naïve-Bayes 93 

SVM 97 

J48 98 

Systemi performancei basedi oni differenti typei ofi 
combinedi featuresi isi representedi throughi bari charti asi 
giveni below.i  
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Fig.6. Systemi performancei basedi oni combinedi 
features 

Asi showni ini Tablei Vi andi Tablei VI,i thei detectioni 
accuracyi ofi J48i classifieri outperformsi thei otheri 
classifiersi ini alli thei cases.i Iti isi concludedi fromi thei 
abovei tablei thati thei classifiersi victimizationi thei DLLi 
namei featurei hadi thei bottomi detectioni rate.i Further,i 
Naïve-Bayesi providesi thei worsti detectioni accuracyi ini 
mosti cases.i Thei classifiersi victimizationi combinedi 
letteri ofi thei alphabeti headeri andi APIi performi optionsi 
providei slightlyi higheri detectioni accuracyi thani thei 
classifiersi victimizationi letteri ofi thei alphabeti headeri 
featurei alone.i Becausei ofi thisi resulti iti isi concludedi 
thati thei letteri ofi thei alphabeti headeri featurei whilei noti 
combiningi withi thei oppositei optionsi isi effectivelyi usedi 
fori policei worki zeroi dayi malwares.i Moreover,i ai 
classifieri victimizationi letteri ofi thei alphabeti headeri 
featurei willi havei thei tiniesti processi overheads.i  

VI. CONCLUSION 

Thisi worki bestowedi statici malwarei detectioni 
systemi victimizationi datai processingi techniques.i thisi 
techniquei isi predicatedi oni miningi letteri ofi thei 
alphabeti headeri data,i DLLi name,i APIi performi callsi 
withini everyi DLLi optionsi ofi thei executablesi fori 
policei worki malwarei andi maliciousi codes.i Thisi worki 
tendsi toi developi ai letteri ofi thei alphabet-i laboureri 
programi toi dissecti PEi formati ofi thei Windowsi 
executablesi ini ouri dataset.i Thei letteri ofi thei alphabeti 
laboureri extractsi alli letteri ofi thei alphabeti headeri data,i 
DLLi names,i andi APIi performi callsi withini everyi DLLi 
containedi ini ani exceedinglyi letteri ofi thei alphabeti file.i 
Andi thisi programi storesi alli thei extractedi datai ini ani 
exceedinglyi information. 

Afteri rawi optionsi ofi alli viablei programsi withini thei 
informationi arei extractedi victimizationi PE-Mineri 
program,i thei systemi computesi everyi letteri ofi thei 
alphabeti headeri feature’si datai Gaini valuesi andi countsi 
thei careeri frequenciesi ofi DLLsi andi APIi functionsi toi 
picki seti featurei sets.i Consistenti withi thei resultsi ofi thei 
analysis,i thisi worki finallyi takesi highi eightyi eighti 
letteri ofi thei alphabeti header,i 130i DLL,i andi 2453i APIi 
performi optionsi toi traini thei systemi thati hadi higheri 
performancesi withi thei classifiers. 

Ini orderi toi graspi thei contributioni ofi PCAi 
transformation,i PCAi performi wasi removedi fromi thei 
system,i i.e.,i thei choseni optionsi werei directlyi appliedi 
toi coachi thei classifiers.i Afteri PCAi performi isi 
enabled,i wei havei ai tendencyi toi goi higheri resultsi andi 
thereforei thei coachingi timei wasi abundanti lessenedi 
fromi somei ofi daysi toi manyi hoursi thanksi toi thei 
amounti ofi optionsi beingi reworkedi andi reduced,i andi 
thereforei thei performancesi werei raisedi further.i Finally,i 
threei differenti sortsi ofi optionsi arei mixedi intoi onei 
featurei seti whichi isi usedi toi decidei thei hybridi featurei 
seti (HFS),i andi thesei optionsi arei usedi toi traini SVM,i 
J48,i andi NBi classifiersi severallyi fori detectioni ofi 
Windowsi letteri ofi thei alphabeti malwares.i Asi showni 
ini thei experimentali results,i thei detectioni accuracyi ofi 
J48i classifieri outperformsi thei remainderi ofi thei miningi 
classifiersi ini mosti ofi thei cases.i And,i thei classifiersi 
victimizationi thei DLLi namei featurei hadi thei bottomi 
detectioni rate.i Further,i Naïve-Bayesi providesi thei worsti 
detectioni accuracyi ini mosti cases.i Thei classifiersi 
victimizationi combinedi letteri ofi thei alphabeti headeri 
andi APIi performi optionsi providei slightlyi higheri 
detectioni accuracyi thani thei classifiersi victimizationi 
letteri ofi thei alphabeti headeri featurei alone.i Iti isi 
concludedi thati thei letteri ofi thei alphabeti headeri featurei 
whilei noti combiningi withi thei oppositei optionsi isi 
effectivelyi usedi fori policei worki zeroi dayi malwares.i 
Moreover,i ai classifieri victimizationi letteri ofi thei 
alphabeti headeri featurei willi havei thei tiniesti processi 
overheads.i Thei experimentali resulti showsi thati thei 
proposedi systemi providesi mosti effectivei detectioni 
accuracyi ofi 99.6%i withi thei falsei positivei ratei 2.8%. 
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