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Abstract:
Cloud Computing has emerged into an inevitable platform for computing services by effectively implementing Service
Oriented Architecture (SOA) and Virtualization. However it is still vulnerable to traditional security threats and offers
scope for innovative security attacks such as EDoS [1]. While it offers platform to generate innumerable Virtual
components from a single physical component, it inadvertently provides wide spectrum of possibilities for distributed
attacks. Moreover such attacks have adapted to cloud platform and have exploited various inherent vulnerabilities. In
an unprecedented manner, they became unpredictable, evasive and challenging to Cloud Security measures.
Therefore various versions of DDoS attack that targets the cloud platform have been extensively researched and
narrated. The Cloud Security faces unprecedented challenges such as the Single-point-of-Failure occurs when a Cloud
Supervisory Component or hypervisor fails due to a security breach. Moreover Cloud requirements often require being
liberal to meet the Clients needs. This does not help the CSP to adapt traditional stringent security measures in Cloud
System the reasons have been discussed in details.
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I. Introduction
The Cloud computing offers various provisions such as Auto scaling, cross platform accessibility etc [2]. Therefore
the Cloud computing has been intensely used in diverse applications. Cloud Computing has revolutionized Internet
through achieving multilayer virtualization in terms of processing, interconnection and storage [3]. Virtualization
has enabled Cloud to automatically and elastically stretch across various components, platforms and
infrastructures seamlessly and instantaneously based on the need. This has enabled different types of cloud
services such as on-the-fly applicability, pay-as-you-go services, resource pooling, cloud brokering services, SLA
(service level agreements) based on Quality of Services (QoS) negotiations etc [3] [6]. However based on the
implementation Cloud can be categorized as public, private, hybrid, community Clouds and Cloud Federation [5].
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