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Abstract:
Due to development of new internet connected devices, the attack surface has also been increased for the cyber
intruders. The evolution of theses cyber intruders poses a critical challenge for designing of detection mechanisms
especially in network devices. Intrusion detection system is one such approach with the ability of detecting dynamic
and unknown attacks. In this work, network anomaly detection system is developed using Mahalanobis distance-based
detection mechanism with heron’s triangle area based transformed features. The KDD Cup’99 network dataset is
utilized to analysis the performance of the system. It contains four different attack types such as DoS, Probe, R2L and
U2R. The model has achieved very high detection rate for Normal and U2R classes with false alarm rates of 1.53%
and 6.66% respectively. The detection rates are more than 99.53%, 99.7% and 98% for Probe, DoS and R2L classes
along with 0.09%, 0.66% and 0.2% false alarm rates respectively.
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I Introduction
In recent years due to pandemic situation, there is an exponential growth of computer devices and
a network technology, made the network security has become most significant in cyber systems.
Many network intrusion detection systems are available to detect the attacks of known signatures,
whereas there is a great challenge in detecting new born or zero-day attacks. Development of
efficient Intrusion Detection Systems (IDS) to provide real time dynamic security for all internet
connect devices and network technologies assumes greater importance [1]. An intrusion detection
system consists of relevant security features capable of adapting themselves for the changing
environment based on their learning ability of events from time to time. IDS is categorized into
signature and anomaly detection, where signature has the ability of detecting known intrusion
patterns whereas anomaly is capable of detection zero-day attacks [2].

Sign in to Continue Reading

More
Like
This

Network Intrusion Detection System for Feature Extraction Based on Machine Learning Techniques

2023 5th International Conference on Inventive Research in Computing Applications (ICIRCA)

Published: 2023

Ensemble of binary SVM classifiers based on PCA and LDA feature extraction for intrusion detection

2016 IEEE Advanced Information Management, Communicates, Electronic and Automation Control Conference (IMCEC)

Published: 2016

Show
More

Loading [MathJax]/extensions/MathMenu.js

 Contents

javascript:void()
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjssxlREjVhuPMk9c_Z4Q-UFNXlzXtXjE4-BZw4kGPNpAhwmxkwwRbeq5UfG3dHbwclFw2fW6cLdY1fLmRYL3_foY2bzWNPEMgy6ifNPfe5VyAUkvl-nm8xae7_wLgIffqgTvC6nRWbekN6yaXk8H9mMVEykOwkZfCWzkdnyL7THQpKN2Njy5lbS8mUg5FOTQwqy09VVtS8r0SzTxuLoaCRmXAjvezPtN0j3os9jJ1m4uwwTrNdOlyvxWs_hz4OLypA_eX3x9FGQuUNc8DA1PpX2rT5uIyeJfJ9ae3MZaDzF6sZSeEY-1vSD7OBzcpW1PyoJiu2EYFR9wMCb350NniQBAJ4m2PQupffscLNG-pEb-4_qkA-8LXxevBcfq7iCkGeu1kQ&sai=AMfl-YQeen24b7H_WGwkm9uB7Ul4iZIlZVgYYm5dQMFMcw-G4A4Iex1_z4cXb3ld86Wh6DXFrNyWicZGMLAPlVxZdD6mSGw88yO5Xw3kMxh_EsIMBR4CZUL1UvCvcOrB&sig=Cg0ArKJSzCBFpKygeSJ7&fbs_aeid=%5Bgw_fbsaeid%5D&adurl=https://forms1.ieee.org/English_for_Technical_Professionals.html%3FLT%3DXPLLG_XPL_2020_LM_IEEE_English_for_Technical_Professionals_Program
https://ieeexplore.ieee.org/document/10220789/
https://ieeexplore.ieee.org/document/7867287/
javascript:void()
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjssF3bbOcLlciJ14WmL8QUNu28nLIdLBBoRhg4a9eAaAkj_YfyUqRuSTxLqrJW-1Uelf7LSS7npL5I76tXVJhBUdlQ7ItR4xyY0c3NQBBb1WY-vXxkP45zp8Q7I_r8H6GVQ-76YeryyAkLTV4w_Q_Ikn76_wJrezoV5r5CNIkbGvym4MUhttixb0zZTDCioxS7owqh19ZaLqPcw8zYrAjYejMOmanUuGIImGB-_Fp-GXkSFJjYJxXS64vt-QuBbRkbZWSc_aS0H7uYCnmgoVoWASbKwZSaa2a5hoMapDAMHC12AfHR2TMoUe90G6Sm9Ye4wGPdKApZp6na_cZDN1zKxa1vwNM3CVLU-t10iQS0hDb8N3xQ7OBaIIzG35wJzwD_QlYsAvfg&sai=AMfl-YSaUQj-yVNZ0b8U6MvZVcyVw72Z35KYBKoj7sLCAwtzmQ7lRZ9_eCADUJOMuWKobamFqQ_azIzUgf1aZiQONvJ4ejG87Li85dgpUo1PlZGjrGuEs5YfuQ7pQhbl&sig=Cg0ArKJSzBmAmaQstcN1&fbs_aeid=%5Bgw_fbsaeid%5D&adurl=https://forms1.ieee.org/NESC-2023.html%3FLT%3DLG_XPL_2022_LM_NESC_2023_Ad


9/23/24, 4:11 PM Geometric Structure Based Feature Transformation for Network Anomaly Detection System | IEEE Conference Publication | IEEE …

https://ieeexplore.ieee.org/document/10249601 3/4

IEEE Personal Account

CHANGE
USERNAME/PASSWORD

Purchase Details

PAYMENT OPTIONS

VIEW PURCHASED
DOCUMENTS

Profile Information

COMMUNICATIONS
PREFERENCES

PROFESSION AND
EDUCATION

TECHNICAL INTERESTS

Need Help?

US & CANADA: +1 800
678 4333

WORLDWIDE: +1 732
981 0060

CONTACT & SUPPORT

Follow

   

About IEEE Xplore | Contact Us | Help | Accessibility | Terms of Use | Nondiscrimination Policy | IEEE Ethics Reporting | Sitemap |
IEEE Privacy Policy
A not-for-profit organization, IEEE is the world's largest technical professional organization dedicated to advancing technology for the benefit of
humanity.

© Copyright 2024 IEEE - All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies.

IEEE Account

» Change Username/Password

» Update Address

Purchase Details

» Payment Options

» Order History

» View Purchased Documents

Profile Information

» Communications Preferences

» Profession and Education
Loading [MathJax]/extensions/MathMenu.js

https://www.ieee.org/profile/changeusrpwd/showChangeUsrPwdPage.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/payment/showPaymentHome.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://ieeexplore.ieee.org/articleSale/purchaseHistory.jsp
https://www.ieee.org/ieee-privacyportal/app/ibp?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/profedu/getProfEduInformation.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/tips/getTipsInfo.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
tel:+1-800-678-4333
tel:+1-732-981-0060
https://ieeexplore.ieee.org/xpl/contact
https://www.facebook.com/IEEEXploreDigitalLibrary/
https://www.instagram.com/ieeexplore_org
https://www.linkedin.com/showcase/ieee-xplore
https://www.youtube.com/ieeexplore
https://twitter.com/IEEEXplore?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/about-ieee-xplore
https://ieeexplore.ieee.org/xpl/contact
https://ieeexplore.ieee.org/Xplorehelp
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/accessibility-statement
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/terms-of-use
http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html
http://www.ieee-ethics-reporting.org/
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/ieee-xplore-sitemap
http://www.ieee.org/about/help/security_privacy.html
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjssF3bbOcLlciJ14WmL8QUNu28nLIdLBBoRhg4a9eAaAkj_YfyUqRuSTxLqrJW-1Uelf7LSS7npL5I76tXVJhBUdlQ7ItR4xyY0c3NQBBb1WY-vXxkP45zp8Q7I_r8H6GVQ-76YeryyAkLTV4w_Q_Ikn76_wJrezoV5r5CNIkbGvym4MUhttixb0zZTDCioxS7owqh19ZaLqPcw8zYrAjYejMOmanUuGIImGB-_Fp-GXkSFJjYJxXS64vt-QuBbRkbZWSc_aS0H7uYCnmgoVoWASbKwZSaa2a5hoMapDAMHC12AfHR2TMoUe90G6Sm9Ye4wGPdKApZp6na_cZDN1zKxa1vwNM3CVLU-t10iQS0hDb8N3xQ7OBaIIzG35wJzwD_QlYsAvfg&sai=AMfl-YSaUQj-yVNZ0b8U6MvZVcyVw72Z35KYBKoj7sLCAwtzmQ7lRZ9_eCADUJOMuWKobamFqQ_azIzUgf1aZiQONvJ4ejG87Li85dgpUo1PlZGjrGuEs5YfuQ7pQhbl&sig=Cg0ArKJSzBmAmaQstcN1&fbs_aeid=%5Bgw_fbsaeid%5D&adurl=https://forms1.ieee.org/NESC-2023.html%3FLT%3DLG_XPL_2022_LM_NESC_2023_Ad
https://www.ieee.org/profile/changeusrpwd/showChangeUsrPwdPage.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/address/getAddrInfoPage.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/payment/showPaymentHome.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/vieworder/showOrderHistory.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://ieeexplore.ieee.org/articleSale/purchaseHistory.jsp
https://www.ieee.org/ieee-privacyportal/app/ibp?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/profedu/getProfEduInformation.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore


9/23/24, 4:11 PM Geometric Structure Based Feature Transformation for Network Anomaly Detection System | IEEE Conference Publication | IEEE …

https://ieeexplore.ieee.org/document/10249601 4/4

» Technical Interests
Need Help?

» US & Canada: +1 800 678 4333

» Worldwide: +1 732 981 0060

» Contact & Support

       

A not-for-profit organization, IEEE is the world's largest technical professional organization dedicated to advancing technology for the benefit of humanity.
© Copyright 2024 IEEE - All rights reserved. Use of this web site signifies your agreement to the terms and conditions.

About IEEE Xplore Contact Us| Help| Accessibility| Terms of Use| Nondiscrimination Policy| Sitemap| Privacy & Opting Out of Cookies|

Loading [MathJax]/extensions/MathMenu.js

https://www.ieee.org/profile/tips/getTipsInfo.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://ieeexplore.ieee.org/xpl/contact
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/about-ieee-xplore
https://ieeexplore.ieee.org/xpl/contact
https://ieeexplore.ieee.org/Xplorehelp
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/accessibility-statement
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/terms-of-use
http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html
https://ieeexplore.ieee.org/xpl/sitemap.jsp
http://www.ieee.org/about/help/security_privacy.html

