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Abstract—Initially the Blockchain technology was used to implement different digital
currencies. Nowadays blockchain is adopted as a common technology to be used in various
business applications. Blockchain based solutions have underlying features like security, tamper
proof, transparency and consensus. Apart from that, history of data can be maintained on a
blockchain network that can be retrieved from any place and at any time. Blockchain provides
immutability which is a solution to avoid faking of certificates. This Paper presents a
blockchain based solution to issue certificates and prevent fake certification by using digital
signature to enhance the data security long with proof of validity smart contract is used to
access the blockchain network with valid key. The proposed permissioned blockchain based
academic certificate repository system provides and manages degree certificates as assets for
educational institutes. Academic certificates and e-certificates can be securely shared and
distributed by students and learning institutes through this application.

Index Terms— Blockchain, Hashing, Hyperledger Fabric platform, Digital signature and
Digital watermarking, Proof of Validity.

|. INTRODUCTION

The future internet is blockchain technology. The first blockchain is Bitcoin which is introduced by Satoshi
Nakamoto; it is Bitcoin that came into existence in 2009[1]. Now the Bitcoin became more popular. Bitcoin is
the most popular digital money used on peer to peer network in the case of the blockchain. The features
decentralized, distributed, secure and faster, transparent, and immutability aremore beneficial abilities compare
with the existing technologies. Data structure used in blockchain technology is like linked list data structure that
preserves details of data and its transactions through a distributed ledger technology publically. The great
advantage of blockchain enables most of the authors made to implement the educations system. It can store
student details such as degree certificates and history of the provider and the address of the student's data in the
network. The blockchain technology uses several consensus algorithms and common procedure execution
through the distributed public ledger, business logic (smart contract), and cross- chain concepts. There are
several blockchain development platforms are available. Each one has its own feature. This research paper
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analysis overallfeature of Ethereum and Hyperledger fabric platform and based on this suggest suited platform
implement the use case. These techniques maintain a change of the data integrity by keeping the attributes of
transactions such as time, space, and instantaneous multifunctional overlays with constraints such as recordable,
traceable and determinable, cost and tradable procedure, etc.,

This research suggests Hyperledger fabric Framework proposes a certificate verification system to avoidthe fake
and provide high level of security. And also this paper presents the proposed certificate verification system
design and its process how does it support to enhance the data security by mean of digital signature and water
marking technique to provide tamper proof.

11. BASIC CONCEPTS OF BLOCKCHAIN TECHNOLOGY

Blockchain is distributed ledger technology that maintains linked list database with any type of records like
transactions, contracts and events. All these data are distributed to all the peers over the network which is public
ledger preserved chronologically as linked list digital blocks. A blockchain technology has these features and
capabilities make the distributed ledger as transparent, highly secure, publically distributed, decentralized and with
maximum storage space and speed and minimum cost. Blockchain uses the technique of SHA-256 hashing
method in a block as signature and considers all records, transactions are happened. A block has previous block
hash which ensure the data transparent and in turns immutability. This SHA-256 hashing algorithm take any
length of statements as input and always gives fixed n-digit string as output by using cryptographic hash function
[5]. This feature enhance the security of data stored in blockchain network.

A. Figures and Tables Hashing

A SHA-256 algorithm used in blockchain which is a small code of 256 defined length that can be used as a
fingerprint for a digital document and it is part of encryption technology. A hash generator always gives unique id
for any string of text. If one character in a data is changed, it will automatically create a different hash id. So it is
very difficult to modify the data which is stored as block in the blockchain network. The transactions is stored as
block in blockchain, where each block is secured by using this SHA-256 hashing algorithm and hash of the
previous block. If one block is changed it will affect the next block due to maintaining the previous block hash. So
this ensure all parties to guarantee that no one can modify the data on the blockchain.

B. Hyperledger Fabric

The Linux Foundation, which established the ecosystem in December 2015, manages Hyperledger. The
framework is open source and a modular architecture is supported. Two types of modes are available on
Hyperledger: the validating nodes and the non-validating nodes. The validation nodes verify transactions, manage
the ledger and perform the BFT consensus protocol. It follows the execute- order-validate paradigm. IBM and
Digital Asset had been the two agencies that constructed the preliminary model of Fabric [2]. It alternatively
suffers from two drawbacks. First, it has lacks validated applications and secondly, lacks of skilled programmers
able to use this technology.

C. How does “Blockchain’ support to maintain academic Records?

This paper deals about the academic records containing students files, certificates and other details which is
contains information’s directly related to a student’s historical academic records like year of admission, passed
and receive certificates . To keep this kind of academic record in a blockchain technology gives high security
and immutability of data. All the educational institute has the responsibility of keeps student’s records for a long
time. Blockchain based educational repository has more benefits than the existing technologies [3][4]: i) The
immutable ledger technology generates chronological list of transactions in real time is very useful for verifying
academic degree certificates, student complete report and maintain the students honest about their
achievements[5]. ii) In real time use case, more than 600 MIT graduates of 2018 decided to get their diplomas
degree as digital certificate on Blockcerts' blockchain. Therefore, the student’s academic certificates will be
maintained in blockchain so that in future employers can verify them at any time and from any place. This
avoids students from submitting fake degrees to the employers. Finally the academic documents are managed by
using blockchain technology benefits the encrypted hashing of records and makes more reliable and maintains all
academic documents safe and easy to share and access[6].

I1l. RELATED WORK

Initially the blockchain technology is used in development of cryptocurrency like Bitcoin but in recent years
blockchain technology used in a business applications like supply chain management, identify management,
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health care and educational institute to issue the certificate through blockchain to avoid the fake certificates.
Blockcert Wallet is blockchain based application to issue and verify the academic records by MIT which is based
on Bitcoin. It permits for instance issue the certificate after the completion of diploma degree through blockchain
network virtually [7][11]. This is hyperledger based application to issues and maintained academic documents
which is differ from MIT blockcerts wallet in has platform and type of blockchain. Where the smart contract
(Chaincode) has been developed to control the collations among the various educational institutes to access the
details in more secure and safe.[16][17]. MongoDB and couchDB used as external entities to maintain the
student’s details in this system by means of using intelligent contracts.

IVV. ALGORITHM USED TO ENROL THE ISSUER AND VERIFY THE CERTIFICATES

This section illustrate the pseudo code to verify the proof of authenticity(Figure 8) and enhance the security of
the certificates the digital water marking technique is used and stored in the Mongo DB for future referenceD.
Abbreviations and Acronyms

A. Digital Signature

The proposed hyperledger based application uses digital signature and water marking algorithms to encrypt and
decrypt the certificates. This RSA algorithm is computationally expensive and time consuming. The most
important reason of using hash instead of data directly for signing is efficiency of the scheme. Every academic
institutes and students can have public and private key Paris. The issuer and owner data are hashed and hash
value and signature key are submitted to the signature algorithm to generate digital signature then this would
attached with the academic certificate. These are send to the blockchain network to store the issuer details and
certificate as in the encrypted form [12].

B. Proof of validity

In this proposed system used the proof of validity smart contract (chain code) is shown in figure 4 to validate the
originality of the academic institutes by using membership service provider in the fabric certificate authority can
issue the certificate to enroll in the blockchain network as node , each and every member of the network have two
keys public and private keys and also they authenticated with digital signature, all the issuers authenticity List An[]
is created when new issuer are added (An=A+An{}) after validate their signatures and key are valid by using
verification algorithm. If the issuer address are same then certificate are added in that particular students MongoDB
to maintained students information in off-chain mode or else create a new student and added into the blockchain
network or else generate the duplicate keys error message. And also count the each student’s certificate issued by
the same institutes to the particular student Verify_ Count is incremented each time the same student will not
receive certificate from the same academic institutions.

Chain code logic for the node Authenticity to verify the
certificate

Inputs: A {}
Verifying Authenticity_List(A ):
On Issuing (A)
If (Addressee A _{}):
A {}=AA {}
Else
A has duplicate public Keys
Rules:(A.address):
If (AA_{} AND A has not issued the same certificate):

Verify count=Verifiy_count+=1
Return (ture)

8. Else
Verify_count=Verify_count is not incremented

N O BN

A {}->Node in the Authenticity_list
A->Verifying Authenticity
N->Node in the blockchain network

Figure 2. Pseudo code of the Proof of Validity to verify the certificate
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V. THE HYPERLEDGER FABRIC CERTIFICATE DESIGN

A. Entities

The hyperledger based certificate verification system will require educational institutes (Issuer), students
(Receiver) and verifier (employer) as peer nodes in this design act as users. Issuers use the private key to sign the
academic certificate and add digital signature. Digital water mark is used on the certificates to protect the contentof
certificate. Then the network will create unique hash value for each certificates and the data stored in encrypted
format. Using this unique hash value students, educational institutes and employers can access the certificate
from the blockchain network. This guarantees stability of data and contents of certificates. Academic institutes
can initiate Smart contract (Chaincode), digital watermark and signature to validate the academic certificates at
every level of endorsement. As a result, students or employers receive the e-certificates in real- time. The
process of the dataflow is illustrated in the Figure 3. The educational institutes offers the students to collect a
blockchain credential and the students accepts offers, sending their hash 1Ds and issuer hashing the credential on
the blockchain then send that address to students. Finally, the students can share their credential to employer for
verification.

Issuer(University) Owner(students) Verifier(Employer)

0@ j.

)\

Issuer invites the | Reciever accepts isur <
reciever to accept |—>| "] —{» | request and sending |

issuing credetntials their private key to [&—

access blockchain

studdents sends
blockchain
credentils to verifier

|
S,

yes
erify using
ash valui
NG
no

W

. |Accept hash key for Process command
“| their cetiifcates proof of validity

issuer create hash value for|
the credentials and store it
into blockchain

sends blockchain
credentials to
reciever

>}

Figure 3. Dataflow diagram of the proposed design

B. The proposed Business Network

This prototype system uses Hyperledger fabric as blockchain framework with distributed ledger mechanism. The
Fabric CS server enables authorization services and smart contract (chaincode) mechanism executes based on
business logic which is defined by the educational institutes and other organizations. This system has various
modules such as endorsement policy for user authentication, certificate authority, student information, recruitment
information and academic certificate details. The Prototype system architecture Figure 4 also provides user
interface via web application along with Fabric server AP1 and Docker composer CLI (Command line interface)
commands to customize the system when it is required. As shown in the Figure 3, users can authenticate their
identities using document verification module viaweb interface. Further, they can obtain certificates from
Hyperledger Fabric (CA) server with their private keys and passwords. Users, depending on their authorization,
can request a query or update information related to students or recruitment with the web interface and CLI. The
academic certificate can act as digital asset to be used as transaction between components in the system. The
following steps illustrate a transaction flow between the components of blockchain framework. Users are
enrolled via MSP into the peer to peer blockchain network.

e Issuer issue the certificate to the students and upload it via API server using document

encryption anddecryption module the certificate are hashed and digital watermarked.

e Aclient submits a proposal transaction to endorsing peers.

e  Endorsing peers execute the chain code, sign (endorse) and return the transaction to the client.

e Chain code run on network based on Proof of Authenticity (PoA) using digital watermark

technique toimprove the security of student data stored in off-chain MongoDB.
e Then the orderer node get the endorsed transactions to be schedule to execute that transaction.
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e The endorsed transactions are added into new block by channel based on the service of orderer
node. Then,the ordering node returns the created block to a leader peer associated with a channel.
¢ Finally, transactions are validated by peers and append this validated block to the blockchain.

‘ Blockchain Network ’

I

Enroll users Invoke & query
Chaincode

into network

Fabric Get certificate Web Server Store Certificate.
CA for Users and User Data Database

Issue Certificates Verify Authenticity
to Students of Certificate

Manage Received

Certificates

=] | University o0— Student Verification
°| | Dashboard O — |Dashboard Portal| &

Login with Credentials Login with Credentials

|
& =

Student Verifier

University

Figure 4. Prototype system

C. Blockchain-based Educational Records Repository Implementation

In order to implement this application the Hyperledger Fabric 2.1.0, node, MongoDB 4.0 and NPM are installed.
The hyperledger fabric is used to implement the blockchain network to execute smart contract (Chaincode).
Fabric CA 1 used to admit the members in the network [12]. Node.js used as backend of the web application to
express framework and also chaincode is written in Node.js. The students and educational institute and
organizations details are stored in MongoDB database.

The front end of the web application is developed using bootstrap, ejs and jQuery. The blockchain network uses
include educational institutes, students and certificate verifiers (Employers). The educational institutes can issue
the academic certificate, view academic certificates issued and endorse verification and digitally sign academic
certificates. The students can receive academic certificates from the educational institutes, view and manage the
received academic certificates. And also they can share their certificate with third party at the time of job
recruitment or applying for the higher studies for verification. The employers can receive the data from students
and verify certificate authenticity with blockchain platform. This academic certificate repository from the Docker
composer perspective, has a composed of files which defining assets, participants and transactions. The node.js
script file is responsible for maintain a set of scripts such as certificate schema, issuer schema and verifier
schema. The JSON file is used to store the data about the certificate. This illustrate the certificate verification
schema format issued in this application. These JSON file schemas can be assist to rich query. A traditional
database used table structure as relational model to store records. Instead the relational database MongoDB use
the <key, value> form to store the state of the database in ledger too. This form gives more security since it is
JSON form and very difficult to access by applications developers [14] [15]. So in this application used JSON
format to store the data and enhance the query. The script contains functions and definitions of the transactions
to be used in the blockchain network. When transactions are submitted and structure are composed then the
transaction process is automatically invoked by node.js chaincode functions to verify the certificate by the
employers based on their object have given by the students (Figure 5).

D. Results

Hyperledger Fabric is a private blockchain since the students details are not in public domain. The access rights
could be customized as per the requirement of the educational institute as well as y the students. That means
student would not like to share their diplomas instead only their master degree to share for verification. The
students will only can see their diplomas once issued.
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< y calhost : @ 9 v =
Verification Portal .

Verify Certificate Authenticity

Figure 5. Verifying the certificate on blockchain network

ISSUER OF CERTIFICATE HASH DIGITAL SIGNATURE RECIEVER OF CERTIFICATE
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Figure 6. Encrypted form of academic certificate

This is a hyperledger based application so it is not ‘coin’ based blockchain, this leads easy to implement unlike
Bitcoin or Ethereum blockchain platform to use cryptocurrency to publish transaction over the distributed
network. In this blockchain based application provide query to retrieve the details of students to whom certificate
issued and also students can update their data on the MongoDB. All the data which stored on the blockchain
network is hashed (Figure.6) along with digital water mark technique is used to enhance the protection of the
data. Today’s credential issues are overcome with blockchain solution and also this will improve and provides
reliable solution in case of avoid the fraud and fake details stored the database.

VI. CONCLUSION

This paper proposes the blockchain based application to issue academic certificates with proof of Authenticity
along with digital watermark a secure and safe to access. And also discussed about the efficiency of blockchain
technology provides security in maintaining the academic records. But still this is growing technology many
institutes try to implement this getting lack of experts gives training to their employees. Existing system does not
provide much of security, there is a lot of chance to make fake certificates since it is in printed format. There are
lots and lots of learning records and certificates, but there are no suitable frameworks to keep an eye on them.
For the future work, it is planned to assess the adaptability issues and effects related with the sending of a massive
repository. This may unite partners like universities, students, teachers and employers and project workers such
that they cooperate with one another empowering huge utilization of this repository of e-certificates. In summary
this will be to receive a completely normalized resource portrayal as an extra advance to a safe and secure
decentralized method of presenting a more utilization of the hyperledger fabric blockchain framework.
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