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Abstract:
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Abstract:
One of the key business models of contemporary information technology is cloud computing. It offers users a range of
services (hardware, software) with little user engagement and at a reasonable price. Utilising a cloud environment
raises several challenges, chief among them being security and privacy. This study explores the issues and proposes a
Lightweight Bcrypt Symmetric Key (LBSK) data encryption and decryption technique with key rotation. A variety of
algorithms and Blockchain technologies are used to protect the information. Encryption is one of the most fascinating
features of data security technology. An Aggregated Authority Certificate Provider (AACP) is recommended with
blockchain authentication for secured cloud data audit, which lessens the burden on the data owner. The suggested
AACP continuously runs on a cloud server and tracks user requests. For the non-trusted provider, the Hyperledger
blockchain proxy re-encrypts data to increase protection and privacy. The Blockchain algorithm was used to encrypt the
data from beginning to end, and it was then saved in the cloud. Without storing the data locally, a security degree,
public verification, and performance factors must be taken into consideration. Compared to current methods, the
proposed strategy is intended to deliver a better result. The Blockchain technique was used to encrypt the data from
beginning to end, and it was then saved on the cloud. Public verification and performance considerations raise the
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security level for remote data verification without storing the data locally. In comparison to current methods, the
proposed method offers a better result.
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I. Introduction
The resources that are used to finish the process, in addition to the computing devices, can also be
kept in the cloud. Similarly to that, big data is stored in the cloud. In general, there is a higher
likelihood that data saved in the cloud will be stolen by unauthorized users. The businesses keep
their info in the cloud and give users access to it. The organization's material is diverse and cannot
be accessible to all users. Therefore, the user must be constrained by some guidelines. The
method used to protect the data stored in the cloud is called cloud security. Numerous services,
including Software as a Service (SaaS), Platform as a Service (PaaS), Data as a Service (DaaS),
and others, are offered by the Cloud Ecosystem at different levels. Regardless of the service
offered, all services utilize cloud-based data. The results of the services rely on many parameters,
and the parameters are used to determine which data is accessed by the services from the cloud.
The user will only be able to access the data if he has the necessary access, and the data
dependency is dependent on the access restriction.
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