
Building NIDS for IoT Network using Ensemble
Approach

Sivasankari. N
Department of Computer Science

Vels Institute of Science, Technology & Advanced Studies
Chennai, India

sivasankari1985.n@gmail.com

Kamalakkannan. S
Department of Information Technology

Vels Institute of Science, Technology & Advanced Studies
Chennai, India

kannan.scs@velsuniv.ac.in

Abstract- The term ‘IoT’ is a trendy word in
current era due to its usage in day-to-day life of
human beings. Its applications are widespread across
many areas such as home, agriculture, health care,
transportation, etc., Due to the vast development of
IoT services, cyber-attacks against IoT application
and devices also increased. Thus, Security and
Privacy are concern as two major issues in IoT
environment. Building aNetwork Intrusion Detection
System (NIDS) is one of the ways for securing the IoT
system against cyber-attacks. So, we proposed an
Ensemble based Network Intrusion Detection System
using machine learning algorithms to detect botnet
attacks against HTTP and DNS protocol in network
traffic. The goal of this proposed work is to higher the
detection rate and decrementing the false positive
rate. UNSW_NB15 dataset was used for evaluating
the performance of the proposed NIDS. In this work,
an IoT environment architecture using fog node
proposed and the performance of various classifiers
included in the framework compared with the
ensemble method based on detection rate and false
positive rate.

Keywords- Internet of Things (IoT), Network
Intrusion Detection System (NIDS), Botnet attack,
Ensemble Learning

I. INTRODUCTION

Internet of Things is an interconnection of
physical devices which communicate with each
other and provide services to the human lives
without the intervention of humans. IoT Systemare
extremely significant in many application domains
such as home automation, healthcare, vehicle
automation, environmental monitoring,
manufacturing process, agriculture, logistic, etc.,
IoT system usually detects the surrounding and
gather the data using sensors and actuators; Then
the collected information transferred to the server
or cloud environment for processing and storing
due to the limitation of resource capability in IoT
devices. Thus, many IoT applications are
depending on cloud computing for processing and
storage.

IoT applications uses variety of protocols for
performing its basic services but Hyper Text
Transfer Protocol (HTTP) and Domain Name
Server (DNS) are the most widely used ones. DNS
is a hierarchical domain name server in a
distributed fashion which provides the conversion
from host name to IP address and resolves the
contraction among the reserved domain names .
HTTP is a client-server protocol and the basic for
any data transfer or fetching the resources on the
web.

Botnet is one the cyber-attacks which
intentionally exploits the data or infrastructure of
the target users via protocols using various
exploitation techniques. The main worry in IoT
system is to safeguard the devices and information
from the intruders; thus, lots of personal data are
transmitted over the internet.

Network Intrusion Detection System generally
utilized for checking and identifying abnormal
activities in network traffic [1]. A classic NIDS
includes four stages as depicts in fig 1.

Fig.1. Stages of NIDS

 Data Source contains a list of observations
of network traffic, with necessary features
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for differentiating authorized and mistrust
observations.

 Data preprocessing is a stage were
identifying and removal of irrelevant
features from the data source

 A detection method uses various
classification techniques to predict the
traffic as normal or attack

 A defense response is a decision taken to
forestall assault activities.

The classic NIDS will not suit for IoT network
because it identifies the conventional anomalies in
the network traffic. But, the traffic pattern of IoT
network will differ from the conventional network.
Thus, building a NIDS specific to IoT traffic helps
to ensure enhanced protection over IoT networks
from the intruders. To protect the IoT system from
the attackers, this paper proposes a Network based
Intrusion Detection System using ensemble-based
approach to detect the attack in the IoT network
traffic.

The key contribution of the paper is as follows:

1) Decision Tree (DT), Support Vector
Machine and Naïve Bayes (NB) were the
Supervised Machine Learning algorithms
used in the proposed ensemble learning
framework to find the attack.

2) HTTP and DNS based traffic from the
dataset is filtered using Extraction module.

3) Relevance analysis performed and adopted
correlation-based feature selection for
finding relevant features for detecting the
attack in HTTP and DNS protocol

4) The performance of the ensemble approach
with each classification techniques included
in the framework was evaluated using
UNSW_NB 15 dataset.

Remaining paper organized as follows: Section
II discusses the similar work corresponding to our
work. Section III explains the proposed ensemble-
based NIDS, Section IV presents the results and
discussion of the proposed work and Section V
provides the conclusion.

II. RELATED WORKS

The focus of this paper is to build a NIDS to
detect the abnormal symptoms of network traffic
that exploits or degrades the IoT systems in HTTP
and DNS protocol. To improve the overall
performance of NIDS, many researchers have
undergone based on ensemble method. The
previous study related to the paper is as follows:

Vivekanandam [2] proposed a technique to
detect the intrusion using hybrid approach of
genetic algorithms. But the proposed solve the real-
life problem in android categorization. Giacinto. et
al [3] proposed a technique to detect multiple types
of attacks using ensemble method. But the attack
detection decision finally depends on the voting
rule method. Bayesian network-based ensemble
method was proposed by Chebrolu et al. [4] where
classification and regression trees used to identify
suspicious instances. When comparing the
performance of hybrid/ensemble with each one
individually, the hybrid/ensemble provides better
performance even though increase in computational
overhead. For detecting multiclass attack, Dewan
Md. Farid et al. [5] proposed hybrid IDS using
decision tree and naïve bayes. Yan Naung Soe [6]
proposed botnet attack detection using machine
learning technique with sequential architecture, but
normal traffic patterns are not investigated to
identify the unknown attacks. Mohammad
Shorfuzzaman [7] proposed a tree-based ensemble
and feedforward neural network to detect
unexpected cyber-attacks in IoT but placement
strategy of NIDS is not focused.

In this paper, we provide a Network Intrusion
Detection System to detect the cyber-attacks
possible through HTTP and DNS protocol and to
ensure high detection rate in identifying attacks. An
NIDS is designed to be implemented in fog node,
and thus it provides better security to an IoT
environment.

III. PROPOSED ENSEMBLE-BASED NIDS FOR
IOT SYSTEM

An Ensemble-based NIDS were proposed to
detect the malicious activities in IoT network traffic
via HTTP and DNS protocol to protect the IoT
system against botnet attacks. The NIDS will not fit
directly into IoT devices due to its small size and
low computational power[8]. So, this proposed
system focused on placing a fog node as a central
controller of IoT devices where NIDS houses and
thus all the traffic between the IoT end nodes and
application server are by passed via fog node. Thus,
NIDS in the fog node monitors the traffic to detect
anomalies. The proposed IoT environment
architecture for placement of NIDS depicted in
Fig.2. It shows traffic between an End node at IoT
end device layer and application services resides in
cloud server are by passed via a fog node. Fog
node act as an intermediate between the end
devices and application services where NIDS
housed and observe the network traffic
continuously and detect the malicious attack.
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Fig.2. Proposed IoT Environment Architecture using Fog Node

A proposed Ensemble-based NIDS presented in
Fig.3 consists of three main steps: Extraction of
HTTP and DNS traffic, feature selection and
ensemble method. The main idea of the proposed
work is to identify the abnormal network traffic to
detect the attacks against HTTP and DNS protocol.
So, as a first step, traffic based on HTTP and DNS
protocols extracted from the UNSW_NB15 dataset.
Secondly, Correlation based feature Selection were
used to extract the features which have the
capability of identifying the legal and malicious
pattern. Finally, the ensemble-based technique is
implemented based on Bootstrap aggregating using
Decision Tree, Support Vector Machine and Naïve
Bayes techniques for classifying the traffic as
normal or malicious.

A. Feature Selection Method
For NIDS implementation, Feature Selection

plays a vital role to identify the essential features
which helps to assists in fastidious normal and
malicious instances. Thus, performing feature
selection removes attribute redundancy, provides
better accuracy, and upgrades the performance of
NIDS. In this work, correlation-based feature
selection is employed to compute the strength
between the attributes. The lowest N ranked
attributes passed to the ensemble approach for
identifying the HTTP and DNS traffic having
abnormal activities.

The correlation(R) between feature F1 and F2
calculated by

( )  
∑ (̅̅ ̅̅ )(̅̅ ̅̅ )
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The output of R varies in a range between -1
and +1. If the R value is close to +1, it refers there
exists a strongest correlation between F1 and F2
and trends of both the features are in same
direction. If R value moving neared to -1, it
indicates the strongest correlation between F1 and
F2 but the features trends are in opposite direction.

B. Supervised Machine Learning Techniques

Supervised machine learning techniques such as
DT, SVM and NBare used in this proposed work to
implement an ensemble method with bootstrap
aggregating to classify the instances as normal and
malicious.

Fig.3. Proposed Ensemble Framework

The machine learning techniques DT, NB and
SVM chosen due to its efficiency in classifying
legitimate and suspicious vectors with small
variations. The three techniques used in the
ensemble-based NIDS described briefly below.

1) Decision Tree (DT): It is a tree based
structural techniques used for classification
problem. Internal nodes of the tree contain test
conditions for features to separate instances that
have dissimilar characteristics . The C4.5 DT
method is used for implementation due to its
simplicity. In the training phase, information gain
principle is adopted for splitting the samples into
subsets. The final decision of choosing the splitting
attribute is based on value of gain ratio. Attributes
having highest value for gain ratio is selected.

2) Naïve Bayes (NB): NB algorithm solves the
classification problem and identifies the categorial
label based on Bayes theorem to find the maximal
likelihood hypothesis . It suited for high
dimensionality dataset and makes quick prediction
based on the probability of an object. The posterior
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function used to predict the data objects is
computed by

()  {}()∏ ()



(3)

3) Support Vector Machine (SVM): In SVM,
training data reworked into better dimension using
nonlinear mapping. Then it finds the linear
hyperplane that separates the instances of one class
from other. SVM chooses the extreme vectors to
create the ‘decision boundary’. Let the Dataset D
have set of instances Xi, each associated with the
class label yi.Each value of yi can be -1 or +1.

C. Bootstrap Aggregator
In the proposed work, bootstrap aggregator

method used to achieve ensemble-based classifier.
After important attributes extracted using
coefficient Correlation from the dataset, network
traffic distributed to the machine learning
techniques, Bootstrap aggregator model used. Each
classifier Model Mi included in the work return its
predicted value for new instance, X. The Bagging
model counts the vote of each classifier and assigns
the label with the foremost votes to X.

Fig.4. Bootstrap Aggregator Flowchart

IV. RESULTS AND DISCUSSION

This section demonstrates the UNSW_NB15
dataset and performance evaluation metrics used in
the proposed work. Then, the findings of ensemble
learning framework illustrated.

A. Dataset
The proposed framework is illustrated using

UNSW_NB15[9,10] dataset. This dataset contains
several forms of data for evaluating NIDS. The
focus of our work is to detect attacks against HTTP
and DNS protocols. The CSV files of HTTP and
DNS data traffic classified into eight different
botnet attacks. It includes Backdoor, DoS, Analysis,
Exploits, Fuzzer, Generic, Reconnaissance and worm.

UNSW_NB15 dataset includes 68661 DNS traffic
instances and 27011 HTTP traffic instances. Table 1
gives the distribution of normal and attack instances
based on different categories of botnet attacks.

TABLE I. ATTACK TYPES IN DATA SOURCE

Attack Types DNS data HTTP data

Analysis 0 558

Backdoor 0 92

DoS 147 1709

Exploits 253 11481

Fuzzers 375 1087

Generic 57278 502

Reconnaissance 47 2073

Worms 0 148

Normal 10561 9361

B. Performance evaluation Metrics

The efficiency and performance of the ensemble
method are analyzed by several experiments using
the UNSW_NB15 data source. The metrics such as
Accuracy, Detection Rate (DR) or True Positive
Rate(TPR), False Positive Rate(FPR) and Precision
rate are used to evaluate the performance of
ensemble classifier and each classifier included in
the framework.True Positive (TP) rate refers the
attacks correctly predicted as attacks, True
Negative (TN) rate refers the normal traffic
predicted correctly as normal, False Positive (FP)
refers the wrong identification of non-attack traffic
as malicious, False Negative (FN) refers the wrong
identification of attack as non-attack, where Actual
Positive and Actual Negative represents the actual
number attack and non-attack observations.The
metrics used in the evaluation is briefly described
below.

1) Accuracy: It estimates the percentage of
observations that are correctly predicted as normal
and attacks, given by

Accuracy =


 
 (4)

2) Detection Rate (DR): It gives the
percentage of observation correctly identified as
attacks among the total number of attack
instances.

DR =


 
  (5)

3) False Positive Rate (FPR): It gives the
percentage of observation incorrectly classified as
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attacks among the total number of non-attacks
instances

FPR =


 
 (6)

C. Evaluation and Discussion
From the UNSW_NB15 datasets, the instances

are extracted as two separate CSV file based on
application layer protocol, HTTP and DNS. Then,
CC is used for identifying the essential features
from the dataset for predicting the attacks. Finally,
the ensemble-based NIDS framework performance
is evaluated on the two data source. Python is used
for implementation on Window 10 Operating
system8 GB RAM and an i7 processor.

The performance of DT, SVM, NB and
ensemble approach in measures of accuracy, DR,
FPR is demonstrated in Table II and III. Using
DNS source, the proposed ensemble technique
produces 97.77% accuracy and DR at 97.57%,
while the FPR is 2% which is better than the
performance of DT, SVM and NB techniques. The
DT classifier achieves 90.73% accuracy, 87.4% DR
and 5.7% FPR, then the NB classifier produces
93.24% accuracy, 91.41% DR and 4.8% FPR.
Finally, the SVM techniques produces 96.42 %
accuracy, 95.7% DR and 2.8% FPR.

TABLE II. PERFORMANCEEVALUATIONOF DNSDATA
SOURCE

Algorithm
DNS Data Source

Acc (%) DR (%) FPR (%)

DT 90.73 87.4 5.7

NB 93.24 91.41 4.8

SVM 96.42 95.7 2.8

Ensemble 97.77 97.57 2.0

TABLE III. PERFORMANCE EVALUATION OF HTTP
DATA SOURCE

Algorithm
HTTP Data Source

Acc(%) DR(%) FPR(%)

DT 96.75 97.41 6.7

NB 99.3 99.46 1.5

SVM 97.56 98.41 6.9

Ensemble 99.56 99.73 1.3

Using the HTTP data source, the proposed
ensemble technique produces 99.56% accuracy and
DR at 99.73%, while the FPR is 1.3%. The DT
classifier achieves 96.75% accuracy, 97.41% DR
and 6.7% FPR, then the NB classifier produces

99.3% accuracy, 99.46% DR and 1.5% FPR.
Finally, the SVM techniques produces 97.56 %
accuracy, 98.41% DR and 6.9% FPR. In HTTP data
source also, the ensemble approach produces better
outcomes when compared with the performance of
other three techniques included in the framework

From the Fig 5 and 6, it is clearly shown that the
proposed ensemble method detects the attacks more
effectively compared with DT, NB and SVM.
Positive Rate.

Fig.5. Performance measures of DNS data source

Fig.6. Performance measures of HTTP data Source

Fig.7 shows the False Positive Rate of proposed
ensemble method against DT, NB and SVM. The
ensemble method produces a lower false positive
rate for both the data sources compared with other
techniques.

Fig.7. False Positive Rate of HTTP and DNS
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V. CONCLUSION

Due to the fastest growth of IoT systems, it
pertains to more cyber-threat. A Botnet attack is
one of the challenging cyber-attacks in IoT
environment. In this paper, we have proposed an
NIDS using an ensemble approach based on
classification techniques such as DT, NB and SVM
to detect botnet attacks against HTTP and DNS
protocol. Also, it proved that the proposed
ensemble framework produces better results
compared to each technique included in the
framework. An IoT environment architecture
proposed with fog nodes, where NIDS placed.
Thus, it reduces the overhead of each node in a IoT
network. In Future work, test bed must implement
to test the efficiency of proposed NIDS in real time
data traffic.
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