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1. Introduction

In recent years, Virtualization Technologies have played a preeminent role in exponentially
increasing software solutions’ growth [1]. This leads to implementing and adopting sophisticated
technologies in the new developing sector to keep up with the data transformation and to expand
the data centre via server virtualization. Simultaneously, the usage of these technologies has grown
to a variety of domains and varied use cases. Virtualization is becoming increasingly prevalent in
the loT sector, Network Sector, and cloud environment. In virtualization, various additional attributes
are designed for multiple use cases, such as isolation, scalability, and user security [2] [3]. This
enamours growth makes the field very competitive and lead us to the emergence of innovative
solution. Virtualisation technologies, including hypervisor-based and container-based virtualization,

are the significant growth showing hybrid-appreaches-development—Xen VMM enables an actual
computer to boot various x86-32 O8s.S{gn is tm@petirseurReadorgmynity that originated at the
Cambridge university computer laboratory {4}~ Thex86-32-architecture was not developed to
provide complete virtualization, as outlined by Popek and Goldberg. The implementations of VMM
handled the problem of capturing privileged instructions using low-level, modern methods [5]. This
feature was implemented in Xen and VMWare. The operating system executes kernel mode in the

physical machine, while the user mode is performed in user mode. Generally, the process has a
level of execution so that OS can execute the instruction (unprivileged and privileged) overall [6].
Therefore, unprivileged instruction does not directly access the secret commands in app operating
mode. There is four execution mode for X86 architecture: Ring -0 with OS running in kernel mode,
Ring -1 and Ring -2 Use extra access, and Ring -3 has user mode. Following is a summary of
virtualization strategies [7].
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