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Abst ra c t

In current years, increased number of cyberspace users cause rapid ascends of network traffics. For
instance: probability of receiving network traffic ever since software technologies that linked with devices
produced massive amounts of data which are unable to accommodate through conventional schemes
port based, payload based and machine learning approaches. Simultaneously SDN technology can
alleviate problems of conventional method in classifying network traffic as malicious and benign,

resources allocation, network monitoring along with enhancement in overall network performance via
activist methods. This research work analyzed the net traffic metadata of 1,04,345 samples gathered from
RYU-SDN controller, an OpenFlow controller using mininet emulator with 23 features then performed
encrypted metadata categorization into three classes namely TCP, UDP and ICMP attacks through deep
CNN with two layers LSTM, CNN-two layers GRU and ConvNet Bidirectional with two layers GRU
approaches with hyper parameters tuning appropriate for better network convergence, performance,

optimization too. The proposed experimental outcomes reveals that deep based CB-GRU method fulfill
traffic classification in SDN environment and accomplished significance enhancement in terms of accuracy
99.97%, and loss rate 0.01. Other evaluation criterias precision, recall, area under curve, were calculated
for performance identification in net data traffic classification than conventional methods.

Overview Citations References (28)

Request full-text

Export citation

https://www.researchgate.net/
https://www.researchgate.net/topics
http://dx.doi.org/10.3233/JIFS-220051
https://www.researchgate.net/profile/Revathy-Ganapathy
https://www.researchgate.net/profile/V-Rajendran
https://www.researchgate.net/search
https://www.researchgate.net/signup.SignUp.html
https://www.researchgate.net/publicliterature.PublicPublicationPromoRequestFulltext.signup.html?publicationUid=368260181&ev=su_requestFulltext
https://www.researchgate.net/publication/368260181_CB-GRU-an_encrypted_net_traffic_flow_classification_in_SDN_using_optimizing_hyper_parameters_of_neural_network/citation/download


9/18/24, 3:25 PM CB-GRU-an encrypted net traffic flow classification in SDN using optimizing hyper parameters of neural network

https://www.researchgate.net/publication/368260181_CB-GRU-an_encrypted_net_traffic_flow_classification_in_SDN_using_optimizing_hyper_param… 2/5

25+ million members

160+ million publication pages

2.3+ billion citations

Join for free I already have an account

Public full-texts

To read the full-text of this research, you can request a copy directly from the

authors.

Request full-text PDF

Sim ila r  resea rc h

Architecting a machine lear ning pipeline fo r  o nline traffic classifi catio n in so ftware

defi ned netwo r king using spar k

Article Full-text available

November 2022 · 384 Reads · 4 Citations

IAES International Journal of Artificial Intelligence (IJ-AI)

Request full-text

Export citation

https://www.researchgate.net/signup.SignUp.html
https://www.researchgate.net/login?_sg=xOJvVzE96u5y6XUrlu6U3TQkwskkmvvwAMei_AM6miW188MkRqDyUFMd3NK9Avo-v65Vc8suvMG-cg
https://www.researchgate.net/publicliterature.PublicPublicationPromoRequestFulltext.signup.html?publicationUid=368260181&ev=su_requestFulltext
https://www.researchgate.net/publication/366157949_Architecting_a_machine_learning_pipeline_for_online_traffic_classification_in_software_defined_networking_using_spark?_tp=eyJjb250ZXh0Ijp7InBhZ2UiOiJwdWJsaWNhdGlvbiIsInByZXZpb3VzUGFnZSI6bnVsbH19
https://www.researchgate.net/publication/366157949_Architecting_a_machine_learning_pipeline_for_online_traffic_classification_in_software_defined_networking_using_spark
https://www.researchgate.net/publication/366157949_Architecting_a_machine_learning_pipeline_for_online_traffic_classification_in_software_defined_networking_using_spark
https://www.researchgate.net/publicliterature.PublicPublicationPromoRequestFulltext.signup.html?publicationUid=368260181&ev=su_requestFulltext
https://www.researchgate.net/publication/368260181_CB-GRU-an_encrypted_net_traffic_flow_classification_in_SDN_using_optimizing_hyper_parameters_of_neural_network/citation/download


9/18/24, 3:25 PM CB-GRU-an encrypted net traffic flow classification in SDN using optimizing hyper parameters of neural network

https://www.researchgate.net/publication/368260181_CB-GRU-an_encrypted_net_traffic_flow_classification_in_SDN_using_optimizing_hyper_param… 3/5

Sama S. Samaan · Hassan Awheed Jeiad

Precise traffic classification is essential to numerous network functionalities such as routing, network
management, and resource allocation. Traditional classification techniques became insufficient due to the
massive growth of network traffic that requires high computational costs. The arising model of software…
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In computer networks, diverse applications generate network traffic with different characteristics.
Network traffic classification is significant to manage networks better, improve service quality and ensure
security. Software-Defined Networks (SDN) provides flexible and adaptable techniques for traffic…
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The rapid growth of network technologies has complicated networking operations and network resource
optimization. Software-Defined Network (SDN) overcomes the limitations of traditional networks by
separating the forwarding layer and the control layer of the network. Application classification in SDN…
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Software-Defined Networking provides a global vision of the network, centralized controller, dynamic
routing, dynamic update of the flow table, and traffic analysis. The features of Software-Defined
Networking and the integration of Deep Learning techniques allow the introduction of intelligence to…
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