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Abstract—The impact of Internet of Things (IoT) is most predominant
and leading over the world. IoT is used to gather information/data
from various sensors and other smart devices. The beneficiary of
using technology of IoT can exchange information and enable to
communicate with smart devices among themselves. In healthcare
environment, IoT brings more convenient to doctors, nurses and
patients. It can be more efficient for monitoring the illness patients
and diagnosing very effective with reducing the cost. There are
various security breaches and malignant attacks in healthcare system
which are extremely vulnerable such as forgery, privacy leakage etc.
Therefore these challenges and issues in security based on
authentication and interoperability which bring to deteriorate.
Recently, one of the key development in security is created by
Blockchain (BC) technology which can exchange the data in secure
manner. In many existing studies can be improved by enabling BC
technology in the healthcare system. The main scope of BC technology
has to convey effectively exchanging information between patient and
other medical service parties based on some of the advantages such as
authentication, immutability, decentralized storage, interoperability,
distributed ledger, trustworthy and provides opportunity in a reliable
manner and increase in productive. This paper presents challenges
and problems for BC based IoT healthcare and provide with the
security requirements of such domains due to traditional security
measures. The aim of this paper is simply investigate how Blockchain
will improve the healthcare environment within the IoT context. It
also amalgamates the potential of blockchain technology as a
promising security measure, highlights potential challenges in the
healthcare domain, and provides an analysis of different blockchain

based security solutions.
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[. INTRODUCTION

IoT is considered as connecting a set of any network, anyplace,
any service and anytime which is one of the integrated part of
upcoming internet [1]. The main active player of IoT can be
handled by interaction between various services, data providers,
devices, sensors and applications allowed with smart
communication technologies. It is not only connecting the related
devices by employing the internet but also web-empowered
exchange information to become smart based on empower systems

with more abilities. The advancements in Wireless Sensors
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Networks (WSN) to Radio Frequency Identification (RFID)
becomes risen as the result of IoT context which will detect and
pass over internet by providing the abilities to activate [1].
Otherwise IoT can be defined by exchanging information with
each other in virtual one in order to integrating the physical
world[1][2]. This IoT link between smart devices provides a
potentially advanced depiction of the actual reality, allowing for
the creation of new fields of intelligent and brilliant applications in
a variety of industries and projects.

In the pharmaceutical industry, advancement of healthcare system
brought about greater competitiveness over the years and
difficulties can overcome in this field. As a result, patient care can
improve in healthcare environment where the users like nurses,
doctors, physicians may able to work accordingly only by the
better management of healthcare records. The entire process of
patient care can be computed by providing an opportunity to assist
managing and organizing the data which it is needed [3]. In the
electronic healthcare system, stored historical data about the health
of a patient can provide valuable information. Moreover,
healthcare services of both urban and rural areas can be assembled
and to study contagious. These data will be assisting to overcome
the specific challenges and understanding the phenomena is the
great values for researchers in several fields but the patient’s data
are treated as highly confidential information. The private
information’s of patients health records may have adverse effect
which are unauthorized disclosure will damage the name of
healthcare institution in the society. The essential thing is to
protect the spreading of patient’s health records so avoid
embarrassing or unethical situations.

Healthcare domain in IoT has higher safety with better quality
which has minimize the cost of services and reduced time based on
the increased user experience with constant medical care[4][5][6].
The sensitivity of the data is the very essential parameter in
Healthcare domain in IoT. Hence large quantity of information are
generated which may consumes lot of power and obstructs the
network. There are several challenges can occur in healthcare
when the use of small sensors due to limiting the memory usage,
limited power supply, limited network capacity and computer
specifications [5] [7]. Hence several technologies are required to
managed and integrated. In the healthcare required to generate a
heterogeneous ecosystem by the use of multiple IoT technologies
which are lowers its applicability and makes to complicate the
framework. In general, IoT framework has interoperability issue
particularly in healthcare domain [S][8][9]. The application of IoT
in healthcare transforms it into more smart, fast and more accurate.
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There is different IoT architecture in healthcare that brings start
health care systemare illustrated in figure.l.
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FIGURE 1 Simple healthcare system architecture

Moreover, another essential issues are need to be considered by
enhancing a healthcare IoT framework with the integration of
heterogeneous model which are being to sustain trustworthiness of
the data. In the data manipulation process, healthcare domain
needs trustworthiness and security for prevention of laws and
patient health record. Nowadays, information may turns out
progressively predominant on mobile devices and cloud storage
also sharing of record by a cause of availability at any time
anywhere. The cloud data may cause rising the risk of malicious
attack when the private information present on the shared storage
[10]. In the shared network, blockchain can prevent the transfer of
precarious data. The blockchain technology is the mechanism for
solving serious data security, integrity and security challenges
which is responsible for new potentials to store and distribute data
in healthcare. Healthcare is one of the outstanding application in
blockchain technology. The challenges based on blockchain in
healthcare can overcome data privacy, storage, security and
sharing [11,12].

Interoperability is the most essential needs in healthcare industry.
The humans or machine are the two parties who can be able to
exchange data or information accurately, securely, and
continuously [13,14]. In the healthcare industry, the purpose of

interoperability is to make it easier for healthcare providers and
patients to share health-related information, such as Electronic
Health Records (EHRs), so that data can be shared across the
environment and deployed through multiple hospital systems
[15,16]. Additionally, interoperability allows providers to access
the medical records with secure manner and share the information
between them by disregarding trust relationship and provider’s
location [17]. The healthcare data source is somewhat different
which are considered for specifically more essential. Among the
healthcare community, the factors of interoperability can be
determined using blockchain technology is to manage, store and
safely share EHR data [18]. The world economies, the tremendous
pressure can be caused in healthcare infrastructures may rise of
cost and software in the industry. Blockchain technology is
improving healthcare outcomes for businesses and stakeholders in
the healthcare industry by improving business performance,
patient data management, improving patient outcomes, enhancing
adherence, lowering costs, and allowing better use of healthcare-
related data [19]. The potential of blockchain technology is also
significant to impact the medical equipment and flow of drugs in a
long and complex healthcare supply chain. The healthcare supply
chain in blockchain technology has the potential to reduce the risk
of illegal products putting patients at risk all over the world. In the
Internet of Medical Things (IoMT), blockchain system is
increasingly being tested in a variety of healthcare applications,
including data management,

storing, security and device

connectivity.

A comprehensive analysis of basic security requirements of
healthcare systems is one of the main contributions of this paper.
In comparison to monotonic accessible state-of-the-art surveys,
this paperoffers an integrative research addressing security
standards as well as challenges and open problems based
on loopholes in current solutions, patients' information sharing and
privacy promise concerning blockchain add-on in healthcare. It
also filters out the exploding patterns in the region to include a
baseline for several other researchers. It emphasizes that, in
addition to other security solutions, blockchain might be able to
get a scalable solution and decentralized to meet the increasing
needs of the smart healthcare industry.

The remainder of the paper is organized as follows: Section 2
describes IoT based healthcare security requirements, Section 3
describes challenges using Blockchain in healthcare, Section 4
describes security solution based on Blockchain in smart
healthcare systems, Section 5 describes integration of IoT
healthcare and Blockchain, Section 6 ends with conclusion.

II. IOT BASED HEALTHCARE SECURITY REQUIREMENTS

In the medical field, the concept of IoT includes validation,
knowledgeable and automated information compilation. Patients'
personal information and discoveries are mostly addressed by IoT-
enabled smart healthcare systems. If not protected with advanced
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and powerful security measures, this data is highly vulnerable to
malicious attacks. Furthermore, smart healthcare domains used
some of the smart technologies and sensors which are limited in
terms of resources with low processing and storage capabilities. As
a result, they are unable to incorporate supporting security
protocols [20] [21]. Additionally, such devices are mobile, they
may require public network connections, including those found in
hospitals, homes, and offices, adding to their vulnerability. The
mechanism of designing dynamic and stable security is a difficult
task with the exponential increase in connected IoT devices [22].
Several issues and challenges need to be addressed as any
applications, services, and/or prototype in the domain. The
healthcare-IoT research includes infrastructure, services, and
applications, with requirements of interoperability, scalability and
security, among others. Several guidelines and policies have been
developed and enhanced for conveying IoT innovation in the
medical field in numerous nations and associations. Furthermore,
healthcare-IoT context forces developers, users and providers to
interact with “strangers” entities and have to deal with various
information from unknown sources. So, the healthcare-IoT domain
may be a target of attackers. The vulnerability of communication
between nodes makes security and authentication issues become a
major factor through health IoT field. Several devices generating
huge information in Health-IoT domain represent another
challenge that creates another requirement for a common trust
model to accommodate even the simplest of those devices.
Enhancing the interoperability issue makes information
understandable among all devices in the system. Zang et. al. [23]
provided a new vision for trust by reconciling the two perspectives
(interpersonal, organizational). They elaborated a theory on how
the two types of trust work effectively together, where effective
purchase intention relies on four boundary conditions. Also, they
added regression analysis with fuzzy-set Qualitative Comparative
Analysis (fSQCA). The heterogeneity of Electronic Health Records
(EHRs) in health-IoT systems and complexity in accessing and
reusing such data is seen as vital issues. Hence, this paper need
comprehensive data models, supplemented with layer of semantic
mechanisms between the healthcare systems. The interoperability
of the semantic layer shall enable data reuse and achieve integrity,
which relies on a unified structural/terminological framework that
depends on a Basic Formal Ontology mechanism. This framework
could have been more attractive if it had some reliability and
authentication between its members. Several e-health systems can
be developed by utilizing IoT devices. The authors in [24]
proposed a model to monitor patients at risk, focusing on two
elemental and critical aspects ‘“prevention and effective
intervention” to assist in medicinal emergency. The important
security requirements in the IoT-enabled health care domain are
outlined inTablel.

Tablel.Smart healthcare security requirements

Requirement Description

Confidentiality Ensures that health data is preserved and cannot be
accessed by unauthorized entities. In IoT domain, a
number of connected devices, applications, and parties
are part of healthcare domain making data hampered to

improper diagnostics [21].

Refers to the correctness of health data, either gathered
or disseminated tothe authorized entities without any
fabrication or modification [25]. Modified and fabricated
data may also lead to improper diagnosis and hazardous
consequences.

Integrity

Availability For timely diagnosis and treatment, healthcare datamust

be available as and when required without delays [26].

Ownership Ensures that the health information and datacaptured
belongs to a particularentity (the creator) with all rights.
This characteristic restricts unauthorized access and

misuse.

Authenticity Refersto the truthfulness of the requesting entity, which
means only the authentic party may access or modify the

health data [27].

Non-repudiation Ensures neitheruser norpatient can deny the provided
data. It may be handled by digital signatures and

encryption.

Access Control Ensures controlled and legitimate access to the health

data and information either public or private [27].

Privacy Holds that the health data and information is available to
authorized users only.
Anonymity Refersto the privacy of patients’ identity, concealing

from public and unauthorized entities. It makes sure that
the data stored in such a way ensures anonymity of
patients ‘identification [28].

It makes sure that the data in transit is also safe and is
not being altered or observed. It ensures that the
adversary will not have access to thedata in transit, nor
it can inspect or alter it.

Secure Data Transit

Researchers have a great interest in studying the potential of IoT
application on healthcare and medical systems. Several issues and
challenges need to be addressed as any applications, services,
and/or prototype in the domain. The healthcare-IoT research
includes infrastructure, services, and applications, with
requirements of interoperability, scalability and security, among
others. Several guidelines and policies have been developed and
enhanced for conveying IoT innovation in the medical field in
numerous nations and associations. Furthermore, healthcare-IoT
context forces developers, users and providers to interact with
“strangers” entities and have to deal with various information from
unknown sources. So, the healthcare-loT domain may be a target
of attackers [1] [7]. The vulnerability of communication between
nodes makes security and authentication issues become a major
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factor through health IoT field [4]. Several devices generating
huge information in Health-IoT domain represent another
challenge that creates another requirement for a common trust
model to accommodate even the simplest of those devices.
However, to ensure privacy and security of EHR when IoT is
deployed without reducing the data usability, remains a critical
challenge [8]. The utilizations for Internet of Things innovation
was extended and changed. However, the system deficits
guidelines for verification and approval of [oT edge devices and
components. Security features will be required to shield IoT
members and platforms from both data attacks and physical
altering.

III. CHALLENGES OF USING THE BLOCKCHAIN IN HEALTHCARE

Even though Blockchain is a multidisciplinary concept with
problems and constraints, it can be applied to a wide variety of
areas. Researchers in this field are working to overcome or
mitigate the negative effects of these factors. There are some of the
issues and technical problems that Blockchain technology faces
when used in healthcare [29].

1. Throughput: These may cause a network bottleneck due
to rise of increased number of nodes and transactions by
checking of more will be carried out in the network. The
problems in healthcare domain has high throughput due to
unless of fast access, the diagnosis may affect adversely
to save the patient’s life.

2. Latency: Validating a block takes a few minutes, which
can be harmful to system security services because
successful attacks will occur during that time. All the
time, healthcare domain can be accessed dynamically
which can affect adversely the analysis of examination
due to the process of delay.

3. Security: If an entity gains control of 51 % of the
network's computing capabilities, this can be adversely
affected. This is a serious issue that needs to be addressed
because a harmed healthcare system can lead to
healthcare organizations losing their legitimacy.

4. Resource consumption: There are loss of resources
involved due to spending lot of energy which can
threatens the use of technology on the mining process.
There are many devices are required to monitor patients
in a medical environment due to high energy costs;
furthermore, the use of blockchain will result in high
processing and energy costs thus managing these costs is
a challenge for businesses.

5. Usability: These systems are so complicated to handle
due to usability is also a problem. Furthermore, users can
need an Application Programming Interface (API)
containing user-friendly features. Though health care
providers may not have the IT professionals with same
level of technical expertise. These systems should be
very easy and more effective.

6. Centralization: Despite the fact that blockchain is a
decentralized architecture which reduces network
reliability and some approaches are known to standardize
miners.  Because this central nodescan be
hacked and vulnerable in which malicious attacks can
gain access to the data it stores.

7. Privacy: The Bitcoin framework has been widely

accomplished by allowing blockchain to ensure the

privacy of its nodes. The results of [30], on the other
hand, contradict this assertion. Furthermore, approaches
can provide this capability to blockchain-based systems
are required [30]. The General Data Protection Regulation
(GDPR) blockchain-based technologies to

conform privacy laws and regulations.

requires

IV. BLOCKCHAIN-BASED SECURITY SOLUTIONS IN SMART
HEALTHCARE SYSTEMS

In healthcare services, there are various cyber-attacks involved in
past decade. However, the existing techniques are not considered
with security over data storage and transmissions that became an
essential factor in providing privacy and protecting patient’s health
data in healthcare. Hence, this study presented the implementation
model for securing the information’s of smart healthcare which is
the major issues faced in the current healthcare like protecting
patient’s records available in the healthcare organization,
breaching of patients sensitive health records for stake may cause
ineffective delivery of data towards patient’s healthcare. One of
the scenarios faced due to unsecured record is delay in processing
of patients records from one service provider to other service
provider. Thus, the EHR has facing such limitation practice that
can be overcome by latest technology as Blockchain which is
recently adopted in various governments, public-private partnered
projects and private projects [31]. Table 2 has summaries certain
using Blockchain in smart healthcare

security  solution

organization with its advantages.

TABLE 2 Security solution using Blockchain in smart healthcare organization

Author Problem Advantage Securitysolution
description by Blockchain
Dagher et.al[32] | Access control, Data ownership, Instead of
data obfuscation integrity, and simulating
scalability monetary-based
mining,
arrangement of
smart with
ethereum-based
and cryptography.
Xuet.al[33] Failure in single Privacy, Encrypting data,
point, Sybil accountability, and | control access, key
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security.

~attack and on-demand management and
privacy leakage. rescission privacy
preservation.
Omar et.al[34] Privacy, Pseudonymity, Distributed web
eavesdrop, and | privacy, integrity, | platform, access
intrusion attacks accountability control
Zhang and Lin Privacy issues Control access, Private blockchain
[35] privacy preserving, | and consortium
secured search, blockchain

auditing, and
rescission in time

control
Griggs et.al[36] | Real-time patient Immutability, Permissioned and
monitoring confidentiality, consortium-
security availability, managed
privacy, blockchain
transparency and
traceability.
Chen et.al [37] Data leakage, The outcome of | Customized search
malicious reliable search, index-based
operation, and | analysis of fairness, Blockchain
dishonest user integrity,
confidentiality,

traceability and
anti-tampering

Kleinaki Problem in Non-repudiation, Blockchain-based
et.al[38] repudiation and data quality notarization
data integrity. discrimination and
data integrity
Abdellatif Issues in Efficient and Smart and Secured
et.al[39] scalability, remote monitoring | Healthcare (SSH)
Sharing of data, in scalability, system using
and Quality of | sharingof data and Blockchain
Service (QoS) QoS.
Du et.al[40] Issue in sharing Effective in Blockchain
of anonymous handling of arrangement with
dataandprivacy. | transaction,tamper- two-layer
resistance, higher consortium
fault tolerance and blockchain and
privacy protection with recent

arrangement of
MBFT algorithm

ATl et.al[41]

Failure in single
point, DoS, and
certain attacks
like data sniffing,
man in the
middle, etc.

Efficient with
delivering message
in time, identity
management,
privacy
preservation,
immutability and

Public blockchain
with RHM based
solution

In both
can authenticates is a major challenge. A username, password, and
thumbprint may be used to verify a person's identity. Otherwise,

identity and access control, the information

private keys are used for authentication of an identity to sign every
transaction based on blockchain technology. Another main
challenges is user preferences which can covers by data auditing
trail and accord of their data usage. An entire log of electronic data
changing, removing and creating the data auditing trail can be
supported and maintained by blockchain. In the smart healthcare
domain, authorization is one of the major challenges to accomplish
action using various stakeholders. For each and every
stakeholders, policy will be assigned with right access to data.
Moreover, accessing the patient data do not have the self-
ownership. Hence blockchain technology being very thankful
which maintain the legitimate access to data, authorization and
data to access the self-ownership of the patients. The most
essential role in the blockchain technology is efficiency which is
faced in the healthcare domain. The results of cost and time
overheads based on delivery of services, logistics, and
administration on inefficiency can attained minimum advantages
[42]. In policy making, reasons could be flaws and exchange of
data to be inefficient. Moreover, EHR should be ensured by
logging and monitoring to sensitive healthcare data of every access
to prevent non-monitoring access. The most of the healthcare
organization could not achieve this difficulties also does not follow
the process of severe access of authorization. Additionally, good
security needs are not available based on the infrastructure of
patients’ databases. Blockchain may be a solution to these
problems,
authentication and privacy.

leading to the resolution of a larger issue of
It also promotes time-stamping
and data auditing, which could aid patients in identifying changes
in data over time and also the identification of the individual who
can addressed the problem. Patients can grant third parties access
to their data in a blockchain environment, but they cannot store it.
To summarize, blockchain-based technologies outperform current
conventional structures.

V. IOT-HEALTHCARE AND BLOCKCHAIN INTEGRATION

Blockchain technology in the healthcare context plays a key role in
achieving security, trust and authentication between all members
(doctors, hospital, patients and other medical parts) in healthcare
domain. Mettler et al. [43] described examples showing the
importance of Blockchain can be used in the healthcare industry in
a variety of ways. BC improves medication protection while
lowering health-care follow-up costs. The benefits of Blockchain
for healthcare applications have been identified, and it will have a
significant impact on the power balance between established
market participants in healthcare. A prototype of Blockchain
technology that enhance and guarantees privacy, security, and
accessibility for overseeing and sharing EMR information for
malignant growth (cancer) patient care is proposed in [44]. In
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addition, BC accomplished fine-grained EMR information for hasimproved | torapidblock
authority and lessen the expense. Expanding the structure of a gznslzaremy’ time
. . . . astorage
medical record and its metadata, as well as using the semantics of and data £
health records, will make this structure more accurate. The ability security.
to construct a privacy-preserving predictive model on healthcare
data in a robust and safe manner is a crucial goal to achieve [45]. Ichikawa Hyperledger | EHRand Secured with | Vulnerable to
Auth . I hine 1 . ith Blockchains b et.al[51] and fabric | sensorsdata | network fault | attack
uthors .mtegrate online machine leaming wit ockchains by platform like node
constructing a system (Model Chain) to reach high level of down
confidentiality and accomplish privacy-protection. Research can distribution.
be done without uncovering any patient sensitive health data. Azalrl; MedRec :ha;‘;‘g Imf;fovifdata Not have
. . . t. t t tract
Moreover, they structure algorithms for evidence-based decision et.al[53] . . quartty for contract
) ) ) ) ) (2016) information | medical encryption
making working in real-time systems and online which needs researches
higher interoperability = between different infrastructures. Uddin Patient centric | Remote care | Provide Requires
Healthcare industry is totally based on data that are gathered from et.al[54] agent with accesscontrol | devices with
. (2018) (PCA) IoT role-based high
patient or any person through health system. These healthcare data power
usually arises some concerns over data confidentiality and privacy processing for
46]. To begin with, they only proposed storing and exchangin encryption
g y only prop g gmng yp
EMRs which ignoring the valuable and abundant Personal Sandgaard | MediChain Sharing Reduces risk Problems with
Healthcare Data (PHD). The criteria for managing and retrieving anfi health ) to lfiemlfythe privacy
. . Wishstar information | patient from
large amounts of PHD differ greatly from those for storing and [55] data leaked
sharing EMRs which gets posing new challenges in terms of (2018)
device based on throughput and accuracy. Second, current systems
store EHRs in the cloud, with advanced access management Albeyatti Medicalchain | Sharing Patient control | There are risks
. . ’ . [56] health access with for acquiring
methodologies in place to avoid the spread of unwanted (2018) information | MedTokens | the MedT okens
information [47]. However, this framework vigorously depends on Saia [57] Public Sensor data | Ensuring
the security of the cloud space. Others looked at more (2018) blockchain anonymity Computational
sophisticated programs to recognize foresight in healthcare data and bl Ef’g‘;lrheadls
. X L. . immutability, i
analysis and develop the test to obtain precision medicine [48]. Logactivity
The authors provided an inclusive roadmap guide on how to of entity and
implement such systems. Their framework or application should object.
be implemented and experimented to assess their qualities and Kuo Proof-of- Medical Enhanced Vulnerable to
h . et.al[58] information records privacy in attack
shortcomings. (2018) medical health
. . . . prediction
T ABLE.3 10T Technique comparison forhealthcare in the blockchain technology model
Author Blockchain Types of Merits Demerits Wang Proof ofstake. Medical Artificial Limited
technology data et.al[59] Private records healthcare treatment
Griggs Public Sensors data | WBAN Data (2018) blockchain systems scenarios are
et.al[36] blockchain Integration by | absorptionis included.
with proofof smart not efficient
conceptin arrangement
ethereum to  monitor While Blockchain adds value to EHRs which are still faces
platform. patient ,
sccurely with challenges that lead to the field's drawbacks. However, rather than
automation. technological barriers, educational barriers stand in the way of
Rahman Private ToT- Mobile Time using Blockchain in this area. Furthermore, several privacy laws
et.al[49] blf’;kChaln E/Ia‘ﬂ“med‘a medical conS‘Tp.noms that exist for loT-enabled health records [52]. The proper
wit ta experts assist more durin . . . . .
hyperledger i::‘:ecmely upload & encryption of patients' data are combined with an effective control
and ethereum sharing of policy will help a lot in this domain with trust management. Due to
platform. dyslexia the growing scale of produced data over time, scalability issues are
j;ag“"s‘s also exist. By implementing Blockchain, every node in the
ta. . . .
network would have access to a patient's entire medical record
Jo et.al[50] | Proofofwork | Sensors data | The Riskin which are potentially caused by bandwidth and data storage issues.
with ethereum arrangement security over
platform. of PoW real-time
mechanism monitoring due
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VI. CONCLUSION

Health-IoT environment are significant and essential to set up and
constitute the necessary security, protection and privacy
techniques to avoid any type of security break and vulnerability.
The healthcare organization with IoT is likely to be crucial in
security challenges and threats. In order to avoid those challenges
and treats, it is essential for understanding the security need in
healthcare systems. The conventional mechanism of security
didn’t provide all kind of security needed to IoT-enabled
healthcare system because of low scalability, failure in single
point, high cost and resource constrained in nature for the IoT
devices. This study has focused on addressing the need of security
in IoT enabled healthcare system with blockchain based
application security solutions. Moreover, the solutions of
blockchain to overcome various security problems are discussed in
a scalable, distributive and an efficient manner. There are various
healthcare providers are facing specific road blocks because of an
ownership and access control factors which may prohibit for
adopting blockchain. Hence, the psychological challenges have
been encountered by an organization of healthcare that need to be
considered and deal with addressing various privacy, trust,
integrity and security. In short, this study aimed to present a
number of works for researchers interested in implementing
Blockchain-based healthcare systems. Also this paper discussed
some of the platforms for building Blockchain-based healthcare
applications, presenting their limitations and advantages. Table 3
sets out the pros and cons of these methods to form a point of
comparison between these methods. As a result, we concluded that
a line of research is the sharing of healthcare information and the
use of Hyperledger Fabric platform which are Robust against
network fault such as distributed node down. In addition, still the
challenges of block chain deployment is this infrastructure. In
future, we aim to expand our study to an in-depth analysis of the
authentication mechanisms to design an efficient blockchain-based
identity authentication mechanism.
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