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Abstract
Prediction is the act of forecasting what will happen in the future. The field of 
prediction is gaining more importance in almost all the fields. Machine learning 
techniques have been used widely for predictions also in recent time deep learning 
algorithms gain more importance. In this paper, we will be performing prediction 
over a dataset using both machine learning and deep learning techniques, and the 
performance of each method will be identified and compared with each other. We 
have used the house price dataset, which consists of 80 features, which will help to 
explore data visualization methods, data splitting, data normalization techniques. 
We have implemented five regression-based machine learning models including 
Simple Linear Regression, Random Forest Regression, Ada Boosting Regression, 
Gradient Boosting Regression, Support Vector Regression were used. Deep learn-
ing models, including artificial neural network, multi output regression, regres-
sion using Tensorflow-Keras were also used for regression. 
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22  Convergence of Deep Learning In Cyber-IoT Systems and Security

The study was further extended to compare the performance of the classifi-
cation models and hence six machine learning models and three deep learning 
models including logistic regression classifier, decision tree classifier, random for-
est classifier, Naïve Bayes classifier, k-nearest neighbor classifier, support vector 
machine classifier, feed forward neural network, recurrent neural network, LSTM 
recurrent neural networks were used. The models were also fine-tuned and results 
were also compared using performance metrics. We have split our dataset in to 
70:30 ration for training and testing. In regression models random forest algo-
rithms were performing better with MAE score 0.12, MSE score 0.55, RMSE score 
0.230 and R2 score of 0.85 and in deep learning Tensorflow-Keras–based regres-
sion model was performing well with MAE score 0.12, MSE score 0.54, RMSE 
score 0.210 and R2-Score of 0.87, while in the other side, the classification model, 
random forest model, was performing good with accuracy of 89.21%, and in deep 
learning classification technique, feed forward neural network model, was per-
forming good with accuracy of 89.52%. Other performance metrics including 
Cohen kappa score, Matthews correlation coefficient, average precision, average 
recall, and F1 score were also calculated to compare the performance.

Keywords:  Machine learning, deep learning, KNN, SVM, CNN, RNN, 
prediction system, tensorflow, error detection methods, evaluation parameters, 
optimization techniques

2.1	 Introduction

Making predictions from an existing data are always typically the toughest 
job, as the predictions play a major role in making decisions. With the 
advancement in technology, we have bunches of algorithms with us, which 
helps us to do the prediction easier. Machine learning algorithms gath-
ered huge attention in doing these kinds of predictions due to its higher 
accuracy rates. In recent days, deep learning algorithms (a part of machine 
learning algorithm) are used in almost all applications for carrying out the 
prediction tasks. 

Predictions are majorly classified into regression-based and classifica-
tion-based. In regression-based algorithms, we get with a single valued 
output, and in classification based, we come up with 2 or more than two 
outputs based on the labels available in the dataset. In this work, as we 
try to predict the selling price of the house, these experiment falls under 
regression problem and hence mostly used regression algorithms are being 
built and their performance are measured. 

The work’s main goal is to figure out how well machine and deep 
learning algorithms function, and hence, we have to check with the 
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Performance Evaluation of ML and DL Techniques  23

classification-based algorithms, and hence, the existing database is labeled 
based on the selling price, and with the modified dataset, classification 
algorithms are also build. 

The rest of the article is organized as the part 2 discuss the related works, 
we have done two related researches, survey about articles which com-
pares the performance of different ML and DL algorithms and articles that 
discuss about prediction of price of the house. Part 3 will be the research 
methodology that gives a detail of how the research work was carried on 
from data collection till calculating the performance of the algorithms. Part 
4 describes about how the experimentation is taken place. Part 5 discussion 
on results, part 6 is the suggestions, and part 7 concludes the research work. 

2.2	 Related Research

By forecasting the price of a house based on features provided, we hope 
to evaluate the performance of ML and DL methods. Our primary goal is 
to analyze and compare the performance of the prediction system, hence 
the related work is narrated as two sections. In the first section of related 
research, we discuss about few works in which the authors tried to compare 
the performance of the ML and DL algorithms and in the second section 
we discuss about some of the works carried out for predicting the house 
price. Section 2.1 various related works using ML and DL algorithms are 
discussed and in section 2.2 works in the field of house price prediction is 
discussed.

2.2.1	 Literature Review on Comparing the Performance of the 
ML/DL Algorithms

Sewak et al [1] presented the work of comparing the performance of 
machine learning algorithms for detection of malware in a system based 
on few features. Authors have used necessary dataset for training the sys-
tem. As the dataset used had issues with data unbalancing, they have used 
Adaptive Synthetic (ADASYN) and have built models using machine 
learning-based random forest (RF) algorithm and deep learning–based 
deep neural network (DNN) algorithms. Various performance metrics 
were used for evaluating the performance and finally came up with 99.78%, 
99.21% accuracy for RF and DNN methods.

Doleck et al [2] gave a comparative analysis report of effectiveness of 
online education. They have used classification-based machine and deep 
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24  Convergence of Deep Learning In Cyber-IoT Systems and Security

learning methods over online education dataset and compared their per-
formances. The authors have handled two dataset from MOOC and  the 
other one from CEGEP Academic Performance. Neural networks are built 
using the predefined API from Keras and Tensorflow. They have also used 
few ML algorithms namely k-nearest neighbors (KNN), logistic regres-
sion (LR), Naive Bayes (NB), and support vector machine (SVM). In this 
method, they have tested the model with different optimizers, such as 
adadelta, adagrad, adam, adamax, nadam, and the accuracy of the models 
were presented using visual graphs. The accuracy using the MOOC dataset 
was identified to be 58.29% to 69.19% and while using CEGEP Academic 
Performance dataset the accuracy was identified to be 62.20% to 90.32%

Dong and Wang [3] came up with a comparative study for predicting 
the network intrusion. They compared deep learning approaches, such as 
the restricted Boltzmann machine (RBM), and back propagation (BP) with 
some of the traditional methods Native Bayes, random forests, decision 
tree, and SVM. They have used KDD-99 data set for training and testing 
the models which consists of data with four different classes. The dataset 
was holding unbalancing issue and hence synthetic minority oversam-
pling technique (SMOTE) oversampling technique was used. Performance 
measures, including precision and recall, were used and concluded hybrid 
method combining SVM and RBM was performing better.

Liu et al [4] presented a comparative analysis of three deep learning 
methods, namely region-based convolutional neural networks (R-CNN) 
and expanded convolutional neural network (U-NET) in identification 
of birds from aerial images. Authors used Little Birds in Aerial Imagery 
(LBAI) dataset which consists of 34,442 photos of birds captured in a farm. 
The system was evaluated using some of the performance metrics including 
precision, recall, F1 score, and mean absolute error (MAE). U-Net model, 
managed to give good performance with precision of 0.861, F1 score of 
0.819 and MAE of 38.5.

Chen and McKeeverSarah [5] proposed a comparative analysis for ana-
lyzing text in social media and identify the abusive contents. Authors have 
collected and used datasets from social media pages like Twitter, YouTube, 
Myspace, forum spring, Kongregate and slash dot. The goal of the research 
was to compare deep learning algorithms to classic machine learning algo-
rithms, namely decision tree, logistic regression, SVM, Naïve Bayes, CNN, 
and RNN. For comparing the performance of the systems, they have used 
the metric recall. Authors concludes that SVM was performing better than 
other ML and DL models.

Alakus et al [6] considered the need of the time and proposed a model, 
which compares the different deep learning methods for predicting 
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COVID-19 infections. In the work, the authors have used 18 laboratory 
data consisting details of 600 patients by which the models are trained. 
They developed different deep learning models including artificial neu-
ral network (ANN), recurrent neural networks (RNN), long short-term 
memory (LSTM) and convolutional neural networks (CNN). Performance 
measuring metrics including precision, F1-score, recall, AUC, and accu-
racy score was used. They concluded the work with LSTM was perform-
ing better than other models with F1-score of 91.89%, accuracy of 86.66%, 
AUC of 62.50%, precision of 86.75%, and recall of 99.42%.

2.2.2	 Literature Review on House Price Prediction

Ghosalkar and Dhage [7] proposed a house price prediction method using 
traditional linear regression model. To train and validate the model, authors 
have collected data for Mumbai home prices from zillo.com and magic-
bricks.com. Various performance parameters, such as mean absolute error 
(MAE), root mean squared error (RMSE), and mean squared error (MSE), 
were calculated and the model had a minimum prediction error of 0.3713.

Phan [8], for forecasting the price of properties in Melbourne, Australia, 
employed a variety of machine and deep learning approaches, such as 
polynomial regression, regression trees, and feed forward neural networks. 
Authors have used Melbourne Housing Market dataset for training and 
validating the models. Principal component analysis (PCA) was also used 
which handles the feature selection part. Finally, the mean square error 
(MSE) is determined to assess the system’s performance, and it was iden-
tified that linear regression performed better in terms of MSE score and 
execution time.

Nahib et al [9] presented a model on predicting the real estate value 
of King County region in Seattle. Different prediction models like linear 
regression, multivariate regression models, polynomial regression were 
used. After evaluating the models’ performance using the root mean square 
score, the authors came to the conclusion that none of the approaches gen-
erated appropriate models. For improving the performance of the system, 
authors further suggested to use a bigger dataset and also to involve a more 
complex model.

Varma [10] tried to predict the house price in Mumbai, they used linear 
regression, forest regression, boosted regression, neural networks models 
for predicting the price. The data analysis part and feature selection and 
the prediction were represented in an easily understandable manner. But 
the authors did not evaluate the performance and compared with other 
prediction models.
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Madhuri et al [11] used datasets from Vijayawada, Andrapradesh to 
predict the price of homes in the city. In the study, they have implemented 
Ridge, Multiple linear, LASSO, gradient boosting elastic net, and Ada Boost 
Regression models for making the prediction. For evaluating the per-
formance of the models, when compared to the other models employed, 
the authors determined that the gradient boosting approach had the best 
accuracy.

Panda et al [12] performed two predictions: to predict the salary of 
employees a specific number of years and predicting the real estate val-
ues. The authors have used datasets from Kaggle for training and vali-
dation. The models Simple Linear Regression (SLR) and Multiple Linear 
Regression (MLR) algorithms were implemented for predictions.  The per-
formance of the system was measured using R-squared value, MAE, MSE, 
RMSE, MDAE, and Variance Score. Finally, the authors concluded that the 
Multiple Linear Regression model was performing better for both the pre-
dictions when compared with other models.

Rawool et al [13] presented a house prediction model using linear regres-
sion, decision tree regression, K-means regression, and random forest 
regression. The dataset was obtained from online real estate websites and 
repository and have used median values to fill the empty faces in it. The root 
mean square error (RMSE) was used to assess the model’s performance, and 
it was discovered that random forest models outperformed the others.

2.3	 Research Methodology

The basic process of the work involves the following seven steps,

I.	   Data Collection
II.	   Data Visualization
III.	  Data Preparation
IV.	  Regression Models
V.	   Classification Models
VI.	  Performance Metrics for Regression Models
VII.Performance Metrics for Classification Models

Although house prediction falls on the regression problem, to explore 
about the deep learning models, we have used both regression and classifi-
cation models and made predictions. the rest of the section is organized as 
section 3.1 describes about data collection methods, section 3.2 describes 
about the different data visualization techniques, Section 3.3 describes the 
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Performance Evaluation of ML and DL Techniques  27

data preparation methodology, section 3.4 describes the working of differ-
ent regression models, section 3.5 describes different classification models, 
section 3.6 describes different performance metrics for regression model, 
and finally, section 3.7 describes about different performance metrics used 
for evaluating the classification models.

2.3.1	 Data Collection

For training and testing a machine learning or deep learning method, it is 
more important we hold a good dataset with all the necessary information 
available in it, after going through many datasets finally we end up with a 
public available dataset in Kaggle for house price detection [14]. The data-
set holds 79 features with 2919 records in total which is split in to two csv 
files train and test, which holds 1460 and 1459 records, respectively. The 
house price of the records in the test dataset is available as a separate csv 
file named sample submissions.

The dataset which we collected can be used for regression methods 
directly as it holds the price of the house in it, but to use for classifica-
tion models a categorial output is required, and hence, we have converted 
the price in to categorical data. The minimum price of the home is 34,900 
and the max price was listed as 75500, hence we separated the price field 
into four classes. Class 0: houses holding the price less than 100,000, Class 
1: homes priced between 100 and 200 thousand, Class 2: houses priced 
between 200,000 and 300,000, and Class 3: Houses which are priced more 
than 300,000. None of the features in the dataset was modified other than 
the house price. After converting the house price to class categories, we 
have proceeded with classification models.

2.3.2	 Data Visualization

Data visualization provides us with a clear information on what is the data 
about and make us understand about the pattern of data available in it. 
Before passing the dataset to machine learning or deep learning models, it 
is good to have only the necessary features and remove the features, which 
could not help us in predictions. Data visualizations also have the follow-
ing advantages, identifying patterns, better analysis, finding errors, quick 
action, exploring business insights, understanding the story, grasping the 
latest trends [15]

Visualizations, such as infographics, heatmap, fever charts, area chart, 
and histogram, could be used [16] and in our work we have implemented 
histogram, box plot, quantile plot, scatter plot, and count plot.
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Histogram: a graphical bar chart that shows data on the horizontal axis 
and counts on the vertical axis [17]

BoxPlot: also termed as whisker plot used to represent the spread and 
the center of the data, this helps us to identify the min, max, mean, median, 
and average of the data [18]

Quantile Plot: Graphical method of identifying if two of the data are of 
the same distribution. It plots the again two data and explore the common 
distributions [19].

Scatter Plot: a sort of chart that depicts the relationship between vari-
ables by using dots to represent each variable. [20]

Count plot: a similar plot to histogram which could be used not only for 
numeric data, but also for categorial data [21]

2.3.3	 Data Preparation

Data preparation is often referred as data preprocessing, it is the process 
of making modifications in the raw data before proceeding to machine 
and deep learning techniques. It includes handling missing records, 
improperly formatted, anomalies, inconsistent values, and limited attri-
butes [22].

In our work the following data pre-processing steps are performed

a.	 Merging the train and test csv files
b.	 Identifying the null values available with the dataset and 

the features have more null values have to be identified and 
removed (using drop command)

c.	 Separate the dataset into numeric and categorical data
d.	 Identify the most prominent features in numeric data and 

could be converted to categorial data by converting the type 
from integer to string.

e.	 For the numeric data, we have to perform two operations 
(i) filling the missing values, (ii) scaling the data.

	 a. kNN Imputation: a method of finding a new sample and 
imputing it in the place of missed values. identifies the near-
est samples and takes an average of it and impute the new 
values [23].

	 b. Standard Scalar: Scaling is a process of fitting the data in 
a particular scale, for which  we have used standard scalar 
function. It scales the data to have a mean of 0(zero) and a 
standard deviation of 1(one). [24].
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f.	 Converting the categorial value to numeric value using 
ordinal encoder. Ordinal encoding assign a unique value 
for every category [25].

Finally, splitting the modified data set to training and testing data set in 
ratio 80:20.

2.3.4	 Regression Models

In our work, for estimating the price of the house, we utilized five machine 
learning and three deep learning models, as mentioned below.

•	 Simple Linear Regression
•	 Random Forest Regression
•	 Ada Boosting Regression
•	 Gradient Boosting Regression
•	 Support Vector Regression
•	 Artificial Neural Network
•	 Multi Output Regression
•	 Regression using Tensorflow-Keras

2.3.4.1	 Simple Linear Regression

The optimum link between the input characteristics and the output param-
eter is determined using linear regression. (to be predicted value) in which 
both of them are founded to be continues [26]. The model of linear regression 
looks more similar to that of slope of a line and it is shown in Equation 2.1.

	 y = α + βx	 (Equation 2.1)

Were,
y represents the y- coordinates
α represents the y intercepts
β represents the slope of the line
x represents the x- coordinates

Implementation of linear regression

 i.	 Analyze the dataset
 ii.	 Get the training model to build the model
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30  Convergence of Deep Learning In Cyber-IoT Systems and Security

 iii.	 Using Equation 1 the model is built
 iv.	 Using the developed model, the new predictions are made

Once the model is developed, all the necessary input parameters are fed 
to the model and required predictions are made, provided both the param-
eters and the predictors must be of continues variables, and the prediction 
can be clearly understood from Figure 2.1.

2.3.4.2	 Random Forest Regression

Random forest method is an ensemble-based technique that can do both 
regression and classification problems (by creating several models and 
then combining all of the results). It creates multiple decision tree and 
make prediction for every tree and the results are finally combined for the 
best results [28].
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Figure 2.1  Linear Regression Classification. Source: Machine Learning of Musical 
Gestures [27].
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Implementation of forest regression

I.	 Get the training data from the dataset
II.	 Build a decision tree based in the training dataset
III.	The number of trees that have to be built is decided
IV.	The average of the tree’s individual forecasts is used to get the 

final prediction

Figure 2.2 shows the working of random forest algorithm in detail.

2.3.4.3	 Ada Boosting Regression

Boosting is a method of converting the weaker model into a stronger 
model, Ada boosting is also a type of ensemble model, it is also known as 
adaptive model. In this model for every instance, the weight of the model is 
re assigned. As it reduces the bias and the variance by boosting, it is termed 
as Ada Boosting. The major difference between Ada and random forest 
is, in random forest n number of leaves can be created from a stem, but 
in case of Ada only two leaves are allowed for a stem. For every stem, the 
performance is calculated and the performance is increased by modifying 
by adjusting the weights of the model [30]. The model is demonstrated in 
Figure 2.3.

Test Sample Input

Tree 1 Tree 2 Tree 600
( .  .  . )

( .  .  . )Prediction 1 Prediction 2 Prediction 600

Average All Predictions

Random Forest
Prediction

Figure 2.2  Random forest regression model. Source: A Research Paper on Loan 
Delinquency Prediction[29].
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Implementation of Ada Boosting Regression

I.	   Assign equal weights to all the observations
II.	   Classify random samples using stumps
III.	  Calculate Total Error of the model
IV.	  Calculate Performance of the Stump
V.	   Update Weights in the observation
VI.  Update weights in iteration
VII. Final Predictions

2.3.4.4	 Gradient Boosting Regression

Gradient boosting algorithm are one of the most popular regression 
models, also it is identified to be more effective than random forest 
and adaptive boosting algorithms. As like random forest and adaptive 
boosting, gradient boosting is also an ensemble-based model. The main 
ideology behind the model is to boost to the new model [32]. It continu-
ously creates tree with boosting the previous model, and hence the new 
model is identified to be more superior than the previous tree as shown 
in Figure 2.4.

Implementation of Gradient Boosting Regression

I.	 From the raw datasets split the train dataset
II.	 Create a decision tree and fit the model using the training data
III.�	Calculate the error and fit the next tree by boosting the pre-

vious tree
IV.	Repeat step I – iii till we get the required results.

Model 1, 2, ..., N are individual models (e.g. decision tree)

Model
1

Model
2

Model
...

Model
N

weakness weakness weakness

Weight 1 Weight 2 Weight ... Weight N

Ensemble (with all its predecessors)

Figure 2.3  Ada boosting regression. Source: towardsdatascience.com [31].
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2.3.4.5	 Support Vector Regression

Support vector regression (SVM), which are considered to be more 
famous and most used classification-based machine learning algorithms, 
mostly researchers use SVM machines in classification and it is being used 
very rarely in Regression platforms. SVM classifier creates a hyperplane 
and tries to classify the data accordingly but in SVM regressor we create 
a decision boundary from the hyperplane on both sides termed as pos-
itive and negative hyperplane [34]. Only the points which are available 
inside the plane are considered and they are mapped to the hyperplane 
and the error rate is considered. The new predictions are made by plotting 
the point using the hyperplane. Figure 2.5 gives more clarity on how the 
hyperplane, positive and negative hyperplane are drawn and predictions 
are made.

The equation of the hyperplane can be written as shown in Equation 2.2

	 Y = ix + j	 (Equation 2.2)

where represents the y coordinates
j represents the y intercepts
i represents the slope of the line
x represents the x coordinates

Gradient Boosted Trees for Regression: Training

Predict

Tree 1 Tree 2 Tree 3 Tree N

Train

(X, y) (X, r1) (X, r2) (X, rN-1)

. . . . . . . . . .

. . . . . . . . . .

. . . . . . . . . .

r3 = r2 – r2̂r2 = r1 – r1̂r1 = y1 – y1ˆ rN = rN-1 – rN-1ˆ

Figure 2.4  Gradient boosting regression. Source: deepnote.me [33].
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The equation of the positive and negative hyperplane becomes as in 
Equation 2.3 and Equation 2.4

	 ix + j = + m	 (Equation 2.3)

	 ix + j = − m	 (Equation 2.4)

And hence the hyperplane must satisfy the Equation 2.5

	 −m < Y − ix + j < + m	 (Equation 2.5)

Implementation of Support Vector Regression

I.	 From the raw datasets split the train dataset
II.	 Plot the data in a spatial field
III.	Identify the hyperplane
IV.	Using hyperplane draw the positive and negative hyperplane

Using the hyperplane, the new coordinates are predicted.

2.3.4.6	 Artificial Neural Network

Artificial neural network (ANN) will be the very first model every 
researcher uses to perform both regression and classification model under 

X2

Maximum
Margin

Hyperlane

Maximum
Margin Positive

Hyperlane

Negative Hyperlane

Support
Vectors

X1

Figure 2.5  Support vector regression. Source: medium.com [35].
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deep learning methodology [36]. The basic implementation strategy of 
ANN is as follows

 i.	 Reading the input data
 ii.	 Preparing the mathematical-based prediction model
 iii.	 Measure the error and performance of the model
 iv.	 Making necessary changes in the model to optimise the 

output
 v.	 Using the model to make predictions

Artificial neural networks have layers connected with one another; lay-
ers hold neurons which are responsible for the predictions. The neurons 
and layers are arranged as in Figure 2.6.

Input Layer: accepts input from the user
Hidden Layer: Performs necessary calculations for identifica-

tion of the features 
Output Layer: Output is presented to the user

Apart from the layers other two important factors to consider is bias 
and weights. The input is multiplied with weights and bias is added to 
it.

Every neuron except which are available with input layer produces an 
output based on a function called as activation function. As we are dealing 

Input Layer

Hidden Layer 1

Hidden Layer 2

Output Layer

Figure 2.6  Neural network structure. Source: www.javatpoint.com [37].
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with regression problem simple linear regression function will be used as 
shown in Equation 2.6

	 Y = B + W1x1 + W2x2 + W3x3 + ⋯ Wnxn	 (Equation 2.6)

where, Y is the variable to be predicted, B is the bias, W1, W2, W3…. Wn 
are the weights of the attributes x1, x2, x3…. xn are the attributes.

As we are handling with regression, we need only one output, and hence, 
we will be having only one neuron in the output layer and the model will be 
looking as in Figure 2.7.

2.3.4.7	 Multioutput Regression

Multi output model is a regression-based neural network model in which 
the output is simultaneously predicted by using the previous output back 
to the system. The performance of the model always depends on the quality 
of the output label which is predicted. And hence extra care has to be taken 
in labelling the output[39]. Figure 2.8 shows how the output is named in 
the model.

Input
Signals

x1

x2

xm

wk2

wkm

wk1

Synaptic
Weights

Bias
bk

∑

Summing
Junction

uk

Activation
Function

Output
ykφ(.)

.

.

.

.

.

.

Figure 2.7  Regression function for ANN. Source: Comparison of linear regression and 
artificial neural network model of a diesel engine fueled with biodiesel-alcohol mixtures 
[38].
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Multioutput regression model is capable of handling multiple labels 
during regression process, which makes it unique from the other regres-
sion models beside the output model might be any type like image, text, 
audio or video. The multi output regression model working is displayed in 
Figure 2.9.

2.3.4.8	 Regression Using Tensorflow—Keras

Tensorflow has an API, which is capable of performing the regression 
function in just three steps

 i.	 Create the network model using Keras API belongs to 
Tensorflow

 ii.	 Train the model
 iii.	 Test the model

During training the model, it first assigns random weights to each neu-
ron of the model, and based on the model backpropagation is applied to 
modify the weights to get the desired outputs. The training is done for cer-
tain iteration until we get the desired output, also we should take care such 
that the model does not under train or over train [41]. Once the training 
and testing are done, predictions can be made.

Vectorization

A. Label Annotation

Data

Feedback

Label
Set

Feedback

Feedback

Learning

B. Label Representation C. Label Evaluation

Figure 2.8  Life cycle of multioutput regression model. Source: Survey on multi-output 
learning [39].
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2.3.5	 Classification Models

We have similarly carried out classification of house prices too, for that 
we have used six machine learning and three deep learning classification 
models as follows

•	 Logistic Regression Classifier
•	 Decision Tree Classifier
•	 Random forest Classifier
•	 Naïve Bayes Classifier
•	 k-Nearest Neighbor Classifier
•	 Support Vector Machine Classifier
•	 Feed Forward Neural Network
•	 Recurrent neural network
•	 LSTM Recurrent Neural Networks

2.3.5.1	 Logistic Regression Classifier

Logistic regression is a machine learning algorithm for performing classi-
fication tasks, this algorithm is meant specially for binary classification but 
could be used for multi classification also. Logistic regression and logistic 
classification are more similar to each other, Linear regression deals with 
the regression problems and the other deals with the classification tasks. 
Among different classification algorithms, it is considered as one of the 
significant models as it can handle both continues as well as discrete data-
sets [42]. 

Logistic regression has an S-shaped curve between 0 and 1, for pre-
dicting a value the number is mapped in the curve and if the point lies 
in the above region over threshold, it is marked as positive and if on 
the lower side it marked as negative as shown in Figure 2.10. Logistic 
regression is of three types, namely binomial, multinominal, and ordinal 
classification.

2.3.5.2	 Decision Tree Classifier

Decision tree algorithms is a machine learning algorithm which deals both 
the regression and classification problems. Decision tree creates a tree 
structure and have three types of nodes with it, namely root node, decision 
node, and termination node. Root node are the parent nodes and further 
divided to further nodes [44]. The decision nodes are nodes which are not 
a root node but further divides to separable nodes and termination nodes 
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40  Convergence of Deep Learning In Cyber-IoT Systems and Security

does not have any other branches and it is the last node in the branch as 
shown in Figure 2.11.

Decision tree uses multiple algorithms to create a split in the node 
and creating the next nodes which could be terminal or decision node. 
Identifying the root node is a complex task in decision tree, one possi-
ble way for identifying the root node might be random selection but the 
results might not be as expected and reduces the accuracy of the system, 
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Figure 2.10  Logistic regression. Source: towardsdatascience.com [43].

ROOT Node

Splitting

Decision Node

Terminal Node Decision Node
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B C

Branch/ Sub-Tree
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Figure 2.11  Decision tree classifier. Source: kdnuggets.com [45].
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hence some of the criteria like Gini Index, Gain Ratio, or Chi Square could 
be used for deciding the Root node.

2.3.5.3	 Random Forest Classifier

Random forest classification task is already described in section 3.4.2, the 
model described in 3.4.2 was a regression algorithm which takes the aver-
age of the score and predict the values [46]. In the case of classification 
task and voting is done for all the trees and the output, which have the 
highest vote is chosen as the final output of the model as shown in Figure 
2.12.

2.3.5.4	 Naïve Bayes Classifier

Naïve bayes classifier is one of the Bayes theorem-based classification 
algorithm, which makes prediction on the basis of probabilities, and is 
applied in most of the classification applications including, sentiment anal-
ysis, spam detection in mails, etc [48]. Bayes theorem is mathematically 
described as shown in Equation 2.7

	
P A B P B A P A

P B
( ) ( | ) ( )

( )
| = 	 (Equation 2.7)

where P(A|B) chance of A occurring in event B; P(B|A) change of B being 
true; P(A) chances of A occurring; P(B) chances of B occurring.

Random Forest

Instance

Tree-1 Tree-2 Tree-n

Class-A Class-B Class-B

Majority-Voting

Final-Class

Figure 2.12  Structure of random forest classification. Source: medium.com [47].
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Implementing Naïve Bayes

 i.	 Calculate the prior probabilities
 ii.	 identify the likelihood probabilities
 iii.	 substitute all the detected values in the bayes equation and 

predict the class.

2.3.5.5	 K-Nearest Neighbors Classifier

Because of its benefits, such as prediction power and classification speed, 
the K-nearest neighbour method is one of the most widely used machine 
learning algorithms in classification tasks. It can also be used for regression 
problems but not frequently used because of its adaptiveness toward the 
regression problems. Basically K-nn finds the similarity of new cases and 
the existing cases and put in a class which have maximum matches.  Unlike 
other algorithms it does not get trained completely using the dataset, 
instead it stores the dataset and when new variables approach, it performs 
calculation on the dataset and make predictions [49]. The most important 
factor that has to considered in K-nn is the identifying the nearest points 
in the algorithm. The classification is carried out as shown in Figure 2.13.

Implementing K-nn Algorithm

 i.	 Identifying the number of neighbours  (K value)
 ii.	 Calculate the distance between the new variable and the 

K-points using Euclidean distance
 iii.	 Count the number of classes in the k-points 
 iv.	 Assign the new variable to the class which holds maximum 

k-points

K= 3

CLASS A
CLASS B

Figure 2.13  Classification based on K-nn algorithm. Source: edureka.co [50].
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2.3.5.6	 Support Vector Machine Classifier (SVM)

Support vector machine (SVM) algorithm which is often used in both regres-
sion and classification tasks. The algorithm is already described in section 
3.4.5. the major difference is as it’s a regression the score was calculated and 
if used for classification the class is identified using the hyper plane.

2.3.5.7	 Feed Forward Neural Network

Feed forward neural network is a supervised learning deep learning 
machine. In this type of network, the information travels only in forward 
direction, i.e., from the input layer to the hidden layers, and then from the 
hidden layer to the output layer as shown in Figure 2.14.

A pattern is displayed in the input layer of a feed forward neural network 
during the learning process, and it is transmitted through the network’s 
subsequent levels until it reaches the output layers. The output layer’s neu-
ron count is equal to the number of class labels [52]. The model’s output 
is compared to the real output, and if there is a significant difference, the 
model is retrained by changing the weight of the neurons. During the clas-
sification phase the weights will be fixed and they are not adjusted, the 
output class is decided by the pattern mapping with the existing patterns. 

Flow of Information
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Layer 1
Hidden Layer 1
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Hidden Layer 2

Layer 3
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wx3s2 ws2s5
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ws4y1
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Figure 2.14  Feed forward network. Source: brilliant.org [51].
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2.3.5.8	 Recurrent Neural Networks

Recurrent neural network (RNN) are network-based models used com-
monly for sequential data. It holds an input memory which helps us to save 
the previous outputs, which helps in classification of the sequential data 
[53]. In feed forward network, the information passes from input to output 
and never comes back, whereas in recurrent neural network the informa-
tion cycles through a loop as in Figure 2.15.

RNN varies from other networks in that it contains two inputs: as other 
networks, the current input and the recent variable’s output. This model 
uses backpropagation for optimising the output. It also uses gradient 
descent which reduces the function.

2.3.5.9	 LSTM Recurrent Neural Networks

LSTM neural networks, are specialised network to solve pattern-based 
predictions. This LSTM model, like the Feed forward model, has input, 
hidden, and output layers. LSTM layer consists of self-connected recurrent 
blocks, called as memory blocks. Each block consists of one or more recur-
rent networks connected to it as shown in Figure 2.16.

The three gates of LSTM are input, forget and output gate, all these gates 
are fully dependent on the previous hidden layer. The output of the net-
work is decided by the current cell state. These cell states are transferred 
from one cell to another by the tanh functions.

In
pu

t L
ay

er

Hidden Layer

Output Layer

AILabPage

AILabPage AILabPage

Figure 2.15  Recurrent neural network architecture. Source: medium.com [54].
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2.3.6	 Performance Metrics for Regression Models

Performance metrics are used to identify how efficient our model is pre-
diction. There are many performance measures in which we are using few 
of the metrics, namely mean absolute error (MAE), mean square error 
(MSE), root mean square error (RMSE), and R-Squared value (R2 score) is 
used in this work.

Mean Absolute Error (MAE)
It is used to calculate the average magnitude of prediction mistakes. The 
MAE is defined in Equation 2.8. A perfect model is it have an MAE score 
of 0.0.

	
MAE =

−
=∑ | |y x

n
i i

i

n

1 	 (Equation 2.8)

where yi is the predicted values, xi is the true value, n is the data count

Mean Square Error (MSE)
The mean of the square difference between the real and forecasted values 
is calculated using MSE as shown in Equation 2.9. A good model will be 
holding a MSE value of 0.0

	
MSE = −









∧

=∑1
1

2

n
y yi ii

n

	 (Equation 2.9)

where ( )−y ŷi i  is the difference between the expected and real values, n is 
the data count.
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Figure 2.16  Architecture of LSTM network model. Source: pydeeplearning.weebly.com [55].
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Root Mean Square Error
Root mean square error (RMSE) square root of the mean square error value, 
it tells us how efficiently the data is fit in the model and also how close the 
predictions of the model is made and is expressed as in Equation 2.10.

	

∑ ( )
=

−
=

y y
RMSE

ˆ

2

i i
i

n 2

1 	 (Equation 2.10)

R-Squared value
R-Squared value (R2 score) is closely related to MSE but not the same. It 
denotes the variance of dependent variable (target variable) from the inde-
pendent variable (features). It is calculated using Equation 2.11. The model 
is identified to be more efficient when the score is 1.0

	
= −R 1 Unexplained Variation

Total Variation
2 	 (Equation 2.11)

2.3.7	 Performance Metrics for Classification Models

The dataset which is used here has four classes in the target variable and 
hence multiclassification models will be used and the performance metrics 
including Accuracy, Cohen kappa Score, Matthews correlation coefficient, 
Precision, Recall, and F1-Score are used.

Accuracy
The ratio of correct predictions to the total number of values in the dataset 
is called accuracy. Accuracy score will be also depending on the distribu-
tion of classes in the dataset. If the distribution of the class is not even, it 
might result in drop in accuracy.

Cohen Kappa Score
It measures how closely the prediction is made. It can be calculated using 
two scores total accuracy and random accuracy and is calculated using the 
Equation 2.12

	
kappa

Total Accuracy Random Accuracy
Random Accuracy

=
−

−
(

(
)

)1
	 (Equation 2.12)
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Matthew Correlation Coefficient (MCC)
Matthew Correlation Coefficient is the measure of quality of classification 
system. MCC can be calculated Equation 2.13

	 MCC PPV TPR TNR NPV FDR FNR FPR FOR= ∗ ∗ ∗ − ∗ ∗ ∗ 	
� (Equation 2.13)

where PPV: Positive Predictive Value, TPR: True Positive Rate, TNR: True 
Negative Rate, NPV: Negative Predictive Value, FDR: False Discovery 
Rate, FNR: False Negative Rate, FPR: False Positive Rate, and FOR: False 
Omission Rate.

Precision and Recall
Precision is defined as the proportion of true positives to all positives, while 
recall is defined as the model’s ability to accurately identify true positives. 
As the model is multi classification the precision and recall are calculated 
for each class and averaged to get the precision and recall score.

F1 Score
F1 is the measure of test accuracy and using precision and recall are calcu-
lated by applying those values in Equation 2.14

	
F score Precision Recall

Precision Recall
1 ( )

(
=

∗
+

2 	 (Equation 2.14)

2.4	 Experimentation

The entire implementation was carried over in Google colab platform 
using python language.

The experimentation process is as follows

•	 Download the required dataset and upload to the colab plat-
form or google drive for using it

•	 Necessary library files are installed/imported to the 
environment

•	 Data visualization is performed and data is pre-processed
•	 For regression and classification, the appropriate machine 

learning and deep learning models are created, trained, and 
evaluated.
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•	 Necessary validation metrics are calculated and results are 
tabulated and compares using graphs.

2.5	 Results and Discussion

The first step of the work will be exploring the dataset. Table 2.1 describes 
the dataset and its variables. The dataset consists of 79 variables, every 
variable is not necessarily required for the predictions however for train-
ing purpose all the variables have been included. Most of the variables are 
numerical and few are categorial data types.

The dataset holds 80 features and have to verify the missed data per-
centage and identified that five variables hold highest missing percent-
age: PoolQC-99.52%,MiscFeature-96.30%, Alley-93.76%, Fence-80.75%, 
FireplaceQu-47.26%. these variables holding highest missing values will 
be deleted in the data pre-processing step. Few other data variables also 
holds some missing values but as those variables could be important in 
predicting the target variables, we are not neglecting it. One of such vari-
ables is LotFrontage which holds 17% missing values, but as it could be 
important variable in detection of price of the house we are not including 
it in the remove list.

The target value for the dataset is house sale price, and hence we try to 
visualize the variable before and after logarithm transferred. For this box 
plot and histogram plots from matplot library is used and shown in Figure 
2.17. From the plots its clear that the price of the house is distributed widely 
between 34,900 and 755,000 USD. Histogram plots the amount of data in 
the price range and box plot shows the lower and highest value also the 
mid value of the variable also could be identified. 

The dataset holds both the numeric and categoric data, as on numeric 
data it can be directly fed for training but considering categorial data it 
is not the case, hence the categorial variables are visualized to identify 
the distribution of the data, to have an understanding of how to visual-
ize the categorial data, we have done few visualizations for the variables 
SaleCondition, and OverallQual. In which the first two are plotted using 
Histogram which is shown in Figure 2.18.

From the histogram few things will be clear, the number of homes is 
too high if the sale condition is normal and also the number of homes 
sold is high for the overall quality being 5 to 8. Such interpretations can be 
made by visualizing these variables. Similarly, box plot also could be used 
to visualize the variables, one such is visualizing the variable neighbour-
hood which holds 25 categories in it and shown in Figure 2.19. We could 
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Figure 2.17  Histogram plot (a)(c) and Box Plot (b)(d) of the target variable.
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Performance Evaluation of ML and DL Techniques  53

identify the distribution of the category on sale of the home and categories 
NridgHt and StoneBr are having high count and this variable could be a 
strong predicted due to its distribution.

The next step will be data preparation, we have already listed the top 
5 features which have more missing variables and hence the variables 
PoolQC, MiscFeature, Alley, Fence, and FireplaceQu is removed from the 
dataset. After removing the 5 variables we will be holding 75 variables with 
us, in which 39 is categorial and  36 numerical variables.

Few of the variables, including MSSubClass, OverallQual, OverallCond, 
YearBuilt, YearRemodAdd, GarageYrBlt, MoSold, YrSold, are strong pre-
dictors with numeric data in it, hence we change these eight variables into 
categorical data by converting the type of the variable from integer to text 
making the number of categorial data to 47 and numeric data to 28.

The most important task with the categorial data is to converting it to 
numeric data for which one hot encoder is used. The data before and after 
applying one hot encoder is shown in Figure 2.20.
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Figure 2.18  Histogram plot for the categoric variable (a) SaleCondition and 
(b) OverallQual.
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Performance Evaluation of ML and DL Techniques  55

After applying one hot encoder and converting into numeric, still we 
have few missing variables and hence KNN Impuser is used. The categorial 
data is now ready, on the other side the numerical data have to be prepared 
for which the data are applied to KNN Impuser and standard scalar for 
filling the missing values and scale the data. Finally, the numeric and cate-
gorial data are combined together.

With the processed data, all regression models were built, trained, and 
tested, and the performance metrics for machine learning systems were 
tallied in Table 2.2 and could be identified that random forest regression 
performs good than other models with R2score of 0.85.

The deep learning methods were also implemented, and the first model 
used was artificial neural network-based regression model, and the sum-
mary of the model is shown in Figure 2.21. In the ANN based model, we 
have used input layers with 90 neurons and capable of getting 75 features 
as input and activation function was Relu. Following the input layer, two 
hidden layers with 90 neurons each were added and the Relu activation 
function was employed, followed by the output layer with one neuron and 
the linear activation function. The loss function is mean squared logarith-
mic error, the optimizer is ADAM, and the performance metrics are MSE.

The ANN-based model was trained for 100 Epochs with validation split 
of 20% and batch size of 50. The results of the model were compromis-
ing with lower MSE value of 0.36. In multi output regression  the layer 
count was similar to the previous model with one input, two hidden and 

(a)

(b)

Before One hot encoder

After One hot encoder

Figure 2.20  Categorial variables before and after one hot encoder.
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56  Convergence of Deep Learning In Cyber-IoT Systems and Security

one output, he_uniform initializer is used . SGD optimizer, mean squared 
logarithmic error, loss function, and MSE metrics are utilised to build the 
model. The model is trained with 100 Epochs with validation split of 20% 
and batch size of 50.

The final model in regression to be implemented is Tensorflow-Keras–
based regression model. The loss function curve for the three deep learn-
ing models is shown in Figure 2.22, and the performance metrics for the 
models are tabulated in Table 2.3.

On the other side the Classification tasks are being carried out using 
both the machine and deep learning methods, the performance metrics 
Accuracy, Matthews Correlation coefficient, Cohen kappa Score, Average 
Recall, Average Precision and average F1 score are computed. For preci-
sion, recall and f1score we are considering the average as we will have val-
ues for every class individually.  The precision and recall for the machine 
learning techniques is shown in Figure 2.23.

Table 2.2  Performance metrics for regression-based machine learning models.

MAE MSE RMSE R2-Score

Linear Regression 0.30 0.18 0.043 0.50

Random Forest Regression 0.12 0.55 0.230 0.85

Gradient Boosting Regressor 0.14 0.6 0.240 0.83

Ada Boost Regressor 0.28 0.14 0.037 0.62

Support Vector Regressor 0.37 0.37 0.061 0.57

Figure 2.21  Artificial neural network model for regression.
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Figure 2.22  Mean_squared_logarithmic_error loss for deep learning models.
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58  Convergence of Deep Learning In Cyber-IoT Systems and Security

From Figure 2.23, when compared to other classes, accuracy and recall 
are shown to be greater for Class 1. This might be due to the fact that class 
1 has more samples than the other classes. The other performance param-
eters are listed out in Table 2.4.

Table 2.3  Performance metrics for regression-based deep learning models.

MAE MSE RMSE R2-Score

Artificial Neural Network 0.16 0.7 0.340 0.86

Multi-Output 0.19 0.6 0.230 0.84

Tensorflow-Keras 0.12 0.54 0.210 0.87
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Figure 2.23  Precision and recall scores of machine learning methods for classification 
task. (a) Logistic regression. (b) K-nearest neighbours. (c) Decision tree. (d) Support 
vector classification. (e) Random forest. (f) Naïve bayes.
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From the performance measures listed in Table 2.4, When comparing 
the performance parameters of the mentioned machine learning models, 
it is obvious that the random forest method outperforms the others. Three 
deep learning networks were employed in this study: feed forward, LSTM, 
and CNN-based models. The sparse categorical cross entropy loss, SGD 
optimizer, and accuracy metrics are utilised in all three models. 

All the three models are trained for 200epocs and the performance met-
rics of the three models are listed in Table 2.5 and it is observed that Feed 
Forward Neural Network is performing well while compared with other 
classification-based models.

2.6	 Suggestions

The article will be helpful for the readers to understand about machine and 
deep learning algorithms, for the convenience of readers the same dataset 
is used for both the regression and classification task. However, we suggest 
the readers to use a dataset, which is prominent for classification to per-
form the classification task and regression for performing regression tasks. 
Also, in our dataset, there was no missing data and imbalance in the classes 
was not identified and hence the results might be difference if we have a 
dataset with missing values or imbalanced classes.

2.7	 Conclusion

Using a home price dataset, we attempted to evaluate the performance of 
machine learning and deep learning models. The primary objective of this 
work includes Evaluating the performances of the models using various 
performance metrics and hence the models were not optimized much to get 
better results which might lead our system to overfit or underfit and mis-
lead the comparison studies. While evaluating the performance measures, 
such as MAE, MSE, RMSE, and R2 score, it was identified that Random 
forest algorithm performs better among Machine learning models and 
Tensorflow-Keras–based model performs better in Deep Learning Models. 
On the classification-based models, six performance parameters including 
Accuracy, Cohen Kappa Score, Matthews Correlation Coefficient, average 
precision and average recall were calculated and identified random for-
est classification and feed forward–based neural network was performing 
good among machine learning (ML) and deep learning (DL) models. It 
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was also discovered that deep learning models outperformed machine 
learning models in both regression and classification tests. 
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