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Abstract

Node authentication and key management are the two significant security services employed in Wireless Sensor Networks
(WSN). Since the growth of the devices in WSN is rapidly increasing, strong security policies should be employed to
save the network from outside invaders. There is a wide range of smart applications developed in various fields such as
military, health, agriculture, smart city, and many others. Since most of the applications consist of sensitive data, they
should be protected to save the users’ privacy. Conventional protocols are more prone to security attacks and therefore
the authors propose a secure and reliable protocol named Polynomial Authentication and Mapping Verification based
Mannequin Routing (PAMVMR). This scheme involves two main processes such as Bi-level authentication and
Information Processing. Bi-level authentication includes node-to-gateway authentication using polynomial key shares
and node-to-node verification using mapping function that is processed through a context free grammar. Information
processing includes creation of mannequin routes by applying Pascal’s triangle method and transmission of data. This
makes the network more secure and reliable for data transmission from sensor nodes to a gateway node and from a
gateway to users.
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AHHOTANMSA

AyTeHTH(HKAIVS y3JI0B M YIpaBICHHE KIIOYaMHU — JBE BaXKHBIE CIYXKObI 0€30MaCHOCTH, HCIIOIb3yeMbIe B
6ecnpoBoHEIX ceHCcOopHBIX ceTsax (Wireless Sensor Networks, WSN). Tax kak komndectBo yctpoiicte B WSN
MOCTOSIHHO YBEJIMYHMBACTCS, CIEAyeT IPUMEHSITh CTPOTHE MOJUTHKH O€30TaCHOCTH, YTOOBI 3alUTHTh CETh OT
BHEITHHUX yrpo3. CylecTByeT MUPOKUI CIEKTP MHTEIEKTYyalbHBIX MPUIOKEHUN B PA3TUUHBIX 00JaCTAX, TAKHUX
KaK BOGHHas, 3APaBOOXPAHEHNE, CEITBCKOE X03IHCTBO, CUCTEMBI «YMHBIH TOPOM» U MHOTHE ApyrHe. bombIIHHCTBO
MIPUIIOKEHUH cofep:kaT KOH(PHUICHINAIbHbIE JaHHBIE, I OHH JOJDKHBI OBITH 3AIMMINEHBI JUIS COXPAHEHHS JAaHHBIX
nob3oBateneil. OOBIYHBIC TIPOTOKOIIBI OE30ITACHOCTH aKTHBHO IOABEPKEHBI aTakaM, M JUIS UX 3alUTHI MPEIOKEH
Ooee HaJICKHBIH MPOTOKOJ, Ha3bIBAEMBI ITOJIMHOMHUAIBHON ayTeHTH(UKAIINEH U MPOBEPKOIl COOTBETCTBUS Ha
ocHOBe MaHekeH-MapuipyTu3amu (Polynomial Authentication and Mapping Verification based Mannequin Routing,
PAMVMR). [IpoTokos1 BKITFOYAET JIBa OCHOBHBIX MPOIIECCa, TAKUE KaK JIByXypOBHEBas ayTeHTH(UKAIH 1 00paboTKa
uHpopmaruu. [IByXypoBHeBas ayTeHTU(UKALMS BKIIOYaeT ayTeHTU(UKALHUIO OT y3J1a K IIUTI03Y C MCIOJIb30BaHUEM
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Bi-level authentication and mannequin routing for improving security features of WSN-loT

OOIIMX MOJIMHOMHUAJIBHBIX KITIOUEH U MPOBEPKY OT y3J1a K Y3y C MCIOJIb30BaHHEM (DYHKIMH COMOCTAaBICHHS, KOTOpast
o0pabarbIBaeTCs ¢ MOMOIIBIO TpaBuila OECKOHTEKCTHOM rpaMMariki. O0paboTka HH(GOPMALIUK BKIFOYAET CO3TaHUE
MaHEKeH-MaplLIPyTOB C MCIOIb30BAHHEM METO/a TpeyroibHuKa [lackans u nepenady naHHbIX. B pesynbrare cetsb
CTAHOBUTCS 3alMIICHHON M HAJAEKHOW [UIs Mepe/lady JaHHBIX OT Y3JIOB JaTYHUKOB K Y31y LIJTI03a M OT IILII03a K

TI0JIB30BATCIIAM.

KiioueBble cioBa

JABYXYPOBHEBaAs1 ayTeHTI/I(I)I/IKaHI/IH, TOJTMHOMHAJIBHBIN TOKCH, 0TO6pa)KCHI/IC NEPEMCHHBIX, MAHCKCHO-MapIIpyTHU3alus,

OMHOMHUAIBHBIN TpeyroibHuUK [Tackans

Ccbliaka pas nutupoBanusi: Cacuera JI., Illantn Y. JIByXypoBHEBas ayTeHTHOHUKAIUSI U MaHEKSH-MapIIPy TH3ALHUs
JUISE TIOBBIIICHHST 6€301aCHOCTH GECIPOBOAHBIX CEHCOPHBIX CeTel HHTepHeTa Belel / HaydHO-TeXHHYeCKHil BECTHHK
NH()OPMAMOHHBIX TEXHOJIOTHH, MeXxaHUKH 1 onTHKH. 2021. T. 21, Ne 6. C. 929-935 (na annn. s3.). doi: 10.17586/2226-
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Introduction

Internet of Things (IoT) has become a trending area
[1] recently that led to the popularity of technologies
related to Wireless Sensor Network (WSN). WSN uses
IoT in many fields of network control. WSN is widely
implemented in all areas and created popular and huge IoT-
related applications [2] and so-called Smart Life. However,
this technology development causes the disclosure of
personal information that possibly affects the privacy and
protection in such WSN in which people tend to enjoy their
convenience. Therefore, security issues in WSN-IoT are
getting important for improving the quality of service [3].

In WSN, the user authentication scheme is categorized
into five different types that offer good guidance for the
proposals of novelty of improved user authentication
and key agreement protocols [4]. Later an upgraded
authentication model was proposed [5], in which sensors
act as routers and destinations. In this case, the sensors
might be located between a user and gateway, and therefore,
it is necessary to forward the authenticated messages to the
gateway node.

Related Works

Various kind of authentication protocols were proposed
[6-8], for various WSN-IoT related applications and still
there are a lot of security related issues. Different kind of
security related authentication factors like biometric factor
or fingerprint authentication schemes are undertaken to
solve these issues. Especially, physiological biometrics
based authentication method was implemented in order
to perform user authentications, such as fingerprints [9],
iris [10], and facial information [11]. But, this kind of
authentications requires additional and costly equipment.
Therefore two-factor authentication and key agreement
schemes were proposed for protecting the real time data
access with smart card that are now the most popular and
widely used operations. A representative authentication
protocol was proposed in a multi-gateway WSN to resolve
the node capturing attacks with the intention of detecting
a vulnerable authentication protocol in such a WSN.
An untraceable two-factor authentication mechanism
for WSN was proposed on basis of Elliptical Curve
Cryptography (ECC). This scheme comes up with missed
security features that are highly required for real life
applications by maintaining the desired features of original
model in a parallel way. This method also accomplishes

the mutual authentication of Burrows-Abadi-Needham
(BAN) logic.

Polynomial and Multivariate Mapping-Based Triple-
Key (PMMTK) distribution model was proposed in [12].
This mechanism is carried out through the calculation of the
node’s individual key and common triple-key by evaluating
the polynomial coefficients. Lightweight Polynomial-
based Key Management (LPKM) was introduced to
improve the security features of the distributed WSN
[13]. LPKM scheme establishes various key types by
the sensors used for bootstrapping the trust and security
for multi-type communications. Also the LPKM model
can effectively alleviate the most common attacks like
node impersonation attacks, clone attacks, etc. Three-
factor anonymous authentication scheme was proposed
for WSNs in IoT environments [14]. Here a fuzzy model
is utilized for handling the user’s biometric information
that helps significantly to improve the functional security
features.

Anonymous Access Authentication model for WSN
(AAA-WSN) was proposed in big data environments for
achieving the security services [15]. This AAA-WSN
mechanism not only provides strong security services like
user anonymity and mutual authentication but also performs
the perfect forward secrecy feature with better level of
efficiency. To prevent a malicious user from guessing the
communication period between Home Gateway Node
(HGWN) and the sensor, a dynamic contacting model
was designed. The Membership Authentication and
Key Establishment (MAKE) protocol was proposed for
WSNs [16]. This membership authentication mechanism
has the complexity O(n), where n is the number of users
in a group communication. Another example is one-to-
one authentications with complexity O(n2) which was
a different authentication process handled here. An
authentication information exchange scheme (AIES) was
proposed in WSN [17] to prevent node capture attacks.
This model is developed on basis of the association scheme
of HGWN and local sensor nodes. HGWN keep contact
with all local sensor nodes and also it is responsible for
performing an authentication information exchange scheme
to resist the security risks.

Proposed Approach

Our work consider cluster-based wireless sensor
network since cluster-based environment helps to increases
the performance of the network with less delay and
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increased energy. The sensor node and the gateway node
should communicate periodically with each other. The
nodes that enter into the network can be represented by
a normal node, a possibly compromised node or a fully
compromised node. In order to prove the node’s original
identities from malicious nodes, we propose to carry out the
Bi-level authentication process in our method. Fig. 1 shows
the example scenario of a user accessing the gateway node
through the located sensor nodes.

The Normal Node (NN) will respond to the gateway
node periodically and normally about its node state.
Therefore the gateway node assumes that the node is
normal and records its status as normal in the database.
The possibly compromised nodes respond the gateway
node with delay latencies and therefore the gateway node
sets this node status as possibly compromised but stores in
the database as well. If there is no response after a certain
time period from the particular node then the node is set
as a fully compromised node and hence this node is set as
a malicious one and removed from the routing. However
this kind of malicious node detection is not effective
because the node can go inactive due to the loss of the
communication signal or high energy drain rate. Therefore
Bi-level authentication process is carried for each node that
enters the network. This scheme also consumes less energy
for data processing compared to the conventional schemes.

Bi-level Authentication

Bi-level authentication includes two level authentication
processes. The first level authentication is the node-to-
gateway (GW) authentication, which is carried out using
polynomial key shares. The second level authentication is
the node-to-node verification, which is carried out using
mapping function. Mapping between the nodes is processed
through context free grammar rule.

1) Node-to-GW Authentication. Once the node
enters the network, the Base Station (BS) and the node
generates communication keys to process the authorized
communication. When a new node enters the network,
key generation process will be initiated by the BS and the
key will be based on the node’s identity. Then this key
will be used as a ticket or token to access a resource. The
node should share this token whenever the node wants to
communicate with the other node so that the node will be
authorized to access the resources. The keys are generated
using polynomial structure with ‘n’ degree of polynomials.
The node identity is given as /d(i) = 1,2,...,n that is allotted

Sensor

O
Access O O

Gateway
Node

Fig. 1. User access gateway through sensor nodes

to each node that enters the network f (v) =a,y" +... + ay +
+ agmodN. Therefore the multivariate polynomial can be

m
computed through F(yy,¥5, ...,»,,) = [ [ (v))modN. If the node

=1
enters the network, the polynomial i«:y generator computes
the polynomial keys through the following equation:

F(Ni)=f(@)modN;i=1,2, ..., n.

The polynomial key tokens are generated for every
node NVi and secretly stored in the node registration centre.
The node registration centre randomly selects the integer to
solve the authentication problem by taking {f,(7), /5(?), ...,
S}, where each integer lies in the key pool. Then the
node registration centre generates polynomial key tokens
for each node that enters the network. The polynomial
token keys are computed as {Pyy(Ni), Pxpr(Ni), ...,
Pyr,,_1(Ni)} for each node. Each node is computed with the
polynomial secret key and stored in the gateway node. The
polynomial-based authentication mechanism is used in this
work. A polynomial key is a ticket that provides permission
to access a device that consists of entities such as unique
object identifier ID, access rights Rs, and a random value
Ri. The identifier is the name of the device with sensor
nodes. The capability will describe the access rights of the
device. The random value is generated to prevent forgery.
One-way hash function A4( f) is used to check the access
rights request, when it arrives with the device id. The
one-way hash function calculates the output for the given
random number and, if it is valid, then the access is granted.

Let us assume that ‘N, ,’ is a number of nodes and the
gateway node (GN) stores S, , (secret authenticated data)
in its authentication database.

Step 1: Each node should broadcast their original
identity ‘Ni’ to all other nodes that present together.

Step 2: Once the identities ‘N;,’ with random integer
‘R;’ is received, each node generates a polynomial token
key {Pxri(Ni), Pxry(Ni), ..., Pgp,_1(Ni)} with respect to
their random integers ‘R;’.

Step 3: The GN node computes an authentication reply
(4g;) by using a hashing key function Ag; = A||{k,(N;,r),
(Nyra), ooy (N,.1,) 3. The “Ap;” is broadcasted to all the
respective nodes.

Step 4: The Pyyy; is verified with the key-hash function
Ap;. If the computed hash key output matches with the
Py then the verification of the node is determined to be
‘NN".

Step 5: Continue the process for each set of transmission
since the node may be compromised at any time.

This process will be initiated only when a new node
wants to communicate with other node in the network.
If node 4 wants to communicate with node B, both are
mutually authenticated first before sharing the data, so
that the communication will be secured. Since the key
generation for a new node is initially produced, the key
management mechanism used in the proposed work avoids
rekeying process. Therefore, the proposed work enhances
the performance of the network with less energy.

2) Node-to-Node Verification. Node-to-node
verification process based on a context-free grammar is
carried out between the sensors once the node-to-gateway
authentication process is done. Each node has its own
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mapping variable string by using these node variables
(strings), and hence the leftmost and rightmost derivations
can be obtained. Source node starts the leftmost derivation
with the mapping variable string ‘s’ till it reaches the
terminal function D (‘d’).

Here the source node computes the leftmost derivation
and the destination node computes the rightmost derivation.
Leftmost derivation follows the top-down approach for
derivation of the mapping variables and the rightmost
derivation follows bottom-up approach for deriving the
mapping variable strings. If the leftmost and rightmost
derived mapping strings are equal then the nodes are
legitimate and the dummy node id can be generated for
each and every node to process the data transmission
procedure.

Leftmost and Rightmost mapping derivation. The
leftmost and rightmost derivations are obtained on basis
of string mapping functions. Every node is assigned with
a mapping variable called string. Leftmost non terminals
are expanded with leftmost derivation. In the same way
rightmost derivations select the rightmost non-terminal
variables for expanding till it reaches the terminal node.
Fig. 2 shows the example of string mapping function.

Let us assume the example network scenario with n
number of nodes and each node holds a mapping variable.
The mapping function starts from the source node ‘S’ and
‘a’ is the mapping variable of node “S”. R is the random
number generated for ‘S”. Similarly the forwarder nodes
‘4’ and ‘C’ contain the mapping variables ‘e’ and ‘¢’
respectively. Terminal node ‘D’ contains the mapping
variable ‘b’; therefore the mapping functions can be
applied using the context free grammar rule. Now the
nodes ‘S’, ‘4’, ‘C’ and ‘D’ are considered for the leftmost
and rightmost derivations with their respective mapping
variables {a, e, ¢, b} for node verifications. The grammar
rule is given as per equation:

Grute = ({S =1, {a, ¢, ¢, biR, S).
The grammar rule Gy, is considered with the production
rule given in the equation:
Gr={S—aSSe,S—e,S—c,S— b}.
First, the leftmost derivation is carried out from the

source node to the terminal node ‘D’ and is calculated by
using grammar rule given in the equation:

Fig. 2. String mapping function

LM LM LM LM LM
S = aSSe = aeSc = aecSSb = aecSb = {aecbh}.

Then the rightmost derivation is carried out from the
terminal node to source node ‘S’ using grammar rule given
in the equation:

RM RM RM RM RM
D = bSSc = bcSe = beeSSa = beeSa = {bcea}.

Now the obtained variable is applied with recursive
function to check the leftmost derivation output:

{bcea} <= {aech}.

The recursive rightmost output strings are stored in the
rightmost deviation. Then the mapping function is done for
the leftmost deviation output variables and for the recursive
rightmost deviation output variables. The mapping function
for nodes °S’, ‘4’, ‘C’, ‘D’ is given in the equation:

IM=S RM =D
a a
e mapping \ e
c c
b b

If the mapping variables are the same for both leftmost
and rightmost derivation then the nodes are verified to
be normal but if the variables are different than said they
are assumed to be malicious. The malicious nodes can be
removed from the network and the routing table is then
updated.

Information Processing. Information processing
includes sending the sensed data over the falsely created
routes. The falsely created route is a mannequin route
that is generated by applying the principle of Pascal’s
triangle method. By using this mannequin route, the data
is transmitted reliably. In order to safeguard the information
from malicious nodes, the gateway generates fake route
identities for the source node, intermediate data forwarder
(relay) nodes and destination nodes. To protect the data
from the malicious observer, the source generates a dummy
route. The original id is multiplied with Pascal’s binomial
triangular values to generate the fake identities so that the
data are passed through these mannequin node identities.
By this way the data can be protected from the malicious
observer since the malicious observer cannot identify the
real source intermediate and destination nodes.

Therefore the source nodes send the confidential data
over the intermediate nodes during the communication and
prevent the system from security threats. Fig. 3 shows the
example scenario for a mannequin route.

Pascal’s binomial triangular function is defined in the
equation below:

Here ‘A’ represents the source node and ‘nu’ represents
the destination node and ‘n’ represents the number of
intermediate hop count that exists between them. From
the figure source, the node identity is assumed to be 2, the
destination identity is assumed to be 1 and the intermediate
identities are 5 and 3 respectively. The generation of fake
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Fig. 3. Mannequin route creation

identities using the Pascal’s binomial triangular function
is shown below.

Step 1: (2+1)3

Step 2: (2+1)3 — 23 +3(22)(1) +3(2)(12) + 13

Step 3: generated identities — 8+ 12+ 6 + 1

The source original id is 2 but the generated mannequin
id is ‘8, the intermediate real identities are 5 and 3 while
their created fake identities are 12 and 6. The destination
node identity is the same; however the malicious observer
cannot modify the received data in the gateway or
destination node. This type of generation of mannequin
routes for data transmission makes the network more
secured and reliable. Therefore passive type of attacks can
be reduced greatly by transmitting the data by this method.

Results and Discussion

Network simulator (version 2.35) is used to simulate
the proposed PAMVMR and existing protocols AIES and
MAKE respectively. OTCL is the tool command language
used in front end. The discrete events are analysed in the
network scenario. To analyse the network performance of
the proposed protocol, we considered the following: node
trust ratio, packet delivered rate, False Node detection
ratio, and energy consumption. Other network parameters
considered for simulation are given in Table 1. Network
animator window is used to view the simulation process

Table 1. Simulation parameters

Parameter Value

Channel Type Wireless channel
Density of nodes 100

1100 x 900 m?2
PAMVMR
AIES & MAKE
250 m

11 Mbps

IEEE 802.11

WirelessPhy

Simulation Area

Proposed Protocol

Conventional Schemes

Transmission range

Data rate
MAC
Network Interface Type

and the trace files are used to record the process that the
protocols are carried out.

Packet Delivered Rate. Packet delivered rate is
estimated for detecting the total number of packets that are
sent over the channel successfully from the sender node
to the destination including the number of relay hops. The
Packet Delivered Rate (Ppp) is measured using the total
number of the packets received and the total number of
packets sent and is given in the equation:

_ YTotal Pkts Revd

PR > Total Pkts sent .

The packet delivery rates for the proposed scheme
PAMVMR and the existing schemes AIES and MAKE
are shown in Fig. 4. The proposed scheme achieves
better delivery rates of packets compared to the other
conventional security mechanisms. If node density
increases then delivery of data packets also gets increased.
Packet delivery rates are directly proportional to the
network throughput. Therefore the metric Pp, achieves
better efficiency in delivering the data packets proving the
proposed scheme efficiency.

Energy Consumption. The amount of energy that each
node consumed for processing and transmitting the data
can be defined as energy consumption. The energy that is
spent by the node for a set of transmission is calculated
with respect to a certain time period. Energy is the main
source to keep the entire network to function continuously
and hence maintaining the energy level for each node
is compulsory. Current energy level can be calculated
by taking the remaining energy level of the nodes. The
energy consumption for both proposed PAMVMR and
conventional schemes AIES and MAKE are shown in Fig. 5.

The proposed scheme PAMVMR consumes low energy
for processing and transmission of data compared to the

120 000

80 000 ‘ﬁ —

— m A[ES
= MAKE
= PAMVMR

Packet delivered rate, kbps

100

Node Density

Fig. 4. Packet delivery rates

"= AIES
" MAKE
rc PAMVMR

Energy Consumption, J

Node Density

Fig. 5. Energy consumption
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conventional schemes. The main reason for less energy is
that the proposed scheme allows the nodes to go to sleep
state in certain interval during the processing of data which
helps to save energy. Another reason for less energy is
that it allows only trusted nodes to route process which
helps to minimize large number of computational process
which saves energy. Therefore the routes selected for data
transmission are more reliable and good resource constraint.

False Node Detection Ratio. False Node Detecting
Ratio (FNDR) is defined as the ratio between the number
of malicious nodes and the number of normal nodes. Based
on the node’s behaviour, i.e. normal, partially compromised
and fully compromised, the FNDR can be determined.
Normal nodes forward the packets without any longer delay
and packet loss. Whereas compromised nodes forward
the false information with delay latencies. Fig. 6 shows
the FNDR values for both the proposed and conventional
schemes. It is clearly shown that the proposed protocol
PAMVMR has FNDR rate compared to the existing scheme
such as AIES and MAKE. This leads the network to achieve
higher packet rates.

Node Trust Ratio. The ratio of trust values that is
obtained for the nodes with respect to their packet forwarding
rate is defined as Node Trust Rate (NTp). By processing the
node authentication and verification for each node, the
trustable nodes are detected and these nodes are selected
for the data transmission process by generating mannequin
identities for the respective nodes. NT} is identified with
respect to the normal node that resides in the network.

- m AIES
—=MAKE
__"PAMVMR

20 60 100
Node Density

Fig. 6. FNDR
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Fig. 7. Node trust ratio

NTy for both the proposed and existing scheme are
shown in Fig. 7. The proposed method PAMVMR has a
high trust rate when compared to such schemes as AIES
and MAKE. The average NT} for the proposed scheme
PAMVMR is 0.86 and for the conventional scheme the
average N7 is 0.74 and 0.73 respectively. Therefore the
proposed Bi-level authentication scheme increases the
network trust ratio when compared to the other existing
schemes without revealing the nodes original identity
during data transmission.

Conclusion

Polynomial Authentication and Mapping Verification
based Mannequin Routing scheme is proposed here to
improve the security measures. PAMVMR includes two
main protection processes such as Bi-level authentication
and Information Processing. Bi-level authentication
forwards a node to gateway authentication by applying
polynomial key shares. Mapping verification of nodes is
performed using mapping function which is processed
through context free grammar. Later mannequin routes are
created by applying Pascal’s triangle method for sealing
the original identities of the data transmission nodes in
order to prevent the nodes from malicious users. Therefore
this makes the network more secured and reliable for data
transmission from sensor nodes to the gateway node and
from gateway to users. Simulation analysis proves the
efficiency of the proposed scheme.
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