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PREFACE 

Software Defined Networking (SDN) represents a major change in 

the way computer networks are designed and operated. 

Traditional networks distribute control logic across individual 

devices. SDN introduces a programmable control layer that can 

reason about network state and express policies through 

software. The result is infrastructure that can be automated, 

monitored, optimized and adapted more systematically. 

This textbook is designed for university teaching and project-

based learning. It starts with networking fundamentals and 

progressively develops the concepts of SDN architecture, 

controllers, OpenFlow, programmable data planes, network 

virtualization, security, telemetry, data-center networking, SD-

WAN, wireless and IoT networking. Practical chapters introduce 

Mininet and Open vSwitch, while advanced chapters connect 

SDN with artificial intelligence, intent-based networking, network 

slicing and digital twins. 

The text deliberately distinguishes architecture concepts from 

individual products. OpenFlow is treated as an important SDN 

southbound technology rather than as the definition of SDN itself, 

helping students understand that the broader SDN idea includes 

multiple interfaces, controller designs and programmable data-

plane approaches. 

We extend our sincere thanks to our publisher, Scientific Research 

Reports, Chennai, India, for their dedicated efforts in preparing this 
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book and for ensuring the inclusion of enriched and high-quality 

technical content. 
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Professor 
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LEARNING OUTCOMES 

● Explain the motivation, principles and architecture of Software 

Defined Networking. 

● Differentiate application, control and infrastructure/data-plane 

functions. 

● Describe controller responsibilities including topology 

discovery, state management and path computation. 

● Explain OpenFlow flow tables, matches, actions, messages and 

controller-switch interaction. 

● Design basic SDN applications using northbound abstractions 

and network policies. 

● Apply shortest-path, load-balancing and traffic-engineering 

concepts to SDN. 

● Analyze SDN threats and propose controller, API and data-

plane security controls. 

● Use Mininet and software switches to construct and test SDN 

topologies. 

● Evaluate SDN applications in data centers, cloud, WAN, wireless 

and IoT environments. 

● Identify current research opportunities in programmable 

networking and intelligent network automation. 
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Chapter 1 

Introduction to Software Defined Networking 

Learning Objectives 

● Explain the limitations of traditional networking that motivated 

SDN. 

● Define SDN and its core architectural principles. 

● Explain why programmability matters for modern networks. 

● Describe control-plane and data-plane separation. 

● Explain logical centralization and its practical meaning. 

● Explain abstraction as a design principle in SDN. 

● Describe how automation changes network operations. 

This chapter introduces Software Defined Networking (SDN) as a 

response to the operational limits of traditional, device-centric 

networking. It explains what SDN is, why it emerged, and the core 

principles — separation of control and data planes, logical 

centralization, abstraction, programmability and automation — that 

distinguish it from conventional network design. 

1.1 Networking challenges 

Enterprise and campus networks must simultaneously support cloud 

applications, mobile users, virtualization, video traffic, IoT devices 

and security enforcement. In traditional networks, each switch and 

router is configured independently through vendor-specific CLIs, so 

a single policy change (a new VLAN, an ACL, a QoS class) must be 

replicated device by device. This makes configuration slow, error-
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prone, and difficult to verify at network-wide scale — the operational 

pain that motivated SDN. 

1.2 Definition and principles 

SDN is a network architecture in which the control logic that decides 

how packets should be forwarded is decoupled from the switches that 

forward them, and exposed through open, programmable interfaces 

to a logically centralized controller. The controller maintains a 

network-wide view and pushes forwarding decisions to switches. 

Logical centralization does not require a single physical machine — 

controllers are typically deployed as a replicated cluster for 

availability, while still presenting a single coherent view of the 

network to applications. 

1.3 Why programmability matters 

Programmability lets network behavior be expressed in software 

rather than fixed in device firmware or configured by hand. A network 

operator can write a program that reacts to topology changes, traffic 

patterns or security events and pushes new forwarding rules in 

seconds, instead of issuing manual configuration changes across 

dozens of devices. This is what allows SDN networks to be tested, 

versioned and automated the way application software is. 

1.4 Control/data-plane separation 

The data plane forwards packets at line rate based on rules installed 

in each switch's flow tables; the control plane decides what those 

rules should be. Traditional routers compute both locally using 

distributed protocols (OSPF, STP). SDN moves decision-making to an 

external controller communicating over a standardized southbound 

protocol (e.g., OpenFlow), while switches remain simple, high-speed 

forwarding elements. The separation concentrates policy and 
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intelligence in software that is easier to update, but it also makes the 

controller and its communication channel a critical point that must 

be secured and made resilient. 

1.5 Logical centralization 

A logically centralized controller gives applications a single, 

consistent view of the entire network's topology and state, even 

though the controller may physically run as several replicas for fault 

tolerance (e.g., using a distributed database such as etcd or RAFT-

based consensus). This differs from distributed routing, where each 

device only knows its local neighbors and must exchange messages 

to build a partial, eventually-consistent view. 

1.6 Abstraction 

SDN architectures expose forwarding and topology information 

through abstractions — such as a network graph, a flow table model, 

or an intent ('connect A to B with 10 Mbps') — that hide low-level, 

vendor-specific switch details. Northbound APIs let applications 

reason about policy in these abstract terms, while the controller and 

southbound protocol handle translating that policy into device-

specific instructions. 

1.7 Automation 

Because network state and policy are exposed through APIs, SDN 

enables closed-loop automation: an application observes network 

telemetry, computes a decision, and pushes configuration changes 

without human intervention. Typical examples include automatic 

failover when a link goes down, elastic bandwidth allocation in a data 

center, and continuous compliance checking against a security 

policy. 
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1.8 SDN use cases 

Common deployments include data-center fabrics that need fast, 

programmable east-west traffic engineering; campus and enterprise 

networks seeking centralized policy enforcement; software-defined 

WAN (SD-WAN) for branch connectivity over multiple transport links; 

and research/testbed environments where Mininet and OpenFlow 

controllers let students and researchers prototype new protocols. 

1.9 Benefits 

SDN's main benefits are centralized, consistent policy management; 

faster provisioning through automation; improved network-wide 

visibility for monitoring and troubleshooting; and the ability to 

innovate through software rather than waiting for new hardware or 

firmware releases from vendors. 

1.10 Limitations 

SDN introduces a new dependency on controller availability and 

control-channel security — if the controller fails or is compromised, 

large parts of the network can be affected. Migrating from legacy 

infrastructure is costly, and controllers introduce scalability 

considerations for very large or physically distributed networks 

(control-plane latency to remote switches, event-processing 

throughput). These trade-offs must be weighed against SDN's 

operational benefits when designing a deployment. 

1.11 Design checklist 

Before adopting SDN, an architect should confirm: (1) which policies 

genuinely require centralized visibility, (2) how the controller will be 

made highly available, (3) how the control channel will be 

authenticated and encrypted, (4) what happens to forwarding if the 
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controller is unreachable (fail-open vs fail-closed switches), and (5) 

how the deployment will be monitored and tested before production 

rollout. 

1.12 Traditional Networking vs. SDN: A Summary 

Table 1.1 summarizes the recurring contrasts discussed throughout 

this chapter between traditional, device-centric networking and the 

SDN-oriented approach. 

Dimension Traditional approach SDN-oriented approach 

Control 
Distributed across each 

device 

Logically centralized and 

programmable 

Policy 
Device-by-device 

configuration 

Application and 

controller-defined policy 

Visibility 
Often limited to the local 

device 

Network-wide state 

exposed via APIs 

Automation 
CLI scripts and vendor-

specific tools 

Programmatic APIs and 

orchestration 

Change speed 
Manual, device-by-device, 

slow 

Centrally computed and 

pushed in seconds 

Chapter Summary 

SDN separates network control from packet forwarding and exposes 

that control through programmable interfaces to a logically 

centralized controller. This enables abstraction, automation and 
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centralized policy management, at the cost of new dependencies on 

controller availability and security. The remaining chapters build on 

these principles to examine SDN's history, architecture, protocols, 

applications, security and real-world use. 

Review Questions 

1. What operational problems in traditional networking motivated the 

development of SDN? 

2. Explain the difference between physical and logical centralization 

of a controller. 

3. Why control/data-plane separation is considered the defining 

feature of SDN? 

4. List two benefits and two limitations of adopting SDN in an 

enterprise network. 

5. Give one example of closed-loop automation enabled by SDN. 

Chapter MCQs 

1. What is the primary architectural change introduced by SDN? 

A. Separation of control plane from data plane 

B. Replacing Ethernet with a new cabling standard 

C. Removing the need for IP addressing 

D. Encrypting all packet payloads by default 

Answer: A 

2. A logically centralized SDN controller: 

A. Must run on a single physical server 

B. Can be deployed as a replicated cluster while presenting one 

consistent view 
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C. Cannot communicate with more than one switch 

D. Eliminates the need for a network topology 

Answer: B 

3. Which of these is a limitation of SDN, not a benefit? 

A. Faster provisioning 

B. Centralized policy enforcement 

C. Controller becomes a critical dependency 

D. Network-wide visibility 

Answer: C 

4. Abstraction in SDN mainly refers to: 

A. Compressing packet headers 

B. Hiding low-level device details behind higher-level models such 

as topology graphs or intents 

C. Encrypting the control channel 

D. Removing switches from the network 

Answer: B 

5. Which is the best example of SDN-enabled automation? 

A. Manually typing ACLs into each switch 

B. An application that detects link failure and reroutes traffic 

without operator intervention 

C. Replacing copper cabling with fiber 

D. Purchasing a new router model 

Answer: B 

  



Dr. N. Kumar and Dr. S. Thirumal 

Page | 8  

Chapter 2 

Evolution of Computer Networks and SDN 

Learning Objectives 

● Describe how traditional IP networks distribute routing 

decisions. 

● Explain active networking as an early programmability effort. 

● Trace early programmable-interface efforts that preceded 

OpenFlow. 

● Explain the origins of OpenFlow. 

● Describe the relationship between SDN and network 

virtualization. 

● Explain how cloud computing influenced SDN's growth. 

● Describe the relationship between SDN and NFV. 

SDN did not emerge in isolation — it is the outcome of decades of 

attempts to make networks more programmable. This chapter traces 

that history: from distributed IP routing, through active networking 

research in the 1990s, to the OpenFlow project at Stanford, and the 

cloud-driven demand that pushed SDN into mainstream data 

centers. 

2.1 Traditional IP networks 

Classic IP networks rely on distributed routing protocols — OSPF, IS-

IS, BGP — where every router independently computes forwarding 

tables by exchanging state with neighbors. This design is robust and 

scales well for best-effort connectivity, but each device's configuration 

(ACLs, VLANs, QoS policies) is managed separately, and there is no 

single point from which to see or change network-wide behavior. 

https://www.srrbooks.in/


SOFTWARE DEFINED NETWORKING  
Architecture, Protocols, Security and Intelligent Network Applications 

 

Page | 9  

2.2 Distributed routing 

Link-state protocols like OSPF flood topology information so each 

router can build a local view of the network and run Dijkstra's 

algorithm independently. This eventual consistency works well for 

reachability but makes it hard to enforce a specific network-wide 

traffic-engineering policy, since no router has authority over the 

global outcome — a limitation SDN's centralized control model 

directly addresses. 

2.3 Active networking 

In the mid-1990s, active networking research (e.g., the ANTS and 

SwitchWare projects) proposed letting packets carry code that routers 

would execute, effectively programming the network on a per-packet 

basis. The approach demonstrated the value of network 

programmability but never saw wide deployment because of 

performance overhead and security concerns about executing 

untrusted code inside the network. 

2.4 Early programmable interfaces 

Efforts such as the IETF's ForCES (Forwarding and Control Element 

Separation) framework and RCP (Routing Control Platform) at AT&T 

explored separating control logic from forwarding hardware years 

before OpenFlow, showing that a centralized route computation 

engine could manage distributed routers. These projects established 

the conceptual groundwork that SDN would later generalize. 

2.5 OpenFlow origins 

OpenFlow was developed at Stanford University around 2008 by 

researchers including Nick McKeown and Martin Casado, initially to 

let campus researchers experiment with new protocols on production 
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network hardware without vendor cooperation. It defined a standard 

interface for a controller to install, modify and query flow-table entries 

on switches, and became the reference southbound protocol that 

popularized the term 'SDN'. 

2.6 Network virtualization 

Network virtualization decouples logical networks from physical 

topology, letting operators create isolated virtual networks (with their 

own addressing and topology) on shared physical infrastructure. SDN 

provided the programmable substrate that made large-scale 

virtualization practical, since a controller can dynamically map many 

virtual topologies onto one physical fabric. 

2.7 Cloud influence 

Cloud providers needed to provision thousands of tenant networks 

on demand, with strict isolation and elastic scaling — something 

traditional VLAN-based networking (limited to 4094 VLANs) could not 

support at scale. This drove adoption of SDN-based overlay 

networking (e.g., VXLAN controlled by an SDN controller) and 

cemented SDN's role in hyperscale data centers such as Google's B4 

and Microsoft's SWAN WAN fabrics. 

2.8 NFV relationship 

Network Functions Virtualization (NFV) replaces dedicated hardware 

appliances (firewalls, load balancers, WAN optimizers) with software 

running on standard servers. NFV and SDN are complementary but 

distinct: NFV virtualizes network functions, while SDN provides the 

programmable control plane that can direct traffic through those 

virtualized functions in a service chain. 
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2.9 Automation and orchestration 

As SDN and NFV matured, orchestration platforms (e.g., OpenStack 

Neutron, ONAP) emerged to automate the full lifecycle of network 

services — provisioning, scaling, and tearing down virtual networks 

and functions — by coordinating SDN controllers and NFV managers 

through standardized APIs. 

2.10 Industry evolution 

Standards bodies (ONF for OpenFlow, IETF for NETCONF/YANG) and 

open-source controller projects (OpenDaylight, ONOS, Ryu) matured 

through the 2010s, while vendors integrated SDN-style 

programmability into commercial products. Today, most production 

'SDN' deployments use a mix of OpenFlow, NETCONF/YANG-based 

configuration, and gRPC/gNMI telemetry rather than OpenFlow 

alone. 

2.11 Lessons from history 

The recurring lesson across active networking, ForCES, OpenFlow 

and cloud-scale SDN is that programmability succeeds when it is 

introduced incrementally, with strong security boundaries, and 

solves a concrete operational problem (research flexibility, multi-

tenant isolation, WAN utilization) rather than programmability for its 

own sake. 

Chapter Summary 

SDN is the product of a long line of attempts to make networks 

programmable, from active networking research to ForCES and 

finally OpenFlow, accelerated by cloud computing's need for scalable, 

automated multi-tenant networking. Understanding this history 
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clarifies why SDN emphasizes centralized control, standardized 

interfaces and automation. 

Review Questions 

1. How does distributed link-state routing differ from SDN's 

centralized control model? 

2. Why did active networking fail to achieve wide deployment despite 

its programmability? 

3. What operational need did OpenFlow originally address at 

Stanford? 

4. Explain the relationship between SDN and NFV with an example. 

5. How did cloud computing accelerate SDN adoption in data 

centers? 

Chapter MCQs 

1. OpenFlow was originally developed to: 

A. Replace TCP/IP entirely 

B. Let researchers experiment with new protocols on production 

switches 

C. Encrypt all data-center traffic 

D. Eliminate the need for routers 

Answer: B 

2. Active networking's main drawback was: 

A. It required no programming at all 

B. Performance overhead and security risk of executing packet-

carried code 

C. It was too centralized 
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D. It only worked with IPv6 

Answer: B 

3. NFV differs from SDN because NFV mainly: 

A. Virtualizes network functions like firewalls and load balancers 

B. Defines the OpenFlow protocol 

C. Centralizes the control plane 

D. Replaces routing protocols 

Answer: A 

4. Traditional link-state routing such as OSPF is best described 

as: 

A. Centrally computed by one controller 

B. Distributed, with each router computing its own view 

C. Only used in data centers 

D. A southbound SDN protocol 

Answer: B 

5. Cloud providers adopted SDN largely because: 

A. VLANs alone could not scale to their multi-tenant needs 

B. SDN eliminates the need for IP addresses 

C. SDN is cheaper than any router 

D. SDN removes the need for virtualization 

Answer: A 
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Chapter 3 

SDN Architecture and Planes 

Learning Objectives 

● Describe the three-layer SDN architecture. 

● Explain the role of the application layer. 

● Explain the role of the control layer. 

● Explain the role of the infrastructure layer. 

● Distinguish northbound from southbound interfaces. 

● Explain east-west communication between controllers. 

● Describe the management plane's role alongside control and 

data planes. 

This chapter presents the layered reference architecture used to 

describe SDN systems: the infrastructure (data) layer of forwarding 

devices, the control layer of one or more controllers, and the 

application layer of network services — connected through 

northbound, southbound and east-west interfaces. 

3.1 Three-layer architecture 

The SDN reference model divides functionality into three layers: the 

infrastructure layer (physical and virtual switches that forward 

packets), the control layer (one or more controllers that maintain 

network state and compute forwarding decisions), and the application 

layer (software that expresses business or network policy, such as 

routing, load balancing or security applications). Each layer 

communicates with the layer above or below it through a defined 

interface, so that changes to one layer do not require rewriting the 

others. 
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3.2 Application layer 

Applications at this layer consume the controller's northbound API to 

read network state (topology, statistics) and to request behavior 

(install a path, block a host, enforce a QoS class). Because 

applications work with abstractions rather than individual switches, 

the same routing or firewall application can, in principle, run over 

different controllers or switch vendors. 

3.3 Control layer 

The controller (e.g., ONOS, OpenDaylight, Ryu, Floodlight) is the core 

of an SDN deployment: it discovers topology, tracks hosts, maintains 

a link-state database, computes paths, and translates application 

requests into southbound instructions for switches. Modern 

controllers are built as a set of modular services (topology manager, 

device manager, flow-rule manager) so that new functionality can be 

added without redesigning the whole system. 

3.4 Infrastructure layer 

This layer consists of the physical and virtual forwarding devices — 

hardware OpenFlow switches, software switches such as Open 

vSwitch, and white-box switches running merchant silicon. These 

devices expose their flow tables and statistics counters to the 

controller and forward packets purely according to installed rules, 

without needing to run routing protocols themselves. 

3.5 Northbound interfaces 

Northbound interfaces (typically REST or gRPC APIs) let applications 

query topology and statistics and submit policy intents to the 

controller. Because there is no single standardized northbound 

protocol (unlike OpenFlow southbound), each controller platform 
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defines its own API, which is one reason portable SDN applications 

remain harder to build than portable southbound drivers. 

3.6 Southbound interfaces 

Southbound interfaces connect the controller to forwarding devices. 

OpenFlow is the best-known example, but NETCONF/YANG (for 

device configuration), P4Runtime (for programmable data planes), 

and OVSDB (for Open vSwitch management) are all used in practice, 

often together, since a real deployment may need to both configure a 

switch and manage its flow tables. 

3.7 East-west communication 

In multi-controller deployments (needed for scale or geographic 

distribution), controllers must synchronize state with each other over 

east-west interfaces so that every controller sees a consistent network 

view. Protocols and mechanisms here range from custom gossip 

protocols to distributed consensus systems such as RAFT, used by 

ONOS's clustered core. 

3.8 Management plane 

Alongside the control and data planes, a management plane handles 

device lifecycle tasks — firmware upgrades, initial provisioning, 

certificate management — that are typically out of band from real-

time flow control. Many deployments use NETCONF/YANG or SNMP 

for this purpose, running independently of the OpenFlow control 

channel. 

3.9 Data models 

YANG data models provide a vendor-neutral schema for describing 

device configuration and state, letting a controller manage 

heterogeneous equipment through a common data structure rather 
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than device-specific command syntax. This standardization is a key 

enabler of multi-vendor SDN deployments. 

3.10 State synchronization 

Because forwarding decisions depend on an accurate view of topology 

and link state, controllers must keep this state synchronized with the 

real network despite delays, packet loss on the control channel, or 

switch failures. Techniques include periodic polling, event-driven 

updates (e.g., Port-Status and Packet-In messages), and 

reconciliation logic that detects and corrects stale state. 

3.11 Failure domains 

A single controller instance is a failure domain: if it becomes 

unreachable, dependent switches lose new policy updates (though 

existing flow rules typically continue forwarding). Clustering 

controllers, defining clear failover procedures, and configuring 

switches with sensible fail-standalone behavior all reduce the blast 

radius of a control-plane failure. 

Chapter Summary 

SDN's layered architecture separates applications, control logic and 

forwarding hardware, connected by northbound, southbound and 

east-west interfaces. Understanding these layers and their interfaces 

is essential before studying specific protocols like OpenFlow (Chapter 

5) or building northbound applications (Chapter 6). 

Review Questions 

1. Name and describe the three layers of the SDN reference 

architecture. 

2. What is the difference between a northbound and a southbound 

interface? 
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3. Why do multi-controller deployments need east-west 

communication? 

4. What role does the management plane play alongside control and 

data planes? 

5. Why is there no single standardized northbound API across SDN 

controllers? 

Chapter MCQs 

1. Which layer is responsible for computing forwarding decisions 

in the SDN model? 

A. Application layer 

B. Control layer 

C. Infrastructure layer 

D. Management plane only 

Answer: B 

2. OpenFlow is best classified as a: 

A. Northbound interface 

B. East-west protocol 

C. Southbound interface 

D. Management-plane protocol only 

Answer: C 

3. East-west communication in SDN refers to: 

A. Traffic between hosts 

B. Synchronization between multiple controllers 

C. Communication between switches and hosts 
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D. A type of firewall rule 

Answer: B 

4. YANG data models are primarily used for: 

A. Encrypting flow tables 

B. Vendor-neutral device configuration and state representation 

C. Replacing OpenFlow entirely 

D. Routing between autonomous systems 

Answer: B 

5. A key risk of a single, non-clustered controller is: 

A. Excess bandwidth usage 

B. Becoming a single point of failure for new policy updates 

C. Too much visibility into the network 

D. Faster convergence than distributed routing 

Answer: B 
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Chapter 4 

SDN Components and Controller Design 

Learning Objectives 

● Describe the core responsibilities of an SDN controller. 

● Explain topology discovery mechanisms. 

● Explain host tracking. 

● Describe the link-state database. 

● Explain path computation in a controller. 

● Describe flow management. 

● Explain event processing in controllers. 

This chapter looks inside the SDN controller to see how it discovers 

the network, tracks hosts, computes paths, manages flow rules, and 

processes events — and how these functions are made scalable and 

highly available through clustering. 

4.1 Controller responsibilities 

An SDN controller must discover and maintain an accurate topology, 

track connected hosts, expose that state to applications, compute 

paths or forwarding decisions on request, translate those decisions 

into southbound flow-rule installations, and process asynchronous 

events (link failures, new hosts, statistics) in near real time — all 

while remaining available and consistent under load. 

4.2 Topology discovery 

Controllers commonly use the Link Layer Discovery Protocol (LLDP): 

the controller has each switch flood LLDP packets out every port, and 

when a neighboring switch reports receiving one via a Packet-In 
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message, the controller infers a link between the two switches. 

Repeating this periodically builds and maintains a live topology 

graph. 

4.3 Host tracking 

Hosts are learned passively: when a switch reports an unmatched 

packet (a Packet-In) with a new source MAC/IP pair on a given port, 

the controller records the host's location. If the same host's traffic 

later arrives on a different port (e.g., after a VM migration), the 

controller updates its location, which is essential for correct 

forwarding decisions. 

4.4 Link-state database 

The controller keeps a link-state database — essentially a graph of 

switches (vertices) and links (edges), annotated with attributes like 

bandwidth, latency or configured cost — that path-computation 

algorithms consume. Unlike distributed link-state protocols, this 

database is centralized and always reflects a single, consistent view 

rather than each device's local approximation. 

4.5 Path computation 

Given the link-state graph, the controller can compute shortest paths 

(Dijkstra), widest paths (maximum bottleneck bandwidth), or 

constrained paths (avoiding congested or untrusted links) on 

demand, in response to a new flow or a topology change. Because 

computation is centralized, the same algorithm consistently sees the 

entire network, unlike distributed protocols that each converge 

locally. 
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4.6 Flow management 

Once a path is chosen, the controller installs matching flow-table 

entries on every switch along that path (or lets the first switch forward 

the Packet-In query and installs the response reactively). Flow 

management also includes handling timeouts (idle/hard), rule 

priorities, and updating or deleting rules as policy or topology 

changes. 

4.7 Event processing 

Controllers run an event-driven core: Packet-In (unmatched packet), 

Port-Status (link up/down), Flow-Removed (rule expired), and Error 

messages are queued and dispatched to the relevant internal service 

or application. Efficient event processing — often implemented with 

an actor model or publish/subscribe bus — is critical to controller 

responsiveness at scale. 

4.8 Controller clustering 

For scalability and availability, production controllers run as a cluster 

of instances that share topology and flow state through a distributed 

data store, using a consensus protocol such as RAFT to agree on 

leadership for specific network partitions. ONOS and OpenDaylight 

both support clustered deployments of this kind. 

4.9 High availability 

High availability is achieved through active-active or active-standby 

controller clustering, so that if one instance fails, another 

immediately takes over its switches without dropping existing flows. 

Switches are typically configured with multiple controller connections 

so they can reconnect automatically to a surviving controller. 
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4.10 Scalability 

A controller's scalability depends on how efficiently it processes 

Packet-In events, how quickly it can push flow-rule updates, and how 

well its internal state store handles concurrent reads/writes. 

Techniques include partitioning the network across multiple 

controller instances (sharding) and proactively installing rules to 

reduce reliance on reactive Packet-In handling. 

4.11 Consistency 

In a clustered controller, different instances may temporarily see 

slightly different views of the network during topology changes. 

Strongly consistent designs (using consensus protocols) avoid 

conflicting decisions at the cost of some latency, while eventually 

consistent designs favor low latency but must tolerate brief periods of 

stale state. 

Chapter Summary 

The SDN controller combines topology discovery, host tracking, path 

computation and flow management into an event-driven system, 

made scalable and fault-tolerant through clustering and consensus. 

These mechanisms are what let a controller present applications with 

a simple, centralized abstraction of a physically distributed network. 

Review Questions 

1. Describe how LLDP is used for SDN topology discovery. 

2. How does a controller learn the location of a host, and how does it 

detect host migration? 

3. What is the difference between reactive and proactive flow 

installation? 

4. Why is controller clustering necessary in production deployments? 
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5. Explain the trade-off between strong consistency and low latency 

in a clustered controller. 

Chapter MCQs 

1. SDN controllers commonly discover inter-switch links using: 

A. BGP 

B. LLDP flooded and reported back via Packet-In 

C. DNS 

D. SNMP traps only 

Answer: B 

2. A Packet-In message is generated when: 

A. A switch reboots 

B. A packet does not match any installed flow-table entry 

C. A controller starts up 

D. A link goes down 

Answer: B 

3. Controller clustering primarily improves: 

A. Packet encryption 

B. Availability and scalability 

C. Physical cable length 

D. Switch port density 

Answer: B 

4. Reactive flow installation means: 

A. Rules are installed only in response to an unmatched packet 
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B. Rules are never installed 

C. All rules are installed at switch boot 

D. Rules bypass the controller entirely 

Answer: A 

5. Strong consistency in a controller cluster typically trades off: 

A. Security for speed 

B. Some latency for a single agreed-upon view of state 

C. Bandwidth for CPU 

D. Nothing — it has no trade-offs 

Answer: B 
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Chapter 5 

OpenFlow and Southbound Interfaces 

Learning Objectives 

● Explain OpenFlow's role among southbound interfaces. 

● Describe the OpenFlow switch pipeline. 

● Explain flow tables and their structure. 

● Describe match fields used in OpenFlow. 

● Explain the actions a flow entry can specify. 

● Describe groups and meters. 

● Explain controller-to-switch and asynchronous message types. 

OpenFlow was the protocol that popularized SDN. This chapter 

explains its switch pipeline, flow-table structure, match/action 

model, and the message types that let a controller install rules and 

receive events — while situating OpenFlow as one of several 

southbound options available today. 

5.1 OpenFlow role 

OpenFlow, standardized by the Open Networking Foundation, defines 

a wire protocol and switch abstraction for a controller to add, modify 

and delete flow-table entries, and to receive statistics and 

asynchronous events from switches. It should be understood as one 

southbound mechanism within the broader SDN ecosystem — 

modern deployments often combine it with NETCONF/YANG for 

configuration and gNMI/gRPC for telemetry. 
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5.2 Switch pipeline 

An OpenFlow switch processes each packet through a sequence of 

flow tables (Table 0, Table 1, ...), where a match in one table can direct 

the packet to a subsequent table via a 'goto-table' instruction, 

allowing multi-stage matching (e.g., first classify by physical port, 

then by L3/L4 header). This staged pipeline lets complex policies be 

expressed as a series of simpler tables rather than one enormous rule 

set. 

5.3 Flow tables 

Each flow table consists of flow entries, each with match fields, a 

priority, counters, timeouts, and a set of instructions (actions to apply 

or a table to forward to). Entries are evaluated in priority order, and 

the highest-priority matching entry determines the packet's 

treatment; a table-miss entry (lowest priority, matching everything) 

decides what happens when no rule matches, typically sending the 

packet to the controller. 

5.4 Match fields 

OpenFlow supports matching on many header fields: input port, 

Ethernet source/destination and type, VLAN ID, IPv4/IPv6 

source/destination, protocol, TCP/UDP ports, and more, depending 

on the switch's supported match set (OpenFlow 1.3+ uses an 

extensible OXM — OpenFlow Extensible Match — TLV format). A flow 

entry can wildcard fields it does not care about, enabling both very 

specific and very general rules. 

5.5 Actions 

Actions specify what to do with a matched packet: forward out a 

specific port, flood, drop, modify a header field (e.g., rewrite the 



Dr. N. Kumar and Dr. S. Thirumal 

Page | 28  

destination MAC for a next hop, or perform NAT-like IP rewriting), 

push/pop a VLAN or MPLS tag, or send the packet to the controller 

(Packet-In) for further inspection. Actions can be combined in an 

action list applied in order. 

5.6 Groups and meters 

Group tables let multiple flow entries share a common set of actions 

and support forwarding patterns that a single flow entry cannot 

express alone: 'all' (multicast/flood to a set of ports), 'select' (load-

balance/ECMP across a bucket of ports), 'indirect' (a shared next 

hop), and 'fast-failover' (switch to a backup port without waiting for 

the controller). Meter tables allow per-flow rate limiting and QoS 

marking directly in the data plane. 

5.7 Controller-to-switch messages 

The controller initiates several message types: Features 

Request/Reply (learn switch capabilities), Flow-Mod 

(add/modify/delete a flow entry), Group-Mod, Meter-Mod, Packet-

Out (inject a packet or tell the switch to forward a buffered one), and 

Barrier Request (ensure ordering of preceding messages) — the basic 

vocabulary for programming switch behavior. 

5.8 Asynchronous messages 

Switches send events to the controller without being asked: Packet-

In (an unmatched or explicitly-sent-to-controller packet), Flow-

Removed (a flow entry expired or was deleted, useful for statistics and 

cleanup), Port-Status (a port changed state), and Error (a message 

the switch could not process). These are what let controllers react to 

the network in real time. 
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5.9 Statistics 

OpenFlow's Multipart (statistics) messages let a controller query per-

flow, per-port, per-table, per-group and per-meter counters — packet 

counts, byte counts, duration — which feed monitoring, billing, traffic 

engineering and anomaly-detection applications (see Chapter 10). 

5.10 Flow lifecycle 

A flow entry is created by a Flow-Mod, matched against incoming 

packets while active, and removed either by an explicit Flow-Mod 

delete, an idle timeout (no matching traffic for N seconds), or a hard 

timeout (a fixed maximum lifetime), optionally generating a Flow-

Removed notification with final statistics — information often used to 

detect short-lived or completed connections. 

5.11 Interoperability 

Not every switch supports every OpenFlow feature (e.g., match set, 

group types, meter bands vary by hardware), so controllers must 

query switch capabilities and adapt. Mixed-vendor deployments and 

hybrid switches (that run OpenFlow alongside traditional L2/L3 

forwarding) are common in practice, and standards compliance 

testing helps ensure a controller's flow-mods behave predictably 

across vendors. 

Chapter Summary 

OpenFlow gives a controller fine-grained control over switch behavior 

through a multi-table match/action pipeline, group and meter tables 

for advanced forwarding and QoS, and a defined set of controller-to-

switch and asynchronous messages. Understanding this vocabulary 

is prerequisite to designing the northbound applications covered in 

the next chapter. 
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Review Questions 

1. Describe the sequence of steps an OpenFlow switch follows when 

a packet arrives with no matching flow entry. 

2. What is the difference between idle timeout and hard timeout for 

a flow entry? 

3. Explain the purpose of the 'select' group type and give a use case. 

4. Name three fields an OpenFlow flow entry can match on. 

5. Why must a controller query switch capabilities before relying on 

advanced features like meters? 

Chapter MCQs 

1. When no flow entry matches an incoming packet, the switch 

typically: 

A. Drops it silently with no notification 

B. Applies the table-miss entry, often sending a Packet-In to the 

controller 

C. Reboots 

D. Broadcasts it on all VLANs regardless of rules 

Answer: B 

2. Which OpenFlow group type is used for ECMP-style load 

balancing? 

A. All 

B. Indirect 

C. Select 

D. Fast-failover 

Answer: C 
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3. A Flow-Removed message is sent when: 

A. The controller starts 

B. A flow entry's timeout expires or it is deleted 

C. A new switch joins the network 

D. A packet is dropped 

Answer: B 

4. Meter tables in OpenFlow are primarily used for: 

A. Topology discovery 

B. Per-flow rate limiting and QoS 

C. Host tracking 

D. East-west controller sync 

Answer: B 

5. Which message type lets the controller learn a switch's 

capabilities? 

A. Packet-In 

B. Flow-Removed 

C. Features Request/Reply 

D. Port-Status 

Answer: C 
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Chapter 6 

Northbound Interfaces and Network Applications 

Learning Objectives 

● Explain northbound abstraction and why it differs from 

southbound standardization. 

● Describe how REST APIs are used northbound. 

● Explain intent-based models. 

● Describe the role of policy engines. 

● Give examples of routing, security and QoS applications. 

● Explain analytics applications. 

● Explain application isolation and validation. 

The northbound interface is where SDN applications express network 

policy. This chapter covers the common styles of northbound API, 

intent-based abstractions, and the categories of applications — 

routing, security, QoS, analytics — that consume them, along with 

how controllers keep competing applications from conflicting. 

6.1 Northbound abstraction 

Unlike the southbound interface, where OpenFlow provides a widely 

adopted standard, the northbound interface has no single industry-

wide protocol; each controller (ONOS, OpenDaylight, Ryu) defines its 

own API surface. This is because northbound needs vary enormously 

by application — a routing app needs a topology graph, a security app 

needs flow statistics — so standardization has focused on data 

models (e.g., intent NBI drafts) rather than a single fixed protocol. 
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6.2 REST APIs 

Most controllers expose a REST API for reading topology, hosts, and 

statistics, and for submitting flow rules or higher-level intents as 

JSON payloads over HTTP. REST's simplicity and language 

independence make it easy for external orchestration systems 

(OpenStack, custom scripts, dashboards) to integrate with the 

controller without needing a native SDK. 

6.3 Intent models 

Intent-based northbound APIs let an application declare a desired 

outcome — 'connect these two endpoints with at least 100 Mbps and 

low latency' — rather than a specific path or set of flow rules, leaving 

the controller to compute and maintain the implementation as the 

network changes. ONOS's Intent Framework is a well-known 

example, and it automatically recompiles the intent into new flow 

rules if the underlying path fails. 

6.4 Policy engines 

A policy engine translates high-level, human-readable rules (e.g., 

'guest Wi-Fi may not reach the finance VLAN') into the specific flow 

rules or intents needed to enforce them, and can detect when two 

policies conflict before they are installed. This separates policy 

authorship (which security or network teams do) from the mechanics 

of flow-rule generation. 

6.5 Routing applications 

Routing applications use the controller's topology and link-state data 

to compute and install paths — shortest-path, equal-cost multipath, 

or policy-constrained paths that avoid certain links or prefer certain 
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providers — replacing or augmenting distributed routing protocols 

with centrally computed, globally optimal paths. 

6.6 Security applications 

Security applications running northbound of the controller can 

inspect Packet-In traffic and flow statistics to detect scanning, 

spoofing or DDoS patterns, then react by installing drop rules, 

quarantining a host's port, or redirecting suspicious traffic to a 

monitoring appliance — all without manual intervention (see Chapter 

9 for detail). 

6.7 QoS applications 

QoS applications use OpenFlow meters and queue configuration to 

guarantee bandwidth or bound latency for specific flows (e.g., VoIP or 

video conferencing), often working with the intent framework to 

express 'this application traffic needs priority' rather than manually 

configuring queues on every switch. 

6.8 Analytics applications 

Analytics applications aggregate flow and port statistics over time to 

produce dashboards, capacity-planning reports, and historical traffic 

baselines that other applications (like anomaly detection) can 

compare live traffic against. 

6.9 API design 

Good northbound API design favors idempotent operations (so retries 

are safe), clear versioning (so applications are not broken by 

controller upgrades), and fine-grained read/write scopes so 

applications only see and modify what they need — reducing the blast 

radius of a buggy or compromised application. 
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6.10 Validation 

Before an application's requested change is installed, the controller 

(or a policy engine sitting above it) should validate it for conflicts with 

existing rules, compliance with security policy, and basic sanity (e.g., 

does the path actually exist in the current topology) — catching 

mistakes before they affect live traffic rather than after. 

6.11 Application isolation 

Because multiple applications may run against the same controller 

(a routing app, a security app, a QoS app), the controller needs 

mechanisms — priority ordering, resource quotas, or a dedicated 

conflict-resolution layer — to prevent one application's flow-rule 

installations from silently overriding another's, which is a common 

source of subtle bugs in multi-application SDN deployments. 

Chapter Summary 

Northbound interfaces turn the controller's centralized view into a 

platform for applications — routing, security, QoS and analytics — 

typically through REST APIs and, increasingly, intent-based 

abstractions that describe desired outcomes rather than mechanics. 

Because there is no single standard here, careful API design, 

validation and application isolation are what keep multi-application 

deployments reliable. 

Review Questions 

1. Why is there no single standardized northbound protocol, unlike 

OpenFlow on the southbound side? 

2. What is the key difference between an intent-based API and a 

direct flow-rule API? 
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3. Give an example of how a security application could use 

northbound statistics to react to an attack. 

4. Why does application isolation matter when multiple SDN 

applications share one controller? 

5. What role does a policy engine play in a northbound architecture? 

Chapter MCQs 

1. Northbound interfaces most commonly use which protocol 

style? 

A. OpenFlow only 

B. REST/HTTP APIs 

C. BGP 

D. SNMP traps exclusively 

Answer: B 

2. An intent-based API differs from a direct flow-rule API because 

it: 

A. Requires manual configuration of every switch 

B. Lets an application state a desired outcome and leaves 

implementation to the controller 

C. Only works with OpenFlow 1.0 

D. Removes the need for a controller 

Answer: B 

3. Application isolation in a multi-application controller mainly 

prevents: 

A. Faster path computation 
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B. One application's rules from silently conflicting with another's 

C. Topology discovery 

D. Southbound protocol errors 

Answer: B 

4. A policy engine's main job is to: 

A. Physically cable switches 

B. Translate high-level rules into enforceable flow rules and detect 

conflicts 

C. Replace the controller 

D. Encrypt the data plane 

Answer: B 

5. Which application type would primarily use OpenFlow meters? 

A. Topology discovery 

B. QoS applications 

C. Host tracking 

D. LLDP flooding 

Answer: B 
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Chapter 7 

SDN Control, Routing and Traffic Engineering 

Learning Objectives 

● Represent a network as a graph for path computation. 

● Explain shortest-path routing in a centralized controller. 

● Describe Dijkstra's algorithm and its use in SDN. 

● Explain centralized routing versus distributed routing. 

● Describe ECMP and its implementation with OpenFlow groups. 

● Explain load-balancing strategies. 

● Describe traffic engineering and congestion control in SDN. 

Because an SDN controller has a complete view of topology and link 

state, it can compute routing and traffic-engineering decisions that 

would be difficult for distributed protocols to coordinate. This chapter 

covers graph-based path computation, load balancing, and 

centralized traffic engineering. 

7.1 Network graphs 

A network is modeled as a graph G=(V,E), where V is the set of 

switches (and sometimes hosts) and E is the set of links, each 

annotated with attributes such as bandwidth, propagation delay, or 

a configured administrative cost. The controller's link-state database 

(Chapter 4) is exactly this graph, kept current through topology 

discovery. 

7.2 Shortest path 

Given the graph and a cost function c(e) for each edge, shortest-path 

routing finds the path between two nodes that minimizes total cost — 
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hop count, delay, or a composite metric. In SDN, the controller 

computes this centrally and installs matching flow entries along the 

chosen path, rather than relying on each router to converge on the 

same result independently. 

7.3 Dijkstra method 

Dijkstra's algorithm computes the shortest path from a source node 

by repeatedly selecting the unvisited node with the smallest tentative 

distance and relaxing its outgoing edges, running in O((V+E) log V) 

with a priority queue. In SDN, the controller can re-run Dijkstra 

whenever topology or link costs change, and only needs to update 

flow rules for paths that actually changed. 

7.4 Centralized routing 

Centralized routing lets an operator apply a single, network-wide 

objective — minimize maximum link utilization, honor a specific 

traffic matrix, or protect certain premium flows — because the 

controller sees every link's state at once. Distributed routing, by 

contrast, is limited to metrics each router can compute from local 

link-state advertisements, making global optimization harder to 

express. 

7.5 ECMP 

Equal-Cost Multi-Path (ECMP) routing spreads traffic across several 

paths of identical cost. In OpenFlow, this is implemented with a 

'select' group, which hashes flow fields (such as the 5-tuple) to choose 

a bucket/port, so that all packets of a given flow stay on one path 

(avoiding reordering) while different flows are spread across the 

available paths. 
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7.6 Load balancing 

Beyond simple ECMP, a controller can compute a path score S(P) = Σ 

w(e) over the edges of path P, where w(e) combines link utilization, 

latency and available capacity, and route new flows onto the least-

loaded valid path. This lets the controller balance load dynamically 

as conditions change, rather than relying on static hashing alone. 

7.7 QoS routing 

QoS-aware routing restricts the candidate paths to those meeting a 

flow's requirements — minimum bandwidth, maximum latency or 

jitter — before applying a cost metric, so that, for example, a video-

conferencing flow is only assigned to paths that can actually support 

it, using OpenFlow meters or queues to enforce the guarantee once 

installed. 

7.8 Traffic engineering 

Traffic engineering steers traffic to meet an operator's objectives — 

avoiding hotspots, honoring SLAs, or utilizing lower-cost paths 

preferentially — and, unlike traditional MPLS-TE which requires per-

path signaling, an SDN controller can recompute and reinstall the 

entire traffic matrix's paths whenever conditions change, since it 

holds global state. 

7.9 Congestion control 

When link utilization telemetry shows a path becoming congested, 

the controller can raise that link's effective cost and recompute 

affected paths, shifting flows away before packet loss becomes severe 

— a proactive, network-level complement to end-host congestion 

control mechanisms like TCP. 

 

https://www.srrbooks.in/


SOFTWARE DEFINED NETWORKING  
Architecture, Protocols, Security and Intelligent Network Applications 

 

Page | 41  

7.10 Failure recovery 

On detecting a link or switch failure (via Port-Status or missed keep-

alives), the controller can either use pre-computed backup paths 

installed via OpenFlow fast-failover groups (sub-second recovery, no 

controller round-trip needed) or recompute a new path reactively, 

trading a slightly slower response for not needing to pre-provision 

backups for every possible failure. 

7.11 Optimization objectives 

Different deployments optimize for different objectives: minimizing 

maximum link utilization (load balancing), minimizing total path cost 

(efficiency), maximizing the number of admitted QoS-constrained 

flows, or minimizing path-change churn (stability). These objectives 

can conflict, so a controller's routing application must make an 

explicit, documented trade-off. 

Chapter Summary 

Centralized routing turns SDN's global topology view into an 

advantage for traffic engineering: shortest-path and ECMP 

algorithms, dynamic load balancing based on live utilization, QoS-

aware path selection, and fast failure recovery are all easier to 

implement consistently than in distributed routing protocols, 

because a single controller computes the answer for the whole 

network at once. 

Review Questions 

1. Model a small network as a graph and explain how Dijkstra's 

algorithm would compute the shortest path. 

2. How does OpenFlow's 'select' group implement ECMP while 

avoiding packet reordering within a flow? 
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3. Contrast centralized traffic engineering with MPLS-TE's per-path 

signaling approach. 

4. Describe two link-failure recovery strategies and their latency 

trade-offs. 

5. Give an example of two traffic-engineering optimization objectives 

that could conflict. 

Chapter MCQs 

1. Dijkstra's algorithm computes: 

A. The maximum bandwidth path only 

B. The shortest-cost path from a source to other nodes 

C. A random path 

D. The path with the most hops 

Answer: B 

2. ECMP in OpenFlow is typically implemented using: 

A. A meter table 

B. A 'select' group with flow-based hashing 

C. A Packet-Out message 

D. VLAN tagging alone 

Answer: B 

3. Fast-failover groups are valuable because they: 

A. Require the controller to recompute a path after every packet 

B. Allow the switch to reroute to a backup port without a controller 

round-trip 

C. Only work for east-west controller sync 
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D. Eliminate the need for topology discovery 

Answer: B 

4. A key advantage of centralized traffic engineering over 

distributed routing is: 

A. Lower hardware cost 

B. A global view enabling network-wide optimization objectives 

C. No need for a topology at all 

D. Immunity to link failures 

Answer: B 

5. QoS-aware routing differs from plain shortest-path routing by: 

A. Ignoring topology entirely 

B. Restricting candidate paths to those meeting bandwidth/latency 

requirements before applying a cost metric 

C. Always choosing the longest path 

D. Disabling ECMP 

Answer: B 
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Chapter 8 

Network Virtualization and Programmability 

Learning Objectives 

● Explain virtual networks and their motivation. 

● Describe overlay networking. 

● Explain VXLAN concepts. 

● Describe virtual switches such as Open vSwitch. 

● Explain multi-tenancy and isolation. 

● Describe service function chaining and network slicing. 

● Introduce programmable data planes and P4. 

This chapter covers how SDN enables network virtualization: creating 

many isolated logical networks over shared physical infrastructure, 

using overlays, virtual switches, and increasingly programmable data 

planes that let operators define custom packet-processing behavior 

in software. 

8.1 Virtual networks 

A virtual network gives a tenant or application its own logical 

topology, addressing and policy, independent of the underlying 

physical fabric and of other tenants sharing it. SDN controllers make 

this practical by dynamically mapping many virtual topologies onto a 

shared physical network and keeping each tenant's view isolated and 

consistent. 

8.2 Overlays 

Overlay networking encapsulates tenant traffic inside an outer 

header (e.g., a VXLAN or GENEVE header) so it can traverse the 
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physical ('underlay') network transparently, with the physical 

switches only needing to forward based on the outer header. This 

decouples the tenant's addressing scheme entirely from the physical 

network's addressing. 

8.3 VXLAN concepts 

VXLAN (Virtual Extensible LAN) wraps an Ethernet frame in a UDP/IP 

packet with a 24-bit VXLAN Network Identifier (VNI), supporting up 

to about 16 million logical networks — far beyond the 4094 limit of 

traditional 802.1Q VLANs. VXLAN Tunnel Endpoints (VTEPs), often 

implemented in software switches, perform the encapsulation and 

decapsulation, and an SDN controller can program which VTEPs 

participate in which VNI. 

8.4 Virtual switches 

Software switches such as Open vSwitch (OVS) run inside 

hypervisors or containers, forwarding traffic between virtual 

machines/containers and the physical NIC while supporting 

OpenFlow, VXLAN encapsulation, and the OVSDB management 

protocol. OVS is the most common data-plane element in SDN-based 

cloud networking because it lets the controller extend programmable 

forwarding down to individual compute hosts. 

8.5 Multi-tenancy 

Multi-tenancy requires that each tenant's virtual network behaves as 

if it were the only network on the infrastructure — with its own IP 

address space (even overlapping with other tenants'), routing, and 

security policy — enforced by the combination of overlay 

encapsulation for data-plane isolation and controller-managed policy 

for control-plane isolation. 
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8.6 Isolation 

Isolation must hold at multiple levels: data-plane traffic must not leak 

between tenants (enforced by VNI-based encapsulation), control-

plane access must be scoped so one tenant cannot query or modify 

another's network state, and resource usage (flow-table space, 

bandwidth) should be limited so one tenant cannot starve others. 

8.7 Service function chaining 

Service function chaining (SFC) steers a flow through an ordered 

sequence of virtual network functions (e.g., firewall, then load 

balancer, then IDS) rather than sending it directly to its destination. 

SDN implements this by programming flow rules or using metadata 

(e.g., NSH — Network Service Header) to direct packets hop-by-hop 

through the chain. 

8.8 Network slicing 

Network slicing partitions a shared physical infrastructure into 

multiple logically isolated end-to-end networks (spanning access, 

transport and core), each with its own performance guarantees — a 

concept central to 5G, where a low-latency slice for autonomous 

vehicles might coexist with a high-throughput slice for video 

streaming, all controlled through SDN-based orchestration. 

8.9 Programmable data planes 

While OpenFlow lets a controller populate fixed, vendor-defined 

match/action tables, a programmable data plane lets the operator 

define the packet-processing pipeline itself — new header formats, 

new match fields, custom actions — rather than being limited to what 

the switch vendor built in. 
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8.10 P4 concepts 

P4 (Programming Protocol-independent Packet Processors) is a 

language for describing how a switch's data plane parses headers and 

processes packets, independent of the underlying hardware target. A 

P4 program can define custom headers (e.g., for a new tunneling 

protocol) and pipeline stages, which are then compiled onto P4-

programmable switches or software targets such as BMv2. 

8.11 Resource allocation 

Virtualized and sliced networks must allocate finite physical 

resources — link bandwidth, switch flow-table entries, CPU on 

software switches — across competing tenants or slices, typically 

through admission control (rejecting requests that would overcommit 

a resource) and periodic rebalancing as demand shifts. 

Chapter Summary 

Network virtualization uses overlay encapsulation (VXLAN), software 

switches (Open vSwitch) and SDN-managed policy to give each tenant 

an isolated logical network on shared infrastructure, while service 

function chaining and network slicing extend this to steering traffic 

through ordered functions or fully isolated end-to-end slices. 

Programmable data planes and P4 push this flexibility further, letting 

operators define custom packet processing rather than relying on 

fixed switch features. 

Review Questions 

1. Why does VXLAN's 24-bit identifier scale better than 802.1Q 

VLANs for multi-tenant clouds? 

2. Explain the role of Open vSwitch in an SDN-based cloud network. 
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3. What is service function chaining, and how might SDN implement 

it? 

4. Describe the difference between network slicing and simple VLAN-

based segmentation. 

5. How does P4 differ from OpenFlow in terms of what an operator 

can program? 

Chapter MCQs 

1. VXLAN primarily solves which limitation of traditional VLANs? 

A. Encryption 

B. The 4094-network scaling limit 

C. Routing loops 

D. Spanning tree convergence time 

Answer: B 

2. Open vSwitch is best described as: 

A. A hardware-only OpenFlow switch 

B. A software switch supporting OpenFlow and VXLAN, often run 

in hypervisors 

C. A routing protocol 

D. A northbound REST API 

Answer: B 

3. Service function chaining is used to: 

A. Discover network topology 

B. Steer a flow through an ordered sequence of virtual network 

functions 
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C. Replace flow tables with routing tables 

D. Encrypt the control channel 

Answer: B 

4. P4 differs from OpenFlow because it: 

A. Only works with wireless networks 

B. Lets operators define the packet-processing pipeline itself, not 

just populate fixed tables 

C. Removes the need for a controller 

D. Is a northbound REST API 

Answer: B 

5. Network slicing is especially associated with: 

A. Legacy Frame Relay networks 

B. 5G network architectures 

C. Token Ring LANs 

D. Analog telephony 

Answer: B 
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Chapter 9 

SDN Security 

Learning Objectives 

● Describe the SDN threat model. 

● Explain risks of controller attacks. 

● Describe API security concerns. 

● Explain switch compromise scenarios. 

● Describe flow-rule abuse. 

● Explain DDoS detection approaches in SDN. 

● Describe policy validation, RBAC and TLS-based trust. 

Centralizing control brings security benefits — network-wide visibility 

and consistent policy enforcement — but also concentrates risk in 

the controller and its interfaces. This chapter surveys SDN's threat 

model and the mechanisms used to secure the controller, its APIs, 

and the data plane. 

9.1 Threat model 

SDN's threat surface spans the application layer (malicious or buggy 

northbound applications), the control layer (a compromised or 

overloaded controller), the southbound channel (a spoofed or 

intercepted OpenFlow session), and the infrastructure layer (a 

compromised switch installing unauthorized rules or lying about 

statistics). A complete security design must address all four, since 

compromising any one layer can affect the whole network. 
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9.2 Controller attacks 

Because the controller is a single logical point of network-wide 

authority, denial-of-service against it (flooding it with Packet-In 

events, for example) or exploitation of a software vulnerability in it 

can disrupt or hijack the entire network — a risk with no direct 

analogue in fully distributed routing, where compromising one router 

affects a much smaller blast radius. 

9.3 API security 

Northbound and southbound APIs must be authenticated and 

authorized so that only permitted applications or switches can read 

state or install rules; common measures include mutual TLS, API 

tokens with scoped permissions, and rate limiting to prevent one 

client from overwhelming the controller. 

9.4 Switch compromise 

A compromised switch could ignore controller instructions, forward 

traffic to unauthorized destinations, or send falsified statistics to 

mislead controller decisions. Mitigations include switch attestation 

(verifying firmware integrity at boot), encrypted and authenticated 

control channels (TLS for OpenFlow), and anomaly detection that 

cross-checks reported statistics against independent measurements. 

9.5 Flow-rule abuse 

An attacker with limited application access might install overly broad 

or conflicting flow rules — for example, silently mirroring traffic to an 

unauthorized destination — so controllers should validate every rule 

request against a security policy (Chapter 6's policy engine) before 

installation, and log all changes for audit. 
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9.6 DDoS detection 

A simple SDN-based DDoS detection pipeline computes features from 

flow statistics — packets/second, bytes/second, destination 

diversity, source-address entropy, and flow duration — and classifies 

traffic with a threshold rule or a trained model. Threshold-based 

classifiers are simple and explainable; machine-learning classifiers 

can catch subtler patterns but need careful feature engineering, 

validation on representative data, and defenses against adversarial 

evasion. 

9.7 Policy validation 

Before installing a new rule or intent, a policy-validation layer checks 

it against invariants — no rule should let untrusted VLANs reach 

management interfaces, no two rules should silently override each 

other — catching configuration errors before they reach production 

traffic rather than after an incident. 

9.8 RBAC 

Role-based access control restricts what each user or application can 

do through the controller's API — a monitoring application might get 

read-only access to statistics, while only a network-administrator role 

can modify flow rules — limiting the damage a compromised or 

misbehaving component can cause. 

9.9 TLS and trust 

OpenFlow supports running the control channel over TLS, 

authenticating both controller and switch with certificates, which 

prevents a rogue device from posing as either party and protects flow-

rule contents (which could reveal network policy) from eavesdropping 

— though in practice, many production deployments still run 
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OpenFlow over plaintext TCP within an already-trusted management 

network, a trade-off worth scrutinizing. 

9.10 Segmentation 

SDN's fine-grained flow rules make micro-segmentation practical: 

instead of coarse VLAN-based zones, policy can restrict 

communication down to individual host pairs and specific 

ports/protocols, shrinking the attack surface available to an attacker 

who compromises one host. 

9.11 Security monitoring 

Continuous monitoring — flow statistics, controller logs, and switch 

health — feeds both real-time detection (Section 9.6) and after-the-

fact forensic analysis, and should itself be protected against 

tampering, since an attacker who can alter monitoring data can also 

hide their activity. 

Chapter Summary 

SDN concentrates network intelligence in the controller, which brings 

powerful, consistent security enforcement (micro-segmentation, 

centralized policy validation, network-wide DDoS detection) but also 

concentrates risk, making controller availability, authenticated APIs, 

TLS-protected control channels and role-based access control 

essential parts of any production deployment. 

Review Questions 

1. Describe the four layers of the SDN threat model and one risk at 

each layer. 

2. Why is a compromised controller more dangerous than a 

compromised traditional router? 
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3. Outline a simple feature-based approach to detecting DDoS traffic 

in an SDN network. 

4. What role does RBAC play in limiting damage from a compromised 

application? 

5. Why might a production network choose to run OpenFlow without 

TLS, and what risk does that accept? 

Chapter MCQs 

1. Which of these is NOT one of the four SDN threat-model layers 

discussed? 

A. Application layer 

B. Control layer 

C. Physical cabling insulation layer 

D. Infrastructure layer 

Answer: C 

2. Micro-segmentation in SDN is possible mainly because of: 

A. Fine-grained, per-flow rule enforcement 

B. VLAN tagging alone 

C. BGP route filtering 

D. Faster Ethernet cabling 

Answer: A 

3. RBAC in an SDN controller is used to: 

A. Encrypt flow tables 

B. Restrict what actions each user or application role can perform 

via the API 
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C. Compute shortest paths 

D. Discover topology 

Answer: B 

4. A key feature used in flow-based DDoS detection is: 

A. Screen resolution 

B. Source-address entropy and packet/byte rate 

C. Switch firmware version 

D. Cable length 

Answer: B 

5. Running OpenFlow over TLS mainly protects against: 

A. Physical cable damage 

B. Rogue devices impersonating the controller or switch, and 

eavesdropping on control traffic 

C. Slow Dijkstra computation 

D. VXLAN encapsulation overhead 

Answer: B 
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Chapter 10 

Monitoring, Telemetry and Fault Management 

Learning Objectives 

● Explain observability in SDN networks. 

● Describe flow statistics and counters. 

● Explain event collection. 

● Describe streaming telemetry. 

● Explain performance metrics used for evaluation. 

● Describe fault detection and root-cause analysis. 

● Introduce anomaly detection and ML-assisted monitoring. 

SDN's centralized control naturally aggregates the information 

needed for observability. This chapter covers how flow and port 

statistics, event streams and telemetry are collected, how they 

support fault detection and root-cause analysis, and how machine 

learning is increasingly used to spot anomalies. 

10.1 Observability 

Observability is the ability to infer a network's internal state from its 

outputs — statistics, logs, and events. SDN improves observability 

over traditional networks because a single controller can query every 

switch's counters and correlate them against a known topology, 

rather than an operator having to separately poll each device. 

10.2 Flow statistics 

OpenFlow's per-flow statistics (packet count, byte count, duration) let 

applications measure exactly how much traffic matched a given rule, 
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which is the basis for usage-based billing, capacity planning, and 

detecting flows that deviate from expected behavior. 

 

10.3 Counters 

Beyond flow-level counters, switches expose per-port counters 

(received/transmitted packets and bytes, errors, drops) and per-table 

counters (active entries, lookup/matched counts), giving visibility at 

multiple granularities from an individual flow up to the whole switch. 

10.4 Event collection 

Asynchronous events (Packet-In, Port-Status, Flow-Removed, Error) 

are collected centrally by the controller and can be forwarded to a 

logging or event-processing pipeline (e.g., Kafka, Elasticsearch) for 

correlation with statistics and for building a historical record of 

network behavior. 

10.5 Streaming telemetry 

Rather than the controller repeatedly polling for statistics, modern 

devices support push-based streaming telemetry (e.g., gNMI/gRPC 

telemetry, sFlow, IPFIX) that continuously streams counters and 

events to a collector, reducing polling overhead and latency compared 

to request/response statistics queries. 

10.6 Performance metrics 

Key SDN performance metrics include flow-setup latency (time from 

Packet-In to the first packet successfully forwarded), controller 

throughput (Packet-Ins handled per second), path-computation time, 

and end-to-end metrics like link utilization, latency and packet loss 

— all of which feed both operational dashboards and academic 

evaluation of new SDN algorithms. 
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10.7 Fault detection 

Fault detection compares live statistics and events against expected 

baselines or thresholds — a sudden drop in port throughput, a spike 

in CRC errors, or a controller losing its connection to a switch — to 

flag problems as close to their occurrence as possible, rather than 

waiting for a user to report an outage. 

10.8 Root-cause analysis 

Once a fault is detected, root-cause analysis correlates the event with 

topology and recent changes (a link that just went down, a flow-rule 

change that just took effect) to identify the underlying cause rather 

than just the symptom, which the controller's centralized topology 

and event history make considerably easier than in a distributed 

network where each device only has local visibility. 

10.9 Capacity planning 

Historical flow and link-utilization data support capacity planning — 

identifying links or switches trending toward saturation, forecasting 

future demand, and justifying infrastructure upgrades before 

congestion actually degrades service. 

10.10 Anomaly detection 

Anomaly detection flags traffic patterns that deviate from a learned 

baseline — an unusual destination, an abnormal flow-duration 

distribution, a sudden change in the entropy of source addresses — 

which can indicate anything from a misconfiguration to an active 

attack, complementing signature-based detection that only catches 

previously known patterns. 
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10.11 ML-assisted monitoring 

Machine-learning models (from simple threshold classifiers to deep 

learning on time-series telemetry) can capture more complex, multi-

dimensional patterns than hand-tuned thresholds, but require 

labeled training data, periodic retraining as traffic patterns evolve, 

and validation to avoid both false positives that erode operator trust 

and false negatives that miss real incidents. 

Chapter Summary 

SDN's centralized visibility makes comprehensive monitoring 

practical: flow and port statistics, streaming telemetry, and event 

collection feed fault detection, root-cause analysis, capacity planning 

and increasingly ML-assisted anomaly detection, all correlated 

against a single, consistent topology view that a distributed network 

cannot easily provide. 

Review Questions 

1. How does SDN's centralized architecture improve observability 

compared to traditional networks? 

2. Explain the difference between polling-based statistics and 

streaming telemetry. 

3. Describe how root-cause analysis benefits from a controller's 

topology and event history. 

4. What trade-offs are involved in deploying an ML-based anomaly 

detector versus a threshold-based one? 

5. Name three performance metrics relevant to evaluating an SDN 

deployment. 
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Chapter MCQs 

1. Streaming telemetry differs from traditional polling because 

it: 

A. Requires more manual configuration per query 

B. Pushes counters and events continuously rather than waiting 

for requests 

C. Only works with OpenFlow 1.0 

D. Eliminates the need for a controller 

Answer: B 

2. Root-cause analysis in SDN is aided most by: 

A. A single switch's local log only 

B. The controller's centralized topology and event history 

C. Randomly restarting switches 

D. Disabling flow statistics 

Answer: B 

3. A drawback of ML-based anomaly detection compared to 

threshold-based detection is: 

A. It requires no data at all 

B. It needs labeled data, retraining and careful validation 

C. It cannot ever be automated 

D. It only works on wireless networks 

Answer: B 
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4. Per-flow statistics such as packet and byte counts are 

primarily obtained through: 

A. DNS queries 

B. OpenFlow Multipart (statistics) messages 

C. BGP updates 

D. VXLAN headers 

Answer: B 

5. Capacity planning primarily uses: 

A. Historical flow and utilization data to forecast future needs 

B. Only the physical color of network cables 

C. Random sampling with no historical basis 

D. Switch firmware version numbers 

Answer: A 
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Chapter 11 

SDN in Data Centers and Cloud Computing 

Learning Objectives 

● Describe data-center networking requirements. 

● Explain leaf-spine topologies. 

● Describe east-west traffic patterns. 

● Explain tenant isolation in multi-tenant clouds. 

● Describe virtual networking and micro-segmentation in the 

data center. 

● Explain SDN's role in load balancing and cloud orchestration. 

Data centers were among the earliest and largest-scale adopters of 

SDN, driven by east-west traffic growth, multi-tenancy, and the need 

for automated, API-driven provisioning. This chapter examines leaf-

spine fabrics, tenant isolation, and how SDN integrates with cloud 

orchestration. 

11.1 Data-center requirements 

Data-center networks must support very high east-west (server-to-

server) bandwidth, predictable low latency, rapid and automated 

provisioning as workloads scale up and down, and strict isolation 

between tenants sharing the same physical infrastructure — 

requirements that traditional, manually-configured three-tier 

campus designs do not meet well at cloud scale. 

11.2 Leaf-spine networks 

The leaf-spine (Clos) topology connects every leaf switch (top-of-rack) 

to every spine switch, giving any two servers a path of the same, 
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predictable length (typically two hops between racks) and enabling 

ECMP across all spine switches for aggregate bandwidth that scales 

by adding more spines rather than upgrading a bottlenecked core. 

11.3 East-west traffic 

Modern data-center applications (microservices, distributed storage, 

big-data frameworks) generate far more server-to-server (east-west) 

traffic than traffic leaving the data center (north-south), which is why 

leaf-spine fabrics and SDN-based traffic engineering — designed to 

optimize the many parallel intra-fabric paths — replaced traditional 

hierarchical designs optimized for north-south flows. 

11.4 Tenant isolation 

In a multi-tenant cloud, each tenant's virtual network (Chapter 8) 

must be isolated from every other tenant's, both in the data plane (via 

VXLAN/overlay encapsulation) and in the control plane (via API 

scoping so a tenant can only see and modify their own network state). 

11.5 Virtual networking 

Cloud platforms use SDN controllers integrated with orchestration 

systems (e.g., OpenStack Neutron, VMware NSX) to automatically 

create a tenant's virtual routers, subnets, security groups and load 

balancers on demand, translating high-level API calls from the cloud 

console into VXLAN tunnels and flow rules across the physical fabric. 

11.6 Micro-segmentation 

Within a single tenant's network, micro-segmentation further 

restricts communication between individual workloads (e.g., only the 

web tier may talk to the application tier, and only the application tier 

may talk to the database tier), implemented through per-host or per-

VM flow rules rather than coarse subnet-level firewalls. 
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11.7 Load balancing 

SDN-based load balancing can operate at the network layer (ECMP 

spreading traffic across the leaf-spine fabric, Chapter 7) and at the 

application layer (an SDN-integrated load balancer distributing 

requests across service instances), often combined so that both the 

path through the fabric and the destination instance are chosen to 

balance load. 

11.8 Cloud orchestration 

Orchestration platforms coordinate compute, storage and network 

provisioning as a single workflow — spinning up a VM automatically 

triggers the SDN controller to create its virtual network port, security-

group rules, and any required load-balancer or gateway 

configuration, all without manual network-team involvement. 

11.9 Service insertion 

Service insertion directs specific traffic through virtual appliances 

(firewalls, IDS, load balancers) using the service-function-chaining 

mechanisms from Chapter 8, letting security or optimization 

functions be added or removed from a data path purely through 

controller policy rather than physical cabling changes. 

11.10 Automation 

Data-center SDN deployments rely heavily on automation — 

infrastructure-as-code tools (Terraform, Ansible) and orchestration 

APIs — so that network changes are versioned, tested, and applied 

consistently, reducing the human error that plagued manual, device-

by-device configuration in traditional data centers. 

 

 

https://www.srrbooks.in/


SOFTWARE DEFINED NETWORKING  
Architecture, Protocols, Security and Intelligent Network Applications 

 

Page | 65  

11.11 Operational benefits 

The combination of leaf-spine topology, SDN-based traffic 

engineering, and API-driven orchestration gives operators faster 

tenant provisioning (minutes instead of days), better fault isolation 

(per-tenant visibility), and the ability to scale the fabric horizontally 

by adding spine switches rather than replacing a congested core. 

Chapter Summary 

Data centers combine leaf-spine topologies, SDN-based traffic 

engineering, and API-driven orchestration to meet the scale, isolation, 

and automation demands of cloud computing. Tenant isolation and 

micro-segmentation extend SDN's programmability down to 

individual workloads, while integration with orchestration platforms 

makes network provisioning part of the same automated workflow as 

compute and storage. 

Review Questions 

1. Why do leaf-spine topologies suit data centers better than 

traditional three-tier designs? 

2. Explain how VXLAN and API scoping together provide tenant 

isolation in a multi-tenant cloud. 

3. What is the difference between subnet-level segmentation and 

micro-segmentation? 

4. How does cloud orchestration integrate with an SDN controller 

when a new VM is created? 

5. Give two operational benefits of SDN-based data-center 

networking over manual configuration. 
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Chapter MCQs 

1. A leaf-spine topology's main advantage is: 

A. Fewer cables than any other design 

B. Predictable, equal-length paths between any two leaf switches 

with scalable aggregate bandwidth 

C. Eliminating the need for switches entirely 

D. Only supporting north-south traffic 

Answer: B 

2. East-west traffic refers to: 

A. Traffic leaving the data center to the internet 

B. Server-to-server traffic within the data center 

C. Only management traffic 

D. Traffic between time zones 

Answer: B 

3. Micro-segmentation differs from traditional subnet-based 

segmentation by: 

A. Restricting communication at the individual workload level 

rather than whole subnets 

B. Removing all security controls 

C. Only applying to physical servers 

D. Requiring VLAN trunking exclusively 

Answer: A 
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4. Cloud orchestration platforms like OpenStack Neutron 

integrate with SDN controllers to: 

A. Manually cable new racks 

B. Automatically provision virtual networks, security groups and 

load balancers on demand 

C. Replace all controllers with routers 

D. Disable tenant isolation 

Answer: B 

5. Adding capacity to a leaf-spine fabric is typically done by: 

A. Replacing every leaf switch 

B. Adding more spine switches 

C. Removing ECMP 

D. Disabling VXLAN 

Answer: B 

  



Dr. N. Kumar and Dr. S. Thirumal 

Page | 68  

Chapter 12 

SDN for WAN, Wireless and IoT Networks 

Learning Objectives 

● Explain SD-WAN and how it differs from traditional WAN. 

● Describe WAN optimization and policy-based routing. 

● Explain wireless SDN and mobility management. 

● Describe 5G network slicing. 

● Explain IoT architecture and edge/fog computing. 

● Discuss resource constraints and security in IoT/wireless SDN. 

SDN principles extend beyond the data center to wide-area networks, 

wireless access, and IoT. This chapter covers SD-WAN, wireless SDN, 

mobility, 5G slicing, and the specific constraints — limited 

bandwidth, battery, and compute — that shape SDN's application to 

IoT and edge environments. 

12.1 SD-WAN 

Software-Defined WAN centralizes the control of branch-office 

connectivity across multiple transport links (MPLS, broadband 

internet, LTE), letting a central controller decide, per application, 

which link to use based on policy and real-time link quality, rather 

than each branch router making static routing decisions 

independently. This gives enterprises cheaper broadband as a viable 

alternative or complement to expensive MPLS circuits. 

12.2 WAN optimization 

SD-WAN controllers can apply application-aware path selection 

(routing latency-sensitive VoIP over the best-performing link while 
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sending bulk backups over a cheaper one), along with compression, 

deduplication and forward error correction, to make efficient use of 

limited or variable-quality WAN links. 

12.3 Policy-based routing 

Rather than routing purely by destination, SD-WAN and centralized 

WAN controllers can route by application identity, user group, or 

business priority — for example, guaranteeing that ERP traffic always 

takes the most reliable path, regardless of which link that happens 

to be at a given moment. 

12.4 Wireless SDN 

Wireless SDN extends centralized control to Wi-Fi access points and 

cellular radio access, letting a controller manage channel allocation, 

load balancing across APs, and handover policy, using protocols such 

as OpenFlow-based extensions or vendor SDKs, since wireless 

introduces variables (signal strength, interference, mobility) that 

wired OpenFlow was not originally designed to represent. 

12.5 Mobility 

As a device moves between access points or cells, the controller's 

host-tracking function (Chapter 4) must update forwarding state 

quickly to avoid dropped connections, and may need to coordinate 

with mobility-management protocols to maintain the device's IP 

address and any active sessions across the handover. 

12.6 5G and network slicing 

5G networks use SDN and NFV together to implement network slicing 

(Chapter 8) across radio, transport and core segments, so that, for 

example, an ultra-reliable low-latency slice for industrial automation 
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can coexist with a massive-IoT slice for sensor traffic, each 

independently orchestrated and scaled. 

12.7 IoT architecture 

IoT deployments typically layer sensor/actuator devices, gateways 

that aggregate and forward their traffic, and cloud or edge back-ends 

that process the data; SDN can be applied at the gateway and network 

layers to enforce per-device policy (e.g., a smart thermostat may only 

talk to its cloud service, not to other devices on the network). 

12.8 Edge and fog 

Edge and fog computing move processing closer to where data is 

generated, reducing latency and WAN bandwidth use for time-

sensitive IoT applications; SDN can dynamically route traffic to the 

nearest available edge node and rebalance as edge resources or 

network conditions change. 

12.9 Resource constraints 

Many IoT devices have limited CPU, memory, and battery, and often 

connect over low-power wireless links (e.g., LoRaWAN, Zigbee) with 

far less bandwidth than a data-center NIC — so SDN control logic for 

these networks must minimize control-channel chatter and avoid 

assuming devices can run a full OpenFlow agent themselves; policy 

is often enforced at the gateway rather than the end device. 

12.10 Security 

IoT devices are frequently under-patched and poorly secured, making 

network-level enforcement (Chapter 9's micro-segmentation, applied 

per-device) especially important: an SDN-managed network can 

quarantine a compromised IoT device's traffic without needing to 

trust or modify the device itself. 
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12.11 Use cases 

Representative use cases include SD-WAN for retail chains 

connecting many branches over broadband, wireless SDN for stadium 

or campus Wi-Fi load balancing, 5G slicing for differentiated mobile 

services, and SDN-enforced segmentation for smart-building or 

industrial IoT deployments. 

Chapter Summary 

SDN's centralized, policy-driven control extends naturally to WAN, 

wireless and IoT contexts, though each introduces new variables — 

variable-quality transport links in SD-WAN, mobility and radio 

conditions in wireless, and severe resource constraints in IoT — that 

require adapting the architecture rather than applying data-center 

SDN unchanged. 

Review Questions 

1. How does SD-WAN's application-aware routing differ from 

traditional destination-based WAN routing? 

2. Why does wireless SDN need to account for variables that wired 

OpenFlow does not represent? 

3. Explain how 5G network slicing relates to the network-slicing 

concept introduced in Chapter 8. 

4. Why is policy often enforced at an IoT gateway rather than on the 

end device itself? 

5. Give one security benefit of SDN-based micro-segmentation for IoT 

deployments. 
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Chapter MCQs 

1. SD-WAN primarily improves branch connectivity by: 

A. Requiring a single dedicated MPLS circuit only 

B. Centrally applying application-aware policy across multiple 

transport links 

C. Removing the need for any WAN link 

D. Disabling all internet-based transport 

Answer: B 

2. A key challenge for wireless SDN not present in wired 

OpenFlow is: 

A. Handling packet headers 

B. Accounting for signal quality, interference and device mobility 

C. Encrypting flow tables 

D. Installing flow rules 

Answer: B 

3. 5G network slicing relies on: 

A. Only radio hardware upgrades 

B. A combination of SDN and NFV across radio, transport and core 

C. Removing all network isolation 

D. Legacy VLAN tagging exclusively 

Answer: B 

4. IoT network policy is often enforced at the gateway because: 

A. End devices are usually resource-constrained and cannot run a 

full SDN agent 
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B. Gateways have no computing power 

C. IoT devices always run OpenFlow natively 

D. Gateways cannot see any traffic 

Answer: A 

5. SDN-based micro-segmentation benefits IoT security mainly 

by: 

A. Trusting all devices equally with no restrictions 

B. Quarantining a compromised device's traffic without modifying 

the device itself 

C. Requiring every device to be reflashed with new firmware 

D. Disabling all IoT traffic permanently 

Answer: B 
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Chapter 13 

SDN Laboratory and Practical Implementation 

Learning Objectives 

● Describe a typical SDN lab architecture. 

● Explain Mininet's role in SDN experimentation. 

● Describe Open vSwitch configuration basics. 

● Explain how to create and test simple topologies. 

● Describe connecting a remote controller. 

● Explain installing flow rules and capturing statistics for 

verification. 

This chapter introduces the practical tools used to build and test SDN 

networks in a lab or classroom setting — primarily Mininet for 

topology emulation and Open vSwitch as the data-plane switch — 

and shows the basic workflow of connecting a controller, installing 

flow rules, and verifying behavior. Detailed step-by-step exercises are 

provided in Appendix A. 

13.1 Lab architecture 

A typical SDN lab runs Mininet (which emulates hosts, switches and 

links as Linux processes and virtual interfaces on a single machine) 

alongside a controller such as Ryu, ONOS or OpenDaylight, 

connected over a loopback or virtual network — letting students 

experiment with realistic topologies and controller logic without 

needing physical switches. 
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13.2 Mininet 

Mininet creates lightweight virtual hosts (using network namespaces) 

and virtual switches (usually Open vSwitch) connected by virtual 

Ethernet links, all on one Linux machine, and can generate topologies 

from the command line (e.g., `sudo mn --topo tree,depth=2`) or from 

a custom Python script for more complex or non-standard layouts. 

13.3 Open vSwitch 

Open vSwitch (OVS) is the default switch implementation used in 

Mininet and in most production SDN/cloud deployments; `ovs-vsctl` 

manages bridges and ports, while `ovs-ofctl` queries and manipulates 

flow tables directly for debugging (e.g., `ovs-ofctl dump-flows s1` lists 

installed flow entries on switch s1). 

13.4 Topology creation 

Simple topologies can be created directly from Mininet's CLI (single, 

linear, tree, or custom), while more elaborate ones — asymmetric 

links, custom bandwidth/delay, specific controller assignments — 

are defined in a Python script using Mininet's API, subclassing `Topo` 

and adding hosts, switches and links explicitly. 

13.5 CLI commands 

Once a topology is running, Mininet's CLI supports commands like 

`pingall` (test connectivity between every host pair), `iperf` (measure 

bandwidth between two hosts), `net` (show the topology), and 

`dpctl`/`sh` (drop to a shell on a node) — the basic toolkit for verifying 

a lab exercise is working as intended. 

13.6 Python topology 

For repeatable, version-controlled experiments, topologies are usually 

written as a Python script that imports Mininet's `Topo`, `Mininet` 
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and `RemoteController` classes, defines the desired 

hosts/switches/links, and starts the network — allowing the exact 

same topology to be re-run for every experiment or shared with 

classmates. 

13.7 Remote controller 

To use an external SDN controller instead of Mininet's simple built-

in one, the topology is started with `RemoteController(ip='127.0.0.1', 

port=6633)` (or the appropriate OpenFlow port), and each switch is 

configured to point at that controller's address — after which the 

controller's own logic (e.g., a learning switch or routing application) 

determines forwarding behavior. 

13.8 Flow rules 

Flow rules can be installed manually for testing with `ovs-ofctl add-

flow s1 <match>,actions=<action>`, which is useful for verifying a 

specific match/action combination works as expected before 

implementing the same logic inside a controller application. 

13.9 Packet capture 

Running `tcpdump` on a Mininet host's interface (or on the switch's 

OpenFlow control channel) lets students observe exactly which 

packets are being sent, including OpenFlow Packet-In/Packet-Out 

messages, which is invaluable for debugging why a controller 

application is or is not behaving as expected. 

13.10 Statistics 

`ovs-ofctl dump-flows` and `dump-ports` show per-flow and per-port 

counters directly from the switch, letting students confirm that traffic 

is actually matching the rules they expect and quantify throughput 

without needing a full controller-side statistics application. 
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13.11 Troubleshooting 

Common issues include forgetting to clean up a previous Mininet run 

(`sudo mn -c`), a controller not listening on the expected port, or a 

missing table-miss flow entry causing all unmatched traffic to be 

silently dropped rather than sent to the controller — checking `ovs-

ofctl dump-flows` is usually the fastest way to diagnose these. 

13.12 Mini-project 

A suitable capstone lab exercise combines several chapters' material: 

build a small leaf-spine-like topology in Mininet, connect it to a 

controller that computes shortest paths (Chapter 7), inject a link 

failure and observe automatic rerouting, and use flow statistics to 

confirm the new path is carrying traffic — see Appendix A, 

Experiment 10 for full instructions. 

Chapter Summary 

Mininet and Open vSwitch provide an accessible, software-only 

environment for building and testing SDN topologies and controller 

applications, using CLI tools (`ovs-vsctl`, `ovs-ofctl`, `pingall`, `iperf`, 

`tcpdump`) to create topologies, connect controllers, install and 

inspect flow rules, and verify behavior — the practical skills exercised 

in detail in Appendix A's ten lab experiments. 

Review Questions 

1. What role does Mininet play in an SDN lab, and what does it 

emulate? 

2. How would you connect a Mininet topology to an external 

controller running on the same machine? 

3. Which Open vSwitch command would you use to view currently 

installed flow entries on a switch? 
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4. Describe how to use `tcpdump` to debug why a controller's routing 

application is not working as expected. 

5. Outline the steps of the mini-project described in Section 13.12. 

Chapter MCQs 

1. Mininet primarily emulates a network using: 

A. Physical routers only 

B. Linux network namespaces and virtual Ethernet links on one 

machine 

C. A cloud-only service with no local execution 

D. Dedicated ASIC hardware 

Answer: B 

2. Which command lists currently installed flow entries on an 

Open vSwitch bridge? 

A. ping 

B. ovs-ofctl dump-flows 

C. iperf 

D. traceroute 

Answer: B 

3. To connect a Mininet topology to an external controller, you 

would typically use: 

A. A DNS server 

B. The RemoteController class pointed at the controller's IP and 

port 

C. A VLAN trunk 
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D. An SNMP trap 

Answer: B 

4. `sudo mn -c` is used to: 

A. Compile controller code 

B. Clean up a previous Mininet run's leftover interfaces and 

namespaces 

C. Capture packets 

D. Install a flow rule 

Answer: B 

5. A missing table-miss flow entry typically results in: 

A. Faster forwarding 

B. Unmatched traffic being silently dropped instead of sent to the 

controller 

C. Automatic controller failover 

D. VXLAN encapsulation 

Answer: B 
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Chapter 14 

Advanced Topics and Research Directions 

Learning Objectives 

● Explain intent-based networking as an evolution of SDN. 

● Describe P4 and programmable pipelines in more depth. 

● Discuss applications of AI/ML in network control. 

● Explain reinforcement learning approaches to network 

optimization. 

● Introduce digital twins for networks. 

● Discuss multi-controller and federated control research. 

● Survey green networking and open research problems. 

This chapter surveys active research directions that build on SDN's 

foundation: intent-based networking, programmable data planes, 

AI/ML-driven control, digital twins, federated multi-domain control, 

and energy-aware ('green') networking — areas where the field 

continues to evolve beyond the core architecture covered earlier. 

14.1 Intent-based networking 

Intent-based networking (IBN) extends the intent APIs introduced in 

Chapter 6 into a full closed loop: an operator states a desired 

outcome, the system translates it into configuration, continuously 

verifies the network actually achieves that outcome, and 

automatically remediates deviations — moving network management 

from 'configure and hope' toward 'declare and verify'. 
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14.2 P4 

Building on Chapter 8's introduction, P4 research explores how far 

protocol-independent programmability can go: expressing in-band 

network telemetry (INT), custom congestion-control signaling, and 

even simple stateful processing (via P4's register primitives) directly 

in the data plane, at line rate, without needing a round trip to the 

controller. 

14.3 Programmable pipelines 

Programmable pipeline research examines the trade-off between 

flexibility (a fully general packet-processing language) and 

performance (fixed-function ASICs are faster but inflexible); target 

platforms range from software switches (BMv2, DPDK-based 

switches) to programmable ASICs (e.g., Barefoot/Intel Tofino) that 

run P4 programs at hundreds of gigabits per second. 

14.4 AI and ML 

Machine learning is being applied throughout the SDN stack: traffic 

classification and anomaly detection (Chapter 10), predictive path 

computation based on forecasted demand, and automated root-cause 

analysis that correlates many simultaneous alerts — though 

production adoption is tempered by the need for explainability, 

robustness to distribution shift, and resistance to adversarial 

manipulation. 

14.5 Reinforcement learning 

Reinforcement learning (RL) frames network control as an agent that 

observes network state, takes an action (e.g., adjust link weights or 

route a flow), and receives a reward (e.g., reduced congestion), 

learning a policy over time; research systems have shown RL can 
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sometimes outperform hand-tuned traffic-engineering heuristics, but 

training stability, sample efficiency, and safe exploration in a live 

production network remain open challenges. 

14.6 Digital twins 

A network digital twin is a continuously updated virtual model of the 

physical network — its topology, configuration, and traffic behavior 

— that lets operators test a configuration change, evaluate a what-if 

scenario, or run a machine-learning model's training data against a 

realistic simulation before touching the live network. 

14.7 Autonomous networks 

Autonomous or 'self-driving' network research aims to combine 

intent-based networking, AI/ML-based decision-making and digital 

twins into a system that can plan, deploy, and correct network 

changes with minimal human involvement, though current systems 

still rely heavily on human oversight for anything outside well-tested, 

narrow scenarios. 

14.8 Multi-controller systems 

Beyond the single-domain clustering discussed in Chapter 4, 

research on multi-controller systems addresses how independently 

operated networks (different data centers, different administrative 

domains) can coordinate — sharing enough topology and policy 

information to compute end-to-end paths without each domain fully 

trusting or exposing its internal details to the others. 

14.9 Federated control 

Federated control extends this further: rather than a single global 

controller, each domain retains its own local controller and 

autonomy, exchanging only aggregated or abstracted state with peers 
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— analogous to how BGP lets autonomous systems cooperate without 

full mutual visibility, but aiming for tighter, SDN-style coordination 

where useful. 

14.10 Green networking 

Energy-aware SDN research explores dynamically consolidating 

traffic onto fewer active links or switches during low-demand periods 

and powering down the rest, using the controller's global traffic view 

to make consolidation decisions that a distributed protocol could not 

safely make without risking connectivity loss. 

14.11 Open research problems 

Active open problems include verifying that a network-wide 

configuration is correct before deployment (formal verification of 

intents), securing AI/ML-based controllers against adversarial 

inputs, achieving low-latency federated control across administrative 

domains, and quantifying the actual energy savings of green-

networking techniques at scale. 

Chapter Summary 

SDN continues to evolve through intent-based closed-loop 

management, increasingly flexible programmable data planes, AI/ML 

applied to traffic engineering and anomaly detection, digital twins for 

safe experimentation, and multi-domain federated control — all active 

research areas with unresolved questions around verification, 

robustness, and safe autonomy. 

Review Questions 

1. How does intent-based networking's closed loop differ from a one-

time intent submission? 
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2. What is the trade-off between programmable pipelines and fixed-

function ASICs? 

3. Describe one challenge in applying reinforcement learning to live 

network traffic engineering. 

4. What is a network digital twin used for? 

5. Explain the difference between a multi-controller cluster (Chapter 

4) and federated control across administrative domains. 

Chapter MCQs 

1. Intent-based networking's key addition beyond a simple intent 

API is: 

A. Removing all automation 

B. Continuous verification and automatic remediation of deviations 

from the stated intent 

C. Eliminating the controller 

D. Requiring manual CLI configuration 

Answer: B 

2. A network digital twin is best described as: 

A. A physical backup switch 

B. A continuously updated virtual model of the network for testing 

and simulation 

C. A second controller with no data 

D. A type of flow table 

Answer: B 
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3. A major challenge for reinforcement learning in live network 

control is: 

A. Too much available training data 

B. Training stability and safe exploration in a production 

environment 

C. Complete absence of any use cases 

D. Incompatibility with all controllers 

Answer: B 

4. Federated control differs from a single clustered controller 

because it: 

A. Requires one global controller with full visibility everywhere 

B. Lets independent domains retain local autonomy while 

exchanging limited state 

C. Eliminates the need for any controller 

D. Only works within one data center 

Answer: B 

5. Green networking in SDN typically works by: 

A. Increasing power to all links at all times 

B. Consolidating traffic and powering down under-used 

links/switches during low demand 

C. Disabling all monitoring 

D. Removing topology discovery 

Answer: B 
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Chapter 15 

Case Studies, Projects and the Future of SDN 

Learning Objectives 

● Analyze representative SDN case studies across campus, data-

center, security and IoT domains. 

● Describe evaluation methodology for SDN projects. 

● Outline how to structure a student SDN project. 

● Discuss ethics and reproducibility in SDN research. 

● Summarize future trends and career relevance. 

This closing chapter grounds the book's concepts in representative 

case studies, gives guidance on structuring and evaluating a student 

project, and looks ahead at where SDN is heading and what that 

means for students entering the networking field. 

15.1 Campus network case study 

A university campus deployment might use SDN to centrally enforce 

access policy across dozens of buildings — automatically placing a 

newly connected device into a quarantine VLAN pending 

authentication, then dynamically granting it the appropriate access 

based on user role — replacing what would otherwise be manual 

VLAN assignment at each switch. 

15.2 Data-center case study 

A cloud provider's leaf-spine fabric (Chapter 11) uses SDN-based 

ECMP and traffic engineering to keep utilization balanced across 

thousands of parallel paths, while tenant self-service portals trigger 

automatic virtual-network provisioning through the orchestration-

integrated controller. 
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15.3 DDoS mitigation case study 

An ISP or enterprise might deploy an SDN application that 

continuously computes flow-based features (Chapter 9) across its 

edge switches, and upon detecting a volumetric attack, automatically 

installs rate-limiting or drop rules at the ingress point closest to the 

attack source — reducing collateral damage compared to blocking 

traffic only at the target's own link. 

15.4 QoS video case study 

A telecom or enterprise video-conferencing deployment can use 

intent-based QoS routing (Chapters 6–7) to guarantee bandwidth and 

bounded latency for video traffic during business hours, 

automatically relaxing those guarantees outside peak times to free 

capacity for other applications. 

15.5 IoT security case study 

A smart-building deployment might use SDN-enforced micro-

segmentation (Chapter 12) so that HVAC controllers, badge readers 

and security cameras can each only reach their own specific cloud 

endpoint, so that a compromised device cannot be used to pivot into 

the corporate network. 

15.6 Evaluation methodology 

A rigorous SDN project or research evaluation should specify the 

topology and traffic workload used, the exact metrics measured 

(throughput, latency, flow-setup time, controller CPU/memory), a 

comparison baseline (e.g., default learning-switch behavior or a 

specific alternative algorithm), and enough repetitions to report 

variance, not just a single run's result. 
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15.7 Project architecture 

A typical student project architecture consists of a Mininet topology, 

a controller application (often written in Python using Ryu or a 

Java/Kotlin ONOS app), a defined experiment script that generates 

traffic and collects statistics, and a results/analysis notebook — 

mirroring the practical workflow introduced in Chapter 13. 

15.8 Project datasets 

Projects involving traffic classification or anomaly detection should 

use a documented, appropriately licensed dataset (e.g., a public flow-

level dataset or self-generated Mininet traffic with clearly described 

generation parameters) so that results are reproducible and 

comparable to prior work. 

15.9 Ethics and reproducibility 

Any project analyzing real network traffic must handle it responsibly 

— anonymizing or avoiding personally identifiable data, obtaining 

appropriate authorization before capturing traffic on a network you 

do not own, and publishing enough methodological detail (code, 

configuration, dataset description) for others to reproduce the result. 

15.10 Future trends 

Expect continued convergence of SDN with intent-based automation, 

wider adoption of programmable data planes (P4) in production, 

deeper integration of AI/ML for traffic engineering and anomaly 

detection, and further extension of SDN principles into 5G/6G radio 

access and edge computing. 

15.11 Career relevance 

Skills covered in this book — OpenFlow and controller programming, 

network automation and orchestration, cloud networking (VXLAN, 
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overlays), and network security monitoring — map directly onto roles 

such as network/cloud engineer, network automation engineer, and 

network security analyst, all of which increasingly expect familiarity 

with programmable, software-driven networking rather than only 

manual CLI configuration. 

Chapter Summary 

SDN's real-world value shows most clearly in concrete deployments 

— campus access control, data-center traffic engineering, DDoS 

mitigation, QoS-guaranteed video, and IoT micro-segmentation — 

and student projects that follow a rigorous, reproducible evaluation 

methodology build directly transferable skills for network engineering 

and network security careers as the field continues to move toward 

automated, intent-driven, AI-assisted operation. 

Review Questions 

1. Choose one case study from this chapter and explain which earlier 

chapter's concepts it draws on. 

2. What should a rigorous SDN project evaluation report, beyond a 

single performance number? 

3. Why is dataset documentation important for reproducibility in 

SDN/networking research? 

4. What ethical considerations apply when capturing and analyzing 

real network traffic for a project? 

5. Name two career roles for which the skills in this book are directly 

relevant. 
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Chapter MCQs 

1. In the DDoS mitigation case study, rate-limiting is best 

applied: 

A. Only at the final destination, regardless of source 

B. As close to the attack source as feasible, to reduce collateral 

damage 

C. Never, since SDN cannot detect DDoS 

D. Only after the attack has ended 

Answer: B 

2. A rigorous project evaluation should report: 

A. A single unrepeated run with no baseline 

B. Topology, workload, metrics, a comparison baseline, and 

variance across repetitions 

C. Only the source code with no results 

D. Nothing beyond a screenshot 

Answer: B 

3. Ethical handling of captured network traffic includes: 

A. Publishing raw, unanonymized personal data 

B. Obtaining authorization and anonymizing or avoiding personally 

identifiable data 

C. Ignoring all licensing on datasets 

D. Skipping documentation of methodology 

Answer: B 
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4. Micro-segmentation in the smart-building IoT case study 

primarily prevents: 

A. Any device from ever connecting to the network 

B. A compromised device from being used to pivot into other parts 

of the network 

C. All video-conferencing traffic 

D. Legitimate cloud connectivity 

Answer: B 

5. Which of the following is a career role directly related to this 

book's content? 

A. Network automation engineer 

B. Marine biologist 

C. Astronomer 

D. Civil surveyor 

Answer: A 
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Appendix A: SDN Laboratory Manual 

This appendix provides ten structured lab experiments intended to 

accompany Chapter 13. Each experiment states an objective and 

expected deliverable; instructors may adapt the exact commands to 

the controller platform used in their course. 

Experiment 1: Basic Mininet Topology 

Objective: Create a single-switch topology with four hosts using ̀ sudo 

mn --topo single,4` and verify full connectivity with `pingall`. 

Deliverable: a screenshot of the pingall output showing 0% packet 

loss, and a one-paragraph explanation of what the default Mininet 

controller does when no external controller is specified. 

Experiment 2: Open vSwitch Inspection 

Objective: On a running Mininet topology, use `ovs-vsctl show` to list 

bridges and ports, and `ovs-ofctl dump-flows s1` to view the switch's 

current flow table. Deliverable: annotate the flow-table output, 

identifying the table-miss entry and any learned host-forwarding 

entries. 

Experiment 3: Static Flow Rule 

Objective: Manually install a flow rule with `ovs-ofctl add-flow s1 

in_port=1,actions=output:2` that forwards all traffic from port 1 

directly to port 2, bypassing normal learning-switch behavior. 

Deliverable: verify the rule takes effect using `ovs-ofctl dump-flows` 

and explain, in your own words, why this static rule would not scale 

to a larger topology. 

Experiment 4: Remote Controller 

Objective: Write a Python Mininet script that starts a topology 

connected to a RemoteController, then run a simple Ryu learning-
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switch application (`ryu-manager simple_switch_13.py`) and verify 

connectivity with `pingall`. Deliverable: the script, a log excerpt 

showing the switch connecting to the controller, and pingall results. 

Experiment 5: Shortest-Path Routing 

Objective: Using a tree or custom topology with multiple paths 

between two hosts, implement or use a provided shortest-path 

routing controller application, and verify (via `ovs-ofctl dump-flows` 

on intermediate switches) that traffic follows the expected shortest 

path. Deliverable: a diagram of the topology with the computed path 

highlighted, and the corresponding flow-table entries. 

Experiment 6: Link Failure and Recovery 

Objective: While traffic is flowing along a computed path, bring down 

a link (`link s1 s2 down` in the Mininet CLI) and observe whether the 

controller reroutes traffic, measuring the recovery time. Deliverable: 

a before/after diagram of the path and a measured recovery-time 

value with the method used to measure it. 

Experiment 7: Flow Statistics 

Objective: Generate traffic between two hosts with `iperf`, then query 

flow and port statistics with `ovs-ofctl dump-flows` and `dump-ports` 

to compute observed throughput from byte counters over the 

measurement interval. Deliverable: a comparison of the throughput 

computed from flow statistics versus iperf's own reported throughput, 

with a discussion of any discrepancy. 

Experiment 8: DDoS Detection Prototype 

Objective: Using `hping3` or a simple traffic-generation script inside 

a Mininet host, simulate a volumetric flood toward another host, and 

implement (or extend a provided) controller application that computes 
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packets-per-second per source and installs a drop rule when a 

threshold is exceeded. Deliverable: the detection logic, a log showing 

the attack being detected, and a discussion of an appropriate 

threshold and its false-positive risk. 

Experiment 9: Multi-Tenant Isolation 

Objective: Build a topology representing two tenants sharing 

switches, and implement flow rules (or a controller application) that 

isolates each tenant's hosts from the other's, even though they share 

physical infrastructure. Deliverable: pingall results showing intra-

tenant connectivity works and inter-tenant connectivity is blocked, 

with the flow rules responsible. 

Experiment 10: Mini Project 

Objective: Combine the previous experiments into an integrated 

demonstration — a leaf-spine-like topology, shortest-path routing 

with automatic failover, and basic anomaly detection — following the 

evaluation methodology described in Section 15.6. Deliverable: a 

short project report (topology diagram, methodology, results, and a 

discussion of limitations) as described in Chapter 15. 
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Appendix B: Viva Voce Questions 

The following questions are suitable for oral examinations covering 

the full scope of the textbook. 

1. What is the fundamental architectural change SDN introduces 

compared to traditional networking? 

2. Explain the difference between a southbound and a northbound 

interface, with one example protocol for each. 

3. What is the purpose of the table-miss flow entry in an OpenFlow 

switch? 

4. How does a controller discover the topology of the network it 

manages? 

5. What is the difference between reactive and proactive flow 

installation, and when would you prefer each? 

6. Explain ECMP and how it is implemented using OpenFlow group 

tables. 

7. Why controller availability is considered a critical design concern 

in SDN? 

8. What is network virtualization, and what role does VXLAN play 

in it? 

9. Describe one method an SDN application could use to detect a 

DDoS attack. 

10. What is the difference between SDN and NFV? 

11. Explain the concept of an 'intent' in an intent-based northbound 

API. 

12. Why do leaf-spine topologies suit data-center networks better 

than traditional three-tier designs? 
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13. What is service function chaining, and how does SDN implement 

it? 

14. What is a network digital twin, and how might it be used before 

deploying a configuration change? 

15. What ethical and reproducibility considerations apply to a 

networking research project that captures real traffic? 
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Appendix C: Question Bank and MCQs 

Part A — Short Answer 

1. Define Software Defined Networking in one or two sentences. 

2. What does the acronym SDN stand for? 

3. Name the three layers of the SDN reference architecture. 

4. What protocol is most commonly used as a southbound interface 

in SDN? 

5. What is a flow table? 

6. What does ECMP stand for, and what problem does it solve? 

7. What is the purpose of an OpenFlow meter? 

8. What does VXLAN stand for? 

9. What is micro-segmentation? 

10. What is the difference between SDN and traditional networking 

in terms of where forwarding decisions are made? 

Part B — Long Answer 

1. Explain, with a diagram, the three-layer SDN architecture and 

the interfaces that connect each layer. 

2. Describe the OpenFlow switch pipeline, including flow tables, 

match fields, actions, groups and meters. 

3. Discuss the SDN threat model across all four architectural 

layers, with mitigations for each. 

4. Compare centralized SDN-based routing with traditional 

distributed routing protocols such as OSPF, discussing at least 

three trade-offs. 
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5. Explain how network virtualization, overlays and VXLAN 

together enable multi-tenant cloud networking. 

6. Describe the process of designing, running and evaluating an 

SDN experiment in Mininet, from topology creation to results 

analysis. 

Part C — MCQs with Answers 

1. SDN separates which two planes that are combined in 

traditional routers? 

A. Data plane and physical plane 

B. Control plane and data plane 

C. Application plane and physical plane 

D. None of the above 

Answer: B 

2. Which organization standardized OpenFlow? 

A. IEEE 

B. Open Networking Foundation (ONF) 

C. ICANN 

D. W3C 

Answer: B 

3. Which of the following is a southbound protocol? 

A. REST 

B. OpenFlow 

C. HTTP 

D. SMTP 
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Answer: B 

4. VXLAN uses which transport protocol for encapsulation? 

A. UDP/IP 

B. Raw Ethernet only 

C. ICMP 

D. BGP 

Answer: A 

5. Which OpenFlow group type implements ECMP-style load 

balancing? 

A. All 

B. Select 

C. Indirect 

D. Fast-failover 

Answer: B 

6. What does a Packet-In message indicate? 

A. A switch has rebooted 

B. A packet did not match any flow entry and was sent to the 

controller 

C. The controller has failed 

D. A link has come back up 

Answer: B 

7. P4 is best described as: 

A. A southbound REST API 
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B. A language for describing programmable data-plane packet 

processing 

C. A wireless encryption standard 

D. A routing protocol 

Answer: B 

8. Micro-segmentation is best implemented using: 

A. Coarse VLAN-only policy 

B. Fine-grained, per-flow rules 

C. Physical air-gapping of every device 

D. Disabling all switches 

Answer: B 

9. A network digital twin is used to: 

A. Physically duplicate every switch 

B. Simulate and test changes against a virtual model before 

applying them live 

C. Replace the need for a controller 

D. Encrypt flow tables 

Answer: B 

10. SD-WAN primarily centralizes control over: 

A. Data-center leaf-spine fabrics only 

B. Branch-office connectivity across multiple WAN transport links 

C. Wireless access-point channel assignment only 

D. IoT sensor firmware 

Answer: B 
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Appendix D: Project Topics and Evaluation Rubric 

Suggested Project Topics 

● Implement and compare shortest-path, load-aware, and QoS-

constrained routing applications on the same Mininet topology, 

evaluating path stability and utilization under varying traffic 

loads. 

● Build a flow-based DDoS detection application using threshold 

classification, and evaluate its false-positive/false-negative rate 

against a labeled traffic dataset (real or synthetically generated). 

● Design and implement a multi-tenant virtual-networking 

prototype using VXLAN and Open vSwitch, demonstrating 

isolation between at least three tenants sharing the same 

physical Mininet topology. 

● Prototype an intent-based northbound API on top of an existing 

controller (e.g., Ryu or ONOS) that accepts a simple 'connect A 

to B with bandwidth X' intent and automatically computes and 

maintains the underlying flow rules. 

● Investigate SDN-based fast failure recovery: compare OpenFlow 

fast-failover groups against reactive controller-recomputed 

rerouting in terms of recovery time, across topologies of 

increasing size. 

● Build a small SD-WAN prototype that selects between two 

simulated WAN links based on measured latency/loss, and 

evaluate its behavior under simulated link degradation. 

● Explore an ML-based anomaly-detection application for SDN 

telemetry, comparing a simple threshold classifier against a 
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trained model (e.g., a decision tree or small neural network) on 

the same dataset. 

● Design a network digital-twin prototype that mirrors a live 

Mininet topology's state and lets a proposed flow-rule change 

be evaluated against the twin before being applied to the live 

network. 

Evaluation Rubric 

Criterion Description and Weight 

Problem definition 

and motivation 

Clear statement of the problem, its relevance, 

and how it relates to concepts covered in this 

book (0-15 points). 

Design and 

methodology 

Appropriate topology, controller application 

design, and experimental methodology, including 

a defined baseline for comparison (0-25 points). 

Implementation Working implementation with clean, documented 

code; functionality matches the stated design (0-

25 points). 

Evaluation and 

results 

Results reported with appropriate metrics, 

repeated trials where relevant, and honest 

discussion of limitations (0-20 points). 

Presentation and 

reproducibility 

Clear report/diagrams, and enough 

methodological detail (code, configuration, 

dataset description) for another student to 

reproduce the result (0-15 points). 
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Appendix E: SDN Glossary 

SDN (Software Defined Networking) 

A network architecture that separates the control plane from the data 

plane and exposes control functions through programmable 

interfaces to a logically centralized controller. 

Controller 

The software system that maintains network-wide state and 

computes forwarding decisions, exposing them to applications via a 

northbound API and to switches via a southbound protocol. 

OpenFlow 

A standardized southbound protocol that lets a controller add, modify 

and delete flow-table entries on a switch and receive statistics and 

events from it. 

Flow table 

A switch's table of match/action entries that determine how matching 

packets are processed. 

Northbound interface 

The API through which applications communicate with an SDN 

controller, typically REST-based. 

Southbound interface 

The protocol through which a controller communicates with 

forwarding devices, e.g., OpenFlow or NETCONF. 

East-west interface 

The interface used for communication and state synchronization 

between multiple controller instances. 
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Packet-In 

An OpenFlow message sent from switch to controller when a packet 

does not match any installed flow entry (or is explicitly sent to the 

controller). 

Flow-Mod 

An OpenFlow message from controller to switch that adds, modifies 

or deletes a flow-table entry. 

ECMP (Equal-Cost Multi-Path) 

A routing technique that spreads traffic across multiple paths of 

identical cost, commonly implemented via a hashing-based OpenFlow 

'select' group. 

VXLAN (Virtual Extensible LAN) 

An overlay encapsulation protocol that wraps Ethernet frames in 

UDP/IP packets with a 24-bit network identifier, supporting large-

scale multi-tenant virtual networking. 

Open vSwitch (OVS) 

A widely used software switch supporting OpenFlow and VXLAN, 

commonly deployed in hypervisors and Mininet. 

Intent-based networking 

An approach where applications declare a desired network outcome, 

and the system computes, maintains, and verifies the implementation 

automatically. 

Network Functions Virtualization (NFV) 

The replacement of dedicated hardware network appliances with 

software running on standard servers. 
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Micro-segmentation 

Fine-grained, per-flow or per-workload network isolation, in contrast 

to coarse subnet- or VLAN-based segmentation. 

Service function chaining (SFC) 

Steering a flow through an ordered sequence of virtual network 

functions. 

Network slicing 

Partitioning shared physical infrastructure into multiple logically 

isolated end-to-end networks, each with independent performance 

guarantees. 

P4 

A language for describing programmable, protocol-independent 

packet-processing pipelines in the data plane. 

SD-WAN 

Software-Defined Wide Area Networking, which centralizes policy-

based control over branch connectivity across multiple WAN 

transport links. 

Digital twin (network) 

A continuously updated virtual model of a network's topology, 

configuration and behavior used for testing and simulation before live 

deployment. 
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