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SECURING MESSAGE TRANSMISSION USING QUOTIENT-REMAINDER
LABELED GRAPH AND XOR BINARY FUNCTION
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(VISTAS), (VISTAS),
Chennai, Tamil Nadu, India. Chennai, Tamil Nadu, India.

G.Jayaraman
Assistant Professor,
Department of Mathematics,
Vels Institute of Science, Technology & Advanced Studies (VISTAS),
Chennai, Tamil Nadu, India.

Abstract
n this chapter, we introduced Quotient Remainder labeling and
Istudied its use in cycle graphs. Also, a technique for coding and
decoding a message utilizing Quotient Remainder labeling with the
help of the XOR Binary function was evaluated.

Keywords
Graph Labeling, Quotient Remainder labeling, XOR Binary Function,
Cycle Graphs

1. Introduction

Data security during transmission is essential in today's digital world to
guard against unwanted access and guarantee message integrity. Quotient-
Remainder Labeling (QRL) and the XOR Binary Function combine to provide
a straightforward yet efficient method for encoding and decoding messages
among lightweight encryption techniques. This method improves the
transmitted data's verifiability and security.

Quotient-Remainder Labeling is a mathematical method that creates a
quotient and a remainder by dividing the ASCII value of each character by a
fixed modulus. These two elements serve as the character's distinct labels or
identifiers, which can subsequently be used to confirm that the decoded
message is accurate. By adding redundancy, this labeling technique increases
transmission reliability and tamper resistance.
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The binary representation of each character is then XOR-ed with a fixed
binary key to guarantee confidentiality. Applying the same key again yields
the original value, making the XOR (exclusive OR) function a simple yet
effective cryptography operation that offers reversible encryption. The XOR
function gives the message a secure encryption layer when used in
conjunction with QRL. All of these methods provide a portable, effective, and
verifiable method of sending secure messages, which makes them appropriate
for embedded systems, low-power devices, and applications where
sophisticated encryption algorithms are impractical.

II. Procedure for Coding and Decoding
Step: 1 A suitable cycle Cn graph is taken. The length of the onetime pad is
taken as in the form of binary digits.

Step: 2 we define mapping X: V (G) — {1, 2....... p} and fix the edge values by
Quotient Remainder labeling.

W @
© ]

Figure 1

Step: 3 Converting the alphabets into a numerical number as per given in the
below table to make our encoding and decoding highly secured.

A|B|C|D|E|F|G|H|T|]J|K|L  M|N|O|P |[Q|R|S |T |U |V | WX |Y |Z
0|12 |3 |4|5|6 |7 |[8§]9|10|11 |12 |13 |14 |15 |16 (17|18 |19 |20 |21 (22|23 |24 |25

Step: 4 Select numerical number to the alphabetic "Plain Text" and fix it in

vertices and the edge value is fixed by quotient remainder labeling. By
|as(0) — af (1) |

definition QRL, 2 <1.
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Step: 5 After that we use binary XOR function to cipher the message.

Illustration 1

1. Plain Text- SEE

2. Let us assume One Time Pad-01001001

3. Fix each letter to the vertices of cycle Cn and convert each character into
numerical value as in step (3).

Figure 2 Figure 3

4. In cryptography, XOR cipher is a type of additive cipher, an encryption
Method that operates according to the following principles:

U Function \Y UXOR YV
0 XOR 0 0
0 XOR 1 1
1 XOR 0 1
1 XOR 1 0

According to Binary XOR function, we have to convert our message into
binary operation as below:

Plain Text S E E
Binary Operation 01010011 01000101 01000101
One Time Pad 01001001 01001001 01001001
Cipher Text 00011010 00001100 00001100
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Decryption
For Deciphering, reverse the encoding method as per the below table.

Cipher Text 00011010 00001100 00001100

One Time Pad 01001001 01001001 01001001

Decipher 01010011 01000101 01000101
Plain Text S E E

Procedure for Coding and Decoding
Step: 1 A suitable cycle C, graph is taken. The length of the onetime pad is
taken as in the form of binary digits.

Step: 2 we define mapping X: V (G) — {1, 2....... p} and fix the edge values by
Quotient Remainder Labeling.

Figure 4

Step: 3 Converting the alphabets into a numerical number as per given in the
below table to make our encoding and decoding highly secured.

A|B|C|D|E|F|G|H|I|]J]|K|L M|N|O|P |Q|R |S |T |U |V
0]|1]2]|3 |4|5|6 |7 [8|9[10|11|12|13|14|15|16|17|18]|19|20]|21

i
22

Step: 4 Select numerical number to the alphabetic "Plain Text" and fix it in

vertices and the edge value is fixed by quotient remainder labeling. By
|ag(0) — af (1) |

definition (1.7) 2 <1.
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Step: 5 After that we use binary XOR function to cipher the message.

Illustration 2

1. Plain Text- BEE

2. Let us assume One Time Pad-10110111

3. Fix each letter to the vertices of cycle Cn and convert each character into
numerical value as in step (3).

&) (O (2

Figure 5 Figure 6

4. In cryptography, XOR cipher is a type of additive cipher, an encryption
Method that operates according to the following principles:

U Function \Y% U XOR V
0 XOR 0 0
0 XOR 1 1
1 XOR 0 1
1 XOR 1 0

According to Binary XOR function, we have to convert our message into
binary operation as below:

Plain Text B E E
Binary Operation 01000010 01000101 01000101
One Time Pad 10110111 10110111 10110111

~57 ~



BOOK CHAPTER: NEW HORIZONS IN ENGINEERING,

ORGANIZATIONAL MANAGEMENT, SCIENCE AND TECHNOLOGY

| Cipher Text

11110101

11110010

11110010

III.Decryption

For Deciphering, reverse the encoding method as per the below table.

Cipher Text 11110101 11110010 11110010
One Time Pad 10110111 10110111 10110111
Decipher 01000010 01000101 01000101
Plain Text B E E
Conclusion

Particularly in systems with constrained computational resources, the
combination of Quotient-Remainder Labeling (QRL) and the XOR Binary
Function offers a workable and efficient way to secure message transmission.
Every character in the message is uniquely tagged with a quotient and
remainder by utilizing the mathematical simplicity of QRL, offering an
integrated validation and error detection mechanism. In addition, the XOR
operation provides an additional layer of encryption to guarantee the data's
confidentiality. Without using intricate cryptographic algorithms, this hybrid
approach improves data security and integrity. Because of its low weight, it is
perfect for embedded systems, Internet of Things gadgets, and educational
applications where more conventional encryption techniques might not be
feasible. With the growth of digital communication, these techniques can be
very helpful in preserving.
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