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I am happy 1o learm about the publication of this sigmificant and
timely volume on the evolving landscape of crimmnal Taw At
moment when India i withessing o historic transition inits crimina
justice tramework, thin book serves ay o valuable scholarly
contribution that reflects both the urgency and the depth required 1

understand such transformative shifty,

The journey of criminal law reform in India has been shaped by 4
long-standing reliance on colonial-era statutes laws crafted primariy
for administrative control rather than for securing justice in a
democratic society. The recent move toward decolonising these
foundational legal texts marks a decisive step toward aligning the
justice system with constitutional values, societal realities, and
contemporary challenges. Against this backdrop, this book offers an
insightful examination of criminal behaviour, legal developments,
and the broader socio-legal forces that influence crime and justice.

What distinguishes this work is its interdisciplinary and forward-
looking approach. It not only analyses historical foundations and
emerging doctrines but also addresses pressing issues posed by
technological advancements, globalization, and new categories of
crime. Lqually important, the book underscores the interplay
between criminal law and human rights, offering a balanced view of
the rights of the accused, the needs of victims, and the role of

institutions in delivering justice.

The editors and contributors have also thoughtfully identified new

and cmcrging areas that merit deeper cxplorulmn, such as crimes



legal lens, tracing its historical roots, analyzing its evolution, and
exploring the multifaceted nature of crime in a maturing democracy

By engaging with classical and contemporary theories of criminal
behaviour from biological and psychological models to sociological
and economic explanations it offers a comprehensive understanding
of why individuals commit crimes and how societies respond te
wrongdoing.

Further, this book evaluates the strengths and limitations of
emerging regimes of criminal law, highlighting how human rights=
norms and institutions can serve both as safeguards for the accused
and as avenues of relief for victims. In doing so, it underscores the
ongoing tension between enforcing the law and ensuring fairness.
between protecting society and protecting individual liberties. The
chapters also delve into pressing issues such as policy reforms.
technological challenges, and the expanding scope of criminal

liability, while identifying areas for future research and doctrinal
development.

Designed for students, scholars, practitioners, and policymakers.
each chapter is enriched with pedagogical features discussion
questions, curated web links, and pathways for deeper inquiry to
encourage learning both within and beyond the classroom. As India
stands at the threshold of a newly envisioned criminal Justice
landscape, this book seeks to contribute to the discourse by

providing clarity, context, and critical insights, -

As the Editor in Chief, | am deeply indebted to each and every
scholar who has supported us and contributed the :

to this book. While it is not possible to individually name everyone
who has played a role in shaping this work_ | wnulci be failing in my
responsibility if I did not acknowledge the rcnmrkublc: d *:' :l f“}
and unwavering efforts of my Co-editors, Dr. Vinod Ky . o
Kunal Rohira and Dr. Abhijay Chakrabo et
nurturing the idea, refining itg y

ir valuable chapters

C y. Their commitment to
'ston, and tireless|y working to bring



this *‘\*M.\ to fruition has been instrumental in transforming a concept
mto I_‘CJht}'. | also extend my sincere thanks to the publisher for their
~?0n\.<—xst¢.n( support. guidance, and professionalism, which have been
crucial in ensuring that this volume reaches its readers in its finest

form.

\‘ JnNcere ~1at1 . .
Iy sincere appreciation also goes to the readers, whose curiosity,

engagement, and commitment to understanding the evolving
dimensions of criminal law give genuine purpose to this work. If
there are any suggestions for improvement or areas that deserve
[ warmly welcome such

deeper exploration in future editions,
reflection, and

feedback. Through shared dialogue, constructive

collective inquiry, scholarship continues to grow, adapt, and remain

relevant.

Prof. (Dr.) Anil G. Variath
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Perspectives On Justice
Chapter 12
The Role of Digital Evidence; |y,
Culmi nating Crimes in Cyberspace

) L-Kecrthana

Abstract:

“4s the world is increasingly interconnected
yone shares the responsibility of securing cyberspace. "
- Newton Lee

evel

In the 19th century, people were connected to various online
platforms relating to commerce, communication, education,
cial mobility, etc. The original goal of the Internet’s
d promote human society. But it can
also be applied negatively. At first, the crime took place by physical
threats or danger to property of humans and their belongings, etc.
But, after the evolution of the computer era, crimes started occurring
through online platforms without the actual knowledge of the
victims and users. When in the physical form of a crime, the
identification of the offender or wrongdoer can easily be I.nf‘de by
the victim or parties who see the crime that takes place. But1t s non-
Viable to identify the criminal on online platforms
Protected under the veil of different network conne.c.tlon
knowledge. He can easily escape from 1its Jiability- )
“nstant growth of cybercrimes, [ndian legislator® p
?I::rt)zm and  safeguard the intere 9
in 208Cmg the Information Technology Actt’onic ”
trang 8 by adding the validity of. electr )
ble actions of online users. After this amel! rs con 10 are
o catch the criminals, frauds, & . pape
angnymity BE i b ing, etc. 1 this P* *Shelpﬁll
20i netizens, cyber bullyme e and how it

8oip A .. -
210 discuss the vital role of digital €V .

entertainment, SO
development was to improve an

nne

75
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to identify the wrongdoer and punish thep, before .
) e,

court of law. 1ppmp :

‘”la(Q
Keywords: Cvberspace, Crimes, Technology, Digirey

A v (SO a ] )

Data Privacy. E"’de,,Ce
Introduction:

The rapid advancement of technology has dramatically tr

the way we communicate, conduct business, and interact 8 Oimey
world around us. However, a new type of criming) activj iW1 he
as “cybercrimes” has also emerged as g result of -S
revolution. From the early days of hacking and v

. e ITUS propagyy
the rise of sophisticated cyber-attacks targeting
businesses, and even governments, cybercrimeg have

alongside technological innovations,

crime, [t plays a pivotal role in identifying
Perpetrators, tracing criminal activi

. . ty, and securing convictions,
With cybercrimes often leaving J;

of the digital world. As the m

. ethods
continue to evolve, so too

and tactics of cybercriminals
¢ techniques used to gather,
e in the pursuit of justice.

must th
preserve, and present digital evidenc

736

R g ives On Justice
S = /es On Justic
“-u.,‘m_ “. Perspectives
s
- of € yber 1aw:
ot :
g the UK government has introduceg laws for the
o cen ’

. 1 to monitor cybererime - The Computer Fryyq and
fn 1ementa'ﬂ° 1986 was the first cyber law and subsequently the
iﬂ‘tfuse ct ?f e act 1990also enacted to protect computer relateq
fomput f ;n:Z‘prevent (prohibits) unauthorized access to computers
crim an the misuse of digital data. In India. cybercrimes are
- the Information Technology Act of 20003 and the
e b}; Code of 1860. The legislation that deals with issues
[ndian Pena nline crime and internet trading is the Information
elated 0 © Act of 2000. However, a term and penalty for
TeChnd'ogy ere added to the Act in 2008. The Reserve Bank of
oybercrine Wd the Indian Penal Code 1860 were also amended.
e A% ant 1872 (Amendment) 2000 were made a drastic change
o 'AC ’ of cybercrimes, this evidence act give special
f ﬁ'le' hlsicc))rzs to evidence relating to e- records and admissibility
prfo;f:?rr(l)iﬁc records. S.2(1)(t) of Information technologydAct 2;)(10
g 1 " data, record or data
defined about “Electronic record m.eans X o
ated, image or sound stored, received or sent. z;T an !
?::1” or micro film or compute'r generatezf Tzzof (f;zzenﬂtl:
Information Technology Act’s stipulates tha ; —
produce or distribute any electronic content that i :;Pl resi/r o of
seing in. a.soxually explich FoBT e::ln;};:)nvisi’ons for offence
borgographic conteat n , platfomisc’i;ltity theft,, cheating by
sgainst women and chiC S L 2000, i iy
personation., etc. After the m[roquﬁmtion of e-commerce, digital
focused on the protection and pro

cts. But
transactions, validation of ¢

-imes S aifn o i
the rapid growth - IC;l;f-onIme commercialization. This
field

) jation of
fransactions, theft, misappropr Jatform
it i etp
ulenf‘ and terrorist used the internet f
heating ©

identify the
is -d to identify
3 orm is so hard . :
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issues. To avoid this major threat, Ministry of informario.
technology has introduced the amended bill on 2008. 1t was Aration
with penal provisions and liability of the wrongdoer js clene
mention.

Recent Developments: I'T Rules 2021

The Indian Parliament introduced the Information Techeeics
(Intermediary Guidelines and Digital Media Ethics Code) Zuies
2021, focusing on regulation of social media, digital mediz
oversight, and enhanced cyber security measures to ensure efivicas
standards and data protection®®,

Digital Evidence:

The Indian Evidence Act recognizes references to records
documents, and entries in books of account as evidence. Under [E .2
1872 (new Bharatiya Sakshya Adhiniyam act, 2023) defines the ¢
2(e) “evidence” means and includes all the statements inciud o
statement given electronically which the court permits or reguires =
be made before it by witness in relation to matters of fact wmder
enquiry and such statement are called oral evidence, subsequen:

all documents including electronic or digital records produced fisr

the inspection of the court such documents are called documensar
evidence.

The Act has been amended through the second schedule to the
Information Technology Act to include electronic records i
supporting documentation. The new act BHARATIYA SAKSHY A
ADHINIYAMSS. 61 deals with e- records which is subject to section
63 of BSA, 2023 (Sections 65A is replaced with 62 of BSA. 2023

- ——

and 63B of evidence act, 1872 replaced with 63 of BSA, 2013

. ' .:U‘-"
which provide accurate computer output with the same evidentiar

363 hnpg://lawbhoomi.com/evolution-of-cyber-

‘aW‘in-l 10/
28 india
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value as the original without requiring further evidence Or Creati

The Indian Penal Code includes offenses for various documen, ::nd
records. Handling digital evidence requires preliminary Statemkeﬁtls
detailed information about computer hardware, operating S}’Stemgt

software, topography, users, passwords, manuals, and physical
evidence.

Need Of Digital Evidence

Digital evidence play a vital role in uphold the rights of common
public by culminating the cyber - crimes. Because of the rapidity at
which technology is developing, many crimes on e-platforms are
also growing at a quick pace. Indeed to identification of criminals
and to prevent them from doing this. The need for digital evidence
has grown significantly with the rise of digital technology and cyber
activity. Here’s a breakdown of why digital evidence is important.
especially in legal, security, and business contexts.

1. Especially in Crime Investigation —

Hacking, identity theft, fraud, and phishing leave digital footprints.
Traditional Crimes: Even in cases like homicide or burglary.
suspects may leave clues via texts, calls, GPS, or social media.
Digital Forensics: Tools and techniques can recover deleted data.
track activity logs, or link devices to criminal acts.

2. Legal Proceedings
Courts increasingly accept digital evidence. like emails, CCTV

footage, or phone records, as admissible. It provides objective and
time Stamped proof that can support or refute testimonies.

229
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3. Workplace and Corporate Use

Fmployee misconduct, IP theft, data breaches, and compliance
issues often require investigation using digital logs and
communications. Companies need it for internal audits and
defending themselves during litigation.

4. National Security and Law Enforcement

Surveillance and intelligence gathering depend heavily on digital
evidence to prevent or respond to threats. Tracking communications,
analyzing devices, or examining online behavior are all key.

5. Civil Disputes like Divorce, custody battles, or harassment claims
may involve texts, emails, or social media as evidence.

6. Regulatory Compliance

Industries like finance. healthcare, education institutions and
corporate sectors are required to maintain digital records for audits
and legal requirements.

Importance Of Admissibility Of Digital Evidence:

Through the Amendment Act of 2000 to the Indian Evidence Act,
1872, the Indian judicial system integrated technology into its
processes in response to the internet revolution. The object of the
change was to add sections 65A and 65B°* (S. 62& 63 of BSA. 2023)
to the act while maintaining the concerns about the reliability of
electronic records and guaranteeing their flexibility in courtrooms.
Since then, there has been much debate over the admission of
electronic evidence in Indian courts, with the prevalent ambiguity in
the laws incorporated therein being one of the main causes. A
number of significant issues about the admissibility of electronic

™ Indian Evidence (Amendment) Act, 2000. Act No. 45 of 2000 § 63A.
63B (2000).
230
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e have been raised by its designation A% 0 supplemen
. ple ary
ther Section 651 iy

nee

ogory Of admissible evidence in court, Whe
catext’

Jquired for the admissibility of electronic evide 1% One import
1S an
ther Section 6513 I8 required

gestion. One important question is whe
{l M M p . .
for electronic evidence to be admissible, and if

) 50, when the
certificate should ideally be produced. Furthermore, the

. re 15 stil
uncertainty regarding the reliability of the evidence and the
suitability of various approaches in both criminal and civil
et 365
situations™®”.

Facilitating the use of electronic evidence in court proceedings is the
aim of these act. Additionally, they are an exemption to the best
evidence rule, which normally calls for the original document to be
produced as primary evidence. Section 65B (4) does not, however,
specifically address the certificate’s evidentiary value, whether
meeting the requirements outlined in subsection (2) is required, or
when it should be presented. The Supreme Court has made an effort
1o elucidate the legislative intent underlying these laws through a
number of rulings. It has been established as a history of considering
A certificate following any of the three conditions mentioned in
Section 65B (4) to hold more weight than oral or documentary
®vidence.In 2005%%, the court ruled that printouts of phone “?‘iords
could be considered admissible evidence even without a certificate
Under Section 65B (4). However, this judgment was later ovemﬁ;{:‘g
N the case of dnvar P. v. P. K. Basheer’”. In the lz'mer ;2;; -
» . at Section O- ¢
c;)rzptlieic{urt i ?thmte J?i:c:?::mtxty Sther source wmfld
ot be a¢ ey e 'a cei that a certificate under Section b:*B.
(4) is ¢ C.epted. S unEerine . Evidence Act prohibits the use “)I
i teeguued and that the Indian . - acord. The Supreme Court in
stimony to prove an electron’ e Srate u/'/\Iuhum.\'lmu
hammeq Ajmal Mohammad Amir Kasab v State ©

.

e Ja Jagran I
366 n, Faculty of Law, Jagran 500
s itate (NCT of Delhi) v. Navjot Sandht

sCC 473.
| Warp, v. P. K. Basheer & OYS-~3(12015) 10
2

al (M.P.)-
. eity. Bhopal (M
_akecity Umvusn;).SCC 16 208
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& Ors’®. Acknowledged the use of electronic evidence such as
CCTV footage, mobile devices, memory cards, data storage devices,
and IP addresses.

The Honourable Supreme Court ruled in Tukaram S. Dighole v.
Manikrao Shivaji Kokate that the “standard of proof” for electronic
evidence has to be “more accurate and stringent” than that of
conventional documentary evidence. After reevaluating the
certificate requirement in 2017, the court determined that
certifications under Section 65B(4) are merely a “mode of proof.”
Consequently, failing to produce a certificate at an earlier time can
be seen as a fixable flaw. Another 2018 ruling, which held that the
need for a certificate is procedural rather than mandatory, further
reinforced this point of view. It can be relaxed in some instances,
such as when a party does not have control of the original device.
Section 65B is therefore not regarded as a comprehensive code.

Upon analyzing these judgments and the associated contradictions,
it becomes evident that there is a gap in the interpretation of the law.
The case of Arjun Panditrao Khotkar v. Kailash Kishanrao
addressed and resolved these contradictions comprehensively. The
court examined that Section 65B of evidence act have operates
independently of the rest of the Indian Evidence Act.

Over the years, various cases such as Navjot Sandhu, P. Anvar and
Shafhi Mohammad™” have attempted to address the ambiguity
surrounding these provisions. However, due to the differing
circumstances and related factors in each case, there was 10 uni.ﬁed
stance on these issues. As a result, the legal landscape remained

unclear, and doubts persisted.

16 2012] 8 S.C.R. 295 4.2018-
1 Navjot Sandhu, 2005, Anvar P., 2015, Shafhi Mohammad:
P L ¥
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interpretation Of Section 65b (4)

In distinguishing between primary and secondary evidence, the court
highlighted that the original information contained within a
computer is considered as primary evidence. Copies derived from it,
on the other hand, are inherently secondary evidence. The court also
clarified that the phrase “any of the conditions” in Section 65B (4)
should be interpreted as “all.” Therefore, since an electronic record,
as mentioned in subsection (1), is considered secondary evidence,
the requirement of a certificate in accordance is mandatory.

in cases such as Shafhi Mohammad, where the parties involved do
not have first-hand possession of the data and are unable to obtain a
certificate, the said court provided some relaxation. It stated that
an application must be presented to the judge to seek relaxation of
the mandatory requirement under Section 65B (4). However, the
subsequent judgment in Arjun Panditrao overruled this decision. It
held that the portion of Section 349 of the Criminal Procedure Code
(CrPC) stating ““...who are not in possession of an electronic device”
is entirely incorrect. The court clarified that an application can
always be made to a judge for the production of such a certificate

from the relevant person under Section 65B (4), even if the person

refuses to provide it at the first instance.

Core Areas: Focus On Digital Evidence.

i 1 1
These rulings raise important 1Ssues about how Sef:txon 6581 S:]::-ui :
be used. whether to submit a certificate (1mmed1atel); (;r da,'n -
include
court), how to prove it in court, and what should be 1n¢

in the Arjun
, ~ addressed
certificate. In fact, these questions arc t only when presenting

. '+ clear tha :
Panditrao Kotkar case. It makes 1t c‘1 o centficate required.
electronic evidence as secondary evidenc ry if the original

. necessa
T . " te 1S not . . ;s presented. By
'he submission of a certificd s main evidence 18 PI¢
jons 4

ice where the
. ‘ . device where t
¢lectronic record which funct ; operator of the
the owner ©
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information is initially saved, the owner of the computer, tablet. or
cell phone can immediately present the original electronic record as
evidence'

Perspective Of Digital Evidence Varies From Civil &
Criminal Cases

In interpreting Section 65B, the court also distinguishes between the
use of certificates in criminal and civil cases. When a demand ;s
made to the relevant authority in a civil matter and no certificate s
supplied, the judge presiding over the trial should summon the
person or people in question and demand that they produce the
required certificate. This occurs when an electronic document 1s
used as proof without the necessary certification. The trial judge has
the ultimate discretion in these situations.

Electronic evidence must be provided no later than prior to the start
of the trial, in accordance with Section 65B(4) read with Sections
207. 91, and 311 of the Criminal Procedure Code (CrPC). However.
the court has the authority to allow the filing of electronic evidence
later, before the trial is over. However, in accordance with Section
65B’s requirements, CDs, VCDs, chips, and other comparable
storage media must be accompanied by a certificate that was
acquired at the time the document was taken. The secondar
evidence pertaining to that electronic record is no longer admissible
in the absence of such a certificate.

As technology develops, the Indian legal system must remaun
adaptive and flexible, using electronic evidence while upholding the
principles of justice and equity in its courts. This ruling sets 4
precedent that will continue to influence and direct the admissibiliy

770 https://articles.manupatra.com/article-details/ ADMISSIBILITY -OF -

lulw[z( TRONIC-EVIDENCE-UNDER-THE-INDIAN-EVIDENCE-ACT-
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of electronic evidence in Indian courts for many years to come,
making it a lighthouse for the future.

Challenges In The Collection And Preservation Of Digital
Evidence

Volatility of Digital Evidence:

Digital data is highly volatile - it can be easily altered, deleted,
or overwritten, especially in live systems. Temporary data like
RAM contents or cache files may be lost if not captured

immediately’’!,

Problems with the Chain of Custody:

Evidence must have a continuous, documented chain of custody
in order to be admitted into evidence. Evidence may be
contested or omitted if there is a failure to keep track of who
accessed or handled the data.

Password protection and encryption’’?:

To keep incriminating files from being accessed, suspects
frequently employ encryption, hard passwords, or hidden
partitions. It is practically impossible to recover this data
without the right decryption tools or authorized access.

Barriers to Jurisdiction:

Because cybercrimes frequently transcend national boundaries,
gathering evidence kept in foreign jurisdictions can be
challenging. Different privacy and data access rules might
make international cooperation more difficult.

71 https://vidizmo.ai/blog/handling-digital-evidence

72 Noland. Alec (2024) “Current Challenges of Digital Forensics,”
Themis: Research Journal of Justice Studies and Forensic Science: Vol.
12: Iss. 1. Article 1. DOL: https://doi.org/10.55917/2324-6561.1120,
https://scholarworks.sjsu.edu/themis/vol12/iss1/1
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5. Large Sums of [nformation and Insufficient

Standardization: - .
To locate pertinent evidence, investigators must sort through

enormous volumes of data, including emails, logs, films, and
backups. Significant effort, technical resources, and experience
are needed for this. There isn’t a single, accepted rule for
gathering, storing, or presenting digital evidence in court,
Inconsistent results from various equipment and techniques can

cast doubt on their authenticity.

6. Anti-Forensic and Tampering Methods:
Anti-forensics tools can be used by suspects to conceal, alter,
or remove data, making it more challenging to piece together
the original evidence. Even after seizure, evidence can be

destroyed using malware or remote wiping programs.

7. Legal and Ethical Concerns:
Privacy laws and civil liberties must be balanced against the
need to access data. Overstepping can lead to lawsuits or
evidence being dismissed for violating rights*”*. Data stored in
the cloud or on third-party servers may be difficult to access
without cooperation from service providers. Dynamic and
decentralized storage models complicate data retrieval.

Conclusion

Generally speaking the digital evidence does not have a statistical
data that it may prevent or prohibits cyber-crimes. But it act as a tool
to identify crimes and its background of technologies involved can
be easily exposed. The ability to analyze and preserve this evidence
is crucial for the successful culmination of cybercrimes in the digital
age. However, the complexity of digital evidence presents
significant challenges in terms of legal, technical, and ethical

A https://globalcybersecuritynetwork.com/blog/benefits-and-challenges-
of-digital-forensics/
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considerations. Ensuring the authenticity, integrity, and
admissibility of digital evidence is critical, and therefore requires
robust protocols and collaboration between law enforcement
agencies, cybersecurity experts, and legal professionals.

Furthermore. the global nature of cyberspace necessitates
international cooperation to address cybercrimes effectively. As
cybercriminals often operate across borders, the role of digital
evidence extends beyond local jurisdictions, requiring a harmonized
approach to legal frameworks and investigative processes.
Ultimately, the evolving landscape of cyberspace demands that
digital evidence continues to evolve as well. With advancements in
artificial  intelligence, machine learning, and encryption
technologies, the ability to leverage digital evidence in a timely and
efficient manner will remain a cornerstone of cyber security and
criminal justice in the 21st century.
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