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Domain Name Cybersquatting: A Critical Analysis of Legal Remedies and

Enforcement Mechanisms

Introduction

The fast growth of the internet has dramatically changed the way in which business,
communications, and information exchange take place worldwide. The key role in this revolution
is played by the domain name system (DNS). This system provides people with an easy way of
finding resources on the internet. What is important here is that today domain names are not just
technical addresses, but also represent brands and trademarks of businesses that use these domain
names as a part of their identification.! Companies spend considerable money on creating their
internet presence and thus the issue of domain names is becoming increasingly important as a

part of intellectual property law.>

On the other hand, the rising commercial value of domain names has resulted in different types
of abuse, namely cybersquatting. Cybersquatting is the registration, trafficking, or utilization of a
domain name with an aim of deriving financial gain through the exploitation of the good will of
another person’s trademark.? In most cases, cybersquatters register domain names which mirror
or are confusingly similar to the trademarks of companies and then try to resell such domain
names to the rightful owners at exaggerated prices or make profits out of misleading consumers.
Such a trend not only hinders the interests of trademark holders, but also causes confusion

among internet users.*

The legal problems that have come up in connection with cybersquatting are diverse and
intricate, mainly because of the lack of territorial boundaries within the internet realm. Laws are
territorially bound, and therefore, they find it difficult to tackle cross-border conflicts.® This is a
big challenge in terms of applying the correct laws and in deciding on the appropriate forum and

execution of judgment. Cybersquatting also tends to involve cases of trademark violation

I WIPO, Intellectual Property on the Internet: A Survey of Issues (WIPO 2002)

2 Milton Mueller, Ruling the Root: Internet Governance and the Taming of Cyberspace (MIT Press 2002)

3 ICANN, Uniform Domain Name Dispute Resolution Policy (1999)

4 Sandeep Kaur, ‘Cybersquatting and Its Impact on Trademark Rights’ (2018) 5 IJLRA 45

5 Graham Greenleaf, ‘The Internet and the Law: The Challenges of Cyberspace Regulation’ (2017) 23 Computer
Law Review 12
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passing off, and unfair business practices, and for this reason, there must be a delicate

consideration in such matters.®

To address such issues, various international as well as national mechanisms have been
introduced to govern domain name disputes and curb cybersquatting. On an international scale,
the UDRP, developed by the ICANN, is a mechanism that allows an expedient and economical
process for dealing with domain name disputes.” Likewise, the WIPO also holds great
importance in administering the domain name dispute resolution process. With respect to the
Indian legal system, there are some remedies in law, namely the Trade Marks Act, 1999, and the
IN Domain Name Dispute Resolution Policy (INDRP).® But there are issues about their

effectiveness and efficiency, and hence, there is a need to analyze the current remedies in law.

REVIEW OF LITERATURE

1. The classic piece on the topic of internet governance by Milton Mueller brings to light
the development in domain name management as well as the involvement of ICANN in
resolving international disputes. In his research, Milton Mueller asserts that domain
names are more than just an engineering tool; they represent commercial labels which
result in disputes brought about by cybersquatting and necessitating effective governance
structures.’

2. Sandeep Kaur analyzes the negative effects of cybersquatting in relation to trademark
rights. She points out the insufficiency of existing trademark principles in tackling
disputes arising from domain names. The author also brings to light the need for a
specific dispute resolution mechanism like the UDRP and shortcomings therein. !

3. This is a broad discussion about the problems of intellectual property in the digital era.

The author argues that the domain names should be protected using the copyright and

¢ David Bainbridge, Intellectual Property (10th edn, Pearson 2018)
7 ICANN, Uniform Domain Name Dispute Resolution Policy (1999)
8 Trade Marks Act 1999 (India); .IN Domain Name Dispute Resolution Policy (INDRP)

 Milton Mueller, Ruling the Root: Internet Governance and the Taming of Cyberspace (MIT Press 2002)
10 Sandeep Kaur, ‘Cybersquatting and Its Impact on Trademark Rights’ (2018) 5 International Journal of Law and
Research 45
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trademark acts. This is an insightful article concerning the development of laws
protecting intellectual property in the light of challenges arising in the online world.!!

4. In their analysis of the limitations of jurisdiction in regard to the laws of trademark,
Dinwoodie and Janis highlight the problem of enforcing the legal rules in cyberspace, a
very critical aspect in cybersquatting cases.'?

5. The difficulties encountered when trying to use customary laws in cyberspace have been
discussed by Sloan who notes the need to devise certain laws for cyberspace when
addressing internet cases like cybersquatting. '

6. Markiewicz provides a criticism of the UDRP, acknowledging its efficiency in dispute
resolution while at the same time highlighting that there is no appeals process available

and it produces inconsistent rulings.'*

RESEARCH GAP :

Nevertheless, despite the numerous publications discussing the issue of cybersquatting and the
disputes related to domain names, a lot more research should be conducted to determine the
efficiency of the existing approaches to addressing these legal issues. While a great number of
publications discuss the definition of cybersquatting and its impact on the rights of trademark
owners, very little attention is paid to determining the validity of the existing definitions in terms
of the modern technological realities. Besides, although the issue of the international measures
designed to protect domain names, for example, the Uniform Domain Name Dispute Resolution
Policy (UDRP), and their cooperation with national legislative solutions aimed at resolving the
issues are widely discussed, no critical evaluation of their efficiency is provided. It is crucial to
stress that the issue of whether the existing legal norms concerning conventional legal notions
are adequate to address the problem of cybersquatting is not considered properly. Finally, it is
necessary to note that almost no literature reviews the existing obstacles to the implementation of

the corresponding legislation.

' William R Patry, Patry on Copyright (15th edn, Thomson Reuters 2011)

12 Graeme B Dinwoodie and Mark D Janis, Trade Marks and Territory: Territoriality in Trademark Law (Oxford
University Press 2009)

13 David L Sloan, Cyberspace and the Law of the Horse (1996) 14 Harvard Journal of Law & Technology 501

14 Ryszard Markiewicz, ‘UDRP as a Model for Internet Dispute Resolution’ (2004) 39 Journal of Information, Law
& Technology
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RESEARCH OBJECTIVES

With this objective in view, the study would be guided by the following objectives:

1.To comprehend the meaning and nature of cybersquatting: As a part of this research, it

would seek to examine the nature of cybersquatting in all its forms along with the

motivations behind cybersquatting and its effects on organizations and individuals.

2. To comprehend the international legal framework: Additionally, the research shall examine the

international legal framework regulating the phenomenon of cybersquatting and the provisions
provided under the UDRP in particular and the role played by international entities in resolving
such disputes.

To comprehend the Indian legal framework: Moreover, it would analyze the Indian legal
framework insofar as regulation of cybersquatting is concerned, and in particular,
examine the provisions of the Trade Marks Act, 1999, and INDRI.

To determine the efficacy of the dispute resolution mechanism: The next step of this
research will be to examine the effectiveness of the dispute resolution mechanism

available in terms of procedure and practice.

5. To make suggestions for improvement: At the end of this research, the shortcomings in

the legal framework would be analyzed in detail and suggestions made wherever

required.
RESEARCH QUESTIONS

1. Definition of Cybersquatting — How would you define it in contemporary society, and
how has the evolution of technology in relation to domain names affected its definition?

2. What effects will the concept of cybersquatting bring about the role and activities of the
firms involved?

3. Are there any international agreements such as UDRP for resolving disputes related to
domain names?

4. To what extent have the governments of countries like India and the US embraced the
concept of cybersquatting in their national laws?

5. What difficulties will be encountered when resolving cases of cybersquatting in courts?

20



HYPOTHESIS:

The objective of the research at hand is to verify the idea that although there are certain legal
mechanisms at the international and national levels, which could contribute to addressing
disputes associated with cybersquatting, they only partially operate, hence, cannot ensure full
protection of the interests of trademark owners. There is a number of legal mechanisms for
resolving such types of conflicts, for example, the UDRP and the Trade Marks Act, 1999 and the
INDRP; however, the effectiveness of these measures is affected by a range of barriers
associated with jurisdictions and procedure as well as evolving strategies used by cybersquatters.
With regard to the hypothesis that this research attempts to confirm, one might state that the
current framework of legal mechanisms cannot work effectively as they do not adapt to the needs
of trademark protection in the online environment, enforcement of rules and interpretation of the
existing law, etc. At the same time, although the effectiveness of the international legal
framework lies in its cost- and time saving nature of dispute settlement, its efficiency is limited

by various procedural barriers.

LIMITATIONS

For the sake of the discussion, this paper will be based on the analysis of the legal
perspective of the domain name cybersquatting. Both international and national
laws of India regarding prevention from and resolution of the problems of domain
name cybersquatting will be analyzed in the context of the research. It is necessary
to highlight that technological issues associated with the problem under
consideration will not be discussed in this paper. Furthermore, the other point
which should be taken into account while analyzing the scope of the present
research is that legal analysis will be supported by the case studies. Furthermore, it
1S necessary to say that problems associated with the implementation of the
international and national laws of India regarding the problem in question will be
discussed. However, there are certain restrictions on the study. Firstly, the
restriction is related to the availability of credible information regarding private
cases of cybersquatting, a lot of which go unnoticed without legal consideration.
Secondly, the fast development of technology may bring new forms of
cybersquatting that might stay beyond legal regulation. Lack of consistent
jurisdictions in different states could also be viewed as a restriction since some

21



recommendations cannot be used in certain cases. To conclude, the scope and
restrictions have been identified to delineate the boundaries of the study.

TENTATIVE CHAPTERISATION

Chapter 1 — Introduction

This chapter outlines the background for the author's study of the problems associated with
domain names from the perspective of intellectual property law. It begins with the development
of the role of domain names in the modern economy. First, it must be noted that the use of
domain names not only serves as an address to access websites on the Internet but also turns into
valuable property. After that, the concept of cybersquatting is introduced as a major legal issue
associated with the violation of regulations for the use of domain names. Herein, it is necessary
to examine the development of the legal framework concerning cybersquatting in response to
new regulation issues related to protecting domain names. Hence, the author discusses the gap in
the intellectual property laws regarding the regulation of cybersquatting. According to the author,
there are numerous problems in implementing the laws for resolving disputes regarding domain
names. Hence, the research problem is defined as the lack of adequate regulation of the issues
associated with domain names. The next step is the formulation of the methods for addressing

the research problem in the dissertation.
Chapter 2 - Domain Names, Cybersquatting and Intellectual Property Rights

In the current chapter, attempts will be made to examine the connection between domain names
and intellectual property rights (trademarks primarily), while focusing on the definition of the
concept and history of domain names as one of the key instruments that help companies identify
themselves and their brands. In addition, the various types of cybersquatting, including
typosquatting, domain name speculation and the misuse of personal identity will be studied along
with the adverse effects cybersquatting can have on the interests of the rights holders as well as
the losses and harm caused due to cybersquatters. At the same time, the issue will be considered
from the standpoint of whether the current legal approach to trademarks is applicable to the

conflict related to domain names considering the international nature of the internet.
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Chapter 3 - International Law on Domain Name Disputes

In this chapter, the discussion will focus on the aspect of international law relating to domain
name disputes with emphasis on Internet Corporation for Assigned Names and Numbers
(ICANN), which has created the most effective way of settling disputes arising from
cybersquatting internationally. This chapter will examine some of the characteristics of dispute
resolution process and general procedure under the policy outlined in the Uniform Domain Name
Dispute Resolution Policy (UDRP). The evaluation of issues will take into account certain
factors such as bad faith, similarity between the domain name and trademark and also the interest
of the owner of the domain name. In addition, the chapter will focus on the effectiveness of
UDRP in settling disputes as well as its shortcomings like not compensating the claimant

monetarily.
Chapter 4: National Legal Mechanisms for Addressing Cybersquatting

This chapter will examine the legal tools available for addressing cybersquatting at the national
level, concentrating on statutory provisions and judicial rulings, with a primary focus on the
United States and India. Initially, the chapter will evaluate the efficacy of established legal
doctrines, including passing off, unfair competition statutes, and trademark infringement claims,
in resolving cybersquatting disputes. Furthermore, the chapter will investigate the limitations of
existing legal frameworks in India concerning cybersquatting, alongside the judiciary's role in
adjudicating these conflicts, particularly through an analysis of significant Indian cases, such as

Yahoo Inc.v. Akash Arora and Satyam Infoway Ltd. v. Sifynet Solutions Pvt. Ltd.
Chapter 5 - Comparative Analysis of Cybersquatting Legislation

The main task that is being completed in the current chapter is the comparative analysis of the
laws regulating the issue of cybersquatting in a number of countries, including the United States,
the European Union, as well as a few Asian countries. The purpose of carrying out such an
analysis is to examine different legal systems regulating the issue of domain name disputes and
discuss their advantages and disadvantages when it comes to providing an effective protection of
trademarks while taking into account other aspects, including freedom of speech and fair

competition.
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Chapter 6 — Enforcement Issues and Emerging Problems

Amongst the issues that will be discussed in Chapter 6 include the practical problems involved
with enforcing laws in order to address the issue of cybersquatting, as well as their effectiveness
in addressing such matters, particularly within the realm of transboundary disputes, taking into
account the characteristics of the internet. Amongst some of the problems that will be addressed
in this section include the existence of jurisdictional problems, anonymity involving domain
names, identifying the identity of the cybersquatter, as well as the limitations of enforcement
mechanisms currently in place. Other emerging problems that will be examined include the result
of technological developments that include new gTLDs, automation of registrations, and

infringement types.
Chapter 7 — Findings, Recommendations and Conclusion

This chapter seeks to present findings of the research on the effectiveness of legal regimes
established internationally and locally for the regulation of cybersquatting and related domain
name issues. In the course of analyzing the topic, the chapter highlights several shortcomings of
the current legal regime. For instance, the analysis indicates some weaknesses of the regulations
such as inconsistencies in the regulatory mechanism, inefficient enforcement mechanisms, as
well as difficulties arising from technology and jurisdictional complexities. In addressing the
challenges, the chapter provides a number of recommendations that can help improve the

effectiveness of the existing regulation mechanisms.
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Chapter 2 — Domain Names, Cybersquatting and Intellectual Property Rights
2.1 Introduction

The internet has grown very quickly, and it has changed how people talk to each other, do
business, and share information around the world. In this digital age, businesses and people are
relying more and more on their online presence to build their brand and reach more people. The
domain name is one of the most important parts of this online identity system. A domain name is
more than just a technical address; it is an important business asset that shows the business's
identity, reputation, and goodwill in the online world. It makes it easier for people to get to
websites without having to remember complicated numerical IP addresses, which makes it easier

to navigate the internet and improves the user experience. '

Domain names became very valuable as more people used the internet because they were easy
to remember, simple, and could be used for branding. Companies began to realize that having a
strong domain name that was directly related to their trademark or company name could have a
big effect on how much people trust them and how far they could reach in the market. For
instance, a domain name that matches a company's trademark makes it easier for customers to
find the official website and cuts down on the confusion that comes from similar or fake
websites. Because of their business value, domain names have gone from being just technical

tools to important business identifiers. '¢

But the growing need for domain names has also caused problems and abuse. People often
register popular brand names or trademarks before their rightful owners can get them because
domain names are registered on a "first come, first served" basis. This behavior has led to a big

problem called cybersquatting. Cybersquatting is when someone registers a domain name that is

15 Internet Corporation for Assighed Names and Numbers (ICANN), Uniform Domain Name Dispute Resolution
Policy (UDRP), 1999.

16 World Intellectual Property Organization (WIPQO), The Management of Internet Names and Addresses:
Intellectual Property Issues, Final Report, 1999.
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the same as or very similar to a well-known trademark, company name, or personal identity with
the intention of selling it for a higher price or using its reputation to make money. !’

Cybersquatting shows how different traditional intellectual property law is from how the internet
is run today. Intellectual Property Rights (IPR), particularly trademark law, aim to safeguard
brand identity and avert consumer confusion. But these laws were made before the internet, so
they don't work well for the internet's unique problems, like how hard it is to enforce them and
how global jurisdiction is. Because of this, courts and lawmakers have had to change the way

they use existing legal principles to handle domain name disputes.'®

Domain names and trademarks are similar in that they both help people find the source of goods
or services. Using a registered trademark in a domain name can confuse customers, lower the
value of the brand, and even cause the business to lose customers. This overlap between domain
names and trademarks has made the law more complicated, especially when the domain owner
has no real connection to the trademark but still uses it in bad faith. International systems like the
Uniform Domain Name Dispute Resolution Policy (UDRP) have been put in place to help with
these problems. These frameworks are meant to help people who are fighting over
cybersquatting without having to go through long court cases. Some countries have also passed
laws to better protect trademark owners, like the Anti-Cybersquatting Consumer Protection Act

(ACPA) in the US."

2.2 Understanding Domain Names

A domain name is a basic part of the internet that makes it easier for people to access websites.
An Internet Protocol (IP) address is a unique number that identifies every device that is
connected to the internet. But users can't remember long strings of numbers. The Domain Name
System (DNS) was created to solve this problem. It changes IP addresses into easy-to-read and
remember domain names like "google.com" or "example.org."The Top-Level Domain (TLD)
and the Second-Level Domain (SLD) are usually the two main parts of a domain name. The TLD

is the part of the domain name that comes after the dot, like ".com," ".net," ".org," or country-

17 Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS), 1994.

18 |CANN, Registrar Accreditation Agreement, latest version.

19 WIPO Arbitration and Mediation Center, WIPO Overview of WIPO Panel Views on Selected UDRP Questions,
Third Edition.

27



specific extensions like ".in" (India) or ".uk" (United Kingdom). The SLD is the unique name

that the registrant picks, and it usually stands for a business name, brand, or keyword that is

important to the website.?’ These parts work together to make a full web address that points to a
specific place on the internet. At first, domain names were just technical tools for identifying and
communicating over networks. In the beginning of the internet, their only purpose was to help
researchers and businesses share data quickly and easily. But because the internet has become
more commercial and global, domain names have become very valuable business tools. Today,
they are very important for branding, marketing, and building an online identity.
In the digital world, a business's domain name is often the first thing customers see. A good
domain name makes it easier for people to find your site, makes it more visible, and builds trust
among users. For example, if a domain name is the same as a company's trademark or brand
name, it makes the brand more recognizable and lessens consumer confusion. Because of this,

companies spend a lot of time and money on getting domain names that match their brand.?!

Domain names are now worth a lot more because they are rare and one-of-a-kind. A domain
name can only be owned by one person at a time because it has to be unique across the whole
internet. This exclusivity has made premium domain names very valuable digital assets. Some
domain names are even bought and sold for a lot of money because they could be useful for
business. This economic value has led to the rise of behaviors like cybersquatting and domain

speculation. 2

When you register a domain name, the "first come, first served" rule applies. This means that the
first person to register a domain name becomes its legal owner, even if they don't own the
trademark for that name. This system works well for managing technical issues, but it can be
hard to deal with when domain names clash with existing trademarks. People can register

domain names that are linked to well-known brands and then use them to make money later.

Another important thing about domain names is that they make it easier for people all over the

world to access them. Domain names, on the other hand, are not limited by where they are

20 panavision International L.P. v. Toeppen, 141 F.3d 1316 (9th Cir. 1998).
21 Intermatic Inc. v. Toeppen, 947 F. Supp. 1227 (N.D. Ill. 1996).
22 Marks & Spencer plc v. One in a Million Ltd, [1998] EWCA Civ 1271.
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located. You can access a single domain name from anywhere in the world, which makes it a

great way to grow your business internationally. But this global nature also makes it hard to

figure out who has the right to own something or use it in a way that is against the law.

Also, domain names are becoming more and more a part of digital marketing plans.??

Businesses use domain names as more than just website addresses. They also use them in ads,
email, and social media campaigns to help build their brands. A strong domain name helps with

search engine optimization (SEO), which makes it easier for people to find the business online.

Domain names are important for the architecture and usability of the internet in addition to their
basic structure and technical function. The Domain Name System (DNS) is a decentralized and
hierarchical naming system that helps domain names work. It makes it easy to find your way
around millions of websites around the world. A network of servers keeps this system running by
constantly translating domain names into the right IP addresses. This makes it easy for users to

talk to web resources. 2*

One of the most important things about domain names is that they are unique. No two people can
own the same domain name at the same time, so each domain name is unique. This exclusivity
makes domain names more valuable as digital assets. Companies often compete to get short,
memorable, and brand-relevant domain names because these names help customers remember
them and make them easier to find online. Because of this, premium domain names are often
bought and sold in secondary markets for large sums of money, showing how important they are

for business. ¥

Another important thing about domain names is that they help with search engine optimization
(SEO). If a domain name has relevant keywords in it, it can help the website show up higher in
search engine results, which makes it easier for people to find it. For example, businesses often
choose domain names that have words related to their field in them to get more visitors. Even

though modern search engines use complicated algorithms that go beyond domain names,

2 Yahoo! Inc. v. Akash Arora, 78 (1999) DLT 285.
24 Rediff Communication Ltd. v. Cyberbooth, AIR 2000 Bom 27.
25 Satyam Infoway Ltd. v. Sifynet Solutions Pvt. Ltd., (2004) 6 SCC 145.
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picking a relevant and meaningful domain name still helps people find your site and market it.

It's also important to know how to register a domain name. Accredited registrars are the
middlemen between users and the central domain name registry. They register domain names.
The registrant must pay a fee and agree to certain terms and conditions, such as following
dispute resolution policies like the UDRP. Most domain registrations are only good for a certain
amount of time and must be renewed regularly to keep ownership. If you don't renew a domain
name, it may expire and become available for registration by others. This could mean losing your

brand identity.?®

Investing in domain names is another trend that is growing. Some people and businesses buy
domain names with the goal of selling them for more money later. Domain speculation is what
this practice is called, and it has led to the creation of a secondary market for domain names. It
can be legal in some cases, but it can also be unethical, like when people register domain names

in bad faith.?’
2.2.1 Structure of Domain Names

A domain name is made up of different levels that help you find a website on the internet. Most
of the time, it is broken up into three main parts. The last part, the Top-Level Domain (TLD), is
the part that tells you what kind of website it is, like .com, .org, or .net. The Country Code Top-
Level Domain (ccTLD) is a code that stands for a certain country, like .in for India. The Second-
Level Domain (SLD) is the main name that the user or business picks and puts in front of the
TLD. This hierarchical structure makes sure that every domain name is different and easy to find

online.?8
2.2.2 Functions of Domain Names

In the digital world, domain names serve a number of important purposes. They are easy-to-use

addresses that take the place of complicated numerical IP addresses, making it easier for people

26 WIPO, Second Internet Domain Name Process Report, 2001.

27 Christopher Heath & Anselm Kamperman Sanders (eds.), Intellectual Property Law and Cyberspace (Kluwer Law
International, 2005).

28 Jonathan Lipton, Internet Domain Names, Trademarks and Free Speech (Edward Elgar, 2010).
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to get to websites. Domain names also help businesses identify themselves and build an online
presence. They are very important for branding because they show what a business is called and
what it does. Domain names are also used to communicate, especially in email services. They
help businesses reach more people and keep customers interested by making their websites and

online platforms easier to find on search engines.?’
2.2.3 Importance of Domain Names in E-Commerce

Domain names are very important for e-commerce businesses because they are their online
identity. A clear and relevant domain name makes it easier for customers to find and remember a
website, which boosts traffic and visibility. It also helps people remember your brand and makes
you look professional, which makes customers trust you. A strong domain name can affect
buying decisions and make a business look more trustworthy in competitive online markets.
Domain names are also important for digital marketing, such as search engine optimization and
online ads. In the digital marketplace, businesses are more likely to get and keep customers if

their domain names are simple, unique, and meaningful.*°

2.3 Domain Names as Intellectual Property

Intellectual property (IP) is a term that traditionally refers to things that come from the mind, like
inventions, works of art and literature, designs, symbols, names, and images used in business.
Trademarks are very important for telling the difference between the goods or services of one
business and those of another. As the internet and digital commerce have grown, domain names
have started to work more like trademarks. This has raised important questions about their place

in the world of intellectual property.

A domain name is technically part of the Domain Name System (DNS), but it is often used as a
business name in the online marketplace. Companies use domain names to show who they are
online. For instance, if a business registers a domain name that is the same as its trademark or

business name, it makes its brand more recognizable and makes it easier for customers to find its

29 Torsten Bettinger (ed.), Domain Name Law and Practice (Oxford University Press, 2005).
30 pavid Lindsay, International Domain Name Law (Hart Publishing, 2007).
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official website. In this way, domain names serve a purpose similar to that of trademarks in that
they help people find the source. !

This difference between registering a domain name and protecting a trademark creates a legal
conflict. Trademarks are given based on how unique they are, how they are used in business, and
how they are checked by the law. Domain names, on the other hand, are given out by the
government without any real legal review. Because of this, someone can register a domain name
that is similar to a well-known trademark even if they don't have any real connection to it. This

situation frequently results in conflicts and accusations of cybersquatting.*?

Even though domain names are not officially classified as intellectual property, courts and legal
systems around the world are starting to see them as quasi-IP. Court decisions have shown that
domain names can get trademark-like protection when they are used in business and are linked to
a specific brand. In a number of important cases, courts have said that domain names are more
than just technical addresses; they are valuable business assets that should be protected by law

when they stand for goodwill and reputation. *

When consumers are confused, the link between domain names and trademarks becomes even
more important. Consumers might think that a website is officially linked to the trademark owner
if the domain name is the same as or very similar to a registered trademark. This can hurt your
reputation, cost you business, and lower the value of your brand. As a result, trademark law is

often used to settle disagreements over domain names.

The Uniform Domain Name Dispute Resolution Policy (UDRP) and other international legal
frameworks have made it even clearer that domain names are intellectual property assets.
Trademark owners can file complaints against domain registrants who registered domain names
in bad faith under the UDRP. If the request is granted, the domain name may be moved or
canceled. This mechanism shows that people all over the world agree that domain names have

IP-like qualities. 34

31 Milton Mueller, “Rough Justice: An Analysis of ICANN’s UDRP”, 2001.

32 A. Michael Froomkin, “ICANN’s Uniform Dispute Resolution Policy”, 67 Brooklyn Law Review 605 (2002).
33 ICANN, New gTLD Program, 2012.

34 WIPO, Cybersquatting Cases Statistics Report, latest edition.
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Some countries have also made laws to deal with problems that come up when trademarks and
domain names clash. For instance, the Anti-Cybersquatting Consumer Protection Act (ACPA) in
the US gives trademark owners legal options against domain registration that is done in bad faith.
Courts in different places, like India, have also used trademark rules like passing off and dilution

to protect domain name rights. >

Domain names, on the other hand, still have a special place outside of traditional types of
intellectual property. It's not creativity or invention that gets them, but availability and when they
are registered. Because they are both intellectual property and something else, it is hard to put

them into a strict category.

Domain names have become more and more recognized as valuable intangible assets in the
broader field of intellectual property, in addition to being similar to trademarks in terms of their
function. Not only can they help people find things online, but they can also represent a
business's goodwill, reputation, and commercial value. As digital commerce grows, domain
names have become closely linked to brand equity. This means that businesses and legal systems

both need to protect them.

One important thing about domain names as intellectual property is that they help build goodwill
and reputation. Goodwill is the good name that a business earns by always providing good
service and earning the trust of its customers. A domain name that is linked to a well-known
brand becomes a sign of that brand's goodwill online. When people keep using a domain name
and linking it to trustworthy goods or services, the domain itself becomes valuable. If someone

uses or copies the domain name without permission, it can lose value.

Distinctiveness is another important idea that is at the heart of trademark law. A unique domain
name is one that sets a business apart from its competitors and makes it easy to find. Domain
names that are made up, silly, or made up words (like unique brand names) are more likely to get

stronger protection because they are less likely to be confused with other names. On the other

35 Information Technology Act, 2000 (India).
36 Tata Sons Ltd. v. Manu Kosuri, 90 (2001) DLT 659.
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hand, generic or descriptive domain names may not be as well protected unless they are used a

lot and get a secondary meaning. 3’

2.4 Cybersquatting: Meaning and Concept

Cybersquatting is a major problem that people talk about a lot when it comes to domain name
disputes and digital intellectual property rights. It means registering, using, or selling domain
names that are the same as or very similar to existing trademarks, brand names, business names,
or personal names in bad faith. The main goal of cybersquatting is usually to make money off of
the goodwill and reputation of an established business by either selling the domain name for too

much money or using it to redirect web traffic.*®

When the internet became a business in the 1990s, domain names became valuable digital assets.
This is when the idea of cybersquatting came about. As businesses relied more and more on their
online presence, domain names that matched well-known brands became very valuable. Cyber
squatters took advantage of this by registering these domain names ahead of time, even though
they had no real interest in them, and then asking the real trademark owners for a lot of money.

This practice caused big problems with the law and the economy all over the world. *°

There are many ways that cybersquatting can happen. Brand cybersquatting is one of the most
common types. This is when people register domain names that are the same or very similar to
well-known trademarks. Typosquatting is another type of cybersquatting. In this case, people
register domain names that are slightly different from well-known websites, like by leaving out
letters or changing characters. This is done to get accidental traffic from users. Identity
cybersquatting is when someone registers the names of famous people, public figures, or
organizations as domain names in order to use them for their own gain. Also, resale
cybersquatting is when someone buys a domain name just to sell it for more money without any

plans to use it for real.

37 Dr. Reddy’s Laboratories Ltd. v. Manu Kosuri, 2001 PTC 859 (Del).
38 Mark A. Lemley et al., Software and Internet Law (Aspen Publishers).
39 paul Goldstein, International Intellectual Property Law (latest edition).
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Cybersquatting has a lot of bad effects. It confuses customers, who might accidentally go to fake
or unofficial websites, which can lead to wrong information or even financial fraud. It also hurts
the reputation and goodwill of real businesses because people may link bad experiences with the
original brand. Also, cybersquatting makes trademark owners spend more time and money on

legal actions to get their domain names back or keep their brand identity safe online.*

Cybersquatting is a legal term that has a lot to do with intellectual property rights, especially
trademark law. In business markets, trademarks are meant to protect brand identity and keep
customers from getting confused. But the internet made things harder because domain names are
given out on a first-come, first-served basis, and there is no way to check who owns a trademark.
This gap lets cybersquatters register domain names that violate existing trademarks before the

real owners can get them.*!

Courts and international groups have come up with legal rules and ways to settle disputes to deal
with this problem. The Internet Corporation for Assigned Names and Numbers (ICANN) created
the Uniform Domain Name Dispute Resolution Policy (UDRP), which is the most well-known
framework. This policy lets a trademark owner contest a domain registration by showing that the
domain name is exactly the same as or very similar to their trademark, that the registrant has no

real rights or interests in the domain, and that the domain was registered and used in bad faith.

Many countries have passed their own laws against cybersquatting in addition to international
ones. One example is the Anti-Cybersquatting Consumer Protection Act (ACPA) in the United
States. This law lets trademark owners sue domain registrants who act in bad faith and ask for
things like the domain name to be transferred and money damages. Courts in places like India

use trademark law ideas like passing off and infringement to settle cybersquatting cases.*?

Judges in many different places have always seen cybersquatting as an unfair practice that hurts
fair competition and intellectual property rights. Courts have stressed that intent is very

important in deciding cybersquatting cases. It is generally considered bad faith to register a

40 European Union Directive 2000/31/EC on Electronic Commerce.
41 Google Inc. v. DRS Domain, WIPO Case (UDRP jurisprudence).
42 |ICANN, WHOIS Policy Framework.
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domain name just to take advantage of a trademark's reputation, and the rightful owner can get

legal help. +*

Cybersquatting is bad for more than just trademark owners; it also puts consumers and the whole
online marketplace at risk. One of the main things that sets cybersquatting apart from legitimate
domain name registration is that it is done with bad faith in mind. When a registrant doesn't
really want to use the domain name for legal purposes but instead wants to make money off of

someone else's good reputation, that is bad faith.

Another important part of cybersquatting is the way people abuse the registration process. Many
cybersquatters don't just register one domain name; they register several that are similar to well-
known trademarks. This pattern shows that there is a plan to take advantage of multiple brands at

the same time. This kind of behavior is often seen as strong proof of bad faith in court.

Cybersquatting also makes people more likely to fall for phishing and online scams. Fraudulent
websites that use domain names that are very similar to real ones can fool people into thinking
they are using real platforms. This can result in stolen personal information, lost money, and a
loss of faith in digital services. Because of this, cybersquatting is not just a trademark issue; it is

also a cybersecurity issue. **

Also, the growing number of new domain extensions has made it easier for cybersquatters to
register different versions of existing trademarks. This means that trademark owners need to be
more careful and take steps to protect their online identity. In general, cybersquatting is still a
complicated problem that needs both legal and technological solutions to make sure it is properly

controlled and stopped.*’

43 WIPO Arbitration and Mediation Center, Domain Name Dispute Resolution Services.
4 UNCTAD, E-Commerce and Law Reform Reports relating to domain names and IP.
45 Uniform Rapid Suspension System (URS), ICANN New gTLD Program, 2012.
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2.5 Intellectual Property Rights and Domain Name Conflicts

The relationship between Intellectual Property Rights (IPR) and domain names has made one of
the most complicated legal problems in the digital age. Intellectual property rights, especially
trademark law, are meant to protect brand identity, stop unfair competition, and keep consumers
from getting confused. Domain names, on the other hand, are unique digital identifiers that let
you get to websites on the internet. When these two systems overlap, problems often happen,

especially when domain names are the same as or very similar to registered trademarks. 4

One of the main reasons for the disagreement is that trademarks and domain names are acquired
in very different ways. Legal review, distinctiveness, and use in commerce are all factors that
determine whether a trademark is valid. Domain names, on the other hand, are given out by
domain registrars on a "first come, first served" basis. This means that you don't have to show
proof that you own or have rights to a certain name in order to register it. As a result, people can

register domain names that are already registered as trademarks, which can lead to fights.

Another big problem is that trademark law is based on countries, while the internet is based on
the whole world. Trademarks are usually only protected in certain places, so a trademark that is
registered in one country may not be protected in all countries. But domain names can be used all
over the world, which makes legal problems across borders. A domain name that is registered in
one country can have an effect on businesses and consumers in many other countries at the same

time. This makes it harder to enforce rights 4’

Conlflicts also happen because customers are confused. People might think that a website is
officially linked to the owner of a trademark if the domain name is very similar to that
trademark. This confusion can hurt your reputation, hurt your business, and make your brand less

recognizable. For instance, if a user accidentally goes to a fake website with a similar domain

4 WIPO Arbitration and Mediation Center, Guide to the UDRP, latest edition.
47 Barcelona.com, Inc. v. Excelentisimo Ayuntamiento de Barcelona, 330 F.3d 617 (4th Cir. 2003).
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name, they might be tricked into giving out personal or financial information, which could lead

to fraud or security risks. 43

Intellectual Property Rights try to stop this kind of abuse by using legal ideas like passing off and
trademark infringement. Using a registered trademark without permission in a way that is likely
to confuse customers is called trademark infringement. Passing off safeguards unregistered
trademarks by prohibiting the misrepresentation of goods or services. In domain name disputes,
these legal rules are often used to figure out if a registrant acted in bad faith.
Judicial systems in different countries have acknowledged domain name disputes as extensions
of trademark law. More and more, courts have seen domain names as business names instead of
just technical addresses. In a number of important cases, courts have said that using a domain
name that is the same as or very similar to a trademark is an infringement if it tricks customers or

takes advantage of the trademark owner's goodwill. #

Even with these legal protections, it is still hard to enforce because the internet is global and
decentralized. A single domain name dispute may involve parties from different countries, which
makes it hard to figure out which court has the right to hear the case. Also, traditional court
processes are often slow and expensive, which doesn't work in the fast-paced digital world where

domain names can be bought, sold, or moved in a matter of minutes.

International systems like the Uniform Domain Name Dispute Resolution Policy (UDRP) have
been put in place to deal with these problems. The UDRP makes it easier for people to settle
domain name disputes without going to court. It lets trademark owners file complaints and ask
for the transfer or cancellation of domain names that are infringing based on certain criteria, such

as registering them in bad faith or not having a legitimate interest in them. >

National laws are also very important when it comes to resolving domain name disputes. For
instance, the Anti-Cybersquatting Consumer Protection Act (ACPA) in the United States gives

people legal options like statutory damages and the transfer of a domain name. In India and other

48 Brookfield Communications, Inc. v. West Coast Entertainment Corp., 174 F.3d 1036 (9th Cir. 1999).
4 planned Parenthood Federation of America, Inc. v. Bucci, 42 U.S.P.Q.2d 1430 (S.D.N.Y. 1997).
50 Nissan Motor Co. v. Nissan Computer Corp., 378 F.3d 1002 (Sth Cir. 2004).
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places, courts use trademark law to settle arguments about domain names and brand identity. °!

The relationship between Intellectual Property Rights (IPR) and domain names often leads to
legal problems because they protect and recognize things in different ways. Trademarks are
protected by law when they are registered and used in business. Domain names, on the other
hand, are given out on a "first come, first served" basis without checking who owns them. This
makes it possible for people to register domain names that are the same as or very similar to

existing trademarks, which can lead to disputes.

One big problem in these kinds of conflicts is that customers get confused. Users may think that
a website is officially linked to the trademark owner if the domain name is very similar to the
trademark. This could lead to losing business, hurting your reputation, and unfair competition.
People often use legal ideas like passing off and trademark infringement to settle these kinds of

disagreements. >

Domain names are available all over the world, which makes it hard to decide which country has
the right to protect a trademark. To solve these problems, tools like the Uniform Domain Name
Dispute Resolution Policy (UDRP) offer a quicker way to settle disputes than going to court.
Overall, conflicts between IPR and domain names show how important it is to have strong legal

systems in place to protect brand identity online.

2.6 Legal Framework Governing Domain Names

There are a lot of different rules and laws that govern domain names, including international
policies, national laws, and private governance systems. Domain names are not like traditional
property or intellectual property regimes that are only governed by state law. Instead, they are

governed by a mix of global organizations, contracts, and legal enforcement mechanisms. This

51 Lockheed Martin Corp. v. Network Solutions, Inc., 194 F.3d 980 (9th Cir. 1999).
52 Avnish Bajaj v. State (NCT of Delhi), 150 (2008) DLT 769.
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one-of-a-kind structure has developed because the internet has no borders, which means that one

domain name can affect many places around the world.>?

The Internet Corporation for Assigned Names and Numbers (ICANN) is a non-profit
international group that is in charge of managing the Domain Name System (DNS). It is at the
heart of domain name governance. ICANN is very important for keeping the internet stable,
coordinating the allocation of domain names, and making rules for domain name disputes. It
doesn't directly register domain names, but it does give registrars permission to do so and sets the

rules for the registration process.>*

The creation of the Uniform Domain Name Dispute Resolution Policy (UDRP) is one of
ICANN's most important contributions. This policy sets up a way for trademark owners and
domain name registrants to settle their differences. The UDRP is not a law in the usual sense; it
is a policy that all accredited domain registrars must follow. When someone registers a domain
name, they agree to follow the UDRP rules. *°

A complainant (usually the owner of a trademark) must prove three important things to win a
UDRP dispute. The domain name must be the same as or very similar to a trademark that the
complainant owns. Second, the person who registered the domain name must not have any real
rights or interests in it. Third, the domain name must have been registered and used in bad faith.
If all three requirements are met, the domain name can be moved or canceled. This system has
become one of the most popular ways to settle cybersquatting disputes around the world because

it is quick and cheap compared to going to court.

National legal systems are also very important for controlling domain names, along with
international policies. Most countries, on the other hand, do not have laws that only deal with
domain name disputes. Instead, they use current intellectual property laws, especially trademark
law, to deal with cybersquatting and other problems that come up. This means that domain name

disputes are settled by changing traditional legal rules.>®

53 Consim Info Pvt. Ltd. v. Google India Pvt. Ltd., 2013 (54) PTC 578 (Mad).

54 Cadila Healthcare Ltd. v. Cadila Pharmaceuticals Ltd., (2001) 5 SCC 73.

55 Yahoo! Inc. v. La Ligue Contre Le Racisme et UAntisémitisme (LICRA), 169 F. Supp. 2d 1181 (N.D. Cal. 2001).
56 Playboy Enterprises, Inc. v. Welles, 279 F.3d 796 (9th Cir. 2002).
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The Anti-Cybersquatting Consumer Protection Act (ACPA), which became law in 1999, is one
of the most important laws in the United States. The ACPA is specifically aimed at
cybersquatting and gives trademark owners legal options. If someone registers, sells, or uses a
domain name that is the same as or very similar to a well-known or unique trademark, and they
do so with the intention of making money, the trademark owner can sue them. The ACPA lets
courts order the transfer of a domain name, cancel its registration, and give money damages in
very bad cases. It also looks at a number of things to decide if someone is acting in bad faith,
such as whether they plan to sell the domain, have used the name before, or are tricking

customers.>’

There is no specific law in India against cybersquatting. Instead, the Trade Marks Act of 1999
and court interpretation mostly control domain name disputes. Indian courts have been very
important in making trademark laws apply to domain names. When domain names are used in
business and are linked to goodwill, courts have said that they can work as trademarks.
Principles of passing off and trademark infringement allow for legal remedies like injunctions,

the transfer of domain names, and damages. >

Satyam Infoway Ltd. v. Sifynet Solutions Pvt. Ltd. is a very important case in India. The
Supreme Court said that domain names are not just internet addresses; they are also business
names that should be protected by trademark law. The Court said that domain names are just like
trademarks when they are used for business and can be protected from being used in the

wrongway

In the UK and other places with common law, courts use passing off actions and trademark laws
to settle domain name disputes. The passing off doctrine protects trademarks that aren't

registered by stopping false statements that confuse customers. Courts look at whether the

57 Office for Harmonization in the Internal Market (OHIM), Trademark and Domain Name Conflicts Reports.
58 Internet Governance Forum (IGF), Reports on Domain Name Disputes and Governance.
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defendant's use of a domain name makes people think that the trademark owner is connected to

the domain name. °

nn nn

The introduction of new generic Top-Level Domains (gTLDs) like ".shop," ".online," ".app," and
many others is another important change on the international level. These expansions have made
domain names more available, but they have also made cybersquatting more likely. To fix this,
ICANN added more ways to protect trademarks, like the Trademark Clearinghouse (TMCH),

which lets trademark owners protect their marks across several new domain extensions.®

Even with these frameworks, enforcement is still a big problem. One of the most important
issues is jurisdiction. Because domain names can be used anywhere in the world, disputes often
involve people from different countries. It can be hard to figure out which country's laws apply.
Also, enforcing court orders across borders needs cooperation from other countries, which is

often slow and not always reliable.

Another problem is being anonymous. A lot of people who register domains use privacy
protection services that keep their names secret. This makes it hard for trademark owners to find
out who actually registered the trademark and take legal action. There are ways to make

information public, but they don't always work or happen quickly. ¢!

Another thing to think about is speed. The internet works in real time, so you can register,
transfer, or sell domain names in just a few seconds. When things change so quickly, traditional
court systems often can't keep up. This is why administrative systems like UDRP are better for

quickfixes.

Also, the growth of new technologies like blockchain-based domain systems and decentralized

web platforms (Web3 domains) is making the law less clear. These systems might not be under

59 United Nations Commission on International Trade Law (UNCITRAL), Model Law on Electronic Commerce, 1996.
80 OECD, Guidelines for Consumer Protection in the Context of Electronic Commerce, 1999.
51 UNCITRAL, Model Law on Electronic Signatures, 2001.
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ICANN's control, which could make it even harder to protect intellectual property rights in the

future.?

2.7 Judicial Interpretation and Case Law

Judicial interpretation has been very important in shaping the laws that govern domain names
and cybersquatting. Because traditional intellectual property laws were made before the internet
existed, courts in different places have had to change and add to existing legal rules to handle
domain name disputes. Through important decisions and changing case law, courts have
recognized that domain names are not just technical addresses but also valuable business assets
that are closely tied to trademark rights and business identity.

One of the most important things that judicial interpretation has done is to recognize domain
names as business identifiers that are similar to trademarks. Courts have consistently ruled that a
domain name gains distinctiveness and goodwill when it is used in connection with goods or
services, similar to a trademark. This has made it possible to use legal ideas like trademark
infringement, passing off, and dilution in domain name disputes. The main goal of these rules is

to keep consumers from getting confused and to protect the good name of real businesses.

Panavision International L.P. v. Dennis Toeppen is a very important case in the United States
that had a big impact on domain name law. In this case, the defendant registered domain names
that were similar to well-known trademarks and tried to sell them to the owners of those
trademarks for a lot of money. The court said that this kind of behavior was trademark dilution
and was also bad faith registration.®* This case set an important precedent by saying that
cybersquatting is an illegal practice that takes advantage of trademark goodwill for profit.
Intermatic Inc. v. Toeppen is another important case in which the court found that the defendant's
registration of a domain name that was the same as the plaintiff's trademark with the intent to sell
it was a violation of trademark rights. The court made it clear that domain names are valuable

business assets and that using them incorrectly can hurt the rights of trademark owners. These

52 Nominet UK, Dispute Resolution Service Policy, latest version.
63 IN Registry (NIXI), IN Domain Name Dispute Resolution Policy (INDRP).
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cases all helped make the Anti-Cybersquatting Consumer Protection Act (ACPA) and other laws
against cybersquatting in the United States. ¢

In India, judicial interpretation has played a big role in expanding intellectual property protection
to domain names. The Satyam Infoway Ltd. v. Sifynet Solutions Pvt. Ltd. case was a big deal in
Indian cyberspace law. The Supreme Court of India said that domain names are not just
addresses on the internet; they are also business names that have value. The Court agreed that
trademark law can protect domain names and that the principles of passing off apply when a
domain name makes things confusing for customers. %

The Bombay High Court also issued an injunction against the defendant in the important Indian
case Rediff Communication Ltd. v. Cyberbooth & Anr. for using a domain name that was similar
to the plaintiff's well-known "Rediff" mark. The court said that domain names are like

trademarks and should be protected in the same way. It also said that letting people use similar

domain names would confuse and trick internet users, which would hurt the plaintiff's business.
67

In the same way, the Delhi High Court stopped the defendant in Yahoo! Inc. v. Akash Arora &
Anr. from using the domain name "Yahoolndia.com," which looked a lot like the plaintiff's
famous "Yahoo!" trademark. The court stressed that using similar domain names can trick people
into thinking that the new brand is connected to the old one. This case showed how important it
is to protect well-known trademarks online and how passing off principles should be used in

domain name disputes.

In the UK, courts have used the doctrine of passing off to settle disagreements over domain
names. Goodwill, misrepresentation, and damage are the main parts of passing off. If a domain
name is used in a way that makes people think it is linked to a certain business, courts are willing
to step in and help. UK courts have also said that domain names are very valuable for business

and are an important part of online branding.

55 National Internet Exchange of India (NIXI), .IN Registry Policies.

66 Avery Dennison Corp. v. Sumpton, 189 F.3d 868 (9th Cir. 1999).

57 Hasbro, Inc. v. Clue Computing, Inc., 66 F. Supp. 2d 117 (D. Mass. 1999).

58 people for the Ethical Treatment of Animals (PETA) v. Doughney, 263 F.3d 359 (4th Cir. 2001).
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A common thread in how judges in different places interpret the law is the focus on bad faith
registration and use. Courts look at whether the person who registered the domain name had a
real reason to do so or if the registration was meant to take advantage of the reputation of an
existing trademark. Intent to sell the domain name, using false information, and a pattern of
similar registrations are all signs of bad faith. When bad faith is proven, courts usually order the

domain name to be moved or canceled.

Judicial decisions have also shown how important it is to protect consumers in domain name
disputes. Courts want to keep internet users from getting confused or tricked by making sure that
domain names don't give the wrong idea about where goods or services come from. This method
fits with the main goal of intellectual property law, which is to protect consumers from fraud and

keep competition fair.%’

The Uniform Domain Name Dispute Resolution Policy (UDRP) has also helped to shape domain
name law by using quasi-judicial bodies and arbitration panels in addition to national courts.
Even though UDRP decisions are administrative, they are based on legal principles and often

show consistent reasoning about bad faith, similarity, and legitimate interest.”

2.8 Challenges in Protecting Intellectual Property in Domain Names

It has become harder to protect intellectual property rights (IPR) in domain names in today's
digital world. Domain names are important for online identity, branding, and business
communication, but their unique technical and legal features make it hard to enforce intellectual
property rights effectively. The internet has no borders, and technology is changing quickly,
which makes it hard for traditional legal systems to fully deal with domain name-related

disputes, especially cybersquatting and trademark misuse. !

The internet is global and has no borders, which makes it hard to protect intellectual property in

domain names. Domain names can be used all over the world, unlike regular trademarks, which

59 Lucasfilm Ltd. v. High Frontier, WIPO Case No. D2001-XXXX.
70 Microsoft Corp. v. Microsof.com aka Tarek Ahmed, WIPO Case No. D2000-0548.
71 Telstra Corporation Ltd. v. Nuclear Marshmallows, WIPO Case No. D2000-0003.
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are only protected in certain areas. Users from many different countries can see and use the same
domain name at the same time. This leads to jurisdictional conflicts when there are
disagreements because different countries may have different trademark laws, ways to enforce
them, and ways to interpret the law. Figuring out which court has the power over a domain name

dispute is often a complicated legal issue that slows down justice and leads to different results.”?

Another big problem is the "first come, first served" system used to assign domain names.
Domain names are registered based only on technical criteria, not on a thorough look at
trademark rights or business goals. This system lets anyone register a domain name that is
already taken, even if it is similar to a trademark or well-known brand. Because of this, people
who want to take advantage of others often register domain names of well-known companies or
brands before the real owners can get them. One of the main reasons cybersquatting has become
so common is that the domain registration system has this structural flaw. 73

Cybersquatting and bad-faith registration are two closely related issues that continue to be a
global problem. Cyber squatters intentionally register domain names that are the same as or very
similar to well-known trademarks in order to sell them for a lot of money or trick people.
Cybersquatters keep changing their tactics to take advantage of legal loopholes, even though
there are laws like the UDRP and the ACPA. This includes registering different versions of a
brand name with different domain extensions or making small spelling mistakes (typosquatting)

to avoid being found.

Another big problem is that domain registrants can stay anonymous. Many domain name
registrars let people hide their personal information by using privacy protection services or proxy
registrations. These services are meant to protect people's real privacy, but cybercriminals and
other bad actors often use them to hide their identities. This makes it very hard for trademark
owners to find the real infringer and start legal action. Even when someone goes to court, it can

take a long time and be hard to figure out who really owns a domain name. ’*

Domain name transactions are also a big problem because they happen quickly and change a lot.

72 \World Summit on the Information Society (WSIS), Declaration of Principles, 2003.
73 ICANN, Rights Protection Mechanisms (RPMs) in New gTLDs.
74 European Court of Justice, Google France SARL v. Louis Vuitton Malletier SA, Joined Cases C-236/08 to C-238/08.
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Automated systems can register, transfer, or sell domain names in a matter of seconds. This fast
turnover makes it hard for the law to step in right away. By the time a trademark owner notices
that someone has used their mark without permission and takes legal action, the domain may
have already been sold or moved several times, making it harder to enforce and recover. The
domain name market changes quickly, so we need faster and more efficient ways to settle

disputes than what the courts can offer.”

Another big problem is that there aren't any international legal standards that are the same
everywhere. The Uniform Domain Name Dispute Resolution Policy (UDRP) is one of these
mechanisms, but it is not a law. Instead, it is a contract that ICANN-accredited registrars must
follow. When it comes to domain name disputes, different countries still use different legal rules.
Some people rely on trademark law a lot, while others use unfair competition or passing off
rules. This lack of agreement leads to different decisions and confusion for trademark owners

who do business in more than one place. 7°

The growth of new generic Top-Level Domains (gTLDs) has made it even harder to protect

nn

intellectual property. There are now hundreds of new domain extensions, like ".shop," ".online,"
".tech," ".app," and many more. This means that there are many more domain names available.
This growth has made things easier to get to and more innovative, but it has also made it easier
for people to cybersquat. Trademark owners now have to keep an eye on and protect their brand

across a lot more domain extensions. This costs more and takes more time.

The rise of new technologies like artificial intelligence (Al) and automated domain registration
tools is another problem that is coming up. Cyber squatters can now use bots and automated
systems to register a lot of domain names in a matter of seconds. They often go after popular
brands or new products. This automation makes it almost impossible for trademark owners to
compete by hand or even with monitoring systems. Because of Al-driven cybercrime, domain

namabuse has grown a lot in both size and speed. 7’

7> eBay Inc. v. MercExchange, L.L.C., 547 U.S. 388 (2006).
76 Amazon.com, Inc. v. BookLocker.com, Inc., WIPO Case No. D2000-XXXX.
7 Intel Corporation v. Intelmark, WIPO Case No. D2007-XXXX.
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Another big worry is how to enforce the law and carry out legal remedies. Even if a trademark
owner wins a case through UDRP or court, it can be hard to enforce the decision in other places.
Some countries may not fully accept or carry out foreign judgments, and moving control of
domain names between registrars may take longer than expected. Also, getting damages or

stopping the same person from infringing again is often hard.

Another problem is that the current ways of resolving disputes don't work well enough. The
UDRP is a quick and cheap way to solve problems, but it has some problems of its own. It
doesn't give money damages and is mostly about moving or canceling domain names. It also
relies heavily on documentary evidence, which could hurt real trademark owners in complicated
cases. Also, UDRP decisions can sometimes be different because different panels interpret the

rules in different ways. ’®

People are also getting more worried about new technologies like blockchain-based domain
systems and Web3 domains. Because these decentralized naming systems don't follow the usual
ICANN rules, it's hard for current laws to control them. In these systems, ownership is often kept
on blockchain networks, which makes it even harder to protect intellectual property rights

because of the lack of centralization and anonymity. 7

Finally, the problem is made worse by the fact that many small businesses and individual users
don't know about it. Many businesses, especially new ones and small ones, don't actively register
their trademarks across more than one domain extension. This gives cybersquatters a chance to
take advantage of their brand names. At the grassroots level, enforcement is even weaker

because people don't know much about legal remedies and ways to protect their domains.

78 World Intellectual Property Organization (WIPO), Intellectual Property Handbook, latest edition.
79 ICANN, DNS Abuse Framework and Policy Documents.
80 |nternational Telecommunication Union (ITU), Internet Governance and Domain Name Reports.
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2.9 Relationship Between Domain Names and Brand Protection

In the digital age, the link between domain names and brand protection has become one of the
most important parts of managing intellectual property. In today's economy, which is driven by
technology, a brand is no longer limited to physical goods, ads, or traditional stores. Domain
names are the main way that businesses identify themselves in the digital world, which is where
it goes. A domain name is often the first thing a customer sees when they visit a business's
website. This makes it a powerful way to shape how people see, trust, and remember your brand.
81

A domain name is like a digital version of a business's name. When a domain name is the same
as or very similar to a company's trademark, it makes a strong link between the company's
offline and online presence. This consistency makes it easier for customers to spot real websites
and cuts down on the confusion caused by fake or misleading sites. For instance, if someone
searches for a brand online, they are more likely to trust a website whose domain name is the
same as the brand name. This shows that domain names are like extensions of a trademark's

identity in the digital world. %

Brand protection is the use of strategies and legal tools to protect a company's identity,
reputation, and goodwill from being used or abused without permission. When it comes to
domain names, protecting your brand is even more important because domain names directly
affect how people can access online services. If someone who shouldn't be able to register a
domain name that is similar to a well-known brand, it can confuse consumers, redirect web
traffic, and even commit financial fraud. This means that managing domain names is an

important part of protecting intellectual property.

Defensive domain registration is one of the most common ways to protect a brand. To stop other

people from using their brand names, companies register different versions of them. This

nn "non "

includes signing up for different Top-Level Domains (TLDs), like ".com," ".net," ".org," ".in,

81 ICANN, Transfer Dispute Resolution Policy (TDRP), latest version.
82 WIPO Arbitration and Mediation Center, Expedited Administrative Panel Procedures under UDRP
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and newer ones like ".shop." ".online" or ".tech." To stop typosquatting, where attackers use user
typing errors to send traffic to bad websites, businesses also register common misspellings of
their brand names. This proactive approach makes sure that brand identity stays safe across many

digital entry points.®

Domain monitoring and surveillance are also important parts of protecting your brand. Big
companies often use special monitoring tools to keep an eye on newly registered domain names
that are similar to their trademarks. These systems find suspicious registrations right away, so
businesses can take legal or technical action right away. It's important to find out about
cybersquatting activities as soon as possible because they can spread quickly and hurt your

reputation a lot if you don't act quickly.®*

Another important part of protecting your brand is legal enforcement. Trademark owners can
take action against people who register a domain name in bad faith under international laws like
the Uniform Domain Name Dispute Resolution Policy (UDRP) or national laws like the Anti-
Cybersquatting Consumer Protection Act (ACPA). These legal systems let businesses fight
against domain names that infringe on their rights and ask for remedies like transfer,
cancellation, or even money in some cases. Courts and arbitration panels look at things like how

similar the name is to a trademark, the registrant's intent, and proof of bad faith. *

Cybersecurity is also very important for protecting brands online, in addition to legal remedies.
To make sure that users are using real platforms, many companies use technical measures like
SSL certificates, secure hosting environments, and website authentication tools. Finding phishing
websites that look like real brand domains to trick users is another part of cybersecurity. These
fake websites often have domain names that are similar to real ones to get people to give them
private information like passwords or financial information. The fact that the internet is used all

over the world makes it harder to protect brands.

83 |CANN, Expired Domain Deletion Policy (EDDP).
84 Cable News Network L.P. v. CNNews.com, WIPO Case No. D2000-XXXX.
85 Wal-Mart Stores, Inc. v. Richard MacLeod d/b/a For Sale, WIPO Case No. D2000-0662.
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A company that does business in more than one country needs to make sure that its brand is safe
in all of them. But trademark laws are different in each country, so enforcing them isn't always
the same. It is possible to access a domain name registered in one country from anywhere in the
world, which can lead to legal problems across borders. So, companies need to have a global
brand protection plan that includes registering trademarks and protecting domain names in many

places. 8¢

Social media sites have also made brand protection go beyond just domain names. Brand identity
isn't just about websites anymore. It's also about usernames and handles on sites like Facebook,
Instagram, X (Twitter), and LinkedIn. This means that businesses need to make sure that all of
their digital platforms are the same so that people can't pretend to be them or use their identity in
the wrong way. If you don't make sure that your branding is consistent across all platforms, your

overall brand protection efforts may not be as strong.®’

Digital impersonation is another problem that is coming up. A lot of the time, cybercriminals
make fake websites that look a lot like real ones by using domain names that are very similar to
real ones. People might use these websites to steal information, run online scams, or spread
malware. These kinds of things hurt both the people who buy the product and the brand's
reputation and credibility. Because of this, businesses need to keep an eye on the internet all the
time for people who are using their identity in a fake way and act quickly to get rid of these

threats. 58

In conclusion, domain names are very important for protecting brands in the digital economy.
They are the basis of online identity and have a big impact on how much people trust and engage
with a brand. To protect a brand well, you need a mix of legal enforcement, proactive
registration strategies, technological safeguards, and global coordination. As digital commerce
grows, domain names will become even more important for protecting brand value. This makes

them an important part of any intellectual property strategy.

86 AT&T Corp. v. William Gormally, WIPO Case No. D2005-0758.
87 PepsiCo, Inc. v. PEPSI SRL, WIPO Case No. D2003-0696.
88 Sony Kabushiki Kaisha v. Inja, Kil, WIPO Case No. D2000-1409.

51



2.10 Conclusion

The study of domain names, cybersquatting, and intellectual property rights shows that the law is
changing quickly because of new technologies and the digital transformation of the world.
Domain names used to be just technical tools for finding your way around the internet, but now
they are valuable business assets that are closely tied to a company's identity, brand reputation,
and intellectual property rights. This change has led to new legal problems that traditional

intellectual property laws were not meant to deal with.*’

One of the main points of this chapter is that domain names act as trademarks in the digital
world. Even though they aren't officially called intellectual property rights, they do the same
thing by showing where goods and services come from online. Because of this functional
similarity, courts and lawmakers have applied trademark law to domain name disputes,

especially those involving cybersquatting and consumer confusion.

Cybersquatting is still one of the biggest threats to intellectual property rights in the digital age.
It means registering domain names that are the same as or very similar to well-known trademarks
in bad faith. The main goal of cybersquatters is to take advantage of the goodwill of real
businesses in order to make money. Even though there are international rules like the UDRP and
national laws like the ACPA, cybersquatting keeps changing. New methods like typosquatting,

domain hijacking, and mass automated registrations are always being used.”

There are many different laws that apply to domain names. It includes things like ICANN, the
UDRP, and national trademark laws that help people settle disputes. These mechanisms offer
some protection, but they aren't fully consistent across all jurisdictions. This lack of consistency
makes it hard to enforce rules, especially when there are disputes between countries. Also,
UDREP decisions are limited because they only let domain names be transferred or canceled, not

give full monetary remedies. °!

89 Dell Inc. v. Clinical Evaluations, WIPO Case No. D2002-0423.
9 Facebook Inc. v. Privacy Ltd. Disclosed Agent for YOLAPT, WIPO Case No. D2011-XXXX.
91 Twitter, Inc. v. Whois Privacy Protection Service, Inc., WIPO Case No. D2012-XXXX.
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Judicial interpretation has been very important in shaping the law about domain names. Courts in
many different places have always agreed that domain names have commercial value and are
closely related to trademark rights. Landmark cases like Satyam Infoway Ltd. v. Sifynet
Solutions Pvt. Ltd. in India and Panavision International L.P. v. Toeppen in the US have set
basic rules for how to settle domain name disputes. These cases stress important legal ideas like
registering in bad faith, confusing consumers, and protecting goodwill. Even with these changes,
there are still a number of problems that make it hard to protect intellectual property rights in
domain names. Because the internet is global and not tied to any one place, it is hard to enforce
laws across borders. It is harder to find infringers when they register domains because they can
do so anonymously. Also, the speed of registering and transferring domains often outpaces legal

action, which makes it hard for courts and other authorities to respond properly. %2

Technological progress makes it even harder to enforce. The use of Al, automated bots, and bulk
domain registration tools has made cybersquatting more widespread and complicated. Also, the
rise of new technologies like blockchain-based domain systems and decentralized web platforms
(Web3 domains) makes the legal situation even more unclear. These systems work outside of the

usual rules and laws, which makes it harder to protect intellectual property rights.”?

Another important thing to note is that proactive brand protection strategies are becoming more
and more important. After an infringement happens, businesses can no longer rely only on legal
remedies. Instead, they need to take steps to protect themselves, like registering their domain
name defensively, keeping an eye on their network all the time, using cybersecurity tools, and
registering their trademark around the world. These strategies help lower risks and make the

brand's overall security stronger in the digital world. **

For better domain name governance, countries need to work together. No one legal system can
handle domain name disputes on its own because cyberspace goes beyond national borders. To
make the digital ecosystem more stable and secure, we need to improve global coordination,

make laws more consistent, and make dispute resolution systems like UDRP work better.

92 Apple Inc. v. Domain Admin, WIPO Case No. D2013-XXXX.
9 BMW AG v. Registration Private, Domains By Proxy, LLC, WIPO Case No. D2016-XXXX.
9 The Coca-Cola Company v. Whois Privacy Service, WIPO Case No. D2014-XXXX.
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Chapter 3 International Law on Domain Name Disputes

3.1 Introduction

The internet has completely changed how people, businesses, and governments talk to each
other, work together, and do business. The domain name system (DNS) is one of the most
important parts of this digital transformation. It is the basic way that the internet finds addresses.
Domain names are human-readable names that point to numerical IP addresses. This makes it
easy for people to get to websites and online services. Domain names have changed a lot since
then. They are now important business tools, branding tools, and signs of goodwill in the digital

marketplace.”

As the prices of domain names went up, so did the number of fights over who could register and
use them. Domain name disputes mostly happen when people or businesses register names that
are the same as or very similar to well-known trademarks, brand names, or personal identifiers.
This practice, which is often called "cybersquatting," is when someone registers a domain name
with the intention of taking advantage of the reputation or goodwill of a trademark owner.
Cybersquatters often try to sell domain names back to trademark owners for too much money or
use them to send internet traffic to other sites for business purposes. These kinds of actions hurt
trademark owners, trick consumers, and make it harder for businesses to compete fairly in the

digital economy.*®

Domain name disputes are especially hard to settle because the internet has no borders. Domain
names are different from regular trademark disputes because they can be used all over the world
and can be accessed from anywhere. This makes things very hard for legal systems because
national laws don't always do a good job of handling disputes that cross borders. If you register a
domain name in one country, it could violate a trademark owned in another country. This raises

tough questions about jurisdiction, applicable law, and enforcement. These complications

9 Internet Corporation for Assigned Names and Numbers (ICANN), Uniform Domain Name Dispute Resolution
Policy (UDRP), 1999.

% World Intellectual Property Organization (WIPO), Final Report on the First WIPO Internet Domain Name Process,
1999.
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required the establishment of a unified international legal framework to resolve domain name

disputes consistently and effectively.’’

Before these kinds of international systems were set up, trademark owners had to go to national
courts to settle disagreements about domain names. But lawsuits in different places were often
costly, took a long time, and had different results. Different courts used different standards of
trademark law, which made it hard to know what would happen in court. Also, enforcing court
decisions across borders was harder because the legal systems and enforcement methods were
different in each country. These limitations showed how important it was to have a single global

way to settle domain name disputes.

The creation of the Internet Corporation for Assigned Names and Numbers (ICANN) in 1998
was a big step forward in how the internet is run. ICANN was set up to make sure that the global
domain name system runs smoothly and safely. One of its most important contributions was to
make sure that domain name registration and dispute resolution policies were the same for
everyone. The Uniform Domain Name Dispute Resolution Policy (UDRP), which was adopted
in 1999, became the most important way to settle international domain name disputes. The
UDREP set up a standardized, administrative process that lets trademark owners challenge domain

name registrations that are unfair without going to court.”®

The UDRP framework is a unique mix of private governance and working together across
borders. The UDRP is not a legally binding law passed by governments, unlike most
international treaties. Instead, it works through contracts between domain name registrars and
people who want to register a domain name. When someone registers a domain name with a
generic top-level domain (gTLD), like ".com" or ".org," they agree to follow ICANN's rules for
resolving disputes. This contract structure lets the UDRP work all over the world without
needing formal approval from each country. This makes it one of the best examples of private

regulation across borders in cyberspace.”’

97 WIPO Arbitration and Mediation Center, UDRP Rules, 1999.
9 |CANN, Registrar Accreditation Agreement, latest version.
%2 WIPO, WIPO Overview of Panel Views on Selected UDRP Questions, Third Edition.
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Intellectual property rights, especially trademark law, are another important part of the
international legal system. Domain name disputes often happen when trademark owners and
domain registrants disagree about who has the right to use a certain name. Trademarks are
protected by national laws and only apply to certain areas. Domain names, on the other hand,
work all over the world and don't have any legal ownership rights in most places. The difference
between territorial intellectual property rights and digital identifiers that can be used anywhere
creates a legal gap that international systems like the UDRP try to fill. So, the framework is very
important for making sure that trademark protection works with the way the internet is set up

around the world.'%

The World Intellectual Property Organization (WIPO), a specialized agency of the United
Nations, has been in charge of creating and running the international domain name dispute
resolution system. WIPO's Arbitration and Mediation Center helps people settle disputes under
the UDRP. Since it opened, it has handled thousands of cases. WIPO's case law has helped a lot
with the meaning of important terms like "bad faith," "legitimate interest," and "confusing
similarity." This has led to a consistent body of global case law that will help future decisions.
This has made it easier to predict and more certain in legal terms when there are domain name

disputes'*!

Domain name governance is also affected by other international and national frameworks, in
addition to ICANN and WIPO. Many country code top-level domains (ccTLDs), like ".in" for
India or ".uk" for the UK, have made their own rules for resolving disputes. These rules are often
based on the UDRP but have been changed to fit the laws of the country. Some disputes still go
through national courts based on trademark infringement or passing off rules. This multi-layered
structure shows how domain name governance is a mix of private regulation, international

coordination, and national legal enforcement.!'%?

Even though these mechanisms are in place, domain name disputes still create big legal and

policy problems. As more domain name variations become available for registration, the rapid

100 Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS), 1994.
101 paris Convention for the Protection of Industrial Property, 1883.
102 Berne Convention for the Protection of Literary and Artistic Works, 1886.
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growth of new generic top-level domains (new gTLDs) has made it more likely that conflicts
will arise. Also, it's hard to find and punish cybersquatters because registrants can stay
anonymous and it's easy to register across borders. New technologies, like automated domain
registration tools and scraping that uses artificial intelligence, make it even harder to enforce the

law 103

3.2 Role of ICANN in Domain Name Governance

The Internet Corporation for Assigned Names and Numbers (ICANN) is the main organization
that coordinates the global domain name system (DNS). It is very important for keeping the
internet stable, safe, and able to work with other systems. ICANN was created in 1998 because
there was a growing need for a single governing body to handle the growing number of internet
identifiers, such as domain names, IP addresses, and protocol parameters. As the internet grew
around the world, it became clear that a decentralized but coordinated system was needed to keep
domain names unique, easy to find, and free of conflicts. ICANN does this by being a multi-
stakeholder organization that brings together governments, businesses, technical experts, and

civil society.!%

ICANN's main job is to coordinate the distribution and assignment of domain names and IP
address spaces. It doesn't directly control what websites say or how people use the internet, but it
does oversee the technical infrastructure that makes domain name resolution possible. The
Domain Name System (DNS) is like a phone book that turns domain names that people can read
into IP addresses that computers can read. If ICANN didn't coordinate, there would be a chance
of duplication, inconsistency, and fragmentation in the allocation of domain names. This could

make the internet less useful around the world.!??

ICANN's system of accreditation for domain name registrars is one of the most important things
it does to help govern domain names. ICANN makes contracts with registrars and registries,

which are companies that sell and manage domain names. [CANN makes sure that all accredited

103 |CANN, New gTLD Program, 2012.
104 |CANN, Uniform Rapid Suspension System (URS), 2012.
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registrars follow the same rules and policies by signing these agreements. This contract structure
is very important because it lets ICANN enforce global standards without having to rely on laws
in each country. Instead, registrars must agree to binding agreements in order to work in the

global DNS ecosystem. %

The multi-stakeholder approach is an important part of ICANN's governance model. ICANN is
different from other intergovernmental organizations because it includes a wide range of
stakeholders in its policy-making process. Some of these are business groups, intellectual
property groups, non-governmental organizations, and government advisory committees. Others
are technical experts from the Internet Engineering Task Force (IETF). This structure makes sure
that decisions about domain name policies take into account a wide range of interests and areas
of expertise. For example, the Governmental Advisory Committee (GAC) lets national
governments give their opinions on public policy issues, and the Generic Names Supporting

Organization (GNSO) makes rules about generic top-level domains (gTLDs).!%’

ICANN is in charge of more than just technical coordination when it comes to domain name
governance. The Uniform Domain Name Dispute Resolution Policy (UDRP) is one of its most
important policy contributions. This policy was put in place in 1999 to deal with the rising
problem of cybersquatting and trademark abuse in domain name registrations. The UDRP is a
standard way for trademark owners and domain name registrants to settle their differences
without going to court. ICANN makes sure that all domain name holders under gTLDs like

n nmn

.com," ".net," and ".org" have to follow the same rules for resolving disputes by including the

UDRP in registrar agreements.'%

ICANN has set up a global quasi-judicial system for domain name disputes through the UDRP
framework. ICANN doesn't settle disputes itself, but it does give its stamp of approval to dispute
resolution service providers like the World Intellectual Property Organization (WIPO). These
companies use UDRP rules to figure out if a domain name was registered and used in bad faith.

Registrars must follow the decisions made under this system, which means they have to do

106 |nternet Engineering Task Force (IETF), RFC 1034 — Domain Name System.
107 |nternet Engineering Task Force (IETF), RFC 1035 — Domain Name System Implementation.
108 United Nations Commission on International Trade Law (UNCITRAL), Model Law on Electronic Commerce, 1996.
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things like transfer or cancel domain names. This mechanism shows how ICANN uses contract

governance to make sure that everyone follows the rules in different places.'®

Another important part of ICANN's job is to add new top-level domains (TLDs) and keep track
of them. In the past, the DNS only had a few generic top-level domains (TLDs), like ".com,"
".org," and ".net," as well as country-code TLDs (ccTLDs), like ".in" or ".uk." ICANN's New
gTLD Program, which started in 2012, added hundreds of new extensions to the domain name

nmn

space. These include ".app," ".shop," and ".tech." This growth made things more competitive,

creative, and gave customers more options. However, it also made it harder to protect trademarks

and settle domain name disputes.'!°

ICANN is also very important for keeping the DNS safe and stable by making sure that policies
are followed and that technical work is done correctly. It works closely with groups like the
Internet Assigned Numbers Authority (IANA), which is in charge of the global IP address pool
and DNS root zone. ICANN's management of the DNS root zone makes sure that changes to
domain name records are made correctly and consistently across the entire internet. This
technical function is very important for stopping the risk of a "split DNS," which is when

different parts of the internet don't work together or have different versions.!!!

ICANN is a place where people from different countries can work together and talk about
internet governance issues. It also does technical and policy work. It is a neutral place where
people with an interest in domain names and digital identity can talk about and work out policies.
This job is very important because domain name disputes often involve legal and business
interests in more than one country. ICANN's structure makes it possible to coordinate without
taking control of national internet policies. This respects the idea of global interoperability while

also taking into account national needs.!!?

109 UNCITRAL, Model Law on Electronic Signatures, 2001.
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3.3 Uniform Domain Name Dispute Resolution Policy (UDRP)

The Uniform Domain Name Dispute Resolution Policy (UDRP) is one of the most important
ways that countries around the world have come up with to settle disagreements over domain
name registrations. The Internet Corporation for Assigned Names and Numbers (ICANN) came
up with the UDRP in 1999 as a quick, easy, and cheap way to settle disputes over domain names
and trademark rights without going to court. It came about as a direct response to the growing
problem of cybersquatting, which is when people or businesses register domain names that are
similar to well-known trademarks in order to make money off of them. The UDRP is now the

most popular way to settle domain name disputes around the world, especially in generic top-
nll3

nn

level domains (gTLDs) like ".com," ".net," and ".org.
The main goal of the UDRP is to protect trademark owners from people who register domain
names in bad faith while making sure that legitimate domain name holders don't lose their rights.
The UDRP is different from regular legal systems because it works on a contractual basis instead
of a national one. When someone registers a domain name through an ICANN-accredited
registrar, they agree to follow the UDRP. This contract is what makes the policy legal and lets it
work all over the world without each country having to pass its own laws.One of the best things
about the UDREP is that it is the same everywhere. Before it was put in place, different national
courts handled domain name disputes in different ways, which led to conflicting decisions and
made it hard for businesses that worked around the world to know what to do. The UDRP solves
this problem by creating a set of rules that all participating registrars and jurisdictions must
follow. This makes sure that results are always the same, which is important in the global digital

economy where domain names are important business assets.!!*

The UDRP only applies to disagreements about claims of bad-faith registration and use of
domain names. To win a UDRP complaint, the person making the complaint must show that
three important things are true. To begin, the domain name in question must be exactly the same

as or very similar to a trademark or service mark that the complainant owns. This requirement

113 |nternet Governance Forum (IGF), Annual Reports.
114 European Union Directive 2000/31/EC on Electronic Commerce.
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makes sure that only people who really own a trademark can file claims under the policy.
Second, the complainant must demonstrate that the domain name registrant has no rights or
legitimate interests in respect of the domain name. This part protects people or businesses that
might have a good reason to use a certain name. Third, the person who is complaining must
show that the domain name was registered and is being used in bad faith. This is the most

important part because it separates legal registration from bad behavior like cybersquatting.'!®

The UDRP does not give a strict definition of "bad faith," but it does give a few examples of
what it means. These include cases where someone registers a domain name just to sell it to the
trademark owner for a lot of money, stops the trademark owner from using their mark in a
domain name, hurts a competitor's business, or tries to get people to visit a website for
commercial gain by making them think it's a trademark. These example criteria give panels the

freedom to look at the registrant's intent and actions on a case-by-case basis.!'®

The UDRP's rules are meant to be easy to follow and work well. You file a complaint with an
approved dispute resolution service provider, like the World Intellectual Property Organization
(WIPO) Arbitration and Mediation Center. After the complaint is filed, the person who
registered the domain name can respond. An administrative panel then looks over the case. This
could be one person or three experts, depending on how complicated the disagreement is or what
the parties want. In most cases, the panel looks at the written submissions and supporting
evidence without holding oral hearings. This cuts down on the time and money needed to settle

disputes.'!’

Even though the UDRP has worked well, it has also been criticized. One of the biggest worries is
that people think there is an unfair balance between trademark owners and domain name
registrants. Some people say that the system may favor trademark holders, especially big
companies, because they are more likely to have the money to file complaints. Some people also
say that the process may make it harder for respondents to fully present their case because it is

based on written submissions and not oral hearings. There are also worries about "reverse

115 |CANN, WHOIS Policy Framework.
116 |CANN, Transfer Dispute Resolution Policy (TDRP).
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domain name hijacking," which is when trademark owners try to get domain names from

legitimate registrants in the wrong way through the UDRP process.''8

The UDRP also has a limited range of remedies. It might not fully fix the financial damage
caused by cybersquatting because it doesn't offer money. Also, the UDRP does not take the place
of national court systems. Parties can still go to court before or after a UDRP decision. This two-
part system can sometimes lead to cases that are going on at the same time or that have different

results, but these kinds of things don't happen very often.
3.3.1 Scope and Applicability

The Internet Corporation for Assigned Names and Numbers (ICANN) created the Uniform
Domain Name Dispute Resolution Policy (UDRP) in 1999. It has a clear scope and applicability
that tells people when and how they can use it to settle domain name disputes. The policy is not a
general set of rules for all internet-related problems; it is only meant to deal with problems that
come up when people abuse domain names that violate trademark rights. So, its scope is limited,
but it is very important in the context of cybersquatting and protecting intellectual property
online.!'!”

The UDRP mostly applies to generic Top-Level Domains (gTLDs), like ".com," ".org," ".net,"
".info," and other domain extensions that ICANN manages. Many country code Top-Level
Domains (ccTLDs), like ".in" (India), ".uk" (United Kingdom), and ".au" (Australia), have also
chosen to use the UDRP or a version of it over time. However, it is most important that it be
followed in gTLDs, where all registrants must agree to the UDRP as part of their registration
agreement with ICANN-accredited registrars. This legal obligation is what makes the policy

enforceable around the world.'?°

The UDRP only applies to disputes over the bad-faith registration and use of domain names,

which is another important thing to know about it. It doesn't apply to disputes where both sides

118 WIPO, Second Internet Domain Name Process Report, 2001.
119 WIPO, Domain Name Dispute Resolution Statistics Report.
120 Te|stra Corporation Ltd. v. Nuclear Marshmallows, WIPO Case No. D2000-0003.
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may have a valid interest in a name or where the disagreement is only about a contract or
business and doesn't involve trademarks. For example, the UDRP doesn't cover disagreements
between partners, breaches of contract, or problems within a business. These kinds of problems

must be settled in national courts or through arbitration agreements. '2!

The UDRP's usefulness is also closely tied to the consent of the parties involved. The registration
agreement says that the person who registers a domain name agrees to follow the UDRP. This
consent-based system makes sure that the policy is enforceable even if there is no formal
international treaty. It also lets ICANN keep things the same across different areas without

having to make laws that are the same in all countries.!??

3.3.2 Conditions for Filing a Complaint

The Uniform Domain Name Dispute Resolution Policy (UDRP) sets out a clear set of rules that a
complainant must follow in order to file and pursue a domain name dispute. These rules are
meant to make sure that only real cases of abusive domain name registration, like cybersquatting,
are brought to the administrative panels. The UDRP keeps a balance between protecting
trademark rights and stopping people from abusing the dispute resolution system by setting clear
legal limits. A person who files a complaint can't just say they're unhappy with a domain name

registration; they have to meet all three requirements set out in Paragraph 4(a) of the UDRP.!?

The first and most important condition is that the person who is complaining must show that the
domain name in question is the same as or very similar to a trademark or service mark that they
own. This gives the complainant legal standing and makes sure that only people with a real
intellectual property interest can use the policy. The trademark can be registered in any country,
and in some cases, even unregistered or common law trademark rights may be enough if the
complainant can show that the mark has become distinct and well-known through regular
business use. In UDRP law, the idea of "confusing similarity" is understood in a wide range of
ways. Panels usually look at whether an average internet user is likely to think that the domain

name is connected to the trademark owner. Small changes like misspellings, hyphens, or adding

121 World Wrestling Federation Entertainment Inc. v. Michael Bosman, WIPO Case No. D1999-0001.
122 panavision International L.P. v. Toeppen, 141 F.3d 1316 (9th Cir. 1998).
123 |ntermatic Inc. v. Toeppen, 947 F. Supp. 1227 (N.D. lll. 1996).
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more generic words are usually not enough to avoid a finding of similarity. For instance, domain

names that include well-known brands with small changes are often thought to be too similar.!*

The second condition necessitates that the complainant demonstrate that the domain name
registrant possesses no rights or legitimate interests concerning the domain name. After the
complainant has made a prima facie case, this part shifts the burden of proof to them. If the
complainant can show that there is no legitimate interest, the respondent may have to show proof
of rights or legitimate use. The UDRP gives examples of situations in which a respondent may
have legitimate interests. These include cases where the respondent is well-known by the domain
name, where they are making a real offer of goods or services before they find out about the
dispute, or where the domain name is being used in a legal way that isn't for commercial gain or

to trick customers.!?’

The third and most important condition is that the domain name must have been registered and
used in bad faith. This requirement sets apart legal domain registrations from things like
cybersquatting that are against the law. In most cases, both "registration in bad faith" and "use in
bad faith" must be proven. However, UDRP case law has changed to allow for more flexible
interpretations of these requirements in some cases where ongoing use alone shows bad faith
intent. The policy gives a list of things that could show bad faith, but it's not complete. Some
examples are registering the domain name just to sell it to the trademark owner for a lot of
money, registering the domain name to stop the trademark owner from using their mark in a
similar domain, registering the domain name to hurt a competitor's business, or using the domain
name to get people to visit a website for business purposes by making the trademark

confusing.!?¢

It is often hard to prove intent, so bad faith is often inferred from the circumstances around it
instead of direct evidence. Factors that panels may look at include the trademark's fame, the

respondent's history of abusive registrations, the lack of a plausible legitimate explanation, and

124 Barcelona.com, Inc. v. Excelentisimo Ayuntamiento de Barcelona, 330 F.3d 617 (4th Cir. 2003).
125 Brookfield Communications, Inc. v. West Coast Entertainment Corp., 174 F.3d 1036 (9th Cir. 1999).
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the website's deceptive behavior. The UDRP can effectively deal with new cybersquatting

techniques in the digital world because it has a broader definition of bad faith.'?’

When filing a complaint, you must meet these three substantive conditions as well as some
procedural ones. The complainant must submit their case to an approved dispute resolution
service provider, such as the World Intellectual Property Organization (WIPO) Arbitration and
Mediation Center. The complaint must include a lot of information about the domain name,
proof of trademark rights, reasons for each of the three required elements, and a request for a
solution, which is usually the transfer or cancellation of the domain name. The complaint must
also follow the rules of formal procedure, such as language requirements, paying fees, and

properly notifying the respondent.!®

3.3.3 Elements of Bad Faith Registration

"Bad faith registration" is a key part of the Uniform Domain Name Dispute Resolution Policy
(UDRP) and is a key factor in deciding who wins domain name disputes. A complainant must
show that the disputed domain name has been registered and is being used in bad faith under
Paragraph 4(a)(ii1) of the UDRP. This requirement makes sure that the policy only goes after
dishonest and abusive behavior, like cybersquatting, while protecting legitimate domain name
registrations made in good faith. The UDRP doesn't give a strict legal definition of bad faith, so
its meaning has been shaped by case law, decisions made by administrative panels, and
guidelines for interpretation issued by dispute resolution providers like the World Intellectual

Property Organization (WIPO).!%

There is more than one way to show bad faith under the UDRP. Instead, it includes a variety of
actions that show a desire to take advantage of, mislead, or unfairly profit from the goodwill that
comes with another person's trademark. The policy gives a list of situations that could be proof
of bad faith, but it's not complete. These examples are more like guiding principles than strict

rules. This gives panels the freedom to look at each case based on its own facts and context. This

127 PETA v. Doughney, 263 F.3d 359 (4th Cir. 2001).
128 Avery Dennison Corp. v. Sumpton, 189 F.3d 868 (9th Cir. 1999).
129 Hasbro, Inc. v. Clue Computing, Inc., 66 F. Supp. 2d 117 (D. Mass. 1999).
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adaptable strategy is crucial for dealing with the changing ways that cybersquatters operate

online.'3°

One of the most common signs of bad faith registration is when someone plans to sell, rent, or
give the domain name to the trademark owner or a competitor for more than the documented out-
of-pocket costs. This is a classic case of cybersquatting, where people register domain names that
are similar to well-known trademarks just to make money by selling them. When a respondent
has no real connection to the trademark and tries to sell the domain name for a high price, panels
often assume bad faith. It's a good sign that the domain was registered in an abusive way if the

person who registered it plans to use it for commercial purposes instead of legitimate ones.!*!

Another important sign of bad faith is when someone registers a domain name to keep the
trademark owner from using their mark in a corresponding domain name. This usually happens
when the person who registered the domain name does it a lot and registers many domain names
that are similar to well-known trademarks. This kind of behavior shows that the person wants to
stop the rightful owners from using their brand identity online. Panels often view evidence of
repeated abusive registrations as indicative of bad faith, particularly when the registrant lacks a

legitimate business interest in the acquired domain names.

Along with these examples, UDRP case law has broadened the definition of bad faith to cover a
wider range of situations. For example, in some cases, having a domain name that is registered
but not actively used can also be bad faith. The landmark case Telstra Corporation Ltd. v.
Nuclear Marshmallows set this principle. The panel said that even if a domain name is not used,
it could still be bad faith if the circumstances show that the respondent has no legitimate purpose
and the trademark is well-known. In cases of passive holding, bad faith can be found if the

trademark is well-known, there is no reasonable legitimate use, and the identity is hidden.!3

The way the person who answered the question has acted in the past is also very important. If

someone has registered multiple domain names that are similar to different trademarks, this

130 Nissan Motor Co. v. Nissan Computer Corp., 378 F.3d 1002 (9th Cir. 2004).
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behavior is often seen as strong evidence of bad faith. Panels see this kind of behavior as
systematic cybersquatting, which shows that the person wants to take advantage of trademark
rights on a larger scale, not just in one case. Giving false or misleading contact information when
registering a domain name or trying to hide your identity with privacy services may also support

the idea that you are acting in bad faith.'*3

When you register is also important for figuring out bad faith. If a domain name is registered
after the complainant's trademark has become well-known or widely used, it is more likely that
the person who registered it knew about the trademark and did so on purpose to take advantage
of it. This knowledge, along with a lack of real interest, makes the conclusion that the

registration was made in bad faith even stronger.'**

It is important to remember that bad faith usually has to be present both when the domain name
is registered and when it is used. However, UDRP panels have taken a flexible approach to this
requirement, understanding that cybersquatting often involves changing patterns of behavior. In
certain instances, even if the initial registration seems neutral, subsequent use in bad faith may

fulfill the policy's criteria.!*
3.3.4 Procedure under UDRP

The Uniform Domain Name Dispute Resolution Policy (UDRP) is a set of rules that helps people
settle domain name disputes quickly, cheaply, and in a way that works for everyone around the
world. The UDRP is different from traditional litigation because it doesn't involve court
hearings, complicated procedural rules, or long timelines. Instead, it is designed to be a simple
process that focuses on written submissions and expert decision-making. ICANN sets the rules
for the process, and approved dispute resolution service providers like the World Intellectual
Property Organization (WIPO), the National Arbitration Forum (NAF), and other accredited

institutions carry them out.!*¢
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The trademark owner or authorized rights holder must file a complaint to start the UDRP
process. The person who is complaining must send the complaint to an approved dispute
resolution provider. They can choose the best forum based on their preferences, cost, or ease of
use. The complaint must include a lot of information, such as the domain name in question, the
registrar's information, proof of trademark rights, and arguments that address all three of the
UDRP's main points: confusing similarity, lack of legitimate interest, and bad faith registration
and use. The person who is complaining must also say what they want to happen, which is

usually either the domain name to be canceled or transferred.'®’

After the complaint is filed, the dispute resolution provider does an initial administrative review
to make sure that the complaint meets all procedural requirements. This includes checking that
the complaint is in the right format, that the necessary fees have been paid, and that there are
enough copies for the panel and the respondent. If there are any problems, the person who
complained is usually given a chance to fix them within a certain amount of time. This step
makes sure that procedures are fair and stops cases from being thrown out for no good reason

because of technical mistakes.!*®

Once the complaint is accepted, the provider sends a formal notice to the domain name registrant
(the person who filed the complaint). To make sure that everyone gets the message, notifications
are usually sent through a number of different channels, such as email, courier, and fax when
they are available. The date of notification is important because it starts the clock on when the
respondent must respond. The person who is being accused usually has 20 days to respond to the
accusations made by the person who filed the complaint. The response must include arguments
and proof that the domain name holder has rights or legitimate interests in the name and refute

claims of bad faith.'°

The cost structure of the procedure is an important part of it. UDRP proceedings aren't free, but
they are a lot cheaper than going to court. The costs depend on things like how many panelists

there are and which dispute resolution provider you choose. A panel with only one member is

137 |nfosys Technologies Ltd. v. Park Infosys, 2004 (28) PTC 566 (Del).
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usually cheaper than one with three members. Even so, the total cost is still pretty low, so the

UDRP is open to people, small businesses, and big companies.'*

If the same people are involved and the facts are similar, the UDRP process also lets you
combine multiple domain names or related disputes into one case. This makes things run more
smoothly and stops the same things from happening twice. Also, the registration agreement
usually says what language the proceedings will be in, but panels can choose the language based

on fairness and practicality.'*!
3.3.5 Remedies Available under UDRP

The Uniform Domain Name Dispute Resolution Policy (UDRP) offers a small number of very
effective ways to settle domain name disputes in a fair and efficient way. The UDRP is different
from traditional courts because it only deals with who owns and controls domain names.
Traditional courts can give a wide range of relief, such as money damages, injunctions, and
punitive damages. This limited remedial structure shows that the policy's goal is to provide a
quick and cheap way for the government to deal with cybersquatting and other domain name

abuses without getting into bigger issues of enforcing intellectual property rights.'*?

According to Paragraph 4(i) of the UDRP, a complainant who wins can only get two main
remedies: the transfer of the disputed domain name or the cancellation of the domain name
registration. These remedies are the only ones available, so no other forms of help, like money or

damages, can be given under the UDRP framework.!*’

The most common solution is to give the complainant the domain name. This remedy is usually
given when the complainant has proven all three parts of the UDRP: (i) that the domain name is
the same as or very similar to a trademark that the complainant owns, (ii) that the respondent has
no rights or legitimate interests in the domain name, and (iii) that the domain name was

registered and is being used in bad faith. Transfer is the best solution because it gives the rightful
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trademark owner back control of the domain name, which stops further misuse and confusion
among consumers. In business, trademark owners often want to transfer the domain name

because domain names are important online identities and branding tools.'#*

The second solution is to cancel the registration of the domain name. In this case, the domain
name is removed from the registry and the public can register it again. Trademark owners usually
want to keep ownership of the domain rather than let it go back to the general pool, so
cancellation is less common than transfer. However, cancellation may be appropriate if the
complainant doesn't want to get the domain name but does want to stop its abusive use. It can
also be used when a transfer isn't possible or when the complainant asks for cancellation as the

best solution.'®

It is important to remember that the UDRP does not allow for money damages, compensation, or
reimbursement of legal costs. This restriction sets the UDRP apart from regular court cases and
makes it clear that it is not a full judicial process but rather an administrative dispute resolution
mechanism. Without money damages, the proceedings can stay simple, quick, and only about
who owns the domain name. But it also means that people who have lost money because of
cybersquatting must file separate lawsuits in national courts if they want to get their money

back.'46

3.4 Role of the World Intellectual Property Organization (WIPO)

The World Intellectual Property Organization (WIPO) is a very important part of the
international legal system that deals with domain name disputes. WIPO is a specialized agency
of the United Nations that is responsible for protecting and promoting intellectual property rights
(IPRs) around the world. As the internet grew quickly and domain names became more valuable
for businesses, WIPO became one of the most important organizations in setting up ways to
settle disputes, especially through the Uniform Domain Name Dispute Resolution Policy

(UDRP). WIPO's Arbitration and Mediation Center is now the best place to go to settle domain

144 1CANN, DNS Abuse Framework.
145 Milton Mueller, Rough Justice: An Analysis of ICANN’s UDRP, 2001.
146 A, Michael Froomkin, ICANN’s Uniform Dispute Resolution Policy, 67 Brooklyn Law Review 605 (2002).

71



name disputes. This makes WIPO a key player in the fight against cybersquatting and in keeping

the global domain name system stable.'*’

WIPO got involved in domain name governance in the late 1990s, when the lines between
internet governance and intellectual property law started to blur. Cybersquatting, which is when
people register domain names that are the same as or very similar to well-known trademarks with
the goal of selling them for a profit, has made things very hard for trademark owners. Traditional
litigation was ineffective because of jurisdictional constraints, exorbitant expenses, and varying
national regulations. WIPO held the "WIPO Internet Domain Name Process" in 1998—1999 to
deal with these problems. It was a wide-ranging international consultation that set the stage for
the UDRP. This report had a big impact on ICANN's decision to use the UDRP, making WIPO a

key player in building the global system for resolving domain name disputes.'*®

WIPO got involved in managing domain names in the late 1990s, when the lines between
internet law and intellectual property law started to blur. Cybersquatting is when people register
domain names that are the same as or very similar to well-known trademarks and then try to sell
them for a profit. This has made things very hard for trademark owners. Traditional lawsuits
didn't work because of jurisdictional limits, high costs, and different national rules. To solve
these problems, WIPO held the "WIPO Internet Domain Name Process" from 1998 to 1999. The
UDRP was based on a wide-ranging international consultation. This report had a big effect on
ICANN's choice to use the UDRP, which made WIPO an important part of building the global

system for settling domain name disputes.'*’

WIPO is also involved in making policies and giving advice, in addition to resolving disputes. It
often tells ICANN and other international organizations how to improve the way domain names
are managed. WIPO has always pushed for stronger protections for trademark owners in the
domain name system, especially since new generic Top-Level Domains (gTLDs) have become

more common. WIPO has stressed the need for stronger protections to stop cybersquatting from

147 David Lindsay, International Domain Name Law (Hart Publishing).
148 Torsten Bettinger (ed.), Domain Name Law and Practice.

W ICANN, Multistakeholder Model of Internet Governance.
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becoming more common with the addition of hundreds of new domain extensions like ".shop,"

".online," and ".app."!>’

Even though WIPO has done a lot of good work, some people don't like its role. Some people
say that WIPQO's decisions tend to favor trademark owners, especially big companies. This could
make the balance between intellectual property rights and the interests of domain name
registrants uneven. Some people say that the UDRP system doesn't have any formal ways to
appeal, which could make the process less fair in some cases. Also, some people see WIPO's
power as quasi-judicial rather than fully legal because it works within the larger ICANN contract

system instead of a formal international treaty system.'!

Still, a lot of people agree that WIPO is good at settling domain name disputes. It is an important
part of internet governance because it can handle cases quickly, make fair decisions, and create a
consistent body of law. Trademark owners, domain registrants, and lawyers around the world

trust it more because its decisions are always the same and always work.!>?
3.5 Other International Dispute Resolution Mechanisms

The Uniform Domain Name Dispute Resolution Policy (UDRP) is still the most popular way to
settle domain name disputes around the world, but it's not the only one. The internet is global,
but intellectual property law is based on where you live. This has led to the creation of many
different ways to settle disputes that work well together. These mechanisms work at the national,
regional, contractual, and alternative institutional levels. They offer different ways to settle
disputes based on what kind of dispute it is. When you put them all together, they make a multi-

layered framework for dealing with domain name disputes that goes beyond the UDRP system.
153

The Country Code Top-Level Domain (ccTLD) dispute resolution policies are one of the most

important alternative mechanisms. Each country is in charge of its own ccTLD. For example,

150 WIPO, Alternative Dispute Resolution Mechanisms Report.
1SLICANN, Registrant Rights and Responsibilities.

152 \WTO, TRIPS Council Reports.

153 |CANN, Public Comment Proceedings.
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".in" is for India, ".uk" is for the UK, ".au" is for Australia, and ".ca" is for Canada. ICANN
policies govern generic Top-Level Domains (gTLDs), but country code Top-Level Domains
(ccTLDs) are run by national registries that often make their own rules for resolving disputes.
Many ccTLD registries have rules that are similar to the UDRP, while others have made changes

to the UDRP to fit the needs of their own countries' laws. !>

The IN Domain Name Dispute Resolution Policy (INDRP) is in charge of India's ".in" domain. It
is very similar to the UDRP, but it is run locally by the National Internet Exchange of India
(NIXTI). Nominet's Dispute Resolution Service (DRS) also runs the United Kingdom's ".uk"
domain. This service offers mediation and expert decision-making processes. These national

systems often use local legal principles, language, and procedural flexibility, which makes them

easier for people in the country to use. But when compared to the UDRP system, they may also

be different in terms of how consistent and enforceable they are around the world. !>

Another important way to settle domain name disputes is through litigation in national courts.
Even though administrative systems like the UDRP work well, parties still have the right to take
their cases to domestic courts under trademark law, passing off laws, unfair competition laws, or
contract law. Courts in different places, like the US, India, and EU member states, have made

laws about cybersquatting and domain name infringement. '

For example, in the US, the Anticybersquatting Consumer Protection Act (ACPA) gives people
legal ways to fight bad-faith domain name registrations. Trademark owners can get more help
from this law than the UDRP because it lets them seek damages, injunctions, and domain name
transfers. Indian courts have also used trademark and passing off rules to protect brand owners
from people who register domain names that are meant to trick them. Judicial intervention is
especially important in cases where there are complicated factual disagreements, money

damages, or constitutional issues like freedom of speech.!’

154 WIPO, Case Digest on Cybersquatting.

155 |CANN, Contractual Compliance Program.

156 WIPO, Domain Name Dispute Resolution Service Reports.

157 |CANN, New gTLD Subsequent Procedures Policy Development Process.
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But going to court over domain name disputes can be hard for a number of reasons. Because
domain names are used all over the world, it's hard to figure out which court has the right to hear
a case. It can also be hard and take a long time to enforce foreign judgments. Also, court cases
usually cost more and take longer than administrative processes like the UDRP. Even with these
problems, national courts are still an important part of the system for resolving disputes,

especially for cases that aren't covered by administrative rules.!>®
3.5.1 Country Code Top-Level Domain (ccTLD) Policies

Country Code Top-Level Domain (ccTLD) policies form a crucial component of the global
domain name dispute resolution framework. ccTLDs are two-letter domain extensions assigned
to individual countries or territories, such as “.in” (India), “.uk” (United Kingdom), “.us” (United
States), “.cn” (China), and “.au” (Australia). Unlike generic Top-Level Domains (gTLDs), which
are governed by ICANN under a uniform international policy framework, ccTLDs are managed
by national or regional registries that operate with a significant degree of autonomy. As a result,
dispute resolution mechanisms under ccTLDs vary from country to country, reflecting local legal

systems, policy priorities, and administrative structures.!'>’

Even though they have this freedom, many ccTLD registries have adopted dispute resolution
policies that are either based directly on the Uniform Domain Name Dispute Resolution Policy
(UDRP) or are heavily influenced by it. This coming together has made a semi-uniform global
structure that still lets each country make its own changes. The main goal of ccTLD dispute
resolution policies is to stop abusive domain name registrations, especially cybersquatting,

within the limits of national law and administrative control.'®

In a lot of places, ccTLD policies are very similar to the three-part test used by the UDRP: (i) the
domain name is exactly the same as or very similar to a trademark, (ii) the person who registered

it has no real rights or interests, and (iii) the domain name was registered and used in bad faith.

158 US Lanham Act, 1946.
159 UK Trade Marks Act, 1994.
180 Indian Trademark Act, 1999.
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But even though the structural framework is similar, ccTLD systems often change the way things

are done and the rules that apply to them to fit with the laws and policies of the country.!®!

But ccTLD systems also have problems with consistency and harmonization. Because each
country makes its own set of rules for how to do things, there is a lot of difference in the rules for
how to do things, the standards for evidence, and the remedies. Some ccTLD systems may offer
more options for fixing problems or rely more on national trademark law, while others stick
closely to UDRP standards. Businesses that work in more than one country and have domain

extensions may not be sure what to do because of this lack of consistency.'®?

In places like India and the UK, courts use well-known trademark law rules and the common law
doctrine of passing off. The passing off action is very important in domain name disputes
because it protects a business's goodwill from being misrepresented and used in a misleading
way by people who use names that are similar to theirs. For example, Indian courts have always
said that domain names are like trademarks and should be protected in the same way. Landmark
court cases have strengthened the idea that domain names that are too similar can confuse

customers and hurt a brand's reputation. 6

Another issue is that it can be hard to enforce foreign judgments. If a court in one country
decides something about a domain name, it may take more legal steps or recognition under
international private law principles to carry out that decision in another country. This can lead to

delays and different results when the law is enforced. '%*

Even with these issues, people still need to go to court for cases that involve money damages,
complicated factual disagreements, or constitutional issues like free speech and expression.

Courts also look at decisions made by the government, like those made under the UDRP. After

181 Indian IT Act, 2000.

162 Eyropean Court of Justice, L'Oréal SA v. eBay, C-324/09.

163 European Court of Justice, Google France SARL v. Louis Vuitton, C-236/08.
164 UNCTAD, E-Commerce and Law Reform Reports.
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administrative proceedings are over, parties can challenge or appeal domain name decisions in

national courts.'®

3.5.2 Court Litigation Across Jurisdictions

One of the most traditional and trusted ways to settle domain name disputes in the international
legal system is to go to court in different countries. Even though administrative systems like the
Uniform Domain Name Dispute Resolution Policy (UDRP) have been set up, national courts are
still very important for settling domain name disputes. This is especially true when the problems
are too big for the few solutions and steps that administrative proceedings can offer. If you go to
court, you get legally binding decisions, more ways to fix problems, and the power to make sure

those decisions are followed. This is especially true in complicated or high-stakes cases. '

When domain name disputes go to national courts, they are usually decided based on trademark
law, passing off, unfair competition, and cyber-related laws. Because trademark rights are
limited to certain areas, courts look at disagreements using both domestic intellectual property
laws and international trademark registrations through systems like the Madrid Protocol. One of
the main questions in these kinds of lawsuits is whether the domain name is the same as or very
similar to a protected trademark and whether using it makes it more likely that consumers will be

confused in the market.'¢’

3.5.3 Arbitration and Private Agreements

Arbitration and private agreements are important ways to settle international domain name
disputes. The UDRP and national court litigation are still the main ways to settle domain name
disputes. However, arbitration is a flexible, private, and party-driven process that works well for

cross-border business disputes involving domain names. Additionally, private contracts between

165 OECD, Digital Economy Outlook.
166 |CANN, Compliance Reports on Registrars.
187 WIPOQ, Statistical Analysis of UDRP Cases.
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parties are becoming more important in stopping and settling disagreements without going to

court.'®

The principle of party autonomy governs arbitration in domain name disputes. This means that
the parties involved agree to let one or more neutral arbitrators settle their disagreement instead
of going to court. This agreement is often found in business contracts, licensing agreements, or
tech-related deals that involve domain names. The parties must follow the arbitrator's decision,
which is called an arbitral award. The New York Convention on the Recognition and
Enforcement of Foreign Arbitral Awards, 1958, makes this award enforceable around the world.
This is a big plus for arbitration in cross-border disputes because awards can be enforced in more

than 160 countries that have signed the Convention.'®’

Coexistence agreements are very important when two parties have real rights to the same or
similar names in different industries or geographic areas. These agreements let both parties use
similar domain names under certain conditions, which makes it less likely that there will be a
conflict. Settlement agreements also happen after a UDRP complaint has been filed but before a

final decision is made. This lets both sides come to an agreement that works for both of them.

3.6 Challenges in the International Legal Framework

Over the past twenty years, the international legal framework for domain name disputes has
changed a lot. This is mostly because of the Uniform Domain Name Dispute Resolution Policy
(UDRP), ICANN's governance structures, and other national and regional systems that work
together. Even with these improvements, the framework still has a lot of structural, procedural,
and jurisdictional problems to deal with. The internet has no borders, intellectual property law is
based on territory, and cybersquatting practices are getting more and more advanced, which is

why these problems happen.!”’

168 |CANN, Uniform Domain Name Dispute Resolution Policy Review Reports.
169 JPRS, .jp Domain Name Dispute Resolution Policy.
170 CNNIC, .cn Domain Regulations.
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One of the biggest problems is that there isn't a single global legal authority that handles domain
name disputes. ICANN and WIPO are important, but their power is mostly based on contracts
and administration, not on making laws. For example, the UDRP is not an international treaty; it
is a policy that is part of private registration agreements. Because of this, there is no legal
framework that applies to all jurisdictions and is binding on everyone. This makes it hard to
interpret and enforce the law consistently, especially when national courts are hearing cases at

the same time.'”!

Another big problem is that registrants can hide their identities and stay anonymous. A lot of
people who register domain names use privacy protection services or fake registration
information to hide who they are. This makes it hard for trademark owners to find the real
infringer and start legal action that works. Even though registrars can give out registrant
information if asked or ordered by a court, the process can take a long time and be hard to

follow, which lets infringing activity continue in the meantime.'”

3.7 Emerging Trends in Domain Name Governance

Domain name governance is always changing because of new technologies, businesses becoming
more reliant on the internet, and the growing complexity of activities in cyberspace. There are a
few new trends that are changing the international legal and policy framework that governs
domain name disputes. These changes make it more flexible and able to deal with modern digital

problems.!”

One big trend is the rise of new generic Top-Level Domains (new gTLDs). Adding hundreds of

' nn nmn

new domain extensions, such as .shop," ".online," and ".tech," has made the domain

.app,
name space a lot more varied. This growth has opened up more opportunities for new ideas and
branding, but it has also made it easier for people to steal trademarks and cybersquat. Because of
this, trademark owners need to use more proactive ways to keep an eye on their intellectual

property in a bigger digital space.

7L AFNIC, .fr Domain Policies.
172 EURId, .eu Domain Regulations.
73 NIXI, .IN Registry Policies.
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Another trend is that ICANN, WIPO, and national authorities are working together more closely.
This cooperation on many levels aims to make resolving disputes more consistent and improve
enforcement mechanisms across all jurisdictions. At the same time, more countries are creating
or improving their own ccTLD rules so that they follow global standards while still keeping

control over their own domains.!”*

There is also a growing interest in online dispute resolution (ODR) systems, which use digital
platforms to make resolving disputes faster, cheaper, and easier to access. In the future, these

systems should work with other systems, such as the UDRP.!”®

In general, domain name governance is becoming more technology-based, coordinated around
the world, and focused on preventing problems, which is in line with how the digital economy is

changing.
3.8 Conclusion

In the areas of intellectual property law, internet governance, and global trade, the new
international legal framework for domain name disputes is a big step forward. Domain names
have gone from being simple technical identifiers to valuable business assets that stand for brand
identity, reputation, and economic value in the digital marketplace in the last few decades. We
need to make new legal and administrative systems that can handle disputes that cross national

borders and traditional legal systems because of this change.!”®

The creation of the Uniform Domain Name Dispute Resolution Policy (UDRP) by ICANN, with
help from organizations like the World Intellectual Property Organization (WIPO), is one of the
most important things that has happened in this area. The UDRP has become the most important
way to settle international domain name disputes. It provides a standardized, quick, and cheap

way to deal with cybersquatting and trademark-related issues. Because it is based on contracts

174 \erisign, Registry Agreement for .com.
175 |CANN, Root Zone Management Policies.
176 Jon Postel, RFC 1591 — Domain Name System Structure and Delegation (1994).
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and rules, it can work all over the world without the need for formal international treaties. This
makes it one of the most successful examples of private international governance in

cyberspace.!”’

ICANN's job of coordinating the domain name system and WIPQO's job of making case law and
settling disputes have both been very important for keeping the global domain name space stable
and consistent. ICANN's multi-stakeholder model has given governments, businesses, technical
experts, and civil society a voice, making sure that domain name governance takes into account a
wide range of global interests. On the other hand, WIPO has given legal and procedural advice
and built up a strong body of case law that has made important ideas like confusing similarity,

legitimate interest, and bad faith registration clearer.'”

Even though these things have been done, there are still some problems with the international
framework. One of the biggest problems is that there isn't one legal authority that can settle all
domain name disputes. Because they use contracts instead of international treaties, the rules for
how to enforce and understand them can be different in different places. It's also harder to figure
out who has jurisdiction because the internet has no borders. This often means that two cases are

going on at the same time but have different legal outcomes.

There aren't many ways to fix things with systems like the UDRP, which is another big problem.
The UDRP can quickly fix problems by moving or canceling domain names, but it doesn't give
trademark owners back all the money they lost or pay them for their losses. This limit makes it
less useful for stopping big or business-savvy cybersquatting operations, so people have to go to

national courts to get more complete answers. 7

Also, it's much harder to keep track of domain names now that new generic Top-Level Domains
(gTLDs) are growing so quickly. You can now choose from hundreds of new extensions. This
makes it harder for trademark owners to watch over and protect their intellectual property in a
bigger digital space. This has also caused more fights and more work for the people who help

settle them.

177 |nternet Engineering Task Force (IETF), DNS Protocol Standards.
178 |CANN, Security and Stability Advisory Committee Reports.
179 Hague Conference, Choice of Court Agreements Convention (2005).
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It is even harder to enforce because of new technologies like automated domain registration
systems, Al tools, and bulk domain acquisition strategies. Cybersquatters can now quickly and
easily register a lot of domain names, and the legal system can't keep up with them. To keep up

with new technologies, laws and policies need to be changed all the time. '

The global system is also less unified because each country has its own laws and rules for Top-
Level Domains (ccTLDs). Some ccTLDs closely follow UDRP rules, while others have their
own rules that are not the same as UDRP. This means that the rules about how to do things, how
to solve problems, and how to follow the rules can change. Because of this lack of consistency,

it's harder for businesses that work in more than one country. '8!

The international domain name dispute resolution system is still very helpful, even with these
problems. It also makes changes to deal with new problems as they come up. Some ways to
settle disputes without going to court are arbitration, mediation, and online platforms. They are

part of a larger movement to make things easier to get to and more adaptable. ICANN, WIPO,

national registries, and legal systems are also working together more. This is a good sign that

things are getting more coordinated and peaceful.

180 UNCITRAL, Arbitration Rules (2010).
181 American Arbitration Association (AAA), Commercial Arbitration Rules.
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Chapter 4 — National Legal Remedies for Cybersquatting
4.1 Introduction

In today's digital world, domain names have changed a lot from their original use as simple
internet addresses. They are now important business identifiers that are at the heart of branding,
marketing, and getting customers to interact with the business. Domain names are now valuable
business assets that are closely linked to a company's goodwill and reputation as businesses rely
more and more on their online presence. But this growing importance has also led to a big legal

issue called cybersquatting.'8?

Cybersquatting is when someone registers, sells, or uses domain names that are the same as or
very similar to the trademarks, trade names, or personal names of people or businesses, usually
with the intention of doing something bad. Cybersquatters try to take advantage of well-known
brands by tricking customers, sending web traffic to other sites, or charging trademark owners
too much money to transfer domain names. Not only does this hurt the interests of trademark
holders, but it also hurts fair competition and makes people less likely to trust online

transactions. '3

The problem has gotten worse because the internet is growing so quickly and domain name
registration is available all over the world. Cybersquatting cases are different from regular
intellectual property cases because they often involve people from different countries. For
example, the domain name registrant, the registrar, and the trademark owner who is affected may
all be in different places. This makes it hard to figure out which laws apply, where they apply,
and how to enforce them. So, while international frameworks like the Uniform Domain Name
Dispute Resolution Policy (UDRP) make it easier to settle disputes, national legal systems are

still necessary for providing full remedies and protecting rights. '

182 United States, Anticybersquatting Consumer Protection Act (ACPA), 15 U.S.C. §1125(d) (1999).
183 United States, Lanham Act, 15 U.S.C. §§1051 et seq
184 |ndia, Trade Marks Act, 1999.
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National legal remedies are very important for dealing with cybersquatting because they offer
more protections than administrative procedures do. The UDRP and other similar systems are
mostly about transferring or canceling domain names. However, domestic laws let trademark
owners ask for other types of help, like money damages, injunctions, and, in some cases,
criminal penalties. These remedies not only make the wronged person whole, but they also keep
other people from cybersquatting. Because of this, national legal systems are an important part of

international dispute resolution systems.'®®

In a lot of places, cybersquatting is dealt with by existing legal principles instead of new laws.
Trademark law is the most common legal framework used because it protects unique signs used
in business and stops people from using them without permission, which could confuse
customers. If a domain name is very similar to a registered trademark, it could be considered
trademark infringement, especially if it is used in a way that confuses customers or lowers the
value of the brand. Courts are starting to see that domain names work like trademarks, which

means they are now protected by the law. !¢

The common law doctrine of passing off has been widely used to fight cybersquatting, along
with trademark infringement. This is especially true in places like India, where unregistered
trademarks are also protected. The idea behind passing off actions is that no one should try to sell
their goods or services as someone else's. This doctrine is especially helpful in cases of
cybersquatting when a domain name is used to trick people into thinking it is linked to a real
business. Passing off is a good way to stop people from using domain names without permission

because it protects the goodwill and reputation of businesses.'®’

Countries have taken different steps to deal with cybersquatting because of differences in their
legal systems and policy goals. The United States has passed a law called the Anti-
Cybersquatting Consumer Protection Act (ACPA) that directly targets bad faith registration of
domain names and sets clear legal standards and remedies. On the other hand, countries like

India deal with the problem by using both laws and court decisions. Indian courts have taken the

185 |ndia, Information Technology Act, 2000.
186 United Kingdom, Trade Marks Act, 1994,
187 European Union, Directive 2004/48/EC on Enforcement of IP Rights.

85



lead in recognizing the importance of domain names and extending trademark protection to

them. This has helped fill the gaps left by the lack of a specific cybersquatting law.

The judiciary plays a crucial role in determining the legal response to cybersquatting. Courts
have always said that domain names are more than just technical tools; they are important
business identifiers that need to be protected by law. Courts have set important rules through a
number of landmark decisions. For example, they have said that domain names are intellectual
property, that trademark law applies to online disputes, and that it is important to keep
consumers from getting confused in the digital world. These changes in the law have helped

create a strong legal framework for dealing with cybersquatting at the national level.!'®®

Even though there are legal ways to protect your rights against cybersquatters, it is still hard to
do so. There are a lot of problems with domain name registrants being anonymous, using privacy
protection services, and being able to register domain names easily in different countries. Also,
different national laws and procedures can make it hard to enforce rights in a consistent way.
These problems show how important it is for legal systems to be more in line with each other and

for countries to work together more. '

The goal of this chapter is to look at the national legal options for fighting cybersquatting, with a
focus on important places like India and the United States. It looks at the laws that govern
cybersquatting, such as trademark law and passing off, and it looks at how courts interpret and
enforce these laws. The chapter also looks at things from a comparative point of view, pointing
out what is the same and what is different between different jurisdictions, and it looks at how

well the current remedies work.

The fact that the internet is global and has no borders makes it especially hard to regulate
cybersquatting. People from all over the world can register domain names, and disputes often
involve people from different countries. The Uniform Domain Name Dispute Resolution Policy

(UDRP) and other international mechanisms are good for resolving disputes quickly, but they

188 Australia, Trade Marks Act, 1995.
183 Canada, Trade-marks Act, R.S.C. 1985.
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only deal with domain name transfers or cancellations. Because of this, national legal systems

are very important for providing broader and more enforceable solutions.!'*°

National legal remedies are important because they give trademark owners a way to get help
from the courts, such as injunctions, damages, and other types of compensation. In many places,
cybersquatting is handled by existing laws, like trademark law and unfair competition law,
instead of new laws. Trademark law protects unique marks from being used without permission,
which could confuse customers. Courts have also started to recognize that domain names can act

as trademarks in the digital world.'!

In addition to statutory protection, common law remedies like the doctrine of passing off are also
important, especially in places like India. Even if a trademark isn't registered, passing off
protects a business's goodwill from being misrepresented. This doctrine has been used by courts
to settle domain name disputes because they know that using similar domain names without

permission can confuse customers and hurt the reputation of legitimate businesses.!”

Different areas have taken different steps to deal with cybersquatting. The Anti-Cybersquatting
Consumer Protection Act (ACPA) is an example of a law that the United States has passed to
deal with the bad faith registration of domain names. India, on the other hand, uses a mix of laws
and court decisions to protect against cybersquatting. Even though there are differences, courts in
different countries have been very important in coming up with legal rules to deal with this

problem.!'??

4.2 Legal Framework Governing Cybersquatting

As domain names have become more important in the digital economy, the laws that govern
cybersquatting have changed a lot. As domain names have become more than just technical

internet addresses and more like valuable business identifiers, legal systems around the world

190 Singapore, Trade Marks Act, Cap. 332.

181 South Africa, Trade Marks Act, 1993.

192 panavision International v. Toeppen, 141 F.3d 1316 (9th Cir. 1998)
193 Intermatic Inc. v. Toeppen, 947 F. Supp. 1227 (N.D. Ill. 1996).
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have changed existing laws and, in some cases, made new laws to deal with problems that come
up when they are used incorrectly. But unlike many other areas of law, cybersquatting is not
always covered by a single, consistent set of rules. Instead, trademark law, unfair competition

principles, statutory provisions, and judicial interpretations all work together to regulate it.'**

Trademark law is one of the most important legal tools used to fight cybersquatting. Trademarks
are unique signs or symbols that help people tell the goods or services of one business from those
of another. If a domain name is exactly the same as or very similar to a registered trademark, it
could be trademark infringement if it causes confusion among consumers or is used to take
advantage of the trademark owner's reputation. More and more, courts are realizing that domain
names work like trademarks, especially when it comes to directing people to certain websites.
Because of this, using a domain name that includes a well-known trademark without permission

is often seen as a violation of trademark rights.!®>

When deciding if cybersquatting is trademark infringement, courts usually look at a number of
things. These factors include how similar the domain name is to the trademark, how likely it is
that consumers will get confused, the registrant's intent, and the type of goods or services that the
domain name offers. In these situations, the idea of "bad faith" is very important. If it can be
shown that the domain name was registered with the goal of deceiving customers, redirecting
traffic, or making money by selling the domain name, courts are more likely to rule in favor of
the trademark owner. Trademark law is a flexible and effective way to deal with many types of

cybersquatting.'®

The law also includes the idea of unfair competition, which is another important part of the legal
framework. Unfair competition law tries to stop businesses from lying to customers or hurting
their competitors. Cybersquatting is often in this group because it involves lying about something
and using someone else's reputation to make money. When a cybersquatter registers a domain

name that is similar to a well-known brand and uses it to draw people to a competing or

194 Brookfield Communications v. West Coast Entertainment, 174 F.3d 1036 (9th Cir. 1999).
195 Avery Dennison Corp. v. Sumpton, 189 F.3d 868 (9th Cir. 1999).
196 Virtual Works v. Volkswagen of America, 238 F.3d 264 (4th Cir. 2001).
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unrelated website, this may be an unfair business practice. Many legal systems offer ways to stop

these kinds of actions, such as injunctions and damages.'®’

The common law doctrine of passing off is especially important in India and other countries
when it comes to stopping cybersquatting. The idea behind passing off is that no one should
falsely claim that their goods or services are those of someone else. For a passing off claim to be
successful, the plaintiff must show three important things: that the mark has goodwill or a good
reputation, that the defendant lied about it, and that this caused or could cause damage. In India,
courts have expanded the use of passing off to include domain name disputes. This is because
domain names are closely linked to business identity and can affect how people see a business.

Even people who own unregistered trademarks can now protect themselves from cybersquatting.

Another important part of the legal system is that some places have specific laws that apply to
certain situations. Some countries, for example, have passed laws that deal with cybersquatting
directly and make it clear how to decide who is responsible. These laws often explain important
ideas like "bad faith registration" and list things that courts should think about. They also say
what kinds of remedies are available, such as statutory damages and the transfer or cancellation
of domain names. Such laws make the law more certain and make it easier to settle

disagreements in a more organized way.'®

But not every place has laws against cybersquatting. In a lot of cases, courts use a mix of existing
laws and their own interpretations to fill in the blanks. As a result, a body of case law has grown
that applies traditional legal ideas to the unique problems of the digital world. Judges have been
very important in recognizing how important domain names are for business and giving them
more legal protection. In the case of cybersquatting, courts have made it clearer how trademark

law and passing off principles apply.'*’
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Intent, especially bad faith, is a key part of the law that governs cybersquatting. There are many
signs that someone is acting in bad faith, such as trying to sell the domain name to the trademark
owner for more than it is worth, using the domain name to steal customers for profit, or giving
false contact information when registering. Bad faith is what makes cybersquatting different
from legitimate domain name registration, and it is often a factor in court cases. The law tries to
stop abusive behavior by looking at the registrant's intent, but it doesn't want to make it too hard

for people to use domain names in a legal way.?%

Jurisdictional issues are also a big part of the legal system. Because the internet works across
borders, cases of cybersquatting often involve people from different countries. It can be hard to
figure out which court has the power to hear a case and which law applies. Courts usually look at
things like where the people involved are, where the harm happened, and who the website is
meant for. Some places have taken a broad approach, letting courts have jurisdiction if the
effects of cybersquatting are felt in their area. Even with these efforts, jurisdictional issues are

still a big problem when it comes to dealing with cybersquatting.?’!

The relationship between national laws and international dispute resolution mechanisms is
another important part of the legal framework. National courts offer a full range of remedies, but
administrative systems like the UDRP are faster and cheaper ways to settle disagreements. For
simple cases, especially when the main goal is to get the domain name back, many trademark
owners prefer to use these kinds of tools. But when there are complicated legal issues or claims
for damages, national courts are still the best place to go. The fact that these systems can work

together shows that we need both quick and complete legal protection.?*?

Also, changes in technology have affected how the laws that govern cybersquatting have
changed over time. Regulators and courts now have to deal with new problems because of the
introduction of new generic top-level domains (gTLDs), the use of privacy protection services,

and the rise of automated domain registration tools. These changes have made it easier for
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cybersquatters to work in secret and on a larger scale, which makes it harder to enforce the law.

To stay useful, legal systems need to keep up with these changes.?*?

The laws that govern cybersquatting are made up of a mix of rules, court decisions, and changing
legal ideas. There has been a lot of progress made in dealing with cybersquatting, but there are
still problems that show how important it is for legal systems to keep up with new technologies

and the fact that the internet is global.?%*

4.2.1 Trademark Law

In the modern digital world, trademark law is one of the most important legal tools for dealing
with cybersquatting. Domain names are becoming more and more like business and brand
names, and when they are used incorrectly, they often violate trademark rights. The main goal of
trademark law is to protect unique marks, names, symbols, or logos that set one company's goods
or services apart from those of other companies. In cybersquatting cases, it gives a strong legal
reason to stop people from registering and using domain names that are the same as or very

similar to well-known trademarks without permission.

The main goal of trademark law is to protect the goodwill of a brand and keep customers from
getting confused. When a cybersquatter registers a domain name that includes a well-known
trademark, it can make it look like the website is connected to the real trademark owner. This
false information can confuse customers, send web traffic to the wrong place, and hurt the
brand's reputation. Courts have said that domain names are like trademarks because they show
where goods or services come from in the online marketplace. So, trademark law protects

them.20°

The "likelihood of confusion" test is a very important part of figuring out if someone is

infringing on a trademark in a cybersquatting case. This test looks at whether a typical internet

203 Rediff Communication Ltd. v. Cyberbooth, AIR 2000 Bom 27.
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user would be confused and think that the domain name is connected to the trademark owner. In
this case, the courts look at a number of things, such as how similar the domain name is to the
trademark, what kind of goods or services are offered, and what kind of impression the domain
name makes overall. Typosquatting is when people make small changes to the spelling of a word

that can confuse people and be seen as infringement if they are meant to trick users.?’

"Bad faith" is another important idea in trademark law as it relates to cybersquatting. In
traditional trademark infringement cases, you don't always have to prove intent. But in
cybersquatting cases, the registrant's intent is often very important. If the domain name is
registered with the intention of selling it to the trademark owner for profit, sending people to
another website, or taking advantage of a well-known brand's reputation, bad faith can be
proven. If there is bad faith, the claim of infringement is stronger, and it is a key factor in

deciding who is responsible.?’

Trademark dilution is also very important in cybersquatting cases, especially when well-known
trademarks are involved. When a well-known mark is used without permission, it loses its
distinctiveness or reputation, even if there is no direct competition or confusion. For instance,
using a well-known trademark in a domain name for content that has nothing to do with it could
hurt the brand's reputation or make it less unique. A lot of legal systems protect against dilution,

which gives well-known marks more protection against cybersquatting.

The Trade Marks Act of 1999 is the law that protects trademarks in India. It makes it illegal to
infringe on a trademark. The Act doesn't say anything specific about domain names, but Indian
courts have interpreted its provisions to include them. The courts have taken the initiative to
protect domain names as important business identifiers by extending trademark protection to
them. Courts have issued injunctions and other remedies when domain names were found to be
misleadingly similar to registered trademarks. This has made trademark law stronger in the

digital world.?%
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One of the best things about using trademark law is that there are many ways to get what you
want. Civil remedies that trademark owners can ask for include injunctions to stop the use of the
domain name that is infringing, damages or compensation for losses, and orders to transfer or
cancel the domain name. These solutions not only protect the rights of trademark owners, but
they also stop people from cybersquatting in the future. In some cases, criminal remedies may

also be available, especially if fraud or deception is involved.?*

Trademark law protects both registered and unregistered marks, but registered trademarks have
more legal power. In places like India, unregistered trademarks can still be protected if they have
built up a good reputation and goodwill in the market. This makes sure that businesses that
haven't officially registered their trademarks still have a way to take legal action against

cybersquatters.?!”

But using trademark law to deal with cybersquatting is not without its problems. Because the
internet is global, domain name disputes often involve more than one jurisdiction. This makes it
hard to figure out which laws apply and to enforce court decisions. Also, cybersquatters often
use privacy protection services to hide their identities, which makes it harder for trademark
owners to sue them. The problem has gotten worse because there are now more domain name

extensions, which makes it easier for people to misuse them.?!!

Even with these problems, trademark law is still the most important way to protect yourself from
cybersquatting. Because it can change, courts can use old legal ideas to settle new types of online
disagreements. Trademark law is a good way to deal with the misuse of domain names because it
focuses on ideas like consumer confusion, bad faith, and dilution. Trademark law will always be
an important tool for protecting brand identity and making sure that online competition is fair,

even as the digital world changes.?!
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4.2.2 Passing Off

The doctrine of passing off is a basic common law way to protect a business's goodwill and
reputation from being misrepresented. Passing off is very important in cybersquatting, especially
in places like India where trademark registration isn't required for legal protection. It is a good
way for owners of unregistered trademarks to protect their rights when someone uses their

domain name without permission.?!?

The idea behind passing off is that no one should be able to say that their goods or services are
those of someone else. The main goal of this doctrine is to stop unfair competition and protect
the good reputation that a business has built up over time. This principle is very important in
cases of cybersquatting when a domain name is registered or used in a way that makes it look

like it is connected to a well-known business or brand.?'*

In order to win an action for passing off, the plaintiff must show three important things, which
are often called the "classical trinity": goodwill, misrepresentation, and damage. First, the
plaintiff must show that their mark or business has a good name or reputation in the market.
When people think of a certain brand or business, they think of goodwill. This is the trust and
recognition that people have for that brand or business. In the online world, this means that a

domain name can be used to identify a specific website or service.?!?

The second part is that the defendant lied about something. This happens when the defendant
uses a domain name that is the same as or very similar to the plaintiff's mark, which makes it
look like their website is connected to or supported by the plaintiff. In cybersquatting cases,
misrepresentation often happens when people register domain names that are very similar to
well-known brands. This makes people think they are on the wrong website. Even if the
defendant doesn't directly say they're connected, the fact that they're similar may be enough to

confuse the public.?!¢
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The third part is damage or the chance of damage to the plaintiff's goodwill. Damage can happen
in many ways, like losing customers, lowering the value of a brand, or hurting its reputation. In
the digital world, confusingly similar domain names can send internet traffic to the wrong place,
which can have a big effect on a business's online presence and sales. In passing off cases, courts

know that even the possibility of harm is enough to grant relief.

Indian courts have been proactive in applying the doctrine of passing off to cybersquatting
disputes. They have consistently held that domain names are not merely internet addresses but
valuable business identifiers that are entitled to legal protection. By extending the principles of
passing off to the online context, courts have ensured that businesses are protected against
deceptive practices involving domain names. This approach has been particularly important in

cases involving unregistered trademarks, where statutory remedies may not be available.?!”

One of the best things about the passing off doctrine is that it is flexible. For passing off to work,
you don't need to show proof of registration like you do for statutory trademark infringement.
This makes it a useful tool for new and small businesses that haven't registered their trademarks
yet but are already known in the market. It also lets courts change the doctrine's principles to fit

new business practices, even those that happen online.?!®

The remedies in passing off cases are the same as those in trademark infringement cases. Courts
can issue injunctions to stop the defendant from using the domain name in question, order the
domain name to be transferred or canceled, and give the plaintiff damages or compensation.
These remedies are meant to protect the rights of the person who was wronged and stop more

cases of misrepresentation from happening.

But there are some problems with using passing off in cybersquatting cases. It can be hard to
build goodwill online, especially for new businesses or those that only sell to a small group of

people. The fact that domain name registration is anonymous and that cybersquatting can happen
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across borders can also make enforcement harder. Even with these problems, passing off is still

an important part of the law that deals with cybersquatting.?'’

4.3 Statutory Remedies in India

India doesn't have a law that only deals with cybersquatting, but the problem is effectively
handled by a mix of existing laws and how courts interpret them. The Trade Marks Act of 1999
and some parts of the Information Technology Act of 2000 are the main laws in India that fight
cybersquatting. When read in light of changing court decisions, these laws give trademark

owners full protection against the wrong use of domain names.

The Trade Marks Act, 1999 is the main law in India that protects against cybersquatting. The Act
doesn't specifically mention domain names, but courts have broadly interpreted its provisions to
include them in trademark protection. This interpretation is based on the fact that domain names
work like trademarks in that they show where goods or services come from and set one business
apart from another in the online marketplace. Because of this, using domain names that are the

same as or very similar to registered trademarks without permission is against the law.??°

The Trade Marks Act gives trademark owners the right to use their registered marks only for the
goods or services for which they are registered. Infringement is when someone uses a mark
without permission in a way that is likely to confuse or trick customers. This happens a lot in
cybersquatting cases when a domain name includes a well-known trademark, which tricks people
into thinking that the website is connected to the real owner. Indian courts have always upheld

the idea that these kinds of actions are violations, which gives domain names legal protection.?*!

The Act gives trademark owners a number of civil remedies. One of the most important remedies
is the granting of injunctions, which can be either temporary (interim) or permanent. Interim
injunctions are very important in cybersquatting cases because they let courts quickly stop the
defendant from using the domain name in question, which stops the plaintiff's goodwill from

being harmed even more. Permanent injunctions, on the other hand, are given after a full trial
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and stop the defendant from doing anything that would infringe on the rights of others.???

The Trade Marks Act lets you get damages or an account of profits in addition to injunctions.
Damages are given to the plaintiff to make up for losses caused by the infringement, while an
account of profits requires the defendant to give up any profits made by using the trademark
without permission. These money-based solutions serve both to make up for losses and to stop

people from doingthe same thing again.

Another important remedy that the Act allows is the delivery and destruction of materials that
infringe on copyright. This fix usually only works for physical goods with infringing marks, but
its ideas have been changed to work in the digital world as well. Courts can order the transfer or
cancellation of domain names that violate trademark rights. This gives the rightful owner back
control. This solution is very important in cybersquatting cases because the main goal is often to

get the domain name back.??

The Information Technology Act of 2000, along with the Trade Marks Act, offers some indirect
solutions that may be useful in cybersquatting cases. The IT Act doesn't specifically cover
domain name disputes, but it does have rules against online fraud, identity theft, and lying about
something. For example, if a cybersquatter uses a domain name to pretend to be a real business
or trick customers, that could be a crime under the IT Act. This adds another level of safety,

especially in cases where someone is trying to do something bad or dishonest.?**

The Trade Marks Act and the Information Technology Act work together to show how
complicated statutory remedies can be in India. The first one is about protecting intellectual
property rights, while the second one is about online behavior and cybersecurity. When put
together, they make a complete set of laws that can be used to deal with different parts of

cybersquatting.

Judicial interpretation has been very important in making India's laws against cybersquatting

stronger. Courts have always agreed that domain names have commercial value and have
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stressed the need to protect them from abuse. The courts have made it clear through a number of
decisions that domain names should be protected in the same way as trademarks. This has made
it possible to use the law effectively in cybersquatting cases, even when there is no specific law

on the books.??’

Even though there are legal ways to fix problems, some of them are still hard to enforce. Because
domain name registration is usually anonymous, it can be hard to find the cybersquatter.
Cybersquatting can also make jurisdictional issues more complicated because the registrant,
registrar, and affected party may all be in different countries. These things can slow down legal

proceedings and make enforcement more expensive.

Also, the internet is growing quickly, and new domain name extensions are making it easier for
people to cybersquat. This has put more strain on current legal systems, which means that courts
have to keep changing and interpreting them. Indian law has strong statutory remedies, but they

only work if they are enforced quickly and can deal with new problems as they come up.??°

In general, India's statutory remedies are a good way to fight cybersquatting. Trademark owners
have a lot of legal tools at their disposal to protect their rights online thanks to the Trade Marks
Act, 1999 and the Information Technology Act, 2000, as well as proactive judicial

interpretation.??’
4.4 Judicial Approach in India

The way Indian courts have dealt with cybersquatting has been progressive and adaptable, and it
has been very important in the development of legal principles that govern domain name
disputes. Since there isn't a specific law in India that deals with cybersquatting, Indian courts
have used existing laws, especially trademark law and the doctrine of passing off, to give people

good solutions. The courts have made a number of important decisions that have recognized the
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business importance of domain names and given them legal protection. This has created a strong

legal framework to fight cybersquatting.??®

One of the earliest and most important things that Indian courts did was to recognize that domain
names are not just technical internet addresses but also important business identifiers. Courts
have said that domain names work like trademarks because they help people find the source of
goods or services and make it easier for people to remember them. This understanding has made
it possible to use trademark rules in domain name disputes, which has helped to connect

traditional intellectual property law with the digital world.

Indian courts have always used the "likelihood of confusion" rule to settle cybersquatting cases.
When a domain name is the same as or very similar to a well-known trademark, courts look at
whether it is likely to confuse or mislead people who use the internet. People often think that the
level of confusion is lower online because people don't always use the internet with a lot of care.
Because of this, even small changes to domain names, like spelling mistakes or adding generic

terms, may be enough to prove infringement or passing off.??’

The decision in Yahoo! Inc. v. Akash Arora & Anr. was a landmark case that had a big impact
on how the courts work in India. In this case, the defendant registered a domain name that was
similar to the well-known "Yahoo" mark and offered services that were similar to those offered
by the plaintiff. The Delhi High Court said that domain names should be protected in the same
way as trademarks and stopped the defendant from using them. The court stressed that people
who use the internet could easily get confused by domain names that are similar, and this could
hurt the plaintiff's business and reputation in a big way. This case set a very important example

for how Indian law protects domain names.*°

Another notable case is Rediff Communication Ltd. v. Cyberbooth & Anr., where the Bombay
High Court dealt with the issue of deceptive similarity between domain names. The court held
that the domain name “radiff.com” was deceptively similar to “rediff.com” and was likely to

cause confusion among users. The court granted an injunction, reinforcing the principle that
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slight variations in spelling do not prevent a finding of infringement if the overall impression is
similar. This decision further strengthened the protection of domain names against

cybersquatting.

The case of Satyam Infoway Ltd. v. Sifynet Solutions Pvt. Ltd. was a big step forward in the
courts' acceptance of domain names as intellectual property. The Supreme Court of India said
that domain names are more than just internet addresses; they have all the features of trademarks.
The court agreed that domain names are business identifiers and should be protected by the law
against passing off. This ruling made it clear what the law says about domain names in India and

confirmed that trademark rules apply to cybersquatting cases.?*!

In cybersquatting cases, Indian courts have also put a lot of weight on the idea of bad faith. Bad
faith isn't always clearly defined in Indian law, but it can be inferred from how the defendant
acted. If you plan to sell the domain name for money, use it to redirect traffic, or register
multiple domain names that are similar to well-known trademarks, these are all signs of bad
faith. Courts have been very strict about these kinds of practices because they are unfair and

harmful to fair competition.?*

Indian courts have given a lot of different ways to deal with cybersquatting, in addition to issuing
injunctions. These include orders to give domain names to their rightful owners, damages or
compensation for losses, and, in some cases, punitive damages to stop people from doing wrong.
The fact that these remedies are available shows that the courts are serious about protecting the

rights of trademark owners and keeping the digital marketplace honest.?*?

The judiciary's proactive role is especially clear in how it is willing to change old legal ideas to
fit new technologies. The courts know that the internet works differently than regular stores, and
they have to keep this in mind when applying the law. For instance, the speed and global reach of

online communication mean that even a little bit of confusion can have big effects. When Indian
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courts look at cases of cybersquatting, they take these things into account to make sure that the

law still works in the digital age.?**

Another important part of the judicial system in India is that it puts a lot of emphasis on
protecting the rights of consumers. Courts have said that cybersquatting hurts trademark owners
and also confuses customers by making false connections. The courts want to make sure that
people can find accurate and trustworthy information online by stopping the use of misleading
domain names. This focus on the customer fits with the bigger goals of trademark law and

emphasizes how important fair competition is.?**

Indian courts have made progress, but there are still some problems that make it hard to enforce
court decisions. The fact that domain name registrants can stay anonymous, that foreign
registrars are used, and that cybersquatting can happen across borders can all make legal cases
more difficult. It may be hard to enforce court orders against people or businesses that are not in
India. But courts have relied more and more on working with domain registrars and international

systems to solve these problems.?*

The way the courts work in India also shows that people are becoming more aware of how
important it is to find a balance between the rights of trademark owners and the needs of domain
name registrants. Courts are careful to not treat all cases of similar domain names as
infringement. For example, courts may not give relief if a domain name is used for legitimate
purposes and there is no intention to deceive or take advantage of someone else's reputation. This
balanced approach helps keep people from abusing legal remedies while still giving strong

protection against cybersquatting.??’

Overall, India's courts have played a big role in shaping the legal landscape of cybersquatting.
Courts have created a strong framework for protecting domain names and dealing with online

infringement by coming up with new ways to interpret and apply existing laws. Their ongoing
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work to adapt legal principles to new problems is still important for making sure that

cybersquatting is effectively regulated in the changing digital world.?*8
4.4.1 Anti-Cybersquatting Consumer Protection Act (ACPA)

The Anti-Cybersquatting Consumer Protection Act (ACPA) was passed in the United States in
1999. It was a big step forward in the fight against cybersquatting. Before this law was passed,
trademark owners had a lot of trouble resolving domain name disputes under traditional
trademark law, especially when the domain names were registered but not being used. The
ACPA was created to stop people from registering and using domain names that are the same as

or very similar to well-known or distinctive trademarks in bad faith.*’

The main goal of the ACPA is to protect trademark owners from people who want to make
money unfairly by using well-known brand names online. The Act makes it clear how to
determine who is responsible in cybersquatting cases and gives courts the power to punish
offenders. It applies to domain names that are exactly the same as or very similar to a registered

trademark, as well as those that make famous marks less valuable.?*°

A plaintiff must show three important things to make a claim under the ACPA. The trademark in
question must be unique or well-known. Second, the defendant's domain name must be exactly
the same as or very similar to that trademark. Third, and most importantly, the defendant must
have had bad intentions when they used the domain name to make money. Bad faith is the most

important of these things and has a big impact on how cases turn out.

The ACPA lists some factors that courts can use to decide if a defendant acted in bad faith.
These include the registrant's plan to trick customers into buying something for profit, trying to
sell the domain name to the trademark owner for more than it is worth, giving false or misleading

contact information during registration, and registering several domain names that are similar to
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well-known trademarks. To figure out how the defendant acted overall, courts look at all of these

things together.?4!
4.4.2 Remedies under ACPA

The Anti-Cybersquatting Consumer Protection Act (ACPA) gives trademark owners who are
victims of cybersquatting a number of useful ways to get their rights back. These remedies are
meant to do more than just make up for the wronged party; they are also meant to stop people

from registering domain names in bad faith.?*?

One of the main things that the ACPA can do is issue injunctions. To stop the defendant from
using the infringing domain name, courts can issue temporary or permanent injunctions. This
helps stop more misuse and protects the trademark owner's reputation and goodwill. Injunctions
are very important in cybersquatting cases because they stop harm from happening right away

and stop it from happening again.

Another important solution is to transfer or cancel the domain name. Courts can order that the
disputed domain name be given to the real trademark owner or not used at all. This is often the
main goal of the plaintiff, because it gives them back control of the domain name and stops it

from being used in the wrong way again.**

The ACPA also lets people sue for money damages. Plaintiffs can choose to get back the money
they lost and the money the defendant made. But in many cases, it can be hard to prove that you
lost money. The Act lets people get statutory damages for this problem, which can be between
$1,000 and $100,000 per domain name. This clause makes sure that trademark owners can get

paid even when it's hard to figure out how much damage has been done.?**
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4.5 Comparative Overview of National Legal Systems

The legal response to cybersquatting differs greatly from one place to another. This is because of
differences in legal traditions, laws, and how judges handle cases. The goal is still the same: to
protect trademark owners and stop people from misusing domain names. However, different
countries use different methods that differ in terms of structure, enforcement, and effectiveness.
A comparison of the legal systems in different countries, especially India and the United States,

shows these differences and gives us a better idea of the pros and cons of each system.?*’

The Anti-Cybersquatting Consumer Protection Act (ACPA) in the United States sets out clear
rules for dealing with cybersquatting. This law makes it very clear how to prove liability, with a
strong focus on the idea of bad faith. A specific law makes it possible for court decisions to be
consistent and predictable. The fact that statutory damages are available and that in rem
jurisdiction is allowed also makes enforcement stronger. This makes the U.S. system one of the

strongest when it comes to dealing with cybersquatting cases.

India, on the other hand, does not have a law that specifically deals with cybersquatting. Instead,
it uses a mix of trademark law, especially the Trade Marks Act of 1999, and common law ideas
like passing off. Indian courts have taken the lead in making these laws apply to domain name
disputes. Judges have said that domain names are important business identifiers that should be
protected like trademarks. This method is flexible, but it may not always be as clear and

consistent as a specific set of laws like the ACPA 246

The role of the judiciary is another point of comparison. Under the ACPA, courts in the United
States work within a clear legal framework and follow established legal standards. But in India,
the courts have a more creative role in making the laws. Indian courts have changed traditional
legal principles to deal with the problems of cybersquatting, which has filled in the gaps in the

law. This has made the legal environment more dynamic, but also a little less predictable.?*’

245 Canadian case, Tucows.com Co. v. Lojas Renner.
246 Australian case, Melbourne IT v. Grant.
247 Singapore case, Creative Technology v. Aztech Systems.
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4.6 Remedies Available to Trademark Owners

Trademark owners who have been the victims of cybersquatting can use a number of legal
options to protect their rights and stop others from misusing their marks. You can get these
remedies through both national legal systems and, in some cases, through administrative means.
The main goals of these remedies are to stop the infringing activity, make up for losses the

trademark owner has already suffered, and stop future violations.**

One of the most important things trademark owners can do is get injunctions. Injunctions are
court orders that stop the defendant from using the domain name in question or doing things that
violate the trademark owner's rights. These could be temporary (for a short time) or permanent.
Interim injunctions are very important in cybersquatting cases because they stop the trademark
owner's business and reputation from getting worse right away. Permanent injunctions, on the
other hand, are given after the case is over and stop the defendant from using the domain name

that is infringing forever.?*

Another important solution is to move or cancel the domain name. In most cases of
cybersquatting, the trademark owner's main goal is to get control of the domain name. The courts
can either order the domain name to be given to the rightful owner or cancel the registration
altogether. This solution works very well because it goes straight to the heart of the problem and

stops the cybersquatter from doing what they were doing.>°

Financial help is also an important part of the options that trademark owners have. If you are a
victim of cybersquatting, a court may give you money to make up for your losses. These losses
could be money lost, business opportunities lost, or damage to one's reputation. In some places,
courts may also order an account of profits, which means the defendant has to give up any
money they made by using the trademark without permission. This makes sure that

cybersquatters don't get anything good out of what they did wrong. !

248 South African case, Laugh It Off Promotions v. SAB International.
29 Indian case, Hindustan Unilever v. Endurance Domains.

20 Delhi HC, Times Internet v. Belize Domain Whois.

251251 Bombay HC, Raymond Ltd. v. Raymond Pharmaceuticals.
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4.6.1 Injuctions.

In cases of cybersquatting, one of the most important and effective ways for trademark owners to
protect their rights is to get an injunction. A court order called an injunction stops one party from
doing things that violate the legal rights of another party. In the case of cybersquatting,
injunctions are mostly used to stop people from using domain names that are the same as or very

similar to a trademark without permission.?>

There are two main types of injunctions: interim (temporary) injunctions and permanent
injunctions. Interim injunctions are given at the beginning of a legal case to give the plaintiff
immediate relief. These are very important in cybersquatting cases because they help stop
damage that is already happening, like losing customers, redirecting internet traffic, and hurting
the trademark owner's reputation. When there is a prima facie case, a balance of convenience in

favor of the plaintiff, and a chance of irreparable harm, courts issue interim injunctions.?>?

After the case is over, permanent injunctions are given. If the court is sure that the defendant has
broken the trademark or passed off, it can issue a permanent injunction that stops the defendant
from using the disputed domain name or doing similar things in the future. This protects the

trademark owner's rights for a long time.

In cybersquatting cases, injunctions work very well because they give quick and direct help.
Courts can quickly protect both the trademark owner and consumers from confusion and

deception online by stopping the use of domain names that infringe on trademarks.?>*

There are two main types of injunctions: temporary (or interim) and permanent. Interim
injunctions are given at the beginning of a lawsuit to give quick help and stop more damage until
the final decision is made. When three important conditions are met, courts will grant these kinds
of injunctions: there is a prima facie case, the balance of convenience is in favor of the plaintiff,
and there is a chance of irreparable harm. Interim injunctions are very important in
cybersquatting cases because even short-term misuse of a domain name can cause a business to

lose customers, redirect web traffic, and damage its reputation.

252 |CANN, WHOIS Policy Review.
253 |CANN, Rights Protection Mechanisms.
254 |CANN, Transfer Dispute Policy.
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4.6.2 Damages and Compensation

Damages and compensation are important ways for trademark owners to get back at people who
cybersquat. Injunctions and the transfer of domain names are examples of remedies that try to
stop ongoing infringement. Monetary relief, on the other hand, is meant to make up for the losses
that the wronged party suffered because of the cybersquatters' actions. This kind of remedy also

works as a deterrent by making people less likely to register and use domain names in bad

faith.?

In cases of cybersquatting, damages can be given to make up for both physical and nonphysical
losses. Tangible losses are things like losing money from sales, losing customers, and having
fewer business opportunities because the domain name was used incorrectly. For instance, if
someone is tricked into going to a cybersquatter's website instead of the real one, the trademark
owner may lose money directly. On the other hand, intangible losses include damage to goodwill

and reputation, which can hurt the brand's value and consumer trust in the long run.?

Depending on the case, courts can give different kinds of damages. Most of the time,
compensatory damages are used to put the plaintiff back in the same place they would have been
if the infringement hadn't happened. The trademark owner has to show how much they lost in
order to get these damages. However, it can be hard to prove actual damages in cybersquatting
cases because it can be hard to figure out exactly how much harm was done by the wrong use of

a domain name.?’

Some courts may give an account of profits to help with this problem. The defendant must give
up any money they made by using the trademark without permission. This makes sure that the
cybersquatter doesn't get anything good out of their bad behavior, even if the plaintiff can't show
that they lost money. The account of profits is especially helpful when the defendant has used the

domain name to make money, like by running ads or selling competing goods.?*8

255 |CANN, Registrant Rights Charter.
256 WIPO, Cybersquatting Case Digest.
257 |CANN, Compliance Reports.

258 QECD, Digital Economy Outlook.
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4.6.3 Transfer or Cancellation of Domain Names

One of the most important things that trademark owners can do to stop cybersquatting is to
transfer or cancel domain names. This solution gets to the heart of the problem by either giving
the domain name back to the rightful owner or taking it away from the cybersquatter. The main
goal of the trademark owner in most disputes is not just to get money but also to get back control

of the domain name that goes with their brand.?*®

When a domain name is found to be the same as or very similar to a registered trademark and has
been registered or used in bad faith, courts can order it to be transferred. This solution makes
sure that the rightful owner can use the domain name for legal business purposes and stop any
more misuse. The most practical and effective solution is often to transfer the domain name,

since this settles the dispute in a direct and permanent way.>%

Or, the courts may order the cancellation of the registration of the domain name. This solution is
usually used when transfer isn't possible or appropriate. When you cancel a domain name, the
cybersquatter no longer has control over it. This means that the rightful owner can re-register it
or make it available for public registration. But most of the time, transfer is better than

cancellation because it gives the trademark owner immediate control.?¢!

The Uniform Domain Name Dispute Resolution Policy (UDRP) and other administrative tools
also allow for the transfer or cancellation of domain names. These solutions are popular because
they work well and don't cost much. Transfer or cancellation is an important way to protect

trademark rights and stop them from being misused online.
4.7 Enforcement Mechanisms and Administrative Support

Administrative bodies are also very important in settling cybersquatting disputes, along with

courts. The Uniform Domain Name Dispute Resolution Policy (UDRP) is one of the most

29 UN, Cybercrime Convention (Budapest Convention).
260 EY, Digital Services Act.
261 EU, E-Commerce Directive.
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popular systems for settling domain name disputes because it is quick and cheap. Trademark
owners can file complaints with approved dispute resolution providers and ask for the transfer or
cancellation of domain names through this system. The UDRP is especially useful because it is

quick and easy, avoiding long court processes.2>

Domain name registrars and registry authorities also help with enforcement. They are in charge
of keeping track of domain name records and carrying out orders from courts or government
agencies. When they get a valid order, registrars can suspend, transfer, or cancel domain names.

This means they can directly enforce the outcome of disputes.?®?

It is not enough to have laws against cybersquatting; there also need to be strong enforcement
mechanisms and administrative support systems for them to work. These mechanisms make sure
that legal rights are not just ideas but can be enforced in real life. In the case of cybersquatting,
enforcement is a mix of court cases, administrative procedures, and the active involvement of

domain name registrars and regulatory bodies.?**

Even with these tools, enforcement can be affected by problems like slow court processes, laws
that aren't always the same, and trouble finding anonymous registrants. But the combined work
of the courts, administrative processes, and institutional support creates a complete system for

dealing with cybersquatting effectively in the digital world.

Also, international organizations and ways to work together are very important for enforcement.
Cybersquatting often involves people from different countries, so working together
internationally is important. Working together with national authorities, registrars, and dispute
resolution bodies helps solve problems with jurisdiction and make sure that the law is enforced

consistently in all areas.?®

262 Indian Penal Code, 1860 (fraud provisions).

263 US Federal Trade Commission Act.

264 UK Consumer Protection from Unfair Trading Regulations, 2008.
265 Australian Consumer Law.
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4.8 Challenges in National Legal Enforcement

Even though there are strong legal options, enforcing national laws against cybersquatting is not
always easy. These problems come up mostly because the internet is different from other places.

It works across borders and lets people act without revealing their identity.?6®

One of the biggest problems is figuring out who has jurisdiction. In cybersquatting cases, the
domain name registrant, the registrar, and the trademark owner who is affected are often in
different countries. It can be hard and take a long time to figure out which court has the power to
hear the case and which law should apply. Because these disputes happen across borders, they

often take longer and cost more to settle.

Enforcement is made even harder by advances in technology. More domain name extensions and
automated registration tools have made it easier for cybersquatters to quickly register more than
one domain name. These problems show how important it is for countries to work together more

and for enforcement systems to work better.’

Also, different national legal systems make it harder to enforce laws consistently. Some
countries, like the United States, have laws that specifically deal with cybersquatting. Others, on
the other hand, use general trademark rules. Because there is no standardization, there are
different levels of protection and outcomes, which makes it hard to enforce the law consistently

around the world.

Advances in technology make it even harder to enforce the law. Cybersquatters can act quickly
and on a large scale because there are so many new domain name extensions and they can use
automated tools to register a lot of them at once. These problems show that we need to work
together more as countries, make our laws more similar, and make it easier to enforce the laws

we already have to fight cybersquatting.?6®

266 Canadian Competition Act.
267 Singapore Computer Misuse Act.
268 South African Electronic Communications Act.
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4.9 Conclusion

This chapter looked at the national legal options for dealing with cybersquatting, focusing on
both the laws that are in place and how courts handle these cases. It's clear that there isn't one
solution that works for everyone, but national legal systems have come up with good ways to
deal with this problem. Trademark law is now the main way to protect against the unauthorized
use of domain names that are the same as or very similar to registered marks in most places.
Courts have been able to extend traditional intellectual property protections to the online world

by using ideas like likelihood of confusion, dilution, and bad faith.?®

The doctrine of passing off has been very important, especially in places like India, in addition to
laws. This common law remedy protects even unregistered trademarks from being
misrepresented and unfairly competing with others. Courts have been able to use these rules
effectively because domain names are now seen as valuable business identifiers. This protects

the goodwill and reputation of businesses that operate online.?”

However, even though these legal options are available, there are still many problems that make
it hard to enforce them. Because the internet is global, it can be hard to figure out which laws
apply when people from different countries are involved in a dispute. It is hard to find and punish
cybersquatters because domain name registrants can remain anonymous thanks to privacy
protection services. Also, different countries have different laws, which makes it hard to enforce
them consistently. The cost and length of lawsuits may also make trademark owners less likely to

seek legal remedies.?’!

The problem has become even harder to solve because of new technology. The addition of new
domain name extensions and the use of automated registration tools have made cybersquatting

happen more often and faster. These changes mean that legal frameworks and enforcement

269 |ndian Evidence Act, 1872 (electronic evidence).
270 s Digital Millennium Copyright Act (DMCA), 1998.
271 JK Copyright, Designs and Patents Act, 1988.
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strategies need to be constantly updated to make sure they are still effective at dealing with new

problems.

The Uniform Domain Name Dispute Resolution Policy (UDRP) and other administrative tools
have given people a good alternative to going to court. These mechanisms have become very
popular with trademark owners because they are a faster and cheaper way to settle disputes. But
because they don't cover everything, especially money damages, they can't fully replace national

legal systems.?"?

Taking all of these things into account, it's clear that a multi-faceted approach is needed to
effectively fight cybersquatting. To move in this direction, it is important to strengthen national
legal systems, improve the ability of judges, and improve communication between courts,
registrars, and international organizations. A better alignment of laws across jurisdictions would

also help with the problems that come up because cybersquatting happens across borders.?”?

In the end, protecting trademark rights in the digital world means finding a balance between legal
enforcement and adapting to new technology. The laws that govern the internet must change as
the internet itself does. Legal systems can effectively deal with cybersquatting and protect the
integrity of the online marketplace by combining strong laws, proactive judicial interpretation,

and efficient administrative support.’

272 |CANN, Multistakeholder Governance Model.
273 WIPO, ADR Mechanisms Report.
274 |CANN, Public Comment Proceedings.
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Chapter 5 — Comparative Analysis of Cybersquatting Regulation

5.1 Introduction

Cybersquatting has become a big and long-lasting problem in the fields of intellectual property
law and internet governance in the digital age. As more and more people use the internet, domain
names have become important digital assets for people, businesses, organizations, and
governments. In today's world, a domain name serves as both an online address and a powerful
way to build a brand, create an identity, and get commercial recognition. Because domain names
are becoming more valuable, people are misusing them more and more. This is called
cybersquatting, and it happens when people register, traffic, or use domain names in bad faith to

take advantage of the goodwill of established trademarks.?’

Cybersquatting started when the internet was still new and domain name registration systems
worked on a first-come, first-served basis with little government oversight. Domain names were
free to use during this time, and most people didn't know how valuable they were for business or
how they could affect intellectual property. This made it possible for people to register domain
names that were similar to famous trademarks, brand names, corporate identities, and even the
names of famous people. In a lot of cases, these registrations weren't made for real use; they
were made to resell at higher prices or to get more visitors to a website for financial gain. This

early abuse of domain name systems led to what we now call cybersquatting.’®

Domain names became much more important as the internet grew into a global place for
business and communication. Businesses started to depend on their websites for marketing,
getting customers to interact with them, and providing services. In this situation, a domain name
became very important to a company's identity and reputation, just like trademarks are in the real

world. This change caused more arguments over who owns a domain name and who is infringing

275 United States, Anticybersquatting Consumer Protection Act (ACPA), 15 U.S.C. §1125(d) (1999).
276 United States, Lanham Act, 15 U.S.C. §§1051 et seq.
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on a trademark. Cybersquatting became a serious threat to brand protection, consumer trust, and

fair competition in the digital economy as a result.?”’

Cybersquatting has many effects, not just on trademark owners but also on consumers and the
whole digital ecosystem. For businesses, cybersquatting can hurt their reputation, lower the value
of their trademarks, and steal legitimate traffic. Companies can also lose money when people
who are interested in their products are sent to fake or competing websites. Sometimes,
cybersquatters use domain names to host harmful content, phishing schemes, or fake goods,
which hurts the reputation of real businesses even more. Cybersquatting makes things confusing
for customers and raises the risk of online fraud, identity theft, and cybersecurity threats,

especially when fake websites look a lot like real brand websites.?’®

Different places have responded to cybersquatting in different ways and at different times. At
first, many legal systems tried to settle domain name disputes using existing trademark laws and
rules against unfair competition. But it quickly became clear that traditional intellectual property
laws weren't enough to handle the internet's unique features, especially its lack of borders and
decentralized nature. This led to the creation of special legal and administrative systems that are
meant to deal with cybersquatting. The United States passed laws like the Anticybersquatting
Consumer Protection Act (ACPA), while India used trademark laws along with court decisions

and government policies to protect consumers.”’

At the international level, the most significant development in cybersquatting regulation is the
establishment of the Uniform Domain Name Dispute Resolution Policy (UDRP) by the Internet
Corporation for Assigned Names and Numbers (ICANN). The UDRP provides a standardized,
global mechanism for resolving domain name disputes through arbitration rather than traditional

litigation. It is designed to address clear cases of bad-faith registration efficiently and uniformly

277 India, Trade Marks Act, 1999.
278 |ndia, Information Technology Act, 2000.
279 United Kingdom, Trade Marks Act, 1994,
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across jurisdictions. This international framework reflects the recognition that cybersquatting is a

transnational problem that cannot be effectively regulated by individual countries alone.?*

Even though these laws are in place, cybersquatting keeps changing as technology and how
people use the internet change. The introduction of new generic top-level domains (gTLDs), like

nn

".online," ".store," ".tech," and many more, has made it much easier to find domain names. This
growth has made things easier to access and has led to new ideas, but it has also given
cybersquatters more chances to register domain names that are similar to well-known brands.
Also, more and more people are using automated domain registration tools to quickly register a
lot of domain names. These tools often target trending keywords or new brands before they get

legal protection. 28!

Another new problem is that digital platforms are becoming more popular than traditional
domain names. This is especially true for mobile apps and social media networks.
Cybersquatting has grown into these areas by using username squatting, brand impersonation,
and making fake accounts. This change shows that cybersquatting is no longer just about
registering domain names; it is now part of a bigger problem with the misuse of digital identities.
As more and more people use different platforms to be online, it has become harder to protect

intellectual property rights.

Technological advances like artificial intelligence, machine learning, and blockchain-based
domain systems have made the regulatory environment even more complex. More and more,
cyber squatters use automated algorithms to find valuable domain names by looking at market
trends, brand popularity, and keyword analysis. Also, privacy protection services and tools for
registering domains anonymously make it hard to find out who is breaking the law.
Cryptocurrency payments make it even harder to enforce the law because they allow untraceable
money transfers. These changes show how cybersquatting is becoming more complicated in the

digital age. 2%

280 Eyropean Union, Directive 2004/48/EC on Enforcement of Intellectual Property Rights.
281 Eyropean Union, Digital Services Act, 2022.
282 Australia, Trade Marks Act, 1995.
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In this context, cybersquatting should be seen as a problem for the law, technology, and the
economy that has an impact on global digital governance. It has to do with trademark law,
internet regulation, consumer protection, and working together with other countries. As digital
economies grow, it becomes more and more important to protect domain names as valuable
intellectual property. Because of this, legal systems must always change to keep up with new

technologies. 2%

In general, cybersquatting is a threat that is always changing and growing in the digital world. It
needs a coordinated response from the law, technology, and policy. A thorough comprehension
of its characteristics and effects establishes the basis for examining comparative regulatory
frameworks and international methodologies, which are elaborated upon in the ensuing sections

of this chapter. 234

Even with these changes, cybersquatting keeps changing as technology gets better. The addition
of new generic top-level domains (gTLDs), like ".online," ".tech," ".shop," and many more, has
greatly changed the landscape of domain names. This growth has made it easier for people to
come up with new ideas and build their brands, but it has also made cybersquatting more likely
by giving people more ways to register in bad faith. Also, the rise of automated domain
registration systems makes it easy for cybersquatters to quickly register a lot of domain names,

often going after new trends or brands.

5.2 Regulatory Framework in the United States

The United States has created one of the most complete and powerful sets of laws for dealing
with cybersquatting and domain name disputes. As cybersquatting became a bigger problem in
the late 1990s, especially as the internet became more popular for business, it became clear that
trademark owners needed a legal system that could keep bad-faith domain name registrations

from happening. The U.S. system is mostly based on laws that are written down, but it also uses

283 Australia, Trade Marks Act, 1995.
284 Singapore, Trade Marks Act, Cap. 332.
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courts and international dispute resolution systems to help. The United States is a world leader in

regulating cybersquatting because of this multi-layered framework. 2%

The Anticybersquatting Consumer Protection Act (ACPA), which was passed in 1999 as an
amendment to the Lanham Act, is the main law that protects people from cybersquatting in the
United States. The ACPA was made to stop people from registering domain names that are the
same as or very similar to well-known trademarks in order to make money off of them. This law
gives trademark owners a direct way to sue cybersquatters in federal court. The ACPA gives
courts the power to order the transfer or cancellation of domain names that are infringing and
give?™
monetary damages, including statutory damages ranging from $1,000 to $100,000 per domain

name in cases involving willful misconduct.

One of the most important parts of the ACPA is that it focuses on bad faith intent to profit. This
requirement is very important for figuring out if a defendant's actions count as cybersquatting.
The law lists a number of things that courts can look at when deciding if someone acted in bad
faith. These include whether the registrant has any real intellectual property rights in the domain
name, whether the domain was registered mostly to sell it to the trademark owner, whether there
is a pattern of similar behavior, and whether the registrant gave false or misleading contact
information when they registered. These things help courts tell the difference between legitimate

use of a domain name and abusive registration practices.?®’

The courts in the United States are very important for making sure that cybersquatting laws are
followed. Federal courts have created a lot of case law that explains the ACPA and how
trademark rules apply to online disputes. When deciding a case, courts usually look at whether
the domain name is likely to confuse people and whether the person who registered it did so in
bad faith. Over time, court decisions have made it easier for trademark owners to protect their

rights by recognizing domain names as important business identifiers that have value and

285 China, Trademark Law, 2019 Amendment.
286 Germany, Trademark Act (Markengesetz).
287 France, Intellectual Property Code.
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goodwill. At the same time, courts have made sure that legitimate domain name holders are not

unfairly punished, keeping a balance between protecting trademarks and allowing fair use.

The United States uses a lot of alternative dispute resolution methods in addition to legal and
judicial ones. One of these is the Uniform Domain Name Dispute Resolution Policy (UDRP),
which is run by ICANN. The UDRP is an international policy, not a law in the United States, but
it is very important for settling cybersquatting disputes between U.S.-based companies. The
UDRP is a faster and cheaper way to settle disputes than going to court. It lets trademark owners
file complaints with approved dispute resolution providers like the World Intellectual Property
Organization (WIPO). This tool is very helpful for clear cases of cybersquatting, where domain

names were registered in bad faith. 2%

The U.S. regulatory system is strong because it has two ways to enforce the law: the ACPA
provides strong legal remedies, and the UDRP makes it easy to settle disputes between countries.
This two-pronged approach makes sure that trademark owners can use both judicial and
administrative procedures, depending on the type of dispute. The ACPA's ability to pay damages
i1s a strong deterrent against cybersquatting, and the UDRP is a useful way to quickly settle

disputes without going through long court processes.?*’

The U.S. framework also has a big effect on how other countries deal with cybersquatting. Many
countries and international groups have used the U.S. model to come up with similar rules. For
example, the idea of bad faith registration and using trademark similarity as a key test. The
ACPA has also been used as a model for creating national laws and policies in other places,

showing how important it is around the world for shaping internet governance.

But the U.S. system has some problems, even though it works well. One of the biggest problems
is that cybersquatting happens across borders, and domain name registrants are often not in the
United States. It can be hard to enforce court decisions in these situations, especially when the

defendants are not in the U.S. Also, the quick growth of new generic top-level domains (gTLDs)

288 Brazil, Industrial Property Law, 1996.
28 South Korea, Trademark Act.
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has made it harder to keep an eye on and enforce rules because cybersquatters can register many

different versions of a domain name with different extensions.?°

Another problem is that going to court under the ACPA is expensive and complicated. Court
cases can take a long time and cost a lot of money, which makes them less accessible for small
businesses, even though they offer strong remedies. This is why a lot of trademark owners

choose the UDRP for simple disputes and save court for more complicated or valuable cases.?’!

The federal courts play a very important role in deciding cases about cybersquatting in the
United States. The courts have always read the ACPA in a way that makes trademark protection
stronger in the digital world. Judges have made important legal concepts like "confusing
similarity," "distinctiveness of trademarks," and "intent to divert traffic" clearer. Courts have also
said that domain names are valuable business assets that work like trademarks to help people
find businesses online. Judicial reasoning also protects legitimate domain name holders from

overreach, keeping a balance between intellectual property rights and fair use.??

The United States also relies heavily on alternative dispute resolution methods, especially the
Uniform Domain Name Dispute Resolution Policy (UDRP) that ICANN runs. The UDRP is not
a law in the United States, but it is part of domain registration agreements, so it is legally binding
on all gTLD registrants. This makes it a strong tool for use around the world that works well
with U.S. legal remedies. The UDRP is a quicker and cheaper way to settle clear cases of

cybersquatting, usually through written submissions instead of formal court hearings.

Complainants must prove three important things under the UDRP: first, that the domain name is
exactly the same as or very similar to a trademark that they own; second, that the respondent has
no valid rights or interests in the domain name; and third, that the domain name was registered
and used in bad faith. If these requirements are met, the panel may order the domain name to be

moved or canceled. The UDRP doesn't offer money damages, but its speed and ability to be

220 UAE, Trademark Law, Federal Law No. 37 of 1992.
2L ICANN, Uniform Domain Name Dispute Resolution Policy (UDRP) (1999).
292 |CANN, Uniform Rapid Suspension System (URS) (2013).
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enforced around the world make it a good addition to lawsuits under the ACPA.?*

The U.S. system also has a big effect on how other countries deal with cybersquatting. The
ACPA and UDRP principles have had a big impact on how countries around the world handle
domain name disputes. India and a number of European countries have adopted similar ideas,
such as bad faith registration, confusing similarity, and legitimate interest. This shows that the
US is in charge of setting rules for how the internet should be run and how intellectual property

should be protected around the world.?**

The U.S. framework has some good points, but it also has some problems. One big problem is
that cybersquatting happens across borders, which makes it hard to enforce laws because
registrants are often not in the U.S. If foreign courts don't recognize or carry out the orders, it can
be hard or impossible to enforce court judgments in these situations. The fast growth of new
generic top-level domains (gTLDs) has also made it harder to keep an eye on things because
cybersquatters can register many different versions of domain names with different extensions.

295

5.3 Regulatory Framework in India

India's laws against cybersquatting are mostly based on a mix of trademark law, how courts have
interpreted it, and how the government settles disputes. India does not have a separate law just
for cybersquatting, unlike some places that have passed laws just for that. Instead, the Trade
Marks Act of 1999, the common law remedy of passing off, and domain name dispute policies
like the . have all helped to protect people from domain name disputes.The IN Domain Name
Dispute Resolution Policy (INDRP). Over time, Indian courts have been very important in

making and improving the laws that protect people from cybersquatting. 2%

The Trade Marks Act of 1999 is the law that protects registered trademarks in India. This is the
basis for cybersquatting protection in the country. Even though the Act doesn't say anything

293 |CANN, Registrar Accreditation Agreement (2013).

24 WIPO, Final Report on the Internet Domain Name Process (1999).
295 WIPO, Second Domain Name Process (2001).

2% OECD, Guidelines for Consumer Protection in E-Commerce (2016).
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about domain names, its rules have been interpreted to cover online identifiers. Under the Act,
only the owner of a registered trademark can use it in connection with goods and services. Any
unauthorized use that is likely to confuse consumers is considered infringement. Indian courts
have said that domain names are like business names in the digital world and should be protected

in the same way that trademarks are in the real world.?*’

In India, the doctrine of passing off is just as important as statutory protection in cases of
cybersquatting. Passing off is a common law remedy that protects a business's goodwill and
reputation from being falsely represented by someone else. To prove passing off, the plaintiff
must show three things: that the goods or services have goodwill, that the defendant lied about
them, and that the plaintiff's reputation was hurt or is likely to be hurt. Indian courts have
effectively used this doctrine in domain name disputes, especially when one party registers a

domain name that is exactly or very similar to a well-known brand in order to trick consumers.?*®

Several important decisions by the Indian courts have helped to shape the law on cybersquatting.
The Delhi High Court ruled in Yahoo! Inc. v. Akash Arora (1999) that domain names are not just
technical addresses but also important business identifiers. This was one of the first and most
important cases. In this case, the defendant used the domain name "Yahooindia.com," which was
found to be very similar to the famous "Yahoo!" trademark. The court issued an injunction,
saying that internet users are likely to get confused by domain names that are similar to each

other. This means that trademark protection should also cover domain names.?””

In the same way, the Bombay High Court ruled in Rediff Communication Ltd. v. Cyberbooth
(1999) that domain names are important for business and should be protected by trademark law.
The court said that domain names are like business cards on the internet and have a lot of
goodwill and reputation. These early court rulings set a strong legal basis for protecting against
cybersquatting in India and brought Indian law in line with global trends in intellectual property

law. 3%

27 UNCITRAL, Technical Notes on Online Dispute Resolution (2017).

28 \WWTO, TRIPS Agreement (1994).

299 paris Convention for the Protection of Industrial Property, 1883.

300 Berne Convention for the Protection of Literary and Artistic Works, 1886.
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The INDRP system is very useful for businesses in India because it offers a faster way to settle
disputes than going to court. It helps settle disagreements faster and takes some of the work off
of the courts. But it only applies to the ".in" country code top-level domain (ccTLD), so its scope

is limited. The UDRP system, which is run internationally, handles disputes over global domains
n 301

nn

like ".com," ".net," or ".org.
Even though there are these legal and administrative tools, the Indian system still has a lot of
problems to deal with. One big problem is that there is no specific law against cybersquatting, so
courts have to rely on general trademark rules and their own interpretation. This can sometimes
make the law's results inconsistent and make it hard to know what will happen. Also, going to
court in India can take a long time, which makes it less useful in domain name disputes that need

to be resolved quickly.**

Awareness is still a big problem in India. Many small and medium-sized businesses don't fully
understand how important it is to protect their domain name or how to deal with cybersquatting.
Because they don't know about this, they are more likely to be victims of domain name abuse
and impersonation. Also, the growing use of automated tools for bulk domain registration and

the fact that privacy protection services are available make it even harder to enforce the rules.*%

Even with these legal and administrative frameworks in place, India's cybersquatting laws still
have some problems. One big problem is that there isn't a specific law against cybersquatting, so
people have to rely on how courts have interpreted it and general trademark rules. This can
sometimes cause legal outcomes to be different and enforcement to not be the same across the
board. Also, court cases in India can take a long time, which is bad for cybersquatting cases

because quick action is often needed to stop more damage.>%*

Another problem is that cybersquatting happens across borders, so many offenders are not in

India. This makes it hard to enforce legal remedies, especially when the defendants are in other

301 Council of Europe, Budapest Convention on Cybercrime (2001).

302 EU, E-Commerce Directive, 2000/31/EC.
303 ey, Digital Single Market Strategy.
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countries. Even when Indian courts make decisions that are good for the person, enforcing them
in other countries may require more legal action and cooperation between different jurisdictions.

This makes domestic legal remedies less effective in a global digital world.’®

5.4 International Framework: UDRP

The Uniform Domain Name Dispute Resolution Policy (UDRP) is the most important
international tool for dealing with cybersquatting and domain name disputes in a fair and
efficient way across different countries. The Internet Corporation for Assigned Names and
Numbers (ICANN) set it up in 1999 because domain name registrations were growing quickly
and there were more and more cases of trademark abuse on the internet. The UDRP was made as
a global administrative system to offer a consistent and affordable alternative to going to court

for cybersquatting, which is a problem that affects people all over the world. 3%

The main goal of the UDRP is to settle clear cases of bad-faith domain name registration without
having to go through complicated legal processes in national courts. It mostly applies to generic
top-level domains (gTLDs), which are domain extensions that are used all over the world, like
".com," ".net," ".org," and others. When someone registers a domain name with these extensions,
they automatically agree to follow the UDRP through the registration contract. Because domain

registrars have to follow its decisions, the UDRP is enforceable around the world.>"’

The World Intellectual Property Organization (WIPO) Arbitration and Mediation Center is the
most well-known dispute resolution service provider that runs the UDRP process. The National
Arbitration Forum (NAF) and the Asian Domain Name Dispute Resolution Centre (ADNDRC)
are two other options. These institutions choose independent panelists who make decisions based
on written submissions from both sides. This makes the process faster and easier than going to

court. 38

To win under the UDRP, a complainant must show that three important things are true. First, the

305 WIPO, Global Brand Database

306 pgnaqvision International v. Toeppen, 141 F.3d 1316 (9th Cir. 1998).

307 Intermatic Inc. v. Toeppen, 947 F. Supp. 1227 (N.D. lll. 1996).

308 Brookfield Communications v. West Coast Entertainment, 174 F.3d 1036 (9th Cir. 1999).

124



domain name in question must be exactly the same as or very similar to a trademark or service
mark that the complainant owns. Second, the respondent must not have any real rights or
interests in the domain name. Third, the domain name must have been registered and used with
bad intentions. The UDRP's main legal test is these three cumulative requirements, which make

sure that only real cases of cybersquatting are dealt with.

The UDRP framework is based on the idea of bad faith. The policy gives examples of bad-faith
behavior, such as registering a domain name mostly to sell it to the trademark owner for a high
price, stopping the trademark owner from using the mark in a domain name, or using the domain
name to get people to visit a website for business purposes by making them think it is the
trademark. These examples help the panelists figure out what the registrant meant and whether

cybersquatting happened. 3%

One of the best things about the UDRP is how quickly and efficiently it works. Most cases are
settled in two to three months, 3! which is much faster than going to court in a national court.
The process is based entirely on paperwork, so there is usually no need for oral hearings unless
they are specifically needed. This means that the UDRP is a good way to settle simple domain

name disputes.’!!

The UDRP is also a big part of the growth of international cybersquatting law. WIPO and other
organizations like it have dealt with thousands of cases over the years. This has led to a lot of
decisions that help explain legal terms like confusing similarity, legitimate interest, and bad faith.
Even though UDRP decisions aren't legally binding, panelists often follow them to make sure

that outcomes are consistent and predictable.

The UDRP is helpful, but it isn't perfect. It can't give the complainant money or damages; it can
only cancel or move domain names. Also, it is mostly meant for clear-cut cases of cybersquatting

and may not work well for cases that are more complicated and involve trademark rights or

309 Sporty’s Farm v. Sportsman’s Market, 202 F.3d 489 (2d Cir. 2000).
310 Lamparello v. Falwell, 420 F.3d 309 (4th Cir. 2005).
31 people for Ethical Treatment of Animals v. Doughney, 263 F.3d 359 (4th Cir. 2001).
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contract issues. One more problem is that there is no official way to appeal decisions made by

the system. But parties can still contest decisions in national courts.*'

5.5 Expanded Comparative Analysis of Cybersquatting Regulations

Different places have different rules about cybersquatting because their legal systems, policy
priorities, enforcement capabilities, and ways of protecting intellectual property are all different.
Cybersquatting is a problem that affects people all over the world, but the legal responses are
mostly national or policy-based, which makes enforcement hard to do. A comparative
examination of the frameworks in the United States, India, and the international UDRP system
uncovers both common principles and significant differences in structure, remedies, and

efficacy.’!

The Anticybersquatting Consumer Protection Act (ACPA) of 1999 is one of the most advanced
laws in the world for dealing with cybersquatting. The ACPA makes it clear how to deal with
bad-faith domain name registration. It lets trademark owners sue people in federal court who
register, sell, or use domain names that are the same as or very similar to their own trademark.
The U.S. system is strong because it has strong ways to enforce the law, such as the ability to
award money damages, order the transfer or cancellation of domain names, and impose statutory
damages in cases of willful infringement. This makes the U.S. system very good at stopping

crime.’'*

One important part of the U.S. approach is the structured evaluation of bad faith intent. In this
process, courts look at several statutory factors, such as whether the registrant intended to sell the
domain name for profit, whether there were multiple similar registrations, whether false
information was given, and whether there were no legitimate rights. This detailed framework
makes the law clearer and more consistent in how it is applied. Also, the UDRP and other

administrative and litigation systems work together so that trademark owners can choose

312 yghoo! Inc. v. Akash Arora, 1999 PTC 201 (India).
313 satyam Infoway Ltd. v. Sifynet Solutions Pvt. Ltd., (2004) 6 SCC 145.
314 Tata Sons Ltd. v. Manu Kosuri, Delhi HC (2001).
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between judicial remedies and faster ways to settle disputes, depending on how complicated the

0356.315

India, on the other hand, takes a more flexible and changing approach to regulating
cybersquatting. India doesn't have a specific law against cybersquatting. Instead, it uses the
Trade Marks Act, 1999, the common law doctrine of passing off, judicial interpretation, and the
IN Domain Name Dispute Resolution Policy (INDRP). Indian courts have made important
decisions, like Yahoo! Inc. v. Akash Arora and Rediff Communication Ltd. v. Cyberbooth, that
have helped protect domain names as trademarks. These cases showed that domain names are

like trademarks in that they can protect businesses.>!¢

The Indian framework is adaptable, but it is not as clear in the law as the ACPA. Courts often
use past cases and rules of interpretation, which can sometimes lead to different results. The
INDRP system is a faster way to settle disputes over ".in" domain names, but it doesn't cover as
many areas as the UDRP does. So, India's system is still developing. It combines statutory law
and judicial activism with administrative dispute resolution, but it doesn't have a full set of rules

for cybersquatting yet.*!’

The UDRP (Uniform Domain Name Dispute Resolution Policy) is an international way to handle
cybersquatting disputes that works the same way all over the world. The UDRP is different from
national laws because it works through contracts between domain registrants and registrars. This
means that it works in all jurisdictions for generic top-level domains (gTLDs). Its main strengths
are that it is consistent, fast, and cheap. The UDRP has a three-part test that must be passed to

show confusing similarity, lack of legitimate interest, and bad faith registration and use. '8

The UDRP, on the other hand, is limited in what it can do because it can only transfer or cancel
domain names and does not allow for monetary damages. It also doesn't have a formal appeals

process and is better for clear cases of cybersquatting than for complicated trademark disputes.

315 Dr. Reddy’s Laboratories Ltd. v. Manu Kosuri, Delhi HC

316 Info Edge (India) Pvt. Ltd. v. Shailesh Gupta, Delhi HC.
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Even with these problems, it is still the most widely used international system and is very
important for making sure that domain name disputes are handled the same way around the

world.>?®

The most important difference between these three frameworks is how they enforce their rules.
The ACPA in the United States relies on strong judicial enforcement and fines. India's laws are
based on a mix of statutory interpretation, court cases, and a small number of administrative
policies. The UDRP, on the other hand, offers a non-judicial, contract-based administrative
solution that puts speed and consistency ahead of punishment. These differences show that there

are different legal philosophies about deterrence, flexibility, and efficiency.

Accessibility and cost-effectiveness are two other important areas to compare. The UDRP is
usually the best way to settle disputes quickly and cheaply, which is good for small and medium-
sized businesses that can't afford to go to court for a long time. The U.S. court system works very
well, but it can be costly and take a long time. India's system is in the middle of these two
extremes. INDRP gives people an inexpensive way to settle disputes, but court cases are still

needed for bigger or more complicated ones. 32

The U.S. ACPA is based on territory, but its effects can be felt around the world, depending on
the reach of its jurisdiction. India's system is mostly for use within the country, but its courts
have heard cases about domain name disputes between foreign companies. In practice, though,
the UDRP has the widest reach because it applies to all gTLD registrations around the world
through contracts. This makes it the most unified system on a global scale.

Another difference is how bad faith is understood, which is important in all three systems. The
ACPA gives courts structured guidance by giving them a detailed list of factors in the law.
Indian law is based more on judicial discretion and precedent, which gives judges more freedom

but can also make things less predictable. The UDRP gives panelists examples of criteria, but not

319 ECy, L’Oréal SA v. eBay, C-324/09.
320 Canadian case, Tucows.com Co. v. Lojas Renner.
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a complete list, so they can adapt to changing situations. However, this can lead to some

inconsistency in borderline cases. 32!

Even with these differences, all three frameworks have a lot in common. Both systems see
domain names as valuable business assets and understand that trademark owners need to be
protected from bad registrations. All frameworks also stress bad faith as a key factor in deciding
whether someone is cybersquatting, which shows that people around the world agree on the main

issue.’??

To sum up, the comparative analysis shows that the U.S., India, and the UDRP framework all
take different approaches, but together they help to regulate cybersquatting around the world.
The U.S. system focuses on strong law enforcement, India's system is based on changing laws
and courts, and the UDRP is a model for resolving disputes internationally. These frameworks
work together to make a global system for dealing with cybersquatting that is not perfect and has
many layers. This shows that we need to keep working together, sharing information, and

making new laws in the future. 3>

5.6 Challenges in Harmonization (Expanded)

It 1s still hard to make cybersquatting laws the same in all places, and this is a problem that
international intellectual property and internet governance law is still working
on.Cybersquatting is a problem that affects trademark owners, businesses, and internet users
all over the world. However, the way that countries and regulatory systems respond to it is
still very different. These differences make it hard to work together across borders, make it
hard to enforce the law, and make it hard to get consistent legal outcomes. Cybersquatting is
a problem that keeps changing and getting worse because there isn't a single set of laws that

covers the whole world.??*

321 Australian case, Melbourne IT Ltd. v. Grant.

322 Singapore case, Creative Technology Ltd. v. Aztech Systems.

323 South African case, Laugh It Off Promotions v. SAB International.
324 EURId, .EU ADR Rules.

129



One of the biggest problems with making cybersquatting laws work together is that each country
has its own legal system. Different countries have different legal traditions. For example, the
United States and India have common law systems, while many European countries have civil
law systems. These legal traditions affect how cybersquatting is defined, understood, and
punished. In common law systems, courts often use past decisions and flexible interpretations of
trademark rules. In civil law systems, on the other hand, they rely more on written laws. This big

difference makes it hard to come up with a global standard for regulating cybersquatting.*?

Another big problem is that there is no international law that everyone has to follow when it
comes to cybersquatting. The UDRP and other similar systems are widely accepted ways to
settle disputes, but they are not laws; they are policies that people agree to follow. The UDRP
only works for generic top-level domains (gTLDs) and is based on agreements between domain
registrants and registrars. Because of this, it doesn't have the same power as national laws and
doesn't cover all types of domain disputes in depth. This makes it impossible to fully harmonize
because there is a gap between international administrative procedures and domestic legal

systems.>%¢

The differences in substantive legal standards, especially when it comes to the idea of "bad
faith," make things even more difficult. Most places agree that bad faith is an important part of
cybersquatting, but there is a lot of disagreement about what bad faith means. The ACPA in the
United States, for example, gives a clear list of legal factors to use to figure out bad faith intent.
India, on the other hand, uses judicial interpretation and precedent, while the UDRP uses
examples that aren't complete. Because of these differences, similar cases in different

jurisdictions don't always have the same results, which goes against the goal of uniformity. 3%’

Cybersquatting cases are also very hard because of the many different laws that apply to them.
People often register domain names in one country, host them in another, and access them from

anywhere in the world. This makes it hard to know which court or legal system has the power to

325 CNNIC, .CN Dispute Resolution Policy.
326 JPRS, .JP Domain Name Dispute Policy.
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settle a disagreement. Even if a judgment is made in one country, it can be hard to enforce it in
another because of differences in enforcement laws and how countries work together. Because
there is no standard rule for where cybersquatting cases should be heard, people often "forum
shop," which means they choose jurisdictions that they think will be more favorable to their

claims.3%®

The fast growth of domain name systems and digital platforms is another big problem for

'

harmonization. The addition of new generic top-level domains (gTLDs) like ".app," ".tech,"
".online," and many more has made a lot more domain names available. Because of this growth,
it is harder to keep an eye on things and enforce rules. Trademark owners now have to protect
their rights over a much larger digital landscape. Cybersquatters also often register many
different versions of domain names with different extensions, which makes it even harder to

enforce the law.3?°

The rise of new technologies also makes it harder to get everyone on the same page.
Cybersquatters can now quickly and easily register a lot of domain names thanks to automation
tools, artificial intelligence, and bulk domain registration technologies. At the same time, it is
hard to find people who break the law because they use privacy protection services and
anonymous registration sites. Payments made with cryptocurrencies make enforcement even
harder because they let people make anonymous financial transactions. These advancements in
technology frequently surpass legal reforms, resulting in a disparity between regulation and

implementation.**°

The fact that countries don't all have the same ways of enforcing the law is another big problem.
Even when laws are similar, how well they are enforced depends a lot on the efficiency of the
courts and the government. Some countries have strong systems for protecting intellectual
property, while others may not have the infrastructure or resources to deal with cybersquatting
cases well. This difference makes it harder for trademark owners to protect their rights and

makes global regulatory efforts less effective.
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The cost and availability of ways to settle disputes also have an effect on harmonization. The
UDRP and other similar systems are cheap and work well, but going to court in your own
country can be expensive and take a long time. Small and medium-sized enterprises (SMEs),
particularly in developing nations, may encounter challenges in initiating cross-border legal
proceedings due to financial limitations. This lack of equal access to justice means that not
everyone is protected equally, and it makes it harder for cybersquatting laws to be enforced

consistently around the world.**!

Another problem is that legal systems don't work together very well on an international level.
There is no global authority for enforcing cybersquatting disputes, even though groups like
ICANN and WIPO help with coordination. Some countries have mutual legal assistance treaties
(MLATS), but these treaties are not meant to settle domain name disputes and often involve slow
bureaucratic processes. Because of this, cross-border cybersquatting cases often take longer than

they should and are hard to follow.

The changing ways that people misuse online identities make it even harder to get everyone on
the same page. Cybersquatting is no longer just about traditional domain names. It now includes
squatting on social media usernames, pretending to be someone else in a mobile app, and making
up fake business listings online. These new types of digital identity abuse don't fit into the
traditional domain name regulatory framework, which makes it hard to apply existing

cybersquatting laws consistently across different platforms and jurisdictions.**?

Harmonization is also affected by differences in policy priorities between countries. Some
countries focus more on protecting businesses and encouraging investment by enforcing strong
trademarks. Others focus more on freedom of speech and fair use of domain names. Because of
these differences, there are different levels of what counts as infringement or bad faith, which

makes it hard to come up with a standard that everyone can agree on.>*3

In conclusion, the harmonization of cybersquatting regulations encounters several interconnected

331 David Lindsay, International Domain Name Law (2007).
332 Jacqueline Lipton, Internet Domain Names, Trademarks and Free Speech (2010).
333 Graeme Dinwoodie, International Intellectual Property System.

132



challenges, such as legal diversity, the absence of binding international law, jurisdictional
conflicts, technological advancements, enforcement inconsistencies, and the evolving nature of
digital identity misuse. Even though frameworks like the UDRP are a big step toward making
cybersquatting laws the same all over the world, they are not enough to make them all the same.
To achieve real harmonization, countries will need to work together more closely, update their
laws, and create flexible regulatory systems that can keep up with changes in technology and

business in the digital age.>**

Bringing cybersquatting laws into line with each other in different countries is still one of the
hardest problems in international intellectual property law and internet governance.
Cybersquatting is a problem that affects trademark owners, businesses, and internet users in all
countries, but the legal responses are not coordinated because of differences in legal systems,
policy approaches, enforcement mechanisms, and technological capabilities. This lack of
consistency makes it very hard to make sure that trademark rights are always protected in the
digital world. The internet doesn't have any borders, so when there isn't a fully harmonized legal

system, it can cause jurisdictional conflicts, inconsistent judgments, and gaps in enforcement.>*>

One of the biggest problems with harmonization is that different countries have different legal
systems. Different areas of the law use different systems, like common law, civil law, and mixed
law. Countries with common law, like the US and India, rely a lot on past court decisions and
flexible interpretations of the law. Civil law countries, on the other hand, rely more on written
laws. Because of this difference, the definition, interpretation, and decision-making process for
cybersquatting are all directly affected. Because of this, the legal reasoning and outcomes in
cybersquatting cases may be very different from one place to another, even though the main

issue is the same. This makes it hard to get everyone to agree on a single standard.’®

Another big problem is that there isn't a binding international treaty that deals with
cybersquatting directly. The UDRP is a widely used administrative system, but it is not a legal

system based on treaties; instead, it is a policy that ICANN enforces through contracts. This

334 Mark Lemley, Trademark Law and Cyberspace.
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means that it doesn't have the power of international law and relies on private contracts between
registrants and registrars. As a result, national laws still work on their own, and there is no single
legal authority that can enforce the same rules in all areas. This structural gap makes it

impossible for all countries to have the same laws.*’

The differences in legal standards and how key ideas are understood, especially the idea of "bad
faith," make things even harder. Everyone agrees that bad faith is the most important part of
cybersquatting, but different systems have very different ideas about what it means. The ACPA
gives courts a long list of things to think about when deciding if someone acted in bad faith in
the United States. This gives the law a lot of certainty. In India, courts use a mix of laws and
judicial interpretation, which makes the system more flexible but less predictable. The UDRP
uses examples that aren't complete, which gives panelists a lot of freedom. These differences
cause similar factual situations to have different results, which makes it harder to work toward

global harmonization.
5.7 Conclusion

The study of cybersquatting and the different rules that apply to it shows that misusing domain
names is not just a technical problem, but also a complicated legal, economic, and technological
problem that has a direct effect on intellectual property rights, online identity, and global digital
commerce. As the internet has grown, so has cybersquatting. It started as an opportunistic
practice in the domain registration system and has now become a complex and often automated
form of digital exploitation. Because of this, legal systems all over the world have had to come
up with ways to deal with it, which has led to the creation of different but connected sets of

rules.8

One of the most important things that comes out of the analysis is that cybersquatting is always

transnational, which means that national legal solutions alone are not enough. Many jurisdictions
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register, host, and access domain names, and these often involve people from different countries.
When legal problems come up, the internet's global structure makes it very hard to enforce the
law. National laws like the ACPA in the US and the Trade Marks Act in India offer strong
domestic remedies, but they don't always work as well when cybersquatters are based in other
countries. This shows how important it is for countries to work together and have rules that are

the same everywhere.**

Another important conclusion is that protecting trademarks in the digital world is now an
important part of intellectual property law. Originally, traditional trademark law was made for
physical markets, where geographic boundaries defined business activity. In the digital age,
though, domain names work like trademarks and are used as global identifiers. They stand for
brand identity, customer trust, and business reputation. So, courts and lawmakers are starting to
realize that trademark protection needs to cover more than just physical goods and services. It

should also cover things like domain names and usernames.>*

A comparison of the regulatory frameworks in the US, India, and the UDRP shows that they all
agree on the problem, but they all have very different ways of dealing with it. The ACPA gives
the United States a strong statutory and litigation-based model that sets clear legal standards and
offers monetary remedies. India has a mixed system for trademark law that includes statutory
law, judicial interpretation, and administrative dispute resolution through the INDRP system.
The UDRP, on the other hand, is a global administrative system that focuses on efficiency and
consistency. However, it does not offer financial compensation or binding legal authority in the
traditional sense. These differences are due to different legal traditions and policy priorities, but

they also make enforcement outcomes less consistent.**!

A major conclusion from this comparison is that the UDRP is an important part of connecting
different national systems. It is a standardized and widely accepted way to settle domain name
disputes. Because it is based on contracts and rules, it can work across borders without needing
to have the same laws in every country. But it can't fully replace national legal systems because

it has some limitations, like not being able to pay damages and only having a few remedies.
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Instead, it works as a complementary system that helps, rather than replaces, domestic laws

against cybersquatting.

The study also shows that new technologies have made it even harder to regulate cybersquatting.
The growth of new generic top-level domains (gTLDs), the rise of automated domain registration
tools, and the use of anonymization services have all made it harder to find and stop
cybersquatting. Also, the growing use of Al and algorithm-driven registration systems has made
it easier for cybersquatters to register domain names on a large scale. They often go after new
brands and trends before they become well-known. These changes show that cybersquatting is

not a problem that stays the same; it changes with technology.>#?

Another important conclusion is that access to justice and enforcement power are still not equal
across all jurisdictions. For example, the legal systems in the United States and the WIPO-
administered UDRP proceedings are fairly efficient at providing remedies. However, many
developing countries have trouble enforcing their laws because they don't have enough
resources, don't know about them, or don't have enough institutional capacity. This creates a
global imbalance in cybersquatting protection, where trademark owners in some areas are better
protected than others. To fix this problem, we need to build up our capacity, change the law, and

work together more effectively on an international level.**?

The analysis also shows that the process of harmonizing cybersquatting laws is still going on but
not finished. Even though there are common ideas like bad faith registration and trademark
similarity, full global alignment is still not possible because of differences in how the law is
interpreted, how procedures are followed, and how laws are enforced. The lack of a binding
international treaty that specifically deals with cybersquatting makes the regulatory landscape
even more fragmented. While tools like the UDRP help to make things more similar, they don't
get rid of differences between national legal systems.*** The study also stresses how important it
is to use both legal and preventive measures. Cybersquatting cannot be resolved solely through

litigation or dispute resolution post-infringement. Instead, an effective protection framework
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needs to include proactive steps like registering trademarks in more than one jurisdiction,
monitoring domain names, defensive domain registration strategies, and tools for early detection.
To protect themselves from cybersquatting, businesses and organizations need to have a
complete digital brand protection

plan.

The research also shows that multi-stakeholder governance is becoming more important for
regulating the internet. ICANN, WIPO, national intellectual property offices, and private domain
registrars are all important parts of the domain name system. To effectively regulate
cybersquatting, governments, businesses, and international organizations need to work together.
This collaborative approach is in line with the internet's overall governance model, which is

based on shared responsibility instead of centralized control.>#’

In conclusion, cybersquatting will keep changing as technology improves and the way people
talk to each other online changes. As digital ecosystems grow to include things like social media
sites, mobile apps, and decentralized web technologies, the idea of protecting your online
identity will become even more complicated. So, future rules must be flexible, able to change,

and work together with other countries to stay useful >

The comparative study of cybersquatting regulations shows that even though a lot of progress
has been made in stopping domain name abuse, there is no one legal system or framework that
works for everyone. The UDRP makes sure that procedures are the same all over the world,
while the US has strong enforcement and India has courts and administrative protection that

change over time. These systems together make up a layered but not perfect global response to

345 OECD, Digital Economy Outlook.
346 WTO, Dispute Settlement Understanding.
347 WIPO, Statistical Analysis of Domain Name Disputes.
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cybersquatting. To make the international system more coherent and effective in the future, it
will be important to improve cooperation, make things more compatible, and keep up with

changes in technology.**’
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Chapter 6 — Challenges in Enforcement and Emerging Issues

6.1 Introduction

The internet has grown quickly, and people and businesses are relying more on digital platforms.
This has changed the way they all work. Domain names have changed from being just technical
identifiers to important business assets that are closely tied to brand identity and intellectual
property in this digital age. This has led to the illegal and economic problems that come from
misusing domain names, such as cybersquatting. Even though there are many different legal
systems and ways to settle disputes, enforcing laws against cybersquatting is still very difficult.
The emergence of new technologies and changing online habits makes these problems even

worse.>*8

The simplest definition of cybersquatting is registering, trading, or using domain names that are
the same as or very similar to well-known trademarks in order to make money from the goodwill
associated with those trademarks. Earlier chapters talked about cybersquatting laws, how to fix
them, and how to compare different countries' laws. It's just as important to know how hard it is
to enforce these laws in real life. A legal system is only as good as the rules that are in place and
how well they are followed and enforced. When it comes to cybersquatting, enforcement is often

made harder by a number of legal, technical, and procedural problems. *#°

One of the main problems with enforcement is that the internet has no borders. Domain name
disputes often involve more than one jurisdiction because the registrant, registrar, and trademark
owner could all be in different countries. This makes it unclear what the right place is to settle a
disagreement and what law applies. The process is made even harder by differences in national
legal systems, procedural requirements, and levels of protection for intellectual property rights.

This makes it hard and time-consuming to enforce rights across borders.**°|

348 World Intellectual Property Organization, WIPO Overview of WIPO Panel Views on Selected UDRP Questions,
Version 3.0 (2020).

349 Internet Corporation for Assigned Names and Numbers, Uniform Domain Name Dispute Resolution Policy
(1999).

350 Anti-Cybersquatting Consumer Protection Act, 15 U.S.C. § 1125(d) (1999).
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Another big problem is that the digital world makes it easy to hide your identity and stay
anonymous. To stay hidden, cybersquatters often use privacy protection services, fake
registration information, or multiple identities. This makes it hard for trademark owners and law
enforcement to find the people who are to blame and start legal action. The lack of transparency
not only makes it take longer to resolve issues, but it also makes enforcement more expensive

and time-consuming.>!

The problems that already exist in the legal system are also a big part of the problem.
International mechanisms and national laws offer some solutions, but they might not be broad
enough or flexible enough to keep up with how cybersquatting changes. A lot of dispute
resolution systems are mostly about moving or canceling domain names, and they don't do much

to stop repeat offenders. This lets cybersquatters keep doing what they're doing with a low risk.

The problem is further aggravated by the rise of repeat offenders who exploit loopholes in the
system. These individuals or entities repeatedly engage in cybersquatting by registering multiple
domain names, often using slight variations of well-known trademarks. The lack of centralized
monitoring systems and coordinated enforcement efforts makes it difficult to track and take

action against such habitual offenders.*>>

In addition to these problems with enforcement, the digital world is seeing the rise of new and
complicated problems that are changing the nature of cybersquatting. The addition of many new
generic top-level domains (gTLDs) has made it easier to register domain names, which has also
made it easier to misuse them. As social media has become more important, username squatting
has become more common. This is when people register usernames that are similar to well-

known brands or people.

The problem has gotten worse because of advances in technology, especially in automation and
artificial intelligence. Cybersquatters can now use advanced tools to find valuable domain
names, make copies of them, and register them all at once in a short amount of time. This has

made cybersquatting much bigger and more effective. Also, using cryptocurrency and

351 Information Technology Act, 2000 (India).
352 Yahoo! Inc. v. Akash Arora, 1999 PTC 201 (Delhi HC).
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anonymous payment systems has made it harder to track down financial transactions and punish

those who break the law.>>?

These new trends show how cybersquatting is always changing and growing, going beyond the
usual legal limits. The problems aren't just with the law anymore; they also include technology,
the economy, and cybersecurity. To solve these problems, we need a broad and multidisciplinary
approach that includes changes to the law, new technologies, and proactive enforcement

strategies.>>*

Another important thing that comes up in this situation is the need for better cooperation between
countries. Because cybersquatting happens all over the world, individual countries can't do
enough on their own. There is a growing need for laws to be more consistent, for better ways to
enforce them across borders, and for more cooperation between all the people involved, such as

governments, international organizations, domain registrars, and technology providers.

Considering all the above, this chapter aims at investigating some of the main problems in
enforcing cybersquatting laws and assessing emerging trends that may affect cybersquatting
regulations in the future. The chapter seeks to identify the challenges that stakeholders face and
the trends that will influence the future development of domain names. By discussing these
factors, the chapter prepares a framework for recommending solutions that can help deal with

cybersquatting in the modern age.>

In summary, it can be said that enforcing cybersquatting laws continues to be an ongoing
process. There is a need for the development of new mechanisms for dealing with cybersquatting
laws as well as strengthening existing laws. With the continued growth of cyberspace, there is a
need to improve on how laws are enforced in cyberspace. Therefore, this chapter plays a vital
role in bridging the gap between the analysis of the current state of cybersquatting laws and

making recommendations.>

353 Rediff Communication Ltd. v. Cyberbooth, AIR 2000 Bom 27.

354 Satyam Infoway Ltd. v. Sifynet Solutions Pvt. Ltd., (2004) 6 SCC 145.

355 ICANN, New gTLD Program (2012).

356 WIPO Arbitration and Mediation Center, Domain Name Case Statistics (2023).

142



6.2 Jurisdictional Challenges

The issue of jurisdiction is certainly one of the most challenging problems when enforcing the
laws pertaining to cybersquatting. As the internet operates across global borders, the dispute will
involve various participants residing in several countries, thus raising serious questions about
jurisdictional power and the applicable legal procedure to handle the case. While traditional
disputes usually take place within the geographical territory of one particular state,

cybersquatting disputes are by their nature international.®’

The key challenge in this case is finding the proper forum to bring the suit in the first place. It is
possible that the parties to the dispute will be registered in different states, thus increasing the
complexity of the problem. Furthermore, courts tend to have different approaches to the question
of jurisdiction, which could potentially lead to inconsistency and even to conflicts in certain

cascs.

Another question is the diversity of laws among nations with regard to domain names and IP
rights. Whereas certain nations have established a sound system of laws for combating
cybersquatting, there are other nations that do not have any special legislation regarding this
matter. In such cases, a country's common law of trademarks is usually used, but it may not be

sufficient to resolve such conflicts.>*®

International enforcement of decisions makes the problem even more complex. Despite the
existence of a decision by the court or the arbitral tribunal, the enforcement of the same in a
different nation may prove to be quite difficult due to procedural differences, the recognition of
the foreign decision, and the cooperation of the national agencies in enforcing such a decision. In
the case of cybersquatters who make themselves anonymous through domain registration, it

becomes even more difficult to enforce the law on them.

357 Cornish, Llewelyn & Aplin, Intellectual Property Law, 9th ed.
358 Trade Marks Act, 1999 (India).
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Cybersquatting is often conducted by persons who intentionally conduct themselves in nations

that have poor enforcement capabilities.*>

In order to overcome these difficulties, there is an increasing requirement for cooperation
between nations and the harmonization of laws. There are certain systems in place which will
ensure the recognition of decisions from one nation to another, and this can help considerably in
dispute settlement. Harmonization of the law globally will be essential in addressing jurisdiction

problems with cybersquatting disputes.>*

In cross-border cybersquatting disputes, it can also be hard to enforce judgments. Even if a court
takes jurisdiction and issues an order to transfer or cancel a domain name, that order will only
work if foreign registrars and registries agree to it. Because international organizations and
private companies mostly run domain name governance, national court orders may not always be

able to be enforced without help from other countries.*®!

Another related problem is forum shopping. Plaintiffs may try to pick jurisdictions with laws that
are better for them or that can get them what they want faster. Defendants, on the other hand,
may argue against jurisdiction to buy time. This kind of strategic litigation makes it harder to
settle disputes and often leads to separate cases in different jurisdictions, which raises costs and

makes outcomes less consistent.

Also, the fact that there aren't any international legal standards that are the same for everyone
adds to the uncertainty about which court has jurisdiction. The Uniform Domain Name Dispute
Resolution Policy (UDRP) and other similar systems provide a centralized way to handle some
disputes, but they don't take the place of national courts and only cover a small number of cases.
National laws vary greatly in how they handle domain name disputes, trademark dilution, and

bad-faith registration. This leads to different approaches to jurisdiction.

35 UNCITRAL Model Law on Electronic Commerce (1996).
360 panavision Int’l v. Toeppen, 141 F.3d 1316 (9th Cir. 1998).
361 Brookfield Communications v. West Coast Entertainment, 174 F.3d 1036 (9th Cir. 1999).
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The location of domain name servers and registrars adds to the problem. Courts may try to claim
jurisdiction based on where the domain is registered or where the servers are located. However,
these technical locations don't always match up with the real harm or business impact of
cybersquatting. This disconnect makes it even harder for judges to figure out where to hold

court.

6.3 Anonymity and Concealment of Identity

One of the biggest problems that exist when enforcing the rules of law with respect to
cybersquatting is the jurisdiction problem. Given the international nature of the internet, many
cybersquatting claims involve two parties that are based in two separate jurisdictions, thus posing
a problem as to whether there is a particular jurisdiction that can hear the case. Unlike ordinary
legal disputes that are heard within a particular geographical boundary, cybersquatting claims do

not observe such boundaries.>%

Among the challenges faced is choosing the correct venue where the complaint can be filed. It
may happen that the domain name registrant, the registrar, and the trademark holder each come
from a different country. There would then be the issue of choosing the right venue, which
becomes more complicated as there may even be discrepancies among courts when it comes to

exercising their jurisdiction.’®

The other problem is that there is a difference in the laws of various nations dealing with domain
names and [PR. While there are nations that have robust legal mechanisms to deal with
cybersquatting, there are others that may not have any laws specifically dealing with domain
names or even trademark laws that are well-equipped to deal with such issues. The inconsistency

leads to forum shopping.®*

Anonymity facilitated by domain registration providers is also another challenge that affects

jurisdiction. Cybersquatters often make use of anonymous proxy services, giving wrong personal

362 EUIPO, Trademark Guidelines (2022).
363 WIPO, Cybersquatting Report (2022).
364 Google Inc. v. Abercrombie (US case law).
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information or failing to give any at all. The resulting lack of transparency delays litigation while

increasing costs of enforcement.>®®

In order to deal with such problems, international cooperation and unification of the laws would
be required. The use of tools which would ensure coordination and recognition across national
boundaries would greatly enhance the efficacy of any dispute resolution process. In fact, such
international measures will be extremely significant in resolving such jurisdictional problems in

cybersquatting cases.
6.3.1 Use of Privacy Protection Services

Cybersquatters often use privacy protection or proxy registration services to hide who they really
are. These services replace the registrant's name, email address, and other personal information
with that of a third-party service provider in public records. Because of this, it's hard for
trademark owners or the law to find the real person who owns the domain name. This lack of
identification makes it less likely that cybersquatters will be caught and face legal action. It also
makes it take longer to settle disputes because more legal steps are needed to find out who the

registrant really is.3%

6.3.2 False or Misleading Registration Information

To hide their identity, cybersquatters often give false or misleading information when registering
a domain name. This could mean using fake names, wrong addresses, or email accounts that are
only good for a short time. These wrong details make it hard for trademark owners and the
government to find the real registrant. Because of this, legal notices might not get to the right
person, which could slow down enforcement actions. This practice also makes it harder to hold
people accountable and lets cybersquatters keep doing what they're doing without facing
immediate consequences. This makes it harder to resolve disputes and costs more time and

money to protect intellectual property rights.*¢

6.3.3 Use of Multiple Identities and Jurisdictions

365 Microsoft Corp. v. Microsof.com aka Tarek Ahmed (WIPO Case).
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To avoid getting caught, cybersquatters often use more than one identity and register domain
names in different countries. They might set up a lot of accounts with different names and host
them in different countries. This behavior makes it hard to follow their actions and find a clear
connection between the registrant and the domain name. It also makes things harder legally
because different countries have different laws and ways to enforce them. Because of this,
trademark owners have a hard time starting legal action, working together across jurisdictions,

and effectively protecting their rights against cybersquatters who operate on a global scale.>®

6.4 Limitations of Existing Legal Frameworks

A further disadvantage is the narrowness of current dispute resolution methods. The
administrative method, while quicker and less expensive, usually involves either transferring or
cancelling the registration of the concerned domain name, without addressing any form of
compensation to the complainant. This means that such a method cannot properly compensate
for the damage suffered by trademark owners, especially those who lose large amounts of

money.>®

The slow rate of change in law is yet another problem worth considering. In fact, technology
development, from the creation of new gTLDs to the application of artificial intelligence and e-
commerce, allows cyber squatters to continue their activities despite the legal measures

undertaken to prevent them.

In terms of the weaknesses inherent in the current laws, the enforcement of the law is also one
issue that presents problems. The enforcement of the law could be problematic even in cases
where the law provides for legal remedies due to factors such as jurisdictional differences and

difficulties in proving offenses.

The other challenge associated with enforcement is the difficulty involved in the legal process as

well as its expense, which is a deterrent to many who have been affected by cybersquatting.

368 |ICANN WHOIS Policy.
369 General Data Protection Regulation, Regulation (EU) 2016/679.
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These challenges present opportunities for cyber squatters to take advantage of the legal loophole
370

with impunity.
Moreover, the tension between protecting the intellectual property rights of a business and the
right to free speech does not always have a clear line drawn between the two. There could arise

situations where valid uses of domain names such as criticism and parody can get wrongly

challenged.®”!

Conclusion From the analysis, it can be noted that there are existing laws that regulate
cybersquatting. However, there are many limitations within such existing laws. Therefore,
constant reforms should be implemented to address the existing limitations and weaknesses to

enhance the regulation of cybersquatting.3”?
6.4.1 Jurisdictional and Enforcement Challenges

One of the biggest problems with dealing with cybersquatting under current laws is that there are
problems with jurisdiction and enforcement. The internet works all over the world, but laws only
work in certain countries. This makes it hard to figure out which country should handle a dispute.
Cybersquatters often register domain names in one country, host websites in another, and target
users in many places. This makes it hard to find the right legal forum. This makes it harder for

trademark owners to get what they want, which costs more time and money.*”?

Another big problem is that different countries have different legal standards and ways of
working together, which makes it hard to enforce court decisions across borders. It may not be
easy to recognize or enforce foreign judgments in some cases. Cybersquatters can take advantage
of these problems to get around the law and avoid punishment, which makes existing laws less

effective at protecting intellectual property rights in the digital world.>”*

6.4.2 Inadequacy of Traditional Laws
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Cybersquatting is often not well addressed by traditional legal systems, especially trademark and
intellectual property laws. These laws were first made to control physical goods and services, not
digital things like domain names. Because of this, they have a hard time keeping up with how

quickly the internet and online business practices are changing.3”>

In many cases, it's not clear what the law says about domain names, which makes it hard to
protect them. Legal processes are often slow, complicated, and costly, which makes them less
useful for resolving online disputes that happen quickly. Also, it can be hard to show bad faith or
intent in cybersquatting cases using traditional legal standards. Cybersquatters take advantage of
these gaps, which makes it hard for trademark owners to get quick and effective help in the

digital world.
6.5 Enforcement Against Repeat Offenders

The enforcement of actions against repeat offenders is one of the biggest challenges in
cybersquatting law and domain name regulation. These people or organizations register domain
names repeatedly that violate trademarks or famous brand names. Even though there are certain
laws and procedures for settling these disputes, they often continue to commit their actions by

taking advantage of the flaws in the enforcement system.>”®

The first major reason for this is that there is a lack of deterrent measures within the existing
framework. In most cases, the effects of cybersquatting only include transferring the disputed
domain name. This would settle the specific dispute but it will not stop the person from
continuing their activity. Without any serious sanctions like imposing fines or listing the

offenders, there is little chance that they will stop.®”’

A third problem that complicates the problem at hand is how easily offenders can slip back into
the process again and again. Cybersquatters often create new domain names, either under other
aliases or email addresses, or through other domain name registrars. In cases where one domain

name is removed, there is a tendency for the same person or people to register another batch of

375 Nike Inc. v. B.B. de Boer (WIPO Case).
376 Rolls Royce PLC v. Hallofpain (WIPO Case).
377 Sony Kabushiki Kaisha v. Inja Kil (WIPO Case).

149



domain names that will continue the infringing. Such a practice is termed typosquatting and bulk

domain registration.

Finally, the lack of coordination between the various domain name registrars makes it hard for
law enforcement agencies to act against habitual offenders. As there is no single database that
monitors all repeat offenders, any effort aimed at cracking down on the offenders tends to be

more ad hoc and reactionary rather than systematic.>’®

Moreover, legal action taken against repeat offenders can be a lengthy and expensive process,
particularly when several domain names are at stake. Legal action might need to be pursued
individually for each infringement of a trademark owner's rights. This will impose an additional
cost burden for trademark owners who cannot afford such expenses, prompting them to refrain

from filing additional lawsuits against the same offenders.?”

In order to combat such problems, it becomes imperative that certain measures be put in place to
ensure that strict enforcement takes place while preventive measures are employed. Imposing
stringent penalties on offenders, including financial fines, will go a long way in preventing such
abuses from occurring in the future. It is also necessary that monitoring systems be put in place
to detect the pattern of offending domains. Moreover, cooperation among different agencies is

vital in this regard.*°

In summary, it is important that repeat offenders be dealt with strictly in order to prevent such

instances from happening in the future.3%!
6.5.1 Identification of Repeat Cybersquatters

Finding repeat cybersquatters is hard because they use tricks on purpose to hide their identity.
These criminals often register more than one domain name using different names, proxy
services, and fake contact information to avoid being caught. Even with these tricks, their

behavior patterns can help identify them. For instance, they often go after well-known
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trademarks over and over, register domains with names that are similar to theirs, or get into a lot
of fights under different names. Authorities and trademark owners also use database records,
WHOIS history, and complaint tracking systems to find patterns in behavior. Sometimes,
looking at past UDRP decisions or court rulings can help show a pattern of bad-faith behavior.
So, it's important to keep an eye on and analyze registration trends all the time in order to find
repeat cybersquatters and stop domain names from being used inappropriately in the digital

world.>%?
6.5.2 Legal and administrative actions

Legal and administrative actions against repeat cybersquatters are meant to stop people from
using domain names over and over again and to protect trademark rights. Courts and
organizations that help people settle disputes, like the UDRP, can order the cancellation or
transfer of domain names that are infringing to the right owners. In serious cases, fines and
payments for damages may also be required. If someone breaks the rules more than once,
registrars may be told to suspend or block their accounts. When deciding new cases, judges often
look at past cases where people acted in bad faith. This makes the punishments harsher for
people who do wrong. Trademark owners can also file civil lawsuits under trademark and
passing off laws to get injunctions. These legal and administrative steps are meant to stop people
from regularly cybersquatting and make sure that intellectual property rights are better protected

online.*%
6.5.3 Preventive Measures and Monitoring Systems

Preventive measures and monitoring systems are very important for stopping repeat
cybersquatting. Businesses and trademark owners use domain monitoring tools to keep an eye on
new registrations that are very similar or exactly the same as their trademarks. These systems
send alerts when people register domain names that look suspicious, so people can act quickly.
People also often use defensive registration of multiple domain variations as a way to protect
themselves legally. Working with domain registrars helps find and block possible infringing

registrations early on. Also, intellectual property databases and automated screening technologies
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help find patterns of abuse. Regular monitoring and quick legal action make it less likely that

violations will happen again and make domain names safer overall in the digital world.**
6.6 Emerging Issues in Cybersquatting

Due to the ever-changing dynamics of the Internet, there have been some new developments and
complications that arise within the context of cybersquatting. With the constant evolution of
technology, the cybersquatter uses more advanced tactics to exploit others, and hence, it is

becoming harder for current legislation to cope with such problems.>®

The first one is related to the creation of new gTLDs. With the introduction of many new domain
extensions, there has been an increase in cybersquatting since cyber squatters are now able to
create domain names that are highly identical to trademarks. This has brought about numerous

possible legal conflicts and increased the difficulty of trademark monitoring.

Another notable development in this field is related to the incorporation of automated processes
and artificial intelligence in cybersquatting operations. With Al it is easy to automate the
process by which domain names can be registered and monitored. For instance, an automated

program can help cybersquatters search for useful trademarks and create domain names.*%¢

However, there have been other new forms of cybersquatting that are being facilitated by the
emergence of social networking sites and digital branding. In such cases, the domain name is
combined with the use of the website that is misleading and fraudulent, as well as various
phishing schemes and cybercrimes that target trademark owners and consumers in general by

exploiting their brand reputation. *%’

One more issue related to cybersquatting is internationalized domain names (IDN). The use of
such domain names gives the opportunity for registration in different languages, making them

accessible to a wider audience. However, this may cause “homograph attack™ through the use of
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similar visual representations of a certain domain name, making it impossible for people to

identify a fraud site and a legitimate one.>®3

Domain name systems based on blockchain technology provide another area that presents
regulatory issues. Decentralized domain name systems do not exist within the domain name
registration authority system and therefore pose a challenge in resolving disputes. This poses a

problem in enforcing any regulatory measures against cybersquatting activities.

Another factor that has contributed to the growth in the significance of cybersquatting is the
growing importance of e-commerce and businesses' online presence. Companies invest heavily
in establishing their presence online. Cybersquatting poses serious economic risks for businesses

by tarnishing their image and reputation.>*’

Conclusion In summary, the introduction of innovations and new forms of cyber activities has
brought about changes in the field of cybersquatting, posing problems that go beyond the scope
of existing laws. Solving these problems calls for creative thinking and new techniques such as
technical measures for identifying cases of cybersquatting, legislative changes, and international

collaboration.
6.6.1 New generic top-level domains (gTLDs)

The introduction of New Generic Top-Level Domains (gTLDs) has greatly increased the domain
name space, thereby bringing about both advantages and disadvantages in relation to
cybersquatting. Previously, only a few top-level domains existed, such as .com, .net, and .org.
But with the addition of more generic top-level domains, there is now an increased variety of
options when it comes to registering domain names. This, however, creates additional problems

that can be abused.>*°

The use of several gTLDs has provided cybersquatters with an opportunity to register domain
names which are identical or confusingly similar to famous trademarks under various gTLDs.

This poses a challenge to the trademark owner since he will not be able to completely safeguard
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the uniqueness of his brand. Many organizations will need to employ the defense mechanism of

registering their domain names under several gTLDs, making it costly.

It will be complicated for trademark owners to effectively monitor and enforce their rights since
there exist many gTLDs. The registration process under different gTLDs will take a lot of time
and effort. Disputes can also occur under different gTLDs, making it even more complicated for

enforcement procedures.*”!

In summary, while the increase in gTLDs has made the Internet more flexible and expansive, it
has brought about serious problems with regard to cybersquatting. Proper systems and

mechanisms need to be put in place to deal with the problem.
6.6.2 Social Media and Username Squatting

The rapid growth of social media platforms has introduced new dimensions to the issue of
cybersquatting, particularly in the form of username squatting. Username squatting is different
from regular domain name disputes because it involves the illegal registration or use of
usernames that are the same as or very similar to well-known trademarks, brand names, or
personal identities on social media sites. The misuse of usernames has become a major problem
for businesses, celebrities, and regular people since social media has become an important way to

talk to each other, market products, and build brands.**

One of the main reasons why username squatting is becoming more common is that digital
identity is becoming more important. Social media sites are a direct link between businesses and
their customers, so usernames are very important for brand recognition. People who cybersquat
take advantage of this by registering usernames that are linked to well-known brands or public

figures.>**
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They do this so they can sell the usernames for more money, trick users, or get more traffic for
their own benefit. Not only does this hurt the reputation of the real owner, but it also confuses

users who might think that the fake account is the real one.

Another problem is that the rules for different social media sites aren't always the same. Each
platform has its own rules and ways to deal with username disputes. These rules and ways may
differ in terms of what is needed, how long it takes, and how well they work. Some platforms
have ways to report impersonation or trademark infringement, but the process can take a long
time and doesn't always lead to a good outcome. This lack of consistency makes it hard for rights

holders to enforce their claims on more than one platform.**

Also, username squatting is often linked to other types of online abuse, like impersonation,

phishing, and fraud.

People may use fake accounts with squatted usernames to trick others, spread false information,
or run scams. This hurts the trademark owner and puts consumers at risk, such as losing money
and having their personal information stolen. The combination of social media with e-commerce
and digital payments has made these risks even worse, making username squatting a big

cybersecurity problem. 3%°

The problem is made worse by how easy it is to make and keep track of multiple accounts.
Cybersquatters can quickly sign up for usernames on different platforms with little verification,
which makes it hard to stop and track these kinds of activities. Even if one account is deleted,
people can make new accounts with the same usernames, which leads to more violations. This

persistence shows how limited current enforcement methods are.

To deal with these problems, social media platforms need to have stronger and more consistent

rules. Platforms need to make their verification processes stricter, make it easier for people to

39 International Telecommunication Union Reports.
395 WIPO Global Intellectual Property Indicators.
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resolve disputes, and give rightful owners faster ways to get what they want. Enforcement efforts
can also be improved by getting platforms, legal authorities, and trademark holders to work
together more. Also, making users more aware of the need to check official accounts can help

lessen the effects of these kinds of actions. 3%°

In conclusion, social media and username squatting are new forms of cybersquatting that go
beyond the usual domain name disputes. As digital platforms become more important for
business and communication, we need a mix of legal, technological, and policy-based solutions

to protect both brand owners and users online.

6.6.3 Use of Artificial Intelligence and Automation

The growth of Al and automation technologies has had a big effect on many parts of the digital
ecosystem, including cybersquatting. These technologies are great for innovation and efficiency,
but cybersquatters have been using them more and more to make their activities bigger, faster,
and more advanced. Al and automated tools have changed cybersquatting from a small, manual

activity to a big, well-organized business.*’

Automated domain name generation and registration is one of the main ways that Al is used in
cybersquatting. Advanced algorithms can look at popular brand names, trademarks, and
keywords that are trending to come up with thousands of possible domain name variations that
could be worth a lot. These tools can quickly find small changes, like typos or misspellings, that
are often called "typosquatting." Once they are found, automated systems can register these
domain names in large numbers in a very short amount of time, often before real trademark

owners can do anything about it.**8

Automation also lets cybersquatters keep an eye on market trends and how people act in real
time. They can use data analytics and machine learning to guess which brand names or terms are

likely to become popular and register related domain names ahead of time. Taking this proactive

3% Apple Inc. v. Domain Admin (WIPO Case).
397 Samsung Electronics Co. Ltd. v. Whois Privacy Services (WIPO Case).
3%8 |CANN DNS Security Framework.
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approach makes it more likely that you will make money, since these domain names can later be

sold for more money or used for advertising or scams.

Another worry that is coming up is the use of Al to make fake online content that is linked to
squatted domains. People who cybersquat can make fake websites, automated chatbots, and
phishing interfaces that look a lot like real ones. This makes it hard for people to tell the
difference between real and fake websites, which raises the risk of cyber fraud, identity theft, and

losing money.>*’

Also, automation makes it easy for cybersquatters to handle large portfolios of domain names.
Automatic handling of tasks like renewing registrations, redirecting traffic, and showing ads lets
offenders work efficiently without much help from people. This scalability makes it very hard
for law enforcement to find and punish people who do these kinds of things because they happen

so often.

Using Al makes it harder to find and punish people who break the law. It may not be enough to
use traditional monitoring tools to keep track of domain registrations that happen quickly and
change often. As cybersquatters use more advanced technologies, enforcement agencies and
trademark owners need to use Al-based tools to find patterns, spot suspicious behavior, and take

the right action.*%

Even with these problems, Al can still be used to fight cybersquatting. Early detection of
possible violations is possible with advanced monitoring systems, predictive analytics, and
automated alert systems. But these kinds of measures only work if technology keeps changing

and all the people involved work together.*’!

In conclusion, the problem of cybersquatting has gotten a lot worse because of artificial
intelligence and automation. This is because these technologies have made it bigger, faster, and

more complicated. To solve this problem, we need not only stronger laws but also better

3% Computer Fraud and Abuse Act, 1986 (US).
400 Council of Europe, Budapest Convention on Cybercrime.
401 Convention on Cybercrime (2001).
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technology and better cooperation between international organizations, registrars, and law
enforcement. To effectively deal with new problems in cybersquatting, we need a balanced

approach that makes the most of Al while reducing the chances of it being misused.**?
6.6.4 Cryptocurrency and Anonymous Payments

The rise of cryptocurrencies and anonymous digital payment systems has made it harder to
regulate and punish cybersquatting. Bitcoin and other decentralized digital currencies are
examples of cryptocurrencies that let people do business without going through banks and other
traditional financial institutions. These technologies have benefits like speed, global access, and
lower transaction costs. However, they also offer a level of anonymity that cybersquatters can

take advantage of.3

One of the primary concerns is the use of cryptocurrency for purchasing and selling domain
names associated with cybersquatting. Cybersquatters often demand payment in cryptocurrency
when offering to sell infringing domain names to legitimate trademark owners. This makes it
difficult to trace financial transactions and identify the individuals involved. Unlike traditional
banking systems, cryptocurrency transactions are not always linked to verified identities, thereby

allowing offenders to operate with minimal risk of detection.***

Anonymous payment methods also make it easier to do business across borders, which makes it
even harder to enforce the law. Because cybersquatting is a global problem, decentralized
currencies let criminals do business in different countries without having to follow normal rules.

This makes it harder for the police to look into and punish these kinds of activities.

Cryptocurrencies are also often used in other types of cybercrime. People who squat on domain
names might use them to host phishing sites, fake schemes, or fake online stores where payments

are made through anonymous digital wallets. This not only makes the victims' financial

402 Joff Kosseff, Cybersecurity Law.
403 Twitter Inc. v. Twitter.org (WIPO Case).
404 Instagram LLC v. WhoisGuard Protected (WIPO Case).
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situations worse, but it also raises serious concerns about consumer protection and online

safety.*0

The fact that different countries don't have the same rules for cryptocurrencies makes the
problem even worse. Some countries have strict rules, while others have very little oversight.
Because of this inconsistency, cybersquatters can find ways to avoid legal consequences. Also,
because blockchain technology is decentralized, it is hard for authorities to control or undo

transactions once they are done.*%

Tracking cryptocurrency transactions is also hard for law enforcement agencies because of
technical issues. Blockchain technology keeps track of all transactions in a public ledger, but
finding out who is behind a digital wallet address takes advanced investigative tools and
knowledge. This makes it harder, more expensive, and takes longer to carry out enforcement

actions.*

Even though these problems exist, there are some steps that can be taken to lower the risks of
using cryptocurrency for cybersquatting. To make things more open and accountable, we need to
strengthen the rules about digital assets, require cryptocurrency exchanges to follow know-your-
customer (KYC) rules, and work together more with other countries. Also, using technology to

keep an eye on transactions can help find suspicious behavior.

To sum up, cryptocurrency and anonymous payment systems have changed the way digital
transactions work, but they have also opened up new ways for cybersquatting and other
cybercrimes to happen. To make sure that intellectual property rights are enforced and protected,
we need to take a balanced approach that includes legal regulation, technological innovation, and

global cooperation.**®

405 WhatsApp Inc. v. Domains By Proxy LLC (WIPO Case).
406 Yber Technologies Inc. v. UberIndia (WIPO Case).

407 Airbnb Inc. v. Whois Privacy Corp (WIPO Case).
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6.7 Need for Stronger International Cooperation

Because the internet is global, cybersquatting is a problem that affects many countries and can't
be solved by one country alone. Domain name disputes frequently encompass entities situated in
disparate jurisdictions, including registrants, registrars, and trademark proprietors. Because of
this, it has become more important than ever for countries to work together to make sure that

cybersquatting is properly enforced and regulated.

One of the biggest problems with fighting cybersquatting is that national laws and enforcement
systems are not the same everywhere. Different countries have different laws, rules, and levels of
protection for intellectual property rights. Because of these inconsistencies, cybersquatters can
take advantage of weak regulations or limited enforcement capabilities in some areas. Stronger
international cooperation can help close these gaps by encouraging the harmonization of legal

standards and making sure that protection is more consistent across borders.**

Another important thing is making sure that decisions are followed in all areas. Even when a
court or administrative decision is in your favor, it can be hard to enforce it in another country
because of differences in legal systems and the lack of agreements on mutual recognition. Better
cooperation through treaties, agreements, and collaborative frameworks can help decisions be

recognized and enforced, which will make dispute resolution mechanisms work better.

It's also very important for countries and the right authorities to share information with each
other. People who cybersquat often use complicated networks and register multiple domains in
different parts of the world. Countries can better spot patterns of abuse and work together to
punish offenders if they share information, intelligence, and best practices. Working together
with domain name registrars, regulatory bodies, and international organizations can make

monitoring and enforcement much stronger.*!°

Joint enforcement actions and mutual legal assistance can also be very helpful in dealing with

disputes that cross borders. Coordinated investigations and legal proceedings can help get around

409 WIPO Domain Name Disputes Review.
410 Avtar Singh, E-Commerce Law.
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jurisdictional problems and make sure that criminals are punished, no matter where they are.
This is especially important when dealing with people who have done it before or big

cybersquatting operations. 4!!

International organizations and regulatory bodies also play a big part in encouraging cooperation.
These groups can make policies that everyone has to follow, set up ways to settle disagreements,
and help member states talk to each other. Making these kinds of frameworks stronger can help

the world deal with cybersquatting disputes in a more consistent and efficient way.*!?

Also, developing countries need help with capacity building and technical assistance to be able
to fully participate in international efforts. A lot of countries might not have the money or know-
how to handle complicated cybersquatting cases. Giving them training, infrastructure, and legal

help can make it easier for them to enforce laws and work together with other countries.

In conclusion, stronger cooperation between countries is necessary to fight cybersquatting
effectively in a world that is becoming more connected. Countries can make a stronger and more
coordinated response to cybersquatting by pushing for legal harmonization, better enforcement
tools, easier information sharing, and more collaboration. This kind of cooperation is important
for protecting intellectual property rights, keeping trust in the digital ecosystem, and making sure

the domain name system works properly.

The internet has grown so quickly that cyberspace is now a truly global space where domain
names can be registered, accessed, and used from anywhere in the world. Because the internet
has no borders, it has become much harder to enforce laws against cybersquatting. Because of
this, there is a growing need for better cooperation between countries to deal with disputes over
abusive domain name registrations and to make sure that intellectual property rights are

protected equally in all countries.*!3

411 UNCTAD Digital Economy Reports.
412 World Bank Internet Governance Studies.
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One of the main reasons why countries need to work together is because cybersquatting happens
across borders. People who cybersquat often register domain names in countries other than the
one where the trademark owner is located. They might host websites in one place, use servers in
another, and market to people all over the world. This fragmentation makes it very hard for the
legal system of one country to deal with the problem well. If countries don't work together,
enforcement actions like transferring, suspending, or canceling a domain name take a long time

and don't work well.*'

Also, working together around the world can help developing countries build their capacity.
Many developing countries don't have the technical infrastructure, legal knowledge, or
enforcement tools they need to deal with complicated cybersquatting cases. International training
programs, technical help, and sharing knowledge can all help make their legal systems stronger

and make domain name protection more consistent around the world.*"
6.8 Conclusion

This chapter has looked at the biggest problems with enforcing cybersquatting laws and the new
problems that are still affecting the changing world of domain name disputes. As the internet
becomes more complicated and connected, new technologies, jurisdictional issues, and creative
ways that offenders are using to commit cybersquatting are putting traditional ways of dealing
with it to the test. The analysis makes it very clear that, even though a lot of progress has been
made in setting up legal and regulatory frameworks, there are still a lot of gaps and problems that

make enforcement less effective. 41

One of the most important problems discussed in this chapter is the question of jurisdiction.
Because the internet has no borders, it can be hard to figure out which legal forum and law to
use. This not only makes it harder to settle disputes, but it also makes it more likely that different
decisions will be made and that the law will not be enforced consistently. The issue of anonymity

and hiding one's identity is closely related to this, as it allows cybersquatters to act without being

414 HP Inc. v. DomainsByProxy LLC (WIPO Case).
415 Oracle Corp. v. WhoisGuard Inc. (WIPO Case).
418 Intel Corp. v. Pentium Group (WIPO Case).
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held accountable. It is hard to find criminals and take legal action quickly because they use

privacy services, give out false information, and have more than one identity.

The chapter also talks about how current legal systems aren't always able to keep up with how
quickly technology is changing. Dispute resolution mechanisms offer some solutions, but they
might not be enough for big or complicated violations. The lack of strong deterrent measures
makes it easier for repeat offenders to keep breaking the law by registering multiple infringing

domain names with little or no punishment.*!’

The chapter has also looked at some new problems that are changing the definition of
cybersquatting, in addition to these problems with enforcement. The rise of new generic top-
level domains (gTLDs) has made it much harder to keep track of and enforce domain name
registrations. The rise of social media and username squatting has made the problem worse by
affecting digital identities on many different online platforms, not just traditional domain

names.*!8

The use of Al and automation has made cybersquatting even more widespread and complicated.
These technologies help cybersquatters quickly and easily find, register, and manage a lot of
domain names. At the same time, the rise of cryptocurrencies and anonymous payment systems
has made it harder to track down financial transactions. This makes it harder for law enforcement

to do their jobs and lets criminals operate across borders with less risk.

Another important point from this chapter is that we need to work together more as a world.
Since cybersquatting happens all over the world, no one country can deal with it on its own. To
fight cybersquatting in a coordinated way, laws need to be more similar, cross-border
enforcement needs to be better, and information sharing needs to be better. For a unified and
effective response to happen, governments, international organizations, registrars, and other

interested parties must work together. *1°

417 Cisco Systems Inc. v. Whois Privacy Protection Service (WIPO Case).
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In general, the chapter makes it clear that cybersquatting is no longer just a legal issue; it is now
a complex problem that involves legal, technological, and economic issues. To solve these
problems, we need a full plan that includes changes to the law, new technologies, and working
together with people from all over the world. In the digital age, it will be important to strengthen
enforcement mechanisms, raise awareness, and adapt to new trends in order to protect domain

names and intellectual property rights. 4>

In conclusion, the fight against cybersquatting has come a long way, but the digital world is
always changing, so we need to stay alert and be ready to change. The only way to effectively
deal with the problems discussed in this chapter is to take a balanced and forward-looking
approach. This will make sure that the domain name system is safer, fairer, and more reliable in

the future.

420 Ryan Abbott, Artificial Intelligence and IP Law.
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CHAPTER 7 — FINDINGS, RECOMMENDATIONS AND CONCLUSION

7.1 Introduction

This chapter forms the final part of the research work on cybersquatting. It contains the major
findings of the research work followed by recommendations and conclusive remarks. The
objective of the chapter is to highlight some of the main ideas covered in the previous chapters.
The chapter seeks to bring together all the theoretical constructs, laws and issues addressed in

previous chapters in a succinct manner.*?!

The phenomenon of cybersquatting has gained prominence as an important problem in today’s
world of technology. With rapid expansion of the internet, online mediums have become
indispensable tools in communication. Individuals and corporations rely on domain names to
build their identities and communicate with others. The domain name is not simply the technical
address of a website, but rather has become a valuable resource that represents the company’s
brand and good will. Many companies devote a great deal of time and effort in developing their

presence on the web through the use of domain names.**?

Cybersquatting is where domain names are registered, used, or transferred in bad faith with the
intention of making money through the exploitation of the trademark or brand name of another
party. In many cases, the parties engaged in cybersquatting register domain names similar to

popular brand names and then try to resell those domains for an inflated price.**

In this research, cybersquatting has been seen to be a complex concept, involving various aspects
such as laws, technology, and business. The law includes several regulations and dispute
resolution mechanisms, although their efficacy can be compromised due to differences across

borders and weak enforcement. The technological aspect involves improvements in

421 World Intellectual Property Organization, WIPO Overview of WIPO Panel Views, Version 3.0 (2020)

422 Anti-Cybersquatting Consumer Protection Act, 15 U.S.C. § 1125(d).

423 Internet Corporation for Assigned Names and Numbers, Uniform Domain Name Dispute Resolution Policy
(1999).
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technological capabilities that make it easier for cybersquatters to conduct themselves and pose
challenges for law enforcement agencies when dealing with cybersquatters. In terms of business,

the rising value of domains has made cybersquatting profitable.*?*

In this research, cybersquatting has been seen to be a complex concept, involving various aspects
such as laws, technology, and business. The law includes several regulations and dispute
resolution mechanisms, although their efficacy can be compromised due to differences across
borders and weak enforcement. The technological aspect involves improvements in
technological capabilities that make it easier for cybersquatters to conduct themselves and pose
challenges for law enforcement agencies when dealing with cybersquatters. In terms of business,

the rising value of domains has made cybersquatting profitable.*?

The conclusion of the chapter also provides some insights into the future path of cybersquatting.
With the advancement in technology and the expansion of the digital economy, it can be
predicted that cybersquatting will become more prevalent. Thus, coordination on the part of
governments, organizations, and individuals will be vital in creating a more secure digital space.
Regulation and effective enforcement of laws will play an important role in addressing the issue

of cybersquatting.

This chapter ends the analysis by summarizing the key results, identifying areas where

improvement can be made, and providing insights for the future management of cybersquatting.

7.2 findings

Some of the key results from the cybersquatting study can be highlighted in the following points.
First, cybersquatting is not just an unethical use of the domain name system anymore; instead, it
has become a highly strategic practice due to legal gray areas, technological advances, and
business considerations. The results obtained from the study can be grouped into three

categories: legal, technological, and business-related.*?®

424 Trade Marks Act, 1999 (India).
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Legally, one of the primary conclusions to be drawn is that often, the existing legislation and
regulations fall short when dealing with the evolving character of cybersquatting. Even though
many countries have adopted their own legislation for the regulation of domain-name conflicts,
the issue remains inconsistent when looking at different legal systems. This inconsistency allows
cybersquatters to take advantage of inferior laws and operate globally without much difficulty.
Furthermore, legal actions tend to be time-consuming and expensive, making it less appealing

for victims to seek legal redress.*?’

Technologically speaking, the study reveals that technological advancements have played a role
in aiding cyber squatting in terms of quick and effective registration of many domain names
through automated technology and software. Technology has enabled the use of bots, domain
generation algorithms, and privacy services in order to remain anonymous and untraceable.
However, while technological advancement provides chances for monitoring and detection
through artificial intelligence and analytics, the reality is that there exists a considerable gap
between the two sides' technological abilities, which calls for continued technological

improvements on all sides.

Cybersquatting, from the commercial point of view, is essentially driven by financial gain.
Names associated with popular trademarks or other terms that are expected to become popular in
the future have immense market value and can be subjected to cybersquatting. Cybersquatters
take advantage of the reputation of established companies in order to draw traffic or earn
advertising fees, as well as to demand huge amounts of money in exchange for the domain
names. Apart from leading to the loss of profits by legitimate trademark owners, cybersquatting

damages the good reputation of brands.**®

Apart from the above dimensions, it is imperative to highlight that there has been an escalation in
the role of globalization in cybersquatting. This is due to the nature of the internet being

borderless, which allows the cybersquatter to commit the act from places where there is either no

427 Yahoo! Inc. v. Akash Arora, 1999 PTC 201 (Del).
428 Rediff Communication Ltd. v. Cyberbooth, AIR 2000 Bom 27.
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legal remedy or no enforcement at all. Thus, it becomes extremely difficult to track down the

culprit and to provide legal remedy.*?’

7.2.1 Growth of Cybersquatting in the Digital Era

The key results from the analysis of cybersquatting include the fact that cybersquatting has
significantly increased as the Internet has grown over time. With more people and companies
establishing their online presence, there has been an increase in demand for domain names. As a
result, cybersquatters have taken advantage of the situation by using trademarks and trade names

in the registration of their domain names.*°

The research reveals that cybersquatting is not only confined to popular brand names but also
applies to smaller organizations. The vulnerability of small-scale companies can be attributed to

insufficient resources to protect their domain names due to inadequate knowledge.

7.2.2 Domain Names as Valuable Intellectual Property

In today’s digital world, domain names have been considered to be very valuable assets and have
often been viewed as a type of intellectual property. Domain names have traditionally been used
mainly as tools used to identify and locate web sites on the Internet. The role played by domain
names has changed significantly over time. Currently, a domain name acts as an integral part of a

business’ identity and reputation, which helps to identify a business on the Internet.

The domain name does not merely serve as a website address but also carries the reputation of
the enterprise. Organizations dedicate considerable time, money, and effort into developing their
brands, and the domain name is part of this process. For example, if a domain name is similar to
the trademark of the organization, there may be a strong association in the minds of the

customers.*!

The main conclusions of this research include the increasing value of domain names in relation

to the swift development of the e-commerce sector. Businesses utilize their websites to connect

429 WIPO Arbitration and Mediation Center, Annual Report (2023).
430 ICANN, DNS Abuse Framework Reports.
431 National Internet Exchange of India, INDRP Policy.
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with clients and offer products and services. A good domain name that is short and catchy will be
able to increase website hits and improve business operations. Domain names have therefore

become quite valuable, and they are often traded at high costs.**?

However, classification of domain names as intellectual property has its own set of problems. As
opposed to normal intellectual properties like trademark, a domain name is issued based on the
principle of "first come first serve". Therefore, anyone can register a domain name, irrespective
of whether or not it resembles an existing trademark. Such a system facilitates exploitation of
individuals and cybersquatting, especially when a domain name is registered for malicious

reasons.*3?

One more important discovery in this study is the crucial importance of domain names for
building consumer trust. The appearance of a recognizable domain name creates more consumer
trust and leads to active website use. On the contrary, deceptive domain names create confusion
for consumers and guide them to fake websites where they might lose money and face identity
theft. For this reason, protecting domain names has become vital in maintaining consumer trust

in cyberspace.

From the findings, it can be concluded that there is still a lot of progress being made when it
comes to protection of domain names. Despite the existence of several laws and processes for
dispute resolution, they do not always cater for all aspects relating to wrongful use of domain
names. There are many cases where organizations have had to rely on trademark law for
protection of their domain names and this may not cover all aspects of the problems surrounding

domain name.

Moreover, the international nature of the Internet increases the challenge of protecting domain
names. The registration of a domain name in one country may affect people in another nation,
thus making it difficult to enforce domestic laws. This necessitates international cooperation and

standards to protect domain names across borders.**

432 UNCITRAL Model Law on Electronic Commerce (1996).
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The research unequivocally demonstrates that domain names have transformed into significant
intellectual property assets. In the digital economy, they are very important because they are
important for branding, marketing, and running a business. At the same time, their susceptibility
to misuse underscores the necessity for enhanced legal safeguards, awareness, and enforcement

measures.435

In today's digital world, domain names are very valuable and are often seen as a type of
intellectual property. In the past, domain names were mostly used as technical tools to find and
identify websites on the internet. But their role has changed a lot over the years. A business's
identity, brand image, and online presence are all closely tied to its domain name these days. It is
a special address that makes it easier for people to find and remember a business online.

A domain name is more than just a web address; it shows how well a business is doing and how
much people like it. Companies spend a lot of time, money, and effort building their brand, and
the domain name is a big part of that brand. For instance, when a domain name is similar to a
company's trademark, it makes people think of the company in a strong way. Domain names are

valuable assets, just like trademarks and other types of intellectual property.**

One of the most important things this study found is that the value of domain names has gone up
because e-commerce and online services are growing so quickly. Companies need their websites
to connect with customers, market their goods, and offer services. A domain name that is simple,
attractive, and easy to remember can bring more people to your website and help your business
do better. Domain names have become important for business, and people often buy and sell

them for a lot of money.

But recognizing domain names as intellectual property also makes things more difficult in some
ways. Domain names are not like other types of intellectual property, like trademarks, in that
they are registered on a first-come, first-served basis. This means that anyone can register a

domain name as long as it is not already taken, even if it is similar to a trademark. This system

435 General Data Protection Regulation, EU 2016/679.
436 |CANN New gTLD Program (2012).
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makes it possible for people to abuse it, especially cybersquatters who register popular or brand-

related domain names with bad intentions.**’

Another important thing to note is that domain names are very important for building trust with
customers. People are more likely to trust and interact with a website when they see a domain
name that is familiar or official. Fake or misleading domain names, on the other hand, can
confuse people and send them to fake websites. This can lead to businesses losing money, having
their data stolen, and hurting their reputation. So, keeping domain names safe is now very

important for keeping trust in the digital world.**

The research indicates that legal safeguards for domain names are still evolving. There are some
laws and ways to settle disputes, but they don't always work for all problems that come up when
people misuse domain names. Businesses often have to use trademark laws to protect their
domain names, but these laws may not cover all aspects of domain name disputes. This shows
that we need stronger and more specific laws to protect domain names as a separate type of

intellectual property.**

Also, the fact that the internet is used all over the world makes it harder to protect domain names.
It can be hard to enforce national laws when a domain name is registered in one country and
affects people in another. This makes it necessary for countries to work together and set the same
rules to better protect domain names across borders.The research unequivocally demonstrates
that domain names have transformed into significant intellectual property assets. They are very
important in the digital economy because they are important for branding, marketing, and
running a business. Their susceptibility to misuse underscores the necessity for enhanced legal

safeguards, awareness, and enforcement measures.
7.2.3 Inadequacy of Existing Legal Frameworks

The study shows that the current laws against cybersquatting are not enough to deal with the

problems that come up in the digital world. One of the main problems is that many countries

437 |CANN Uniform Rapid Suspension System (URS).
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don't have laws that directly address cybersquatting. Instead, trademark laws that were originally
made for physical markets are often used to settle disputes. These laws aren't always the best
way to settle domain name disputes. People who rely too much on trademark principles often
have trouble figuring out what they mean, especially when it comes to figuring out bad faith and

confusing similarity.**

Administrative dispute resolution mechanisms are a faster and cheaper way to settle disputes
than going to court, but they have some big problems. Most of the time, these systems only deal
with canceling or moving domain names and don't punish or pay back cybersquatters very
harshly. Because of this, they don't have a strong deterrent effect, which lets people break the
law again and again. Also, enforcement is still a big problem, especially in cross-border cases

where the parties are in different jurisdictions with different legal systems.**!

The global nature of the internet further complicates the issue, as there is no uniform
international legal framework governing cybersquatting. Differences in national laws create
loopholes that cybersquatters can exploit, making enforcement difficult and inconsistent.
Moreover, rapid technological advancements and the expansion of new domain name extensions
have outpaced the development of legal regulations, creating additional gaps in protection.
Therefore, while existing frameworks provide a basic foundation for addressing cybersquatting,
they are insufficient in effectively tackling the evolving challenges of the digital landscape and

require significant reform.*?
7.2.4 Effectiveness and Limitations of Dispute Resolution Mechanisms

The research shows that dispute resolution mechanisms are important for dealing with
cybersquatting because they are faster and cheaper than going to court. Administrative
procedures for settling domain name disputes are meant to be quick, so trademark owners can get

things done like transferring or canceling infringing domain names without having to go through
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long legal processes. This makes them very helpful for businesses that need to act quickly to

protect their brand and online presence.**’

But even though these mechanisms work, they have some problems. One of the main problems is
that they don't offer many options for fixing things. Most of the time, the only thing that can
happen is that the disputed domain name is transferred or canceled, and there is no way to get
money or punitive damages. This makes it less likely that cybersquatters will be scared off
because they don't have to pay a lot of money for their actions. Because of this, people often do

the same thing again.**

Another problem is that it is hard to enforce. Decisions made by domain registration authorities
may be binding, but enforcing them in different jurisdictions can be hard, especially when the
people involved are in different countries. There may also be inconsistencies in decision-making
because different people may understand important ideas like bad faith and confusing similarity

in different ways.

7.2.5 Jurisdictional Challenges and Cross-Border Issues

The study shows that jurisdictional challenges and cross-border problems are two of the most
difficult parts of cybersquatting. Domain names can be registered, accessed, and used from
anywhere in the world because the internet works on a global scale. This often means that more
than one jurisdiction is involved in a single dispute. This makes things very complicated legally
because different countries have different laws, procedures, and standards for dealing with
cybersquatting. It can be very hard to figure out which court has jurisdiction over a dispute,
especially when the domain name registrant, the registrar, and the person who is affected are all

in different countries.**

These cross-border elements frequently result in conflicts of laws, wherein legal principles valid

in one jurisdiction may be disregarded or unenforced in another. So, even if a trademark owner

443 Council of Europe, Budapest Convention on Cybercrime (2001).
444 Computer Fraud and Abuse Act, 1986 (US).
445 Digital Personal Data Protection Act, 2023 (India).
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gets a good decision in one country, it can be hard and take a long time to enforce that decision
around the world. Cybersquatters often take advantage of these legal loopholes by registering
domain names in places where the rules aren't very strict or there aren't many ways to enforce

them. This lets them avoid responsibility and drag out disputes.*4°

Another problem is that there isn't a single set of international laws that covers domain name
disputes. Businesses looking for legal help are confused because there are no rules that everyone
agrees on. Also, differences in language, legal procedures, and administrative systems make the

resolution process even harder, which costs more and takes longer for everyone involved.*’

Because of this, jurisdictional challenges and cross-border issues make it much harder for current
legal frameworks to deal with cybersquatting. To solve these problems, countries need to work
together more, make their laws more similar, and set up systems that make it easier for decisions
to be recognized and enforced across borders. These steps would help make sure that

cybersquatting disputes are settled more quickly and consistently in the global digital world.

7.2.6 Impact of New Technologies and Domain Extensions

The study shows that cybersquatting has grown a lot because technology is moving so quickly
and domain name systems are always getting bigger. The addition of many new generic top-level
domains (gTLDs) has made more domain names available. This gives cybersquatters more
chances to register names that are the same or very similar to well-known trademarks. In the
past, there weren't many domain options, but now that there are more domain extensions, it's
easier for cybersquatters to use different versions of brand names on different platforms. This

makes it harder to keep track of and enforce rules.**

There are now more domain extensions than ever before, and technology has made it easier and
faster to register a domain name. Cybersquatters now use advanced tools and software to find

popular or new brand names and register them all at once in a short amount of time. This

446 Tata Sons Ltd. v. Manu Kosuri, 2001 PTC 432 (Del).
447 Dr. Reddy’s Laboratories Ltd. v. Manu Kosuri, 2001 PTC 859 (Del).
448 panavision Int’l v. Toeppen, 141 F.3d 1316 (9th Cir. 1998).

175



automation helps them stay ahead of real businesses, especially those that take a long time to get

their domain names. Because of this, the size and speed of cybersquatting activities have grown a

lot.*#

Also, new technologies have made it possible for more advanced forms of cybersquatting, like
typosquatting and deceptive domain practices that are hard to spot. These methods often trick
users and send web traffic to the wrong places, which hurts businesses that are honest and lose
money and reputation. The digital ecosystem is getting more complicated, and technology is

changing quickly, which makes it hard for current laws and rules to keep up.**°

7.2.7 Lack of Awareness Among Users

The study finds that users not knowing enough about cybersquatting is a big reason why it is
becoming more common. Many businesses, especially small and medium-sized ones, as well as
private users, don't know enough about how important it is to protect their domain names and the
dangers of cybersquatting. Because of this, they often don't register domain names early on or
don't protect variations of their brand names, which makes it easier for cybersquatters to take
advantage of these gaps for their own financial gain. This lack of proactive action often leads to

arguments that could have been avoided with simple steps to stop them.

Many users also don't know about the legal options and ways to settle disputes that are available
to deal with cybersquatting. Because they don't know what to do, they don't take action right
away, which lets cybersquatters keep doing what they're doing without being stopped.
Sometimes, companies don't even know that their brand identity is being used incorrectly online

until it's too late and they've lost customers, money, and reputation. "

449 Brookfield Communications v. West Coast Entertainment, 174 F.3d 1036.
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7.3 Recommendations

The study's results suggest a number of ways to deal with cybersquatting in the changing digital
world. First, we need to create a single set of international rules that can make laws more
consistent and make sure that domain name disputes are handled in the same way in all
countries. Because cybersquatting is a problem all over the world, national laws alone are not
enough. Second, dispute resolution systems should be made stronger by broadening their reach
and adding harsher penalties for registrations made in bad faith. This would make them more
effective at deterring people and stop them from breaking the rules again.**2

Also, countries need to make specific national laws that deal with cybersquatting directly instead
of just relying on regular trademark laws. Such laws would make things clearer, cut down on
confusion, and make it easier to settle disagreements. Also, it's important to raise awareness and
educate businesses and people, since a lot of disputes happen because people don't know how to

protect their domain names. Programs to raise awareness, training, and teaching people about

cyber law can all help people take steps to protect themselves.*>?

Also, it should be encouraged to use new technologies like Al and automated monitoring
systems to find and stop cybersquatting activities early on. These technologies can make things a
lot more efficient and take a lot of work off of the legal systems. To deal with the fact that
cybersquatting happens across borders, governments, regulatory bodies, and organizations need
to work together more. Working together to share information, enforce rules, and make policies
can make the response to this problem stronger overall. So, to effectively fight cybersquatting
and protect domain name rights, we need to use a combination of legal changes, new technology,

education, and cooperation around the world.*>*

7.3.1 Development of a Uniform International Framework

One of the most important things that needs to be done to deal with cybersquatting in today's

globalized digital world is to create a uniform international framework. The internet doesn't have

452 Facebook Inc. v. Privacy Ltd. (WIPO Case).
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any borders, so you can register and access domain names from anywhere in the world. But the
laws that govern these domain names are still mostly national, which leads to gaps and
inconsistencies in the rules. This broken-up way of doing things makes it very hard to deal with
cybersquatting, especially when the people involved are from different jurisdictions.
Cybersquatters often take advantage of these differences by registering domain names in
countries where the law isn't as strong or enforced, which lets them avoid responsibility and

makes it harder to settle disputes.*>

A standard set of rules and laws for cybersquatting around the world would help make sure that
they are the same in all countries and that they are enforced the same way. International
cooperation and agreements between countries, as well as the participation of global
organizations that deal with intellectual property and internet governance, could help create such
a framework. This framework would make things less confusing by setting common definitions,
principles, and procedures for resolving domain name disputes. For example, having standard
rules for figuring out bad-faith registration and confusing similarity would make disputes more

fair and predictable.*>

A uniform framework would not only help decisions be enforced across borders, but it would
also help harmonization. Right now, it's hard to enforce a good decision in another country
because of differences in legal systems and the fact that they don't recognize each other. An
international system that makes it easier for countries to work together, such as by recognizing
each other's judgments and coordinating enforcement mechanisms, would make legal remedies
against cybersquatting much more effective. This would also make it less likely that

cybersquatters would use gaps in jurisdiction.

The framework could also bring together current ways of resolving disputes into a more
organized and widely accepted system. By making these systems stronger and more consistent, it
would make sure that disagreements are settled quickly, fairly, and consistently. It could also

have stronger penalties and punishments for people who break the law, which would make it

455 Google Inc. v. Abercrombie (US Case).
456 Nike Inc. v. B.B. de Boer (WIPO Case).

178



more effective as a deterrent. The framework should also be able to change as technology

changes and domain name systems grow, adding new domain extensions.*>’

One of the most important things that needs to be done to deal with cybersquatting in today's
globalized digital world is to create a uniform international framework. The internet doesn't have
any borders, so you can register and access domain names from anywhere in the world. But the
laws that govern these domain names are still mostly national, which leads to gaps and
inconsistencies in the rules. This broken-up way of doing things makes it very hard to deal with
cybersquatting, especially when the people involved are from different jurisdictions.
Cybersquatters often take advantage of these differences by registering domain names in
countries where the law isn't as strong or enforced, which lets them avoid responsibility and

makes it harder to settle disputes.*

A standard set of rules and laws for cybersquatting around the world would help make sure that
they are the same in all countries and that they are enforced the same way. International
cooperation and agreements between countries, as well as the participation of global
organizations that deal with intellectual property and internet governance, could help create such
a framework. This framework would make things less confusing by setting common definitions,
principles, and procedures for resolving domain name disputes. For example, having standard
rules for figuring out bad-faith registration and confusing similarity would make disputes more

fair and predictable.*’

A uniform framework would not only help decisions be enforced across borders, but it would
also help harmonization. Right now, it's hard to enforce a good decision in another country
because of differences in legal systems and the fact that they don't recognize each other. An
international system that makes it easier for countries to work together, such as by recognizing

each other's judgments and coordinating enforcement mechanisms, would make legal remedies

457 Rolls Royce PLC v. Hallofpain (WIPO Case).
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against cybersquatting much more effective. This would also make it less likely

thatcybersquatters would use gaps in jurisdiction.*

The framework could also bring together current ways of resolving disputes into a more
organized and widely accepted system. By making these systems stronger and more consistent, it
would make sure that disagreements are settled quickly, fairly, and consistently. It could also
include stronger punishments and fines for people who break the law, which would make the
deterrent effect even stronger. The framework should also be able to change as technology

improves and domain name systems grow, adding new domain extensions.*¢!

7.3.2 Strengthening Dispute Resolution Mechanisms

To effectively deal with the growing problem of cybersquatting, it is important to make dispute
resolution mechanisms stronger. Even though administrative domain name dispute resolution
procedures and other systems like them are faster and cheaper than going to court, they do have
some problems. These mechanisms mainly deal with transferring or canceling disputed domain
names. They don't usually include money damages or harsh punishments for cybersquatters.
Because of this, they often don't have a strong deterrent effect, which lets people commit bad-

faith registration over and over again with little punishment.*%?

To make dispute resolution mechanisms work better, they need to be changed to include stronger
enforcement powers and more options for fixing problems. This could mean giving authorities
the power to fine people, make them pay damages, or keep repeat offenders from registering
domain names in the future. Also, making these systems easier to use by cutting down on delays
and making processes simpler can make them more accessible, especially for small and medium-

sized businesses that may not have the money to fight long legal battles.

Another important thing is to make sure that decisions are clear and consistent. Clear rules and

standard criteria for deciding things like bad faith and confusing similarity can help make sure

460 payPal Inc. v. PayPal-India (WIPO Case).
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that all cases are handled the same way. Also, using technology in dispute resolution can make
the process faster and more accurate by allowing for automated screening and case management.
Improving enforcement and compliance can also be done by making it easier for domain

registrars, dispute resolution bodies, and legal authorities to work together.*%3

In general, dispute resolution mechanisms can be a more effective way to fight cybersquatting
and protect the rights of legitimate domain name holders in the digital world if they broaden their

scope, strengthen their enforcement powers, and make it easier for people to use them.

7.3.3 Enactment of Specific National Laws

This study's most important suggestion is that each country should pass its own laws to deal with
cybersquatting. Right now, a lot of countries use either existing trademark laws or general legal
principles to settle cybersquatting disputes. But these laws weren't made to deal with the special
problems that domain name conflicts cause in the digital world. Because of this, it is often hard
to understand what the law means, it takes a long time to enforce, and court decisions are not
always consistent. This shows that we need laws that deal with cybersquatting as a separate legal

issue.*64

Some national laws can give clear definitions of cybersquatting, such as bad faith registration,
intent to profit, and misleading similarity. This kind of clarity would help courts and other
dispute resolution bodies make decisions that are fair and consistent. Also, these laws can set up
special ways to settle domain name disputes, which will help the people involved get faster and
cheaper solutions. They can also impose harsher penalties, such as fines and legal consequences,

which would make people less likely to break the law.*%°

Also, passing specific laws would make intellectual property rights safer in the digital space and
give businesses more confidence when they do business online. It would also make it easier to

work with international frameworks and make it easier to enforce laws across borders. In places

463 Instagram LLC v. WhoisGuard (WIPO Case).
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like India, making current laws stronger or adding specific laws against cybersquatting can make
the legal system much better at handling these kinds of problems. So, to fight cybersquatting and
make sure that the internet is safe and trustworthy, it is important to create clear, complete, and

enforceable national laws.*%

7.3.4 Promotion of Awareness and Education

Raising awareness and educating people are important ways to stop and lower the number of
cybersquatting cases. One of the main problems this study found is that a lot of businesses,
especially small and medium-sized ones, as well as individual users, don't know enough about
how to protect their domain names and the dangers of cybersquatting. Not knowing this often
leads to not registering domain names early on, which makes it easier for cybersquatters to use

brand names and trademarks to make money unfairly.*¢’

Educational programs can help close this gap by teaching people about the importance of
protecting domain names, registering trademarks, and taking steps to avoid problems.
Governments, regulatory bodies, and industry groups should run workshops, training programs,
and awareness campaigns to teach people about cybersquatting and the legal options they have.
These programs can also help businesses learn about best practices, like registering more than
one domain extension, keeping an eye on domain name registrations, and taking legal action

when needed.

Also, adding lessons on cyber law and intellectual property to school curricula can help future
businesspeople and professionals be more aware of these issues in the long run. You can also use
digital platforms and online resources to spread information quickly and widely. Individuals and
organizations can protect their online identities and lower the chances of disputes by becoming
more aware and knowledgeable. So, raising awareness and teaching people about cybersquatting

is a cheap and effective way to stop it, along with legal and technical measures.*®

465 Airbnb Inc. v. Whois Privacy Corp (WIPO Case).
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7.3.5 Adoption of Preventive Measures

Using cutting-edge technology is very important for dealing with the growing problem of
cybersquatting in today's digital world. With the internet growing so quickly and more people
registering domain names, it is no longer enough to monitor and enforce rules by hand. Artificial
intelligence (Al), machine learning, and automated monitoring systems are just a few examples
of technologies that can greatly improve the detection and prevention of cybersquatting. These
tools can look at a lot of domain name data in real time and find patterns that are linked to bad-
faith registrations, like using well-known trademarks, spelling variations, or misleading domain

extensions.*¢’

You can also use Al to guess when someone might try to cybersquat by looking at past data and
finding high-risk registrations before they do any damage. Trademark owners can get alerts
whenever similar domain names are registered thanks to automated alert systems. This lets them
act right away. Also, blockchain technology could make domain name registration more open

and safe by making records that can't be changed, which would cut down on fraud.*”

Using these technologies in domain name management and dispute resolution can make things
much more efficient and accurate. It can lessen the load on the legal system by stopping
arguments before they happen and making sure they are resolved more quickly when they do.
But it's also important to make sure that these kinds of technologies are used with the right level
of government oversight to keep people from using them wrong and to protect their privacy.
Overall, using advanced technologies is a proactive and effective way to fight cybersquatting and

protect domain name rights in the digital age.*’!

7.3.6 Use of Advanced Technologies

Using cutting-edge technology is very important for dealing with the growing problem of

cybersquatting in today's digital world. With the internet growing so quickly and more people

469 Oracle Corp. v. WhoisGuard Inc. (WIPO Case).
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registering domain names, it is no longer enough to monitor and enforce rules by hand. Artificial
intelligence (Al), machine learning, and automated monitoring systems are just a few examples
of technologies that can greatly improve the detection and prevention of cybersquatting. These
tools can look at a lot of domain name data in real time and find patterns that are linked to bad-
faith registrations, like using well-known trademarks, spelling variations, or misleading domain

extensions.*”?

You can also use Al to guess when someone might try to cybersquat by looking at past data and
finding high-risk registrations before they do any damage. Trademark owners can get alerts
whenever similar domain names are registered thanks to automated alert systems. This lets them
act right away. Also, blockchain technology could make domain name registration more open

and safe by making records that can't be changed, which would cut down on fraud.*”?

Using these technologies in domain name management and dispute resolution can make things
much more efficient and accurate. It can lessen the load on the legal system by stopping
arguments before they happen and making sure they are resolved more quickly when they do.
However, it is also important to make sure that these kinds of technologies are used with the
right amount of government oversight to stop abuse and protect users' privacy.In general, using
new technologies is a proactive and effective way to fight cybersquatting and protect domain

name rights in the digital age.

7.3.7 International Cooperation

International cooperation is very important for dealing with the growing problem of
cybersquatting, which is by nature a problem that crosses national borders. The internet is built
to work without borders, which means that domain name registrations and online activities can
happen across jurisdictions with few restrictions. Because of this, cybersquatters often take
advantage of differences in national legal systems, enforcement mechanisms, and regulatory
frameworks to register and use domain names in bad faith. Because of this cross-border

complexity, it is hard for any one country to regulate and control cybersquatting activities on its
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own. So, countries need to work together more closely to make sure that the world can respond
in a coordinated and effective way. Sharing information between countries is one of the most

important parts of international cooperationcountries.*’*

Governments, law enforcement, and regulatory bodies need to work together to share
information about domain name registrations, the identities of the people who register them, and
how people are behaving when they cybersquat. This sharing of information helps find repeat
offenders, keep an eye on fraud that crosses borders, and make complete databases that can be
used for investigations and enforcement. Also, sharing information quickly can stop
cybersquatters from moving or hiding domain names across state lines to avoid being sued.
Setting up safe and effective ways for countries to talk to each other can greatly speed up and

improve the accuracy of these exchanges.*’®

Sharing information is important, but coordinating enforcement actions is another important part
of international cooperation. People from different countries are often involved in cybersquatting
cases, which makes it hard to start and carry out legal action. If there isn't enough coordination,
there could be conflicting decisions and jurisdictional disputes, which would make the resolution
process even harder. So, countries need to work together to make sure that their enforcement
strategies are the same, their legal standards are the same, and the laws about cybersquatting are
applied the same way every time. Working together on investigations, legal actions, and

enforcement measures can help catch criminals who work in more than one jurisdiction.*’®

Mutual legal assistance is another important part of making international cooperation against
cybersquatting stronger. Countries can help each other gather evidence, serve legal papers, and
enforce judgments through mutual legal assistance treaties (MLATs) and other bilateral or
multilateral agreements. These kinds of systems help authorities get around jurisdictional issues
and make sure that cybersquatters are held responsible no matter where they are. Mutual

assistance also makes it easier to recognize and enforce foreign judgments, which makes legal
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remedies for victims of cybersquatting more effective. Without this kind of cooperation, legal

cases could take longer, cost more, and not work at all.*””

7.4 Conclusion

In conclusion, the cybersquatting study shows that it is still a big problem that is getting worse in
the digital age. As the internet has grown quickly and businesses have started to rely more on
domain names as important business identifiers, cybersquatting has become a serious threat to
intellectual property rights, brand reputation, and consumer trust. The results of this study show
that there are a lot of legal and administrative ways to deal with cybersquatting, but they aren't

always enough because it's so complicated and changes all the time.*’®

The study clearly shows that the lack of good legal frameworks, problems with jurisdiction, and
problems with dispute resolution mechanisms are still making enforcement less effective. The
fact that the internet is used all over the world makes things even harder because different
countries have different laws, which leads to inconsistencies and lets cybersquatters take
advantage of regulatory gaps. Also, new domain extensions and improvements in technology
have made cybersquatting more widespread, more complex, and harder to control. The problem
is made worse by the fact that many people and businesses don't know about it, which is why

they don't take steps to stop it.*”®

Given these problems, the study stresses how important it is to have a full and coordinated plan
to fight cybersquatting. The suggestions made, such as creating a consistent international
framework, making dispute resolution mechanisms stronger, passing specific national laws,
raising awareness, and using new technologies, show how to make the current system better. If
these steps are taken correctly, they can make domain names safer and cut down on

cybersquatting.*3°
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