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Abstract. The possibility of VANET risk to replay and manipulation attacks,
which may compromise the security of safety-critical signals, creates a major
threat to road safety. Most of the cryptographic methods are used in current security
measures, which are either computationally costly or at risk of attacks. By using
hash chains and digital signatures in combination to prevent replay and manipu-
lation attacks, and in this research, we provide a unique method for improving the
security of data in VANET. We plan to reduce communication delay and process-
ing overhead to ensure message integrity and authenticity is there. Test outcomes
demonstrate how well our method identifies and stops replay and manipulation
incidents of assault. Our proposed method provides a practical way to protect
VANET and ensure the reliability of applications that are essential for safety.
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1 Introduction

In the future, Mobile Ad Hoc Networks (MANETSs) and Vehicular Ad Hoc Networks
(VANETsS) will both be useful for Intelligent Transportation Systems. VANET is a type
of Mobile Ad Hoc Network (MANET) [3]. Nowadays, the death rate should be higher
because of traffic accidents; it may be addressed with VANET, which may enhance
road safety and passenger comfort. As the usage of private transportation is growing,
VANETS are a way to provide passengers with dynamic services and information, such
as alerting them to situations of emergency or streamlining routes to destinations [1].

VANETS are a type of ad hoc network that uses vehicles as communication units
and has a minimal infrastructure [3]. Due to the behaviour of drivers, high mobility, and
mobility limits, these networks differ considerably from general MANETS in that they
rely on the automobiles themselves to provide network performance [3]. VANET enable
Peer-to-Peer (P2P) or multi-hop communication, facilitating applications such as traffic
monitoring, collision avoidance, and weather forecasting [4, 5].

We can apply VANET for various applications, from comfort-related ones like
broadcasting details about the goods and services to safety-critical ones like emergency
response systems [4, 5]. The alternative name for VANET is Vehicle-to-Vehicle com-
munications (V2V) or Inter-Vehicle Communications (IVC), which have the potential
to completely change how we travel [4, 5]. One of the main uses for VANETS is in life-
or-death medical emergencies where transmission of data is essential, yet infrastructure
is insufficient.

However, new issues and challenges also arise when combined with these beneficial
VANET applications [2]. In order to guarantee the reliability, safety, and effectiveness of
VANETsS as they expand further, it is critical to address these issues and create solutions.
In this regard, it is essential to understand the features, uses, and difficulties of VANETS
to create practical solutions that enhance road safety along with passenger comfort.

Replay and Tampering: A replay attack is a variation of a security flaw that arises when
data is sent over a network and the data is intercepted and maliciously reused. In this
attack an unauthorized individual engaged in hacking will capture network traffic and
retransmit the original data to the original destination as if the unauthorized individual
was the sender. The nature of a replay attack is that the same message will be received by
the recipient more than once, which is why this attack is called a replay attack. A common
approach used to mitigate replay attacks are timestamps and session keys that validate
messages and stop them from being retransmitted by someone without authorization [7].

Replay attack, which implies a real threat to automatic speaker verification technol-
ogy because it replays a prerecorded voice as a sample [8]. The intentional, malicious
change of data, systems or physical things is called a tampering attack. This may under-
mine the integrity, security or functionality of the specified entity. Improper security,
data breaches, system failure, financial losses, reputational damage, all these are the
consequences of a tampering attack. The prevention methods for tampering attacks are
to implement strong access controls, use encryption and digital signatures, regularly
monitor systems and data, and perform security audits and testing [9].

By repeatedly applying a cryptographic hash function provide a set of hash values
is known as a hash chain. Each hash value is derived from the previous value, creating a
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linked sequence. One-time passwords, digital signatures, and data integrity verification
are the various applications of hash chains. They give an encrypted way of creating and
confirming a list of values, assuring that any modification can be identified. To verify the
authenticity and integrity of data to ensure the secure authentication process, we used a
hash chain [10].

A digital signature technique guarantees authenticity, integrity, and non-repudiation
by connecting a message to its original sender. By creating a digital signature, the sender
confirms they formed or approved the message by cryptographically linking their data to
its message. This connection prevents the sender from refusing involvement or author-
ship, gives an authenticated way to verify the message’s origin and assures that it has not
been tampered with any other one. In online transactions and data exchange, we used dig-
ital signatures based on trust [ 10]. In the existing paper, they used machine learning algo-
rithms to increase attack detection, keep false positive rates low, and assure anonymity,
authentication, and privacy. But the paper does not describe in detail about a particular
cryptographic technique used in the proposed security framework for VANETS. Instead
of it, they gave more importance to ML-based approaches to improve the security [11].

This research paper aims to concentrate the security of VANETS by securing against
replay and tampering attacks. Since VANETS are sensitive to the above kind of attacks,
lives could be in risk and the safety dangerous signals could be compromised. The objec-
tive of this research is to ensure the message integrity and authenticity while reducing
transmission delay and processing cost. This study aims to create a novel method with the
combination of hash chains and digital signatures. The purpose of this paper is to provide
an effective solution for improving road safety ensuring the availability of safety-critical
applications in VANETS.

1.1 Related Works

Huo et al., (2025) talked about how Vehicle-to-vehicle (V2X) communication security
has grown more important as linked vehicle communication becomes increasingly com-
plex. Replay attacks present a severe danger to the security of intelligent networked
vehicles because they are a common form of network attack. They showed the stabil-
ity and safety of intelligent connected vehicle communication. And in this paper, they
proposed anti-replay attack scheme based on the fusion of hash chain and V2X commu-
nication, which combines the special benefits of hash chain technology with a focus on
the common replay attack problem in V2X communication [12].

Sinha et al., (2024) evaluate a set of hashing methods used in the blockchain and the
supply chain domain to find their effectiveness in previous attacks. To improve security
and their overall processes, they proposed a hashing technique that allows a blockchain
network. By using this type of method, he got 10-90% performance improvements
over the previous methods. The study takes a look at how supply chain management
increases lead times overall, with process optimization and technology advancements
playing important roles in reducing the duration of some or all of the operations [13].
Roy et al., (2012) made a thorough study of digital signature schemes. And they explored
in various domains to get the security level for electronic mechanisms [14].
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Rakhra et al., (2024) integration of cryptographic techniques for authentication and
non-repudiation is highlighted in this research paper and the depth analysis of digital sig-
nature verification processes in cloud computing environments. They described what are
all the challenges they met in digital signature schemes, like computational overhead,
key management, and risk to various cyber threats within the cloud structure. In this
study, they suggested effective key distribution techniques and cutting-edge encryption
standards. Using this research, they offer useful techniques to protect electronic trans-
actions in cloud contexts [15]. Igbal et al., (2024) made a comparative analysis has been
done to identify the efficiency of the proposed model. At last, this method improves the
performance in terms of security like that they described in their study [16].

Muzakkir et al., (2024) uses a SHA-256 for digital signature tokens, and OpenSSL
for valid digital signatures, they start with generating a key pair, and they created the
digital signature application in this study. Mainly, they created this application to secure
and efficiently authorise document signing. Moreover, they assure the delivery of OTPs
through mail for user authentication testing and a strong defence against Man-in-the-
Middle attacks, and secure transfer of login data over HTTPS is also described. QR
code verification efficiency, authenticity and signature integrity were confirmed by this
research analysis [17].

2 Methodology

DFD Analysis Threat Modeling Security Requirements

Comparison with Evaluation Hash chain & Digital
Existing scheme Signature implementation

Fig. 1. Data flow diagram for methodology

DFD Analysis: To identify and understand the flow of data within the VANET system
is analysed by a DFD analysis (Dataflow Diagram). This analysis helps to identify the
problems and weaknesses in the system where security threats like replay and tampering
attacks could develop. To protect the authenticity and integrity of the data, we have to
analyse the data flow, then we can identify where the data is sent, received, processed
and ensure the corresponding security measures are in place. The Data Flow Diagram
(DFD) analysis will be used in the proposed security structure to assess the flow of
information between vehicles and the infrastructure as well as the received information
input and storage system. On examining these data flows, the points of hash chains and
digital signatures may be identified to defend the system against the replay and tampering
attacks. Moreover, the result of this analysis will be used to design the security framework
so that we optimize system performance and ensure the security framework (Fig. 1).
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Threat Modeling: The first action in VANETS security setup is to determine the threats
to security. A threat modeling approach can be utilized to identify and examine possible
targets in the system, e.g. using STRIDE or LINDDUN. Such approaches facilitate the
identification of the weaknesses and the possible failure points in VANETs. STRIDE
methodology groups threats into six classes of threats: det witness to the spoofing, tam-
pering, repudiation, information disclosure, denial of service (DoS) and elevation of
privilege (EoP). Based on it, we can adequately define risks related to vehicle-to-vehicle
(V2V) communication, namely, spoofing attacks, and safety messages tampering [18].
The LINDDUN methodology, instead, is anchored on privacy related threats and catego-
rizes these threats in seven ways such as Linkability, Identifiability and Non-Repudiation.
Cumulatively, STRIDE and LINDDUN capture many of the possible threats with 34 risks
and11 key assets or threat targets being covered [19]. A secure system design of VANET
can be made by consequently discovering the potential threats and vulnerabilities. In our
proposed system, hash chains and digital signatures provide a system to achieve integrity
(and authenticity) of messages and is effective to prevent replay and tampering attacks.
The framework offers good security against threats that may occur thus increasing the
security level of VANETS [20].

2.1 Security Requirements

Data Integrity: Data integrity plays the vital role in VANETSs because vehicles are
dependent on accurate and reliable data to make safe decision. Verification of data pre-
serves the integrity of the information being sent to ensure that it is neither tampered with
nor adversely affected by unauthorized parties. Observing this principle, VANETSs will
be able to avoid attacks that will mislead the correctness of safety-affecting information.

Non-repudiation: Non-repudiation is also important in VANETS in that a car cannot
deny its involvement in a transaction or a communication. This is a security measure
to prevent the cases where electronics vehicles fraudulently claim that they never sent
or received a certain message. Non-repudiation allows trust building and accountability
between the vehicles and the network by the minimization of the probability of message
denial.

Authentication: Authentication is required to prove that the vehicles and infrastructure
are authentic. The network can only be accessed by authorised parties who share infor-
mation amongst themselves. VANETS can help to avoid spoofing, unauthorized access,
and other attempts of hacking by authenticating cars and infrastructure, and this way,
the trust and reliability of the network are maintained.

2.2 Hash Chain and Digital Signature Implementation

To prevent replay and tampering attacks, the proposed security framework utilises hash
chains and digital signatures. A hash chain is a series of hash values formed by hashing
the previous hash value multiple times, in a way similar to how a password or code is
hashed, in one-way function. Hash chains have numerous uses; one common use is for
message integrity/authentication. In order to further protect the communication, the use
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of adigital signature is added to the hash chain. Each message is digitally signed with the
private key of the sender, and the security of the message can be verified by the receiver
using the sender’s public key, which provides integrity of the message and authenticity of
the sender. Particularly, digital signature algorithms like RSA and hash-based signatures
(such as SPHINCS and XMSS) are used to provide the essential security properties with
fewer security assumptions. These algorithms are appropriate for applications needing
high security because they provide benefits like post-quantum security and fewer security
requirements.

A unique message ID, timestamp, message payload, hash chain value, and digital
signature are the components message structure in this framework. A digital signature
is created using the message payload and the current hash value in the hash chain. The
receiver attempts to verify the signature using the sender’s public key by computing the
hash chain which is achieved by applying the one-way hash function to the previous hash
value, and comparing it to the expected value in the hash chain. Here, they assure that
any hash chain value or message payload will be identified. This framework can prevent
replay attacks is one of its advantages. Replay attacks occur when an unauthorised person
retransmits a message to the receiver, which might cause harm or a clash to the system.
So here we are going to use timestamps and hash chains, which prevents replay attacks,
and the attacker has to create a new hash chain value and digital signature for each
message that is replayed. Because of this, the attacker has no possibility to launch a
successful replay attack, almost here it is zero.

Moreover, this framework provides high protection against tampering attacks. When
an attacker modifies the message by payload or hash chain value, it may harm the system
or cause a clash with the system. Any tampering attacks with the message payload or
hash chain value will be easily identified by using digital signatures and hash chains.
Because of this, an attacker doesn’t have a chance to launch their tampering attempt,
and it is almost zero. The entire framework’s security depends on the one-way hash
function and digital signature used. In order for an attacker to produce a new hash chain
value, it must not match the expected value, because a hash function should be collision-
resistant and preimage-resistant. And choosing message attacks, making it difficult for
an attacker to produce a new digital signature, a secure digital signature scheme should
be existentially unforgeable.

The framework provides security advantages that are efficient and scalable. The
framework’s usage of hash chains and digital signatures reduces computing overhead
because only one hash operation and digital signature verification are needed for every
message. The framework is scalable, because it is used in various applications and
domains, like finance, healthcare, and government sectors. The suggested security model
can be applied in various ways, to IoT security, secure data storage, and secure com-
munication protocols. Through the deployment of secure communication protocols, the
framework attributes that exchanges between two users are secure, and the integrity and
authenticity of the messages being conveyed are not violated. Under an IoT landscape,
the frame will ensure security in communication between devices and the cloud or other
associated devices . There are also adequate data storage security measures that are
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deployed to protect the integrity and authenticity of data that is stored in cloud or other
storage systems.

A key element in the improvement of the security of the framework is proper key
management. There is generation of public and private keys, distribution and secure
storage. Key revocation mechanisms make sure that revoked keys are removed in a
timely fashion and replaced. Furthermore, there is some future work that may be done
to find ways of throwing more efficiency into the framework, framework processes of
key revocation, and also integrating the framework to work with other security systems.
This framework makes sure that there is an authenticity and integrity to the message and
it offers immense protection against replay and tampering. The design is highly scalable
and security-oriented; it provides long-term protection via a key management scheme.

In anutshell, hash chains plus the digital signature provides a solid means of combat-
ing replay and tampering attacks. This method can be used on a wide range of applica-
tions and domains because of its ability to ensure message integrity, detect manipulation,
and prevent replay attacks. The scalability of the framework as well as its effectiveness
and security also gives the framework longevity in combating different forms of cyber
threats.

Hash Chain Algorithm

Hash chain generation
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Fig. 2. Hash Chain Generation Image

A hash chain is a cryptographic mechanism, where the sequence of values is created
depending on the previous one. The specified method is commonly employed in a vari-
ety of authentication systems, entities in blockchain technology, and security protocols
because of its high security characteristics (Fig. 2).

Algorithm Steps:

e Select a one-way Hash Function: Choose a secure hash function which is a one way
hash like SHA-256 that assures you of cryptographic strength.

e Initialize Hash Chain: Add random number or some initial value to start the chain.

e Calculate the Hash Chain: Using a one-way hash algorithm, each successive value
in the chain is calculated by using the previous value as the input to a one-way hash
function.

e Repeat: Iteration repeat until the length of the hash chain is reached (Fig. 3).
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Plain Text String Hashing Algorithm Hashed Text

Fig. 3. How the Hashing Algorithm Works
Digital Signature Generation Algorithm (DSA)- Key Generation

1. Choose Prime Numbers: Select two prime numbers, p and q, where q is a divisor of
(p-D).

2. Choose a Generator: Select a generator g, where g = h”(p-1)/q mod p and h is an
integer between 1 and (p-1).

3.Private Key: Choose a private key x, where 0 < x < q.
4.Public Key: Compute the public key y = g”"x mod p.

Signing

1. Choose a Random Number: Select a random number k, where 0 < k < q.

2. Compute r: Calculate r = (g"k mod p) mod q.

3. Compute s: Calculate s = (k*(—1) * (H(m) 4 xr)) mod q, where H(m) is the hash of
the message m.

4. Signature: The digital signature is (1, ).

Verification

1. Compute w: Calculate w = s(—1) mod q.

2. Compute ul and u2: Calculate ul = H(m) * w mod q and u2 =r * w mod q.
3. Compute v: Calculate v = (g"ul * y*u2 mod p) mod q.

4. Verify: Check if v = r. If true, the signature is valid.

Verification Algorithm

e Receive Message and Signature: Receive the message m and the digital signature (,
S).

e Verify Signature: To check the signature, use the verification algorithm.

e Check Hash Chain: Verify the hash chain value by applying the one-way hash function
to the previous hash value.

e Authenticate: Authenticate the message, if the signature and hash chain are valid.

3 Results and Findings

Calculating the effectiveness and efficiency of the proposed framework for VANET is
essential. The computational cost, communication overhead, and security features are
evaluated in this study to highlight the framework’s possible effects on network security
and performance. The above measurements are used to assess whether the framework
is suitable for deployment on VANET and to identify the areas for further optimization.
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Computational Overhead: It specifies the amount of computing resources (time and
processing power) required to finish security operations like digital signature verification
and hash chain creation. We evaluate this and we are not overburdening the system, and
to make sure the system is effective, so these things are listed in the Table 1.

Table 1. Calculation of Computational Time and Complexity

S.NO Operation Computational Time (ms) Computational Complexity
1. Hash Chain 0.5 O(n)
Generation
2. Digital Signature 1.2 O(n)
Generation
3. Digital Signature 0.8 O(n)
Verification

In the above Table 1, the type of operation and its computational time, along with
its complexity, are also mentioned. 0.5 ms they got as computational time and an O(n)
complexity value, in the hash chain generation. Then, for the Digital signature generation,
1.2 ms as the computational time and the complexity is O(n). Also, the Digital signature
verification operation took 0.8 ms as the computational time with an O(n) complexity
value.

Communication Overhead: It describes the extra information sent across the network
as a result of security features like digital signatures and hash chain values. To make
sure the framework doesn’t negatively impact network performance, we assess this and
we mentioned in the table below:

Table 2. Shows the Message size with Network latency

S.NO | Message Type Message Size (bytes) | Network Latency (ms)
1 Message with Hash Chain 256 10
2 Message with Digital Signature | 512 15

The size of the Message in bytes and Network latency are listed out in the above
Table 2. Two main things are pointed out in the above table: that is, the message with
a hash chain and the message with a digital signature. 256 (bytes) is the size of the
message for a message with a hash chain; their network latency is 10 ms. And for the
digital signature message size is 512 (bytes), with their network latency is 15 ms.

Security: It refers to how well the framework will defend against attacks like replay
and tampering. We assess this to make sure the framework offers sufficient security
measures.

In the above Table 3, attack types, with their prevention mechanism & effectiveness,
are shown. We took two types of attacks we took. For the replay attack, the prevention
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Table 3. Attack types with their prevention mechanism & effectiveness

S.NO Attack Type Prevention Mechanism Effectiveness
1 Replay Attack Hash Chain High
2 Tampering Attack Digital Signature High

mechanism is a hash chain, and the effectiveness should be high. And for the tampering
attack, the prevention mechanism is a digital signature, and the effectiveness should be

high.
Table 4. Comparison with the different schemes
Scheme Authentication Integrity Non-Repudiation
Proposed Scheme v v v
ECPP v v X
SPECS v X 4
RAISE v v v

In the above Table 4, they compared the security features with different schemes. To
evaluate the schemes, they used three key things: non-repudiation, which guarantees that
a sender cannot deny sending a message; integrity, which guarantees that data cannot be
modified or tampered with; and authentication, which confirms the identity of individ-
uals or devices. All three security properties are offered by the Proposed Scheme and
RAISE (Robust Authentication Scheme for VANET), while SPECS (Secure and Privacy
Enhancing Communications Schemes) lacks Integrity, and ECPP (Efficient Conditional
Privacy Preservation) lacks non-repudiation. In terms of security aspects, this comparison
illustrates the advantages and disadvantages of each system.

Table 5. Comparison of different schemes with computational overhead & communication

overhead

Scheme Computational Overhead Communication Overhead
Proposed Scheme Low Low

ECPP Medium Medium

SPECS High High

RAISE Low Medium

Table 5 shows how effectively various systems perform in terms of communication
and processing overhead. Efficiency in processing power and network consumption is
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demonstrated by the Proposed Scheme’s low overhead in both categories. SPECS has
a large overhead that could impact performance, and ECPP has low overhead in both
categories. RAISE is also a high-performance processor since its overhead is low in
calculation and middle in communication. Comparing will be necessary in order to
judge the effectiveness and performance of each scheme.

4 Conclusion

In summary, has effectively established protection against both replay and tampering
attacks in the proposed security architecture of VANETSs with the required minimum of
computing and communication overheads. In the analytic performance, it is possible to
observe how efficient the framework is in the safeguard of VANET. Provision of a potent
VANET solution is presented within this framework that is well-armed with security
provisions. The comparison between other systems such as ECPP, SPECS, and RAISE
shows the security and performance benefits of the system that we propose. In order
to make intelligent transportation systems reliable and secure, all things considered,
the suggested framework has potential concerning the security of VANET. In future,
we need to develop the workability to a larger framework in VANET and integrating
it with some more security and verify its efficiency in practice-based conditions. To
the further advancement of VANET security and efficiency, to compare and analyze
experimental data, we develop a platform on which the VANET security protocol can be
tested. Through such a study, we get to guarantee the efficiency and security of intelligent
transportation systems.
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