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Abstract

This study introduces a novel labeling scheme to graph theory known as Difference Divisor Labeling that is aimed at
facilitating cryptographic applications through an edge labeling based in mathematics. This method labels the vertices
based on the divisors of a positive integer, and then obtains the edge labels based on the parity and/or difference of the
adjacent vertices. There are a number of distinct and significant advantages of this labeling paradigm over traditional
graph labeling algorithms, which tend to have constraints on applicability, scalability, and flexibility for dealing with
complicated or irregular graphs. Difference Divisor Labeling is applied and demonstrated on a variety of classes of graphs,
specifically cycle graphs, regular graphs, and complete bipartite graphs, to show that they all meet the specifications of
the proposed labeling. The labeled edge values are used as plaintext to encrypt with affine and RSA ciphers, highlighting
to the reader the goal of building some secure graph-based cryptographic system. The paper describes full encryption
and decryption methods for both types of graphs, and demonstrates how the labeling can ensure unpredictable and secure
ciphertext generation. By exceeding the limitations of traditional labelings and being easily integrated with newer crypto-
graphic algorithms, Difference Divisor Labeling represents a versatile and secure communication platform in the digital
networks. This will open innovative paths of graph-theoretic encryption as it converges discrete mathematical abstractions
and concepts of information security.

Keywords Graph labeling - Difference divisor labeling - Cycle graph - Complete bipartite graph - Regular graph -
Encryption - Decryption

1 Introduction [3], and it offers a flexible model for describing networks

like communication systems, transportation networks,

Graphs are structures used in mathematics to represent pair-
wise relationships between entities, is the focus of graph
theory, an applied area of discrete mathematics [1, 2].
A graph is formed by vertices (or nodes) linked by edges
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social relations, and biological systems [4]. Graph theory
has developed, over the years, into a very important tool
in theoretical and applied research [5], since it reduces the
complex into understandable models. Graph theory has its
origins in 1736, with the famous K&nigsberg Bridge Prob-
lem was solved by the Swiss mathematician Leonhard Euler
[6, 7]. The work of Euler served as the basis of what would
eventually develop into the theory of networks and connec-
tivity [8]. His Method introduced the idea of representing
the landmasses as vertices and bridges as edges, and this
resulted in the idea of an Eulerian path-one that would trace
each of the graph’s edges once [9].

Of the many subfields of graph theory, one important
branch is graph labeling, which concerns the assignment
of labels, usually numbers, to the vertices, edges, or both,
according to specific rules or conditions [10]. Graph label-
ing has gained much attention not just because it enriches
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the knowledge about the structure of graphs [11], but also
because of its applications in the fields of coding theory,
image verification, circuit configuration, x-ray crystallog-
raphy, and network topology. Various labelings like grace-
ful, harmonious, edge-magic, and modular labelings have
been studied comprehensively [12]. These label schemes
are mostly used to determine distinct characteristics, reduce
computation, or facilitate secure communication [13]. Nev-
ertheless, most of these traditional labeling methods are sub-
ject to some drawbacks. They may not be adaptable to all
types of graphs, involve heavy computation, or fail to adapt
in dynamic networks. For example, elegant labeling is not
universal for all trees, and a few labelings are not effective at
scaling for large or higher-level networks [14]. Further, due
to predictability and non-uniform integration within modern
encryption methodologies, their utility within cryptographic
mechanisms has been compromised [15].

To overcome such limitations, the Difference Divi-
sor Labeling idea is proposed. This new labeling scheme
labels nodes based on the difference and divisibility proper-
ties of node labels to yield edge values that are determined
by the parity of the difference between adjacent vertices.
It promotes cryptographic application with the generation
of non-recurring, challenging-to-identify label patterns that
can be employed as plaintext within cryptographic systems
such as affine or RSA ciphers. It offers greater security, flex-
ibility, and versatility, especially in networks of computers
communicating with each other under the requirements that
encoding a message in data should be resilient and robust.
Difference Divisor Labeling provides an interesting alterna-
tive to common processes since it does not have structural
restrictions in its utilization, has more applications on many
graph structures, and is able to facilitate more secure and
usable graph-based encryption practices.

Contribution

e In this research, Difference Divisor Labeling is intro-
duced using the difference and divisibility of vertex
labels.

e This study provides a step-by-step encryption and de-
cryption procedure using labeled edge values as plain-
text, thereby illustrating the robustness and security of
the method.

e This paper highlights the flexibility, scalability, and suit-
ability of this labeling technique for secure data encod-
ing in communication networks.
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2 Literature review

In 2021, Sugeng et al. [16] created a modular irregular label-
ing of two biregular graph classes, in this case the friendship
graph class and the regular double-star graph class. Addi-
tionally, the labeling was erratic and equally strong as the
modular example, because the friendship graph’s modular
irregularity strength also contained the minimal irregularity
strength.

In 2022, Badr et al. [17] examined the path and cycle
radio mean square numbers, rmsn (P,) and rmsn (Cy,),
respectively. They provided a rough approach to calculate
graph G’s rmsn (G). Lastly, a novel mathematical approach
was presented to determine the upper bound of rmsn (G)
for graph G. The suggested mathematical model and the
suggested approximate algorithm were compared. Addi-
tionally, they demonstrated how the suggested approximate
technique defeated the ILPM (integer linear programming
model) based on the radio mean square number, as dem-
onstrated by the computational results and their analysis.
However, based on running time, the suggested ILPM fared
better than the suggested approximate method.

In 2021, Aasi et al. [18] considered the use of multi-
distance radio labeling for wireless communication channel
assignment issues. ’s maximum value assigned to a graph
vertex is called the span of labeling . The minimal span
acquired over all radio labelings of G was its radio number,
represented by rn (G). For some graph families, they also
discovered relationships between a lexicographic product’s
radio number and radio mean number.

In 2024, Tharani and Saradha [19] suggested giving
certain standard and unique graphs distinct labels. Addi-
tionally, the scenarios for which specific graphs relating to
paths, stars, and cycles allow for discrete labeling were sup-
plied. The EX-OR procedure used in this labeling simpli-
fied the situation of having two swords in a single sheath. In
addition to minimizing the difference between the different
edge labels and vertex labels, the cardinality of each ver-
tex’s neighboring labels was also considered.

In 2024, Almohanna and Alhulwah [20] presented NK-
labeling, a new labeling scheme. The NK-chromatic index,
represented by X’ NK (G), is graph G’s NK-labeling for
the lowest positive integer. They looked at the NK-labeling
of a number of popular graph classes. It was demonstrated
that for odd n, the complete graph K,,’s NK-chromatic was
n, and for n > 4, the NK-chromatic of the route P, was
three. Additional findings pertaining to the NK-labeling are
also provided.

In 2022, Bonucci et al. [21] presented the idea of label-
ing a graph with weak harmonics. They offered multiple
constructs that extended a given weak harmonic labeling
over bigger graphs, as well as a variety of example families.
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They created novel instances of strong harmonic labelings
using finite weak models. Using harmonic subsets of Z to
characterize graphs with weak labels was reported as a key
result of this method, which showed quantitative proof of its
effectiveness in computing all weakly labeled finite graphs
in contrast to an exhaustive search calculation.

In 2022, Meena et al. [22] demonstrated the pri-
macy of certain graph classes, such as #-super subdivi-
sion of graphs associated with the cycle HSS(C,)@K,,
HSS(C,)@2K,, HSS (Cpn) Q(K3 U Ks),
HSS (Cpn) Q(K3 U 2K5), HSS(Cp, ® Ki).Ifmpoints
on a graph G may be labeled with different positive numbers
up to m so that the ged of the labels of each pair of adjacent
points is 1, then the graph is said to permit prime labeling. A
prime graph is a graph G that admits prime labeling.

In 2025, Tomita and Marcacini [23] presented the Pseudo-
labeling Domain Adaptation (PDA) technique, which pro-
duced a strong cross-domain representation by utilizing
pseudo-labels produced by several models. They also sug-
gested a unique approach known as UMAP Domain Adapta-
tion (UMAP DA), a UMAP-based technology that permits
connections only between nodes from different domains, in
order to further alleviate the domain-shift issue. The sug-
gested approach improved interpretability and performance,
providing a fresh approach to cross-domain learning with
pseudo-labels.

In 2023, Gopi and Prakash [24] presented and examined
the labeling graph for the k-super heronian mean. Any posi-
tive integer which is greater than 1 or more was represented
by the symbol k in this case. A graph was referred to as a
k-super heronian mean graph if it admits k-super heronian
mean labeling.

In 2021, Nagaraja et al. [25]. suggested the graphs likely
the graphs’ likely paths, umbrella U(m,n), cycles, square
graphs, K7 + C,, for odd and even n, C,, JK1 and C,
J K2, comb, duplicating each vertex by an edge in path P,
were labeled with the power exponential mean labeling of
graphs.

In 2025, Gupta et al. [26] focused on developing encryp-
tion and decryption algorithms utilizing graph theory tech-
niques, specifically employing the Sun-let graph and Pan
graph for data encryption and decryption.

In 2024, Shastri and Pragathi [27] presented a novel
graph-based cryptosystem designed to ensure data integ-
rity in user-to-user communication through crypto bipartite
graph theory (CBGT). It mitigates the vulnerabilities of
random key selection by using improved Teacher Learning-
based Optimization for securely selecting edges between
the sets of vertices, which improves the security of encryp-
tion without compromising efficiency in decryption.

In 2025, Djordjevic [28] discussed very important
basics of conventional cryptography, which included basic

terminology, cryptographic schemes like symmetric and
asymmetric cryptography, substitution and transposition
ciphers, one-time pads, secrecy, authentication, and non-
repudiation. Finally, it discusses various cryptanalytic
attacks like ciphertext-only and chosen-plaintext attacks,
an information-theoretic approach showing perfect security,
unicity distance, and the principle of compression.

In 2025, Orduz [29] presented important cybersecurity
concepts and keys in relation to their quantum counterparts,
along with classical and quantum cryptography protocols.
The authors want to potentially utilize concepts relating to
quantum computing, machine learning, and/or deep learning
to shape where future scientists may be heading, especially
in the area of post-quantum cryptography. This project and
the work with Orduz [29] will be ongoing to develop top-
ics around these ideas and contribute to the development of
future ciphers.

In 2024, Joshi [30] proposed a new secure data trans-
mission technique to protect image data, inspired by graph
theory, treating image pixels as graphs with edges that
have weights assigned to them. The process uses minimum
spanning trees (MSTs) and weighted adjacency matrices
to encrypt and decrypt color digital images. Results from
experiments and a security analysis show that the method is
suitable and robust against statistical attacks, as revealed by
analysis through statistical tests such as histograms, correla-
tions, and entropy. This method is also robust to brute-force
and occlusion attacks.

In 2023, Hartmann [31] examined important algorithms
in computer science - namely, computer science as applied
to graph theory, which presented concepts such as node
and edges and their degrees, graphs, paths, cycles, isomor-
phisms, networks, and directed graphs. This paper covers
trees, rooted trees, search trees for Huffman codings, spe-
cific algorithms, and search algorithms such as breadth-first
search, depth-first search, and topological sorting in directed
acyclic graphs.

3 Problem statement

Despite the extensive development of different types of
graph labeling methods from modular irregular and radio to
discrete, NK, harmonic, prime, and mean labelings, label-
ing approaches have some serious limitations, including
computational complexity, limited applicability, scalability
challenges, and limited flexibility in terms of cryptography.
In fact, most of the labeling schemes we find in the litera-
ture have to be implemented with considerable efficiency
or not at all in dynamic and large networks, and some of
them simply do not have compatible secure data encoding
processes. These limitations highlight a strong need for a
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flexible, efficient, and encryption-friendly labeling scheme
that can be used across a broader range of graph struc-
tures. The Proposed Difference Divisor Labeling is a scal-
able and flexible labeling system that can be used across
various graph classes, thus breaking the limitations present
now. Apart from being used in dynamic networks, it reduces
computational complexity. It enhances security in applica-
tions of graph-based cryptography by fitting seamlessly into
encryption algorithms such as Affine and RSA, compared to
previous methods.

4 Algorithmic representation of the
proposed methodology

The methodological framework for the Difference Divisor
Labeling scheme is outlined in this section. The algorith-
mic form clarifies the process of a complete construction
of edge and vertex labels, as well as the encoding stage of
these labels into cryptographic encoding.

4.1 Keywords

We follow standard graph-theoretic notation [1, 2]. For a
graph, G = (V,E), let p=|V| and ¢ = |E|. Since the
labels of edges and vertices are collected from the divisor
set, we can also define D (n) according to the parameters
n = p+ q. Basic terms such as adjacency, degree, cycle,
and complete graph K, and a complete bipartite graph
K, follow the conventional definition. Only the new
definition of labeling will be stated explicitly.

4.2 Definition of difference divisor labeling

Consider a graph G with V vertices and E edges. If there

exist a function F:V(G)— {1,2,...,n=p+q}

where p and q denotes the number of vertices and edges,

respectively such that the vertices of the graph are

labelled by the divisors of n and for each induced graph
if |u—v|iseven

F' () =
(w) { if |u—wv| isodd

graph is called the difference divisor labeling.

lu—v]

|41 , then this
2

4.3 Algorithmic representation

The proposed Difference Divisor Labeling scheme is for-
mally expressed below as a series of steps. The algorith-
mic representation clarifies the method of constructing both
vertex and edge labels, which are then employed in crypto-
graphic encoding.

@ Springer

Algorithm Difference divisor labeling & cryptographic
encoding.
Input: Graph G = (V, E)with p vertices and q edges.
Output: A sequence of ciphertext generated from encrypting
the edge labels.
Step 1: Initialization
Calculate n = p + q. Compute the divisor set D(n).
Step 2: Vertex Labeling
Assign each vertex v; € IV with a unique label from
D(n).
Step 3: Edge Labeling
For each edge (u, v) € E, compute the induced label
, _ _ (u—-v)/2, if u—viseven
F(uv)_f(x)_{(u—v+1)/2, if u—visodd
Step 4: Plaintext Generation
Treat each label noted on each edge as a symbol in the
plaintext and replace the numerical values with their alphabetic
equivalents (for example, A = 0,B = 1, and C = 2, and so on
to Z = 25).
Step 5: Encryption
Encrypt the plaintext using one of the following ciphers:
e Affine cipher: C = aP + b(modn) where ais
coprime to n.
o RSA cipher: The edge labels are treated as plaintext
blocks.
Step 6: Decryption
For the decryption phase, compute the modular
inverse a~! of a(mod n) and recover plaintext as follows:
P =a"1(C — b)(mod n)
Step 7: Output
Output the ciphertext sequence and verify recovery of
the original plaintext.

5 Experimental results

In this section, we present the results of the proposed Dif-
ference Divisor Labeling scheme applied to multiple graph
classes. Examples, encryption and decryption procedures,
and numerical examples are included to demonstrate the
applicability of this approach. The results demonstrate that
regular graphs, cycle graphs, complete bipartite graphs, and
path-related graphs enable Difference Divisor Labeling and
can be easily adapted for use in cryptography.

Theorem 5.1 Prove that k-regular graph is a difference
divisor labeling when n = 18.

Proof To prove this theorem, consider a 4-regu-
lar graph with p =6 vertices and q= 12 edges.
Assigning the vertex label for the 4-regular graph as
V(G)={1,2,... ,n=p+q(18=06+12)} and
F (u) is the divisors of n. Therefore, vy = 1, vg = 2, v;
=3, v,=6, vs=9, vs=18. According to the definition of
difference divisor labeling, the induced edges are labelled as
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Fig. 1 4-Regular graph

F' (E)=5,F (Es)=6,F (E3)=8, F' (E)) =1,
F'(BE5) =1, F' (Eg) =2, F' (Ey) =8, F' (Es) =8,
F/ (Eg) = 2, F/ (E](]) 247 F/ (E]]) = 1, F/ (E12):
3. Hence, 4-regular graph is a difference divisor labeling.
Therefore, k-regular graph is a difference divisor labeling
when n = 18. The resultant graph with vertex and edge
label for n = 18 is given in Fig. 1.

Procedure for encryption and decryption

e For each graph G, edge label is considered as the plain
text.

e Convert the numerical values into alphabet value for ex-
ample A=0,B=1, ..., Z=25.

Plain text
5 6 3 1 1 2 8§ 8 2 4 1 3
F G D B B C 1 1 C E B D
« Cipher text (Encryption): C = (aP + b) modn
Let a be relatively prime to n, P denotes the plain text
and b represents the multiple of n. For the above 4-regular
graph, a = 5, b = 3 and n = 18. Applying these values in
encryption formula, cipher text is obtained.

C(5)=(5-5+3)mod18 = 28 mod 18 = 10
C(6)=(5-6+3)mod18 =33 mod 18 = 15
C@3)=(53+3)mod18 = 18 mod 18 = 0
C(1)=(5-1+3)mod18 = 8mod 18 = 8

C(2)=(5-2+3)mod18 = 13 mod 18 = 13

Fig.2 3-Regular graph

C8)=(5-8+3)mod18=43mod18 =7
C4)=(-4+3)mod18 =23mod18 =5

Cipher text

10 15 0 8 8 13 7 7 13 5 8 0

K P A I I N H H N F 1 A
* Decipher text (Decryption): P = a1 (C' — b) modn
The inverse of encryption is called decryption. The modu-

larinverse of a = 5 mod 18 — 5z = 1 mod 18 — = = 11.

ie., a~ ! =11.

Decipher text

5 6 3 1 1 2 8§ 8 2 4 1 3

F G D B B C I 1 C E B D
Hence the plain text is FGDBBCIICFDE, the cipher

text is KPAIINHHNKAF and the decipher text is

FGDBBCIICFDE.

Remark 5.2 A 3-regular graph is a difference divisor label-
ing when n = 10. The resultant graph with vertex and edge
label for n = 10 is given in Fig. 2.

Theorem 5.3 For n = 12, show that cycle, C), graph is a
difference divisor labeling.

Proof To prove this theorem, consider a cycle,
Cs graph with vertices p=0 and edges
q = 6. Assigning the vertex label for the cycle, Cg graph
as V(G)={1,2,...,n=p+q(12=6+6)} and
F (u) is the divisors of n. Therefore, x; = 12, 1o = /4,
T3 =2, 2y =1, 25 = 3, 26 = 0. According to the defini-
tionofdifferencedivisorlabeling, theinducededgesarelabelled
as  F' (zi29) =4, F (woxg) =1, F' (zs24)=1,
F' (zy25) =1, F (z536) = 2, F' (z6x1) = 3. Hence,
cycle, Cg graph is a difference divisor labeling. There-
fore, cycle, C, graph is a difference divisor labeling when
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n = 12. The resultant graph with vertex and edge label for
n = 12 is depicted in Fig. 3.

Procedure for encryption and decryption

e Forcycle Cg graph, edge label is considered as the plain
text.

e Converting the numerical values into alphabet value
suchas A=0,B=1, ..., Z=25, plain text is obtained.

Plain text
4 1 1 1 2 3
E B B B C D
« Cipher text (Encryption): C = (aP + b) modn
Let P denotes the plain text, a refers to relatively prime
to n and b represents the multiple of n. For the above cycle
Cg graph, a =5, b =3 and n = 12. Applying these val-
ues in encryption formula, cipher text is obtained.

C4)=(5-44+3)mod12=23mod12 =11
C(1)=(-1+3)mod12=8mod12=38
C(2)=(5-243)mod12=13mod12 =1

C@B)=(5-3+3)mod12=18mod 12 =6

Cipher text
11 8 8 8 1 6
L 1 1 I B G

* Decipher text (Decryption): P = a1 (C — b) modn

The inverse of encryption is called decryption. The mod-
ular inverse of a = 5mod 12 — 5z = 1mod12 - x =5
ie, a !l =15.

Decipher text
4 1 1 1 2 3
E B B B C D

Hence the plain text is EBBBCD, the cipher text is
LIIIBG and the decipher text is EBBBCD.

Theorem 5.4 Show that when n = 24, a complete bipartite,
K, m graph is a difference divisor labeling.

Proof Considering a complete bipartite, K, ,, graph with
vertices p and edges q. For n = 24, assume the complete
bipartite graphas K, 4 with 8 vertices and 16 edges which is
depictedin the Fig. 4. Assigning the vertex label for the K, ,

graphas V (G)={1,2,... ,n=p+q(2{ =8+ 16)}

and F(u) is the divisors of
n. Therefore, vy =1,13=2,v3=3, v =4,
vy =6, v =8, vy =12, vg = 24. According to
the definition of difference divisor labeling, the induced
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Fig.4 K44 graph

edges are labelled as F' (E;) =10, F' (Eo) =11,
' (Bs) = 11, I (By) =12, F' (E;) =4, I (Eq)
5, F/ (E']) = 5, F/ (Eg) :6, F/ (Eg) = 2, F/ (E]())
3, F/ (E]]) = 3, F/ (E12)24, F/ (E13) = ], F/ (E14)
=2, F' (Ei5) =2, F' (Ei6) =3. Hence, K, , graphisa
difference divisor labeling. Therefore, a complete bipartite,
K, m graph is a difference divisor labeling when n = 2.
The resultant graph with vertex and edge label is described
below.

Procedure for encryption and decryption

e For K, 4 graph, edge label is considered as the plain
text.

e Converting the numerical values into alphabet value
such as A=0, B=1, ..., Z=25, plain text is obtained.

Plain text

10 11 11 12 4 5 5 6 2 3 3 4 1 2 2 3
K L L M EF F G CD D E B C C E
« Cipher text (Encryption): C = (aP + b) modn
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Let a be relatively prime to n, P denotes the plain text
and b represents the multiple of n. For the above K44
graph, a =5, b =6 and n = 24. Applying these values in
encryption formula, cipher text is obtained.

O (10) = (5- 10 + 6) mod 24 = 56 mod 24 = 8
C(11) = (5- 11+ 6) mod 24 = 61 mod 24 = 13
C(12) = (5- 12+ 6) mod 24 = 66 mod 24 = 18
C(4)=(5-4+6)mod24=26mod24 =2

C(B)=(B-5+6)mod24=31mod24 =17

C(6)=(5-6+46)mod24 =36mod24 =12
C((2)=(5-246)mod24 =16mod 24 = 16
C(3)=(5-346)mod24 =21 mod24 =21
C(1)=(5-146)mod24=11mod24 =11

Cipher text

8§ 13 13 182 7 7 12 16 21 21 2 11 16 16 21

I N NS CHHMO QVVCLOQAO QV
* Decipher text (Decryption): P = a1 (C — b) mod n
The inverse of encryption is called decryption. The modu-

lar inverse of a = 5mod 24 — 5x = 1 mod 24 — x = 5.

ie, a~!l =5.

Decipher text

10 11 11 12 4 5 5 6 2 3 3 4 1 2 2 3

K L L M EF F G CD D E B C C E
Hence the plain text is KLLMEFFGCDDEBCCE, the

cipher text is SNNSCHHMQVVCLQQV and the decipher

text is KLLMEFFGCDDEBCCE.

Example 5.5 For n =8, P? graph is proved as a differ-
ence divisor labeling. The figure of P? graph is demon-
strated in Fig. 5.

Procedure for encryption and decryption

e For P2 graph, edge label is considered as the plain text.
e Converting the numerical values into alphabet value
such as A=0, B=1, ..., Z=25, plain text is obtained.

Plain text

2 3 1 1

C D B B
« Cipher text (Encryption): C = (aP + b) modn

E,=1

2 1
Uxa Xg

Fig.5 P? graph

Let P denotes the plain text, a refers to relatively prime
to n and b represents the multiple of n. For the above P2
graph, a =5, b =3 and n = 8. Applying these values in
encryption formula, cipher text is obtained.

C(1)=(5-1+4+3)mod8=8mod8 =10
C(2)=(5-2+3)mod8=13mod8 =5

C@B)=(-3+3)mod8=18mod8 =2

Cipher text
5 2 0 0
F C A A

* Decipher text (Decryption): P = a1 (C' — b) modn

The inverse of encryption is called decryption. The mod-
ular inverse of a=5mod8 = bxr = 1mod8 —x =05
ie, a” !l =5.

Decipher text
2 3 1 1
C D B B

Hence the plain text is CDBB, the cipher text is FCAA
and the decipher text is CDBB.

6 Conclusion

Through mathematically based edge labeling, this study sug-
gested a novel labeling scheme in graph theory called Dif-
ference Divisor Labeling, which aimed to enhance the usage
of cryptography. Vertices were labeled based on a positive
integer’s divisors, while edge labels have determined by the
parity and difference of neighboring vertices. This labeling
paradigm provided a number of significant advantages over
conventional graph labeling algorithms, which frequently
suffered from issues with flexibility, scalability, and appli-
cability when handling complicated or irregular graphs. A
variety of graph classes, such as complete bipartite graphs,
regular graphs, and cycle graphs, have used and proved to
satisfy the requirements of the proposed labeling when Dif-
ference Divisor Labeling was applied. An encrypted graph-
based cryptography system was created by using the labeled
edge values as plaintext for affine and RSA ciphers. In order
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to demonstrate how the labeling ensured the production of
unpredictable and safe ciphertext, the paper described thor-
ough encryption and decryption procedures for both kinds
of graphs. Difference Divisor Labeling provided a general
and safe platform for digital network communication by
overcoming the drawbacks of conventional labelings and
being easily integrated with new cryptographic algorithms.
By combining discrete mathematical abstractions with
information security notions, this research opened up new
possibilities for graph-theoretic encryption. Future work
may explore the application of Difference Divisor Label-
ing in dynamic and weighted graphs. Additionally, integrat-
ing this method with advanced cryptographic protocols and
real-time network systems can further enhance security and
scalability.
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