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PREFACE 

 

The rapid evolution of computing paradigms has fundamentally transformed the 

way data is processed, stored, and accessed. From standalone systems to highly 

inter connected global infrastructures, the shift toward cloud and distributed 

computing has redefined modern information technology.  

This book, Cloud and Distributed Computing, is designed to provide a 

comprehensive understanding of the principles, architectures, and practical 

implementations that underpin these transformative technologies. 

In today’s digital era, organizations and individuals increasingly rely on 

distributed systems to ensure scalability, reliability, and efficiency. Cloud 

computing further extends these capabilities by offering on-demand resources, 

flexible service models, and cost-effective solutions. Together, cloud and 

distributed computing form the backbone of modern applications ranging from 

social networks and e-commerce platforms to scientific simulations and 

enterprise systems. 

This book is structured into five carefully curated chapters, each addressing a 

critical aspect of cloud and distributed computing. 

The first chapter, Introduction to Distributed System, lays the foundation by 

exploring the core concepts, characteristics, and challenges of distributed 

systems. It introduces readers to system models, communication mechanisms, 

and synchronization, and fault tolerance— key elements necessary for 

understanding how distributed environments operate. 

The second chapter, Distributed Algorithms, delves into the algorithms that 

enable coordination and consistency across distributed components. Topics such 

as leader election, consensus protocols, mutual exclusion, and clock 

synchronization are discussed in detail. These algorithms form the theoretical 
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backbone that ensures correctness and efficiency in distributed systems. 

The third chapter, Cloud Virtualization, examines the enabling technology 

behind cloud computing. It covers virtualization concepts, types of hypervisors, 

containerization, and resource management. This chapter highlights how 

virtualization abstracts physical resources and allows multiple applications to 

run efficiently on shared infrastructure. 

The fourth chapter, Cloud Storage and Recovery, focuses on data management 

in cloud environments. It discusses storage architectures, distributed file 

systems, data replication, consistency models, and disaster recovery strategies. 

As data is a critical asset in modern computing, this chapter emphasizes ensuring 

data availability, durability, and integrity. 

The fifth and final chapter, Cloud Platforms and Applications, explores 

various cloud service models, deployment strategies, and real-world 

applications. It provides insights into platform-as-a-service (PaaS), 

infrastructure-as-a-service (IaaS), and software-as-a-service (SaaS), along with 

case studies that demonstrate how cloud platforms are used to build scalable and 

resilient applications. 

This book is intended for undergraduate and postgraduate students, researchers, 

and professionals in computer science, information technology, and related 

fields. It aims to strike a balance between theoretical foundations and practical 

insights, making it suitable both as a textbook and as a reference guide. 

Efforts have been made to present the content in a clear and structured manner, 

with examples and explanations that facilitate understanding. The authors hope 

that this book will serve as a valuable resource for learners and practitioners 

seeking to grasp the complexities and opportunities of cloud and distributed 

computing. 
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UNIT  I 

INTRODUCTION TO 

DISTRIBUTED SYSTEM 

1.1 Distributed System 

A distributed system is a group of independent computers, called nodes, that 

work together and appear to users as a single system. These nodes 

communicate with each other over a network and share data, resources, and 

tasks in order to achieve a common goal. 

Example: An online shopping platform like Amazon. 

Characteristics 

 Consists of multiple independent computers 

 Nodes communicate and shared the data through a network 

 Appears as a single system to the end user 

 Failure of one node does not stop the entire system 

 

Figure 1.1 

Database: It is used to store the processed data that are processed by each 

Node/System of the Distributed systems that are connected to the Centralized 

network. 
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Figure 1.2 

 Each Autonomous System runs its own application and maintains local 

data. 

 The Centralized Database System stores common data that can be 

shared across all Autonomous Systems. 

 To transfer data between the Centralized System and Autonomous 

Systems, a Middleware Service is used. 

 Middleware Services act as an interface, enabling communication and 

services not present in local systems or the centralized system. 

 Data is divided into segments and sent to Autonomous Systems for 

processing. 

 Autonomous Systems process the data locally. 

 Processed data is sent back to the Centralized System via the network 

and stored in the database. 

Advantages of Distributed System 

Resource Sharing: Nodes share resources such as data, files, and hardware, 

increasing efficiency and reducing costs. 

https://www.geeksforgeeks.org/system-design/autonomous-distributed-systems/
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Multiple Independent Nodes: Consists of several independent computers 

(nodes) working together. 

Transparency: It hides the complexity of the Distributed Systems to the Users 

and appears as a single system to users, even though it is made of multiple 

nodes. 

Scalability: Can easily handle increasing workloads by adding more nodes. 

Reliability and Fault Tolerance: If there is a failure in Hardware or Software 

of one node, this does not crash the entire system; the system continues 

functioning. 

Performance: Workloads can be split across multiple nodes, allowing tasks to 

be completed faster and improving overall system performance. 

Disadvantages of Distributed System 

Complexity: Designing and managing distributed systems is more difficult 

than centralized systems. 

Security Challenges: Multiple nodes increase the risk of unauthorized access 

and attacks. 

Network Dependency: Performance relies heavily on network reliability and 

speed. 

Data Consistency Issues: Keeping data synchronized across multiple nodes 

can be challenging. 

Higher Cost: More hardware, software, and maintenance are required 

compared to centralized systems. 

Troubleshooting Difficulties: Detecting and fixing problems across multiple 

nodes is harder. 

1.2 Examples of distributed system 

The prevalence of distributed systems in the real world is both profound and 

ubiquitous. From the web applications that streamline our online shopping to 

the telecommunication networks that keep us connected, distributed 

computing is the cornerstone of the digital economy. These distributed 
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computing systems are not siloed to the internet but extend to the critical 

infrastructure of financial and banking systems, ensuring the secure and 

reliable processing of transactions through a distributed computing 

Global Web Applications 

Global web applications, particularly e-commerce platforms, are a shining 

example of distributed systems in action. These platforms are designed to 

handle a deluge of user traffic and manage a vast expanse of data, all while 

maintaining a smooth and responsive user experience. Content delivery 

networks (CDNs) epitomize the distributed architecture by effectively 

managing and delivering copious amounts of data to satiate high-volume user 

requests. A distributed database system plays a crucial role in managing data 

for e-commerce platforms and social media, ensuring scalability and 

performance across multiple servers or regions. 

  Social media giants like Facebook exploit the power of distributed systems, 

leveraging databases and messaging systems to ensure a fluid service for 

billions of users. Web applications harness distributed computing to support 

critical operations such as data storage, processing, and retrieval, bolstering 

system-wide resilience and enhancing data security. 

Telecommunication Networks Telephone and Internet 

The invisible threads that connect our calls, messages, and internet browsing 

are woven by distributed systems. Telecommunication networks, 

encompassing both telephone and internet services, are reliant on distributed 

systems for their operation and management. These systems are the bedrock 

upon which our modern communication infrastructure is built, ensuring that 

every byte of data finds its way to its intended destination. A distributed 

database system manages and routes data efficiently across multiple servers or 

regions, enhancing the performance and scalability of telecommunication 

networks. 

   Much like a complex highway system that routes traffic to ensure a smooth 

journey for millions of travelers, telecommunication networks use distributed 

https://www.hivenet.com/post/understanding-cloud-storage-benefits-and-essentials-for-modern-data-management
https://www.hivenet.com/fr/post/datacenter-or-data-center-does-the-spelling-really-matter
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systems to manage and direct the flow of information. This ensures not only 

efficiency but also the reliability of services that have become so integral to 

our daily routines. 

Financial and Banking Systems 

In the realm of finance, security, and reliability are paramount. Distributed 

databases within financial and banking systems embody these principles, 

safeguarding the sanctity of our transactions. These systems use robust 

authentication mechanisms, encryption, and regular security audits to ensure 

that our financial dealings are secure from threats. The intricate nature of geo-

distributed transactions is adeptly managed through cutting-edge algorithms, 

ensuring synchronous and asynchronous replication across various geographic 

locations. A distributed database system plays a crucial role in ensuring 

transaction reliability and security by spreading data across multiple servers or 

regions. 

The robust architecture of distributed databases in banking systems provides 

the following benefits: 

 Minimizes the risk of system failure 

 Ensures that our financial infrastructure remains steadfast and 

trustworthy 

 Guards against system breaches and data mismanagement 

 Provides a bedrock of stability in the fluid world of finance 

1.3 Trends in distributed system 

Staying updated with latest trends in distributed systems is crucial for several 

reasons: 

Performance Optimization: New trends often bring improvements in 

efficiency and scalability, helping to enhance system performance and manage 

growing workloads. 

Security Enhancements: Emerging trends can introduce advanced security 

measures and protocols to protect against evolving cyber threats. 
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Cost Efficiency: Innovations in distributed systems can lead to more cost-

effective solutions by optimizing resource usage and reducing operational 

expenses. 

Competitive Edge: Keeping abreast of the latest developments allows 

organizations to leverage cutting-edge technologies, maintaining a competitive 

advantage in the market. 

Adaptability: Understanding new trends helps organizations adapt to changing 

technology landscapes and user demands, ensuring systems remain relevant 

and effective. 

Cloud Computing and Distributed Systems 

Integrations between cloud computing and distributed systems involve 

combining the principles and technologies of both to create efficient, scalable, 

and resilient computing environments. Here’s how these integrations work and 

their significance: 

1. Cloud-Based Distributed Systems 

Cloud computing platforms often use distributed systems principles to deliver 

their services. For example: 

Scalable Infrastructure: Cloud providers use distributed systems to manage 

large-scale data centers and networks. This allows them to scale resources 

dynamically based on demand. 

Load Balancing: Cloud services distribute incoming network traffic across 

multiple servers to ensure no single server becomes a bottleneck, improving 

performance and reliability. 

Data Replication: Cloud storage solutions replicate data across multiple nodes 

or locations to ensure high availability and fault tolerance. 

2. Distributed Cloud Services 

Distributed systems principles are applied to create cloud services that span 

multiple geographic locations or data centers: 

https://www.geeksforgeeks.org/system-design/what-is-load-balancer-system-design/
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Multi-Region Deployments: Cloud providers offer services that are distributed 

across various geographic regions to enhance performance, reduce latency, 

and increase redundancy. 

Edge Computing: Cloud providers use distributed systems to push computing 

resources closer to end users at the edge of the network, improving response 

times and reducing bandwidth use. 

Microservices and Containerization in Distributed Systems 

Microservices and containerization are key concepts in modern distributed 

systems, enhancing scalability, flexibility, and efficiency. Here’s a detailed 

explanation of each and their roles in distributed systems: 

1. Microservices 

Microservices is an architectural style where a large application is divided into 

smaller, loosely coupled services, each responsible for a specific functionality. 

Each microservice operates independently but interacts with other services 

through well-defined APIs. Key characteristics include: 

Modularity: Each microservice focuses on a single business capability, making 

it easier to develop, test, and deploy independently. 

Scalability: Microservices can be scaled individually based on demand, 

allowing more efficient use of resources. For example, if a particular service 

experiences high traffic, it can be scaled up without affecting the entire 

system. 

Fault Isolation: Failures in one microservice are less likely to impact others, 

improving the overall reliability and resilience of the application. 

Continuous Deployment: Microservices support continuous integration and 

continuous delivery (CI/CD) practices, allowing for more frequent and reliable 

releases. 

Example: 

An e-commerce application might be divided into microservices for user 

authentication, product catalog, payment processing, and order management. 

https://www.geeksforgeeks.org/system-design/microservices/
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Each service handles its own data and logic, and they communicate through 

APIs. 

2. Containerization 

Containerization is a technology that encapsulates an application and its 

dependencies into a container, which is a lightweight, portable unit that can 

run consistently across various computing environments. Containers are built 

on the principles of isolation and resource efficiency. Key characteristics 

include: 

Isolation: Containers package an application with its runtime environment, 

ensuring that it runs the same way regardless of the underlying infrastructure 

or operating system. This helps avoid conflicts and inconsistencies. 

Portability: Containers can be deployed across different environments—such 

as development, testing, and production—without modification, facilitating a 

smooth transition between stages. 

Efficiency: Containers share the host operating system’s kernel, making them 

more lightweight and resource-efficient compared to traditional virtual 

machines, which require separate OS instances. 

Scalability: Containers can be easily scaled up or down based on demand, and 

orchestration tools can manage large numbers of containers across distributed 

systems. 

Example: 

A container might include a microservice for user authentication, packaged 

with its necessary libraries and configurations. This container can be deployed 

on various cloud platforms or on-premises infrastructure with consistent 

behavior. 

3. Integration of Microservices and Containerization in Distributed 

Systems 

Microservices and containerization are often used together in distributed 

systems to maximize their benefits: 

https://www.geeksforgeeks.org/system-design/containerization-architecture-in-system-design/
https://www.geeksforgeeks.org/system-design/what-is-scalability/
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Deployment Flexibility: Containers allow microservices to be deployed and 

managed consistently across different environments, from development to 

production. This flexibility enhances the deployment process and reduces 

compatibility issues. 

Scalability and Management: Containers can be orchestrated using tools like 

Kubernetes, which manage the deployment, scaling, and operation of 

microservices across a distributed system. Kubernetes handles containerized 

microservices, ensuring they are deployed efficiently and scaled as needed. 

Fault Tolerance and Resilience: By combining microservices with containers, 

systems can achieve greater fault tolerance. Containers can be quickly 

restarted or replaced if they fail, and microservices ensure that failures are 

isolated and do not disrupt the entire system. 

Continuous Integration and Delivery: Containers support CI/CD pipelines by 

providing a consistent environment for building, testing, and deploying 

microservices, streamlining the development process and accelerating delivery 

cycles. 

Networking Advances in Distributed Systems 

Networking advances in distributed systems are crucial for improving 

performance, reliability, and scalability. Here are some key areas of 

advancement: 

High-Speed Networking 

Optical Networks: Increased use of fiber optics provides higher bandwidth and 

lower latency compared to traditional copper cables. 

5G and Beyond: Enhancements in cellular technology offer faster speeds and 

lower latency, benefiting distributed systems especially in mobile and IoT 

contexts. 

Software-Defined Networking (SDN) 

Network Virtualization: SDN allows for flexible and programmable network 

configurations, enabling dynamic adjustments based on traffic demands and 

network conditions. 
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Centralized Control: By decoupling control and data planes, SDN simplifies 

network management and can optimize routing and resource allocation. 

Network Function Virtualization (NFV) 

Virtual Network Functions (VNFs): NFV allows network services to be 

virtualized and run on standard hardware, making the deployment of network 

functions more flexible and cost-effective. 

Service Chaining: VNFs can be chained together to create complex services 

without relying on specialized hardware. 

Data-Centric Networking (DCN) 

Content Distribution: DCN focuses on efficient content delivery and caching, 

reducing latency and load on origin servers. 

Named Data Networking (NDN): NDN enhances data retrieval by naming 

data rather than locations, allowing for more efficient and resilient data access. 

Future Directions of Distributed Systems 

The future of distributed systems is poised to be shaped by several emerging 

trends and technological advancements. Here are some key directions where 

distributed systems are likely to evolve: 

Ubiquitous Edge Computing 

Edge-AI Integration: Combining edge computing with artificial intelligence to 

enable real-time data processing and decision-making at the edge of the 

network. 

Smart Infrastructure: Development of smart cities and smart infrastructure 

with distributed systems handling tasks like traffic management, energy 

distribution, and environmental monitoring. 

Enhanced Security and Privacy 

Zero Trust Architectures: Widespread adoption of zero trust models that 

enforce strict identity verification and continuous monitoring. 

Advanced Cryptography: Use of quantum-resistant cryptography to safeguard 

against future quantum computing threats and enhanced encryption methods 

for data security. 
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Quantum Computing and Networking 

Quantum-Enhanced Systems: Integration of quantum computing for tasks 

requiring high computational power and optimization, potentially 

revolutionizing problem-solving in distributed systems. 

Quantum Networks: Development of quantum communication networks that 

leverage quantum entanglement for ultra-secure data transmission. 

Interoperability and Standards 

Cross-Domain Interoperability: Increased focus on creating standards and 

protocols that allow different distributed systems and applications to work 

together seamlessly. 

Open Standards and APIs: Growth of open standards and APIs to facilitate 

easier integration and communication between diverse systems and platforms. 

1.4 Focus on Resource Sharing 

Resource sharing in distributed systems is very important for optimizing 

performance, reducing redundancy, and enhancing collaboration across 

networked environments. By enabling multiple users and applications to 

access and utilize shared resources such as data, storage, and computing 

power, distributed systems improve efficiency and scalability. 

Importance of Resource Sharing in Distributed Systems 

Resource sharing in distributed systems is of paramount importance for 

several reasons: 

Efficiency and Cost Savings: By sharing resources like storage, computing 

power, and data, distributed systems maximize utilization and minimize waste, 

leading to significant cost reductions. 

Scalability: Distributed systems can easily scale by adding more nodes, which 

share the workload and resources, ensuring the system can handle increased 

demand without a loss in performance. 

https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/
https://www.geeksforgeeks.org/system-design/redundancy-system-design/
https://www.geeksforgeeks.org/system-design/what-is-scalability/
https://www.geeksforgeeks.org/system-design/what-is-scalability/
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Reliability and Redundancy: Resource sharing enhances system reliability and 

fault tolerance. If one node fails, other nodes can take over, ensuring 

continuous operation. 

Collaboration and Innovation: Resource sharing facilitates collaboration 

among geographically dispersed teams, fostering innovation by providing 

access to shared tools, data, and computational resources. 

Load Balancing: Efficient distribution of workloads across multiple nodes 

prevents any single node from becoming a bottleneck, ensuring balanced 

performance and preventing overloads. 

Types of Resources in Distributed Systems 

In distributed systems, resources are diverse and can be broadly categorized 

into several types: 

Computational Resources: These include CPU cycles and processing power, 

which are shared among multiple users and applications to perform various 

computations and processing tasks. 

Storage Resources: Distributed storage systems allow data to be stored across 

multiple nodes, ensuring data availability, redundancy, and efficient access. 

Memory Resources: Memory can be distributed and shared across nodes, 

allowing applications to utilize a larger pool of memory than what is available 

on a single machine. 

Network Resources: These include bandwidth and network interfaces, which 

facilitate communication and data transfer between nodes in a distributed 

system. 

Data Resources: Shared databases, files, and data streams that are accessible 

by multiple users and applications for reading and writing operations. 

Peripheral Devices: Devices such as printers, scanners, and specialized 

hardware that can be accessed remotely within the distributed network. 

 

 

 

https://www.geeksforgeeks.org/system-design/reliability-in-system-design/
https://www.geeksforgeeks.org/system-design/redundancy-system-design/
https://www.geeksforgeeks.org/system-design/what-is-load-balancer-system-design/
https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/
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Resource Sharing Mechanisms 

Resource sharing in distributed systems is facilitated through various 

mechanisms designed to optimize utilization, enhance collaboration, and 

ensure efficiency. Some common mechanisms include: 

 

Figure 1.3 

Client-Server Architecture: A classic model where clients request services or 

resources from centralized servers. This architecture centralizes resources and 

services, providing efficient access but potentially leading to scalability and 

reliability challenges. 

Peer-to-Peer (P2P) Networks: Distributed networks where each node can act 

as both a client and a server. P2P networks facilitate direct resource sharing 

between nodes without reliance on centralized servers, promoting 

decentralized and scalable resource access. 

Distributed File Systems: Storage systems that distribute files across multiple 

nodes, ensuring redundancy and fault tolerance while allowing efficient access 

to shared data. 

Load Balancing: Mechanisms that distribute workload across multiple nodes 

to optimize resource usage and prevent overload on individual nodes, thereby 

improving performance and scalability. 

Virtualization: Techniques such as virtual machines (VMs) and containers that 

abstract physical resources, enabling efficient resource allocation and 

utilization across distributed environments. 

https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/
https://www.geeksforgeeks.org/system-design/client-server-architecture-system-design/
https://www.geeksforgeeks.org/system-design/peer-to-peer-p2p-architecture/
https://www.geeksforgeeks.org/computer-networks/what-is-dfsdistributed-file-system/
https://www.geeksforgeeks.org/system-design/what-is-load-balancer-system-design/
https://www.geeksforgeeks.org/system-design/virtualization-architecture-in-system-design/
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Caching: Storing frequently accessed data closer to users or applications to 

reduce latency and improve responsiveness, enhancing overall system 

performance. 

Replication: Creating copies of data or resources across multiple nodes to 

ensure data availability, fault tolerance, and improved access speed. 

Best Architectures for Resource Sharing in Distributed System 

The best architectures for resource sharing in distributed systems depend on 

the specific requirements and characteristics of the system. Here are some 

commonly adopted architectures that facilitate efficient resource sharing: 

Client-Server Architecture: 

Advantages: Centralized management simplifies resource allocation and 

access control. It is suitable for applications where clients primarily consume 

services or resources from centralized servers. 

Use Cases: Web applications, databases, and enterprise systems where 

centralized control and management are critical. 

Peer-to-Peer (P2P) Architecture: 

Advantages: Decentralized nature facilitates direct resource sharing between 

peers without dependency on centralized servers, enhancing scalability and 

fault tolerance. 

Use Cases: File sharing, content distribution networks (CDNs), and 

collaborative computing environments. 

Service-Oriented Architecture (SOA): 

Advantages: Organizes services as reusable components that can be accessed 

and shared across distributed systems, promoting interoperability and 

flexibility. 

Use Cases: Enterprise applications, where modular services such as 

authentication, messaging, and data access are shared across different 

departments or systems. 

 

 

https://www.geeksforgeeks.org/system-design/caching-system-design-concept-for-beginners/
https://www.geeksforgeeks.org/system-design/database-replication-and-their-types-in-system-design/
https://www.geeksforgeeks.org/system-design/client-server-architecture-system-design/
https://www.geeksforgeeks.org/system-design/peer-to-peer-p2p-architecture/
https://www.geeksforgeeks.org/software-engineering/service-oriented-architecture/
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Microservices Architecture: 

Advantages: Decomposes applications into small, independent services that 

can be developed, deployed, and scaled independently. Each microservice can 

share resources selectively, optimizing resource usage. 

Use Cases: Cloud-native applications, where scalability, agility, and resilience 

are paramount. 

Distributed File System Architecture: 

Advantages: Distributes file storage across multiple nodes, providing 

redundancy, fault tolerance, and efficient access to shared data. 

Use Cases: Large-scale data storage and retrieval systems, such as Hadoop 

Distributed File System (HDFS) for big data processing. 

Container Orchestration Architectures (e.g., Kubernetes): 

Advantages: Orchestrates containers across a cluster of nodes, facilitating 

efficient resource utilization and management of applications in distributed 

environments. 

Use Cases: Cloud-native applications, where scalability, portability, and 

resource efficiency are critical. 

Choosing the best architecture involves considering factors such as scalability 

requirements, fault tolerance, performance goals, and the nature of 

applications and services being deployed. 

Resource Allocation Strategies in Distributed System 

Resource allocation strategies in distributed systems are crucial for optimizing 

performance, ensuring fairness, and maximizing resource utilization. Here are 

some common strategies: 

1. Static Allocation: 

Description: Resources are allocated based on fixed, predetermined criteria 

without considering dynamic workload changes. 

Advantages: Simple to implement and manage, suitable for predictable 

workloads. 

https://www.geeksforgeeks.org/system-design/microservices/
https://www.geeksforgeeks.org/computer-networks/what-is-dfsdistributed-file-system/
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Challenges: Inefficient when workload varies or when resources are 

underutilized during low-demand periods. 

2. Dynamic Allocation: 

Description: Resources are allocated based on real-time demand and workload 

conditions. 

Advantages: Maximizes resource utilization by adjusting allocations 

dynamically, responding to varying workload patterns. 

Challenges: Requires sophisticated monitoring and management mechanisms 

to handle dynamic changes effectively. 

3. Load Balancing: 

Description: Distributes workload evenly across multiple nodes or resources to 

optimize performance and prevent overload. 

Strategies: Round-robin scheduling, least connection method, and weighted 

distribution based on resource capacities. 

Advantages: Improves system responsiveness and scalability by preventing 

bottlenecks. 

Challenges: Overhead of monitoring and adjusting workload distribution. 

4. Reservation-Based Allocation: 

Description: Resources are reserved in advance based on anticipated future 

demand or specific application requirements. 

Advantages: Guarantees resource availability when needed, ensuring 

predictable performance. 

Challenges: Potential resource underutilization if reservations are not fully 

utilized. 

5. Priority-Based Allocation: 

Description: Assigns priorities to different users or applications, allowing 

higher-priority tasks to access resources before lower-priority tasks. 

Advantages: Ensures critical tasks are completed promptly, maintaining 

service-level agreements (SLAs). 

https://www.geeksforgeeks.org/system-design/what-is-load-balancer-system-design/


21 
 

Challenges: Requires fair prioritization policies to avoid starvation of lower-

priority tasks. 

Challenges in Resource Sharing in Distributed System 

Resource sharing in distributed systems presents several challenges that need 

to be addressed to ensure efficient operation and optimal performance: 

Consistency and Coherency: Ensuring that shared resources such as data or 

files remain consistent across distributed nodes despite concurrent accesses 

and updates. 

Concurrency Control: Managing simultaneous access and updates to shared 

resources to prevent conflicts and maintain data integrity. 

Fault Tolerance: Ensuring resource availability and continuity of service in the 

event of node failures or network partitions. 

Scalability: Efficiently managing and scaling resources to accommodate 

increasing demands without compromising performance. 

Load Balancing: Distributing workload and resource usage evenly across 

distributed nodes to prevent bottlenecks and optimize resource utilization. 

Security and Privacy: Safeguarding shared resources against unauthorized 

access, data breaches, and ensuring privacy compliance. 

Communication Overhead: Minimizing overhead and latency associated with 

communication between distributed nodes accessing shared resources. 

Synchronization: Coordinating activities and maintaining synchronization 

between distributed nodes to ensure consistent and coherent resource access. 

1.5 System models 

Distributed computing is a system where processing and data storage is 

distributed across multiple devices or systems, rather than handled by a single 

central device. 

https://www.geeksforgeeks.org/computer-networks/fault-tolerance-in-distributed-system/
https://www.geeksforgeeks.org/system-design/what-is-scalability/
https://www.geeksforgeeks.org/system-design/what-is-load-balancer-system-design/
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Figure 1.4 

Types of Distributed Computing System Models 

1. Physical Model 

A physical model represents the underlying hardware elements of a distributed 

system. It encompasses the hardware composition of a distributed system in 

terms of computers and other devices and their interconnections. It is primarily 

used to design, manage, implement, and determine the performance of a 

distributed system. 

A physical model majorly consists of the following components: 

1. Nodes 

Nodes are the end devices that can process data, execute tasks, and 

communicate with the other nodes. These end devices are generally the 

computers at the user end or can be servers, workstations, etc. 

  Nodes provision the distributed system with an interface in the presentation 

layer that enables the user to interact with other back-end devices, or nodes, 

that can be used for storage and database services, processing, web browsing, 

etc. 

  Each node has an Operating System, execution environment, and different 

middleware requirements that facilitate communication and other vital tasks., 

2. Links 

Links are the communication channels between different nodes and 

intermediate devices. These may be wired or wireless. Wired links or physical 

media are implemented using copper wires, fiber optic cables, etc. The choice 

of the medium depends on the environmental conditions and the requirements. 
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Generally, physical links are required for high-performance and real-time 

computing. Different connection types that can be implemented are as follows: 

 Point-to-point links: Establish a connection and allow data transfer 

between only two nodes. 

 Broadcast links: It enables a single node to transmit data to multiple 

nodes simultaneously. 

 Multi-Access links: Multiple nodes share the same communication 

channel to transfer data. Requires protocols to avoid interference while 

transmission. 

3. Middleware 

These are the softwares installed and executed on the nodes. By running 

middleware on each node, the distributed computing system achieves a 

decentralised control and decision-making. It handles various tasks like 

communication with other nodes, resource management, fault tolerance, 

synchronisation of different nodes and security to prevent malicious and 

unauthorised access. 

4. Network Topology 

This defines the arrangement of nodes and links in the distributed computing 

system. The most common network topologies that are implemented are bus, 

star, mesh, ring or hybrid. Choice of topology is done by determining the exact 

use cases and the requirements. 

5. Communication Protocols 

Communication protocols are the set rules and procedures for transmitting 

data from in the links. Examples of these protocols include TCP, UDP, 

HTTPS, MQTT etc. These allow the nodes to communicate and interpret the 

data. 

https://www.geeksforgeeks.org/devops/what-is-distributed-computing/
https://www.geeksforgeeks.org/computer-networks/types-of-network-topology/
https://www.geeksforgeeks.org/computer-networks/types-of-network-protocols-and-their-uses/
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Figure 1.5 

2. Architectural Model 

Architectural model in distributed computing system is the overall design and 

structure of the system, and how its different components are organised to 

interact with each other and provide the desired functionalities. It is an 

overview of the system, on how will the development, deployment and 

operations take place. Construction of a good architectural model is required 

for efficient cost usage, and highly improved scalability of the applications. 

The key aspects of architectural model are:  

1. Client-Server model 

It is a centralised approach in which the clients initiate requests for services 

and severs respond by providing those services. It mainly works on the 

request-response model where the client sends a request to the server and the 

server processes it, and responds to the client accordingly. 

 It can be achieved by using TCP/IP, HTTP protocols on the transport 

layer. 

 This is mainly used in web services, cloud computing, database 

management systems etc. 
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Figure 1.6 

2. Peer-to-peer model 

It is a decentralised approach in which all the distributed computing nodes, 

known as peers, are all the same in terms of computing capabilities and can 

both request as well as provide services to other peers. It is a highly scalable 

model because the peers can join and leave the system dynamically, which 

makes it an ad-hoc form of network. 

 The resources are distributed and the peers need to look out for the 

required resources as and when required. 

 The communication is directly done amongst the peers without any 

intermediaries according to some set rules and procedures defined in 

the P2P networks. 

 The best example of this type of computing is BitTorrent. 

 

Figure 1.7 
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3. Layered model 

It involves organising the system into multiple layers, where each layer will 

provision a specific service. Each layer communicated with the adjacent layers 

using certain well-defined protocols without affecting the integrity of the 

system. A hierarchical structure is obtained where each layer abstracts the 

underlying complexity of lower layers.  

 

Figure 1.8 

4. Micro-services model 

 

Figure 1.9 

In this system, a complex application or task, is decomposed into multiple 

independent tasks and these services running on different servers. Each service 
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performs only a single function and is focussed on a specific business-

capability. This makes the overall system more maintainable, scalable and 

easier to understand. Services can be independently developed, deployed and 

scaled without affecting the ongoing services. 

3. Fundamental Model 

The fundamental model in a distributed computing system is a broad 

conceptual framework that helps in understanding the key aspects of the 

distributed systems. These are concerned with more formal description of 

properties that are generally common in all architectural models. It represents 

the essential components that are required to understand a distributed system’s 

behaviour. Three fundamental models are as follows: 

Interaction Model  

Distributed computing systems are full of many processes interacting with 

each other in highly complex ways. Interaction model provides a framework to 

understand the mechanisms and patterns that are used for communication and 

coordination among various processes. Different components that are 

important in this model are -  

Message Passing - It deals with passing messages that may contain, data, 

instructions, a service request, or process synchronisation between different 

computing nodes. It may be synchronous or asynchronous depending on the 

types of tasks and processes. 

Publish/Subscribe Systems - Also known as pub/sub system. In this the 

publishing process can publish a message over a topic and the processes that 

are subscribed to that topic can take it up and execute the process for 

themselves. It is more important in an event-driven architecture. 

Remote Procedure Call (RPC)- It is a communication paradigm that has an 

ability to invoke a new process or a method on a remote process as if it were a 

local procedure call. The client process makes a procedure call using RPC and 

then the message is passed to the required server process using communication 

protocols. These message passing protocols are abstracted and the result once 

https://www.geeksforgeeks.org/computer-networks/what-is-rpc-mechanism-in-distributed-system/
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obtained from the server process, is sent back to the client process to continue 

execution. 

 

Figure 1.10 

Failure Model 

This model addresses the faults and failures that occur in the distributed 

computing system. It provides a framework to identify and rectify the faults 

that occur or may occur in the system. Fault tolerance mechanisms are 

implemented so as to handle failures by replication and error detection and 

recovery methods. Different failures that may occur are: 

 Crash failures - A process or node unexpectedly stops functioning. 

 Omission failures - It involves a loss of message, resulting in absence 

of required communication. 

 Timing failures - The process deviates from its expected time quantum 

and may lead to delays or unsynchronised response times. 

 Byzantine failures - The process may send malicious or unexpected 

messages that conflict with the set protocols. 

Security Model 

Distributed computing systems may suffer malicious attacks, unauthorised 

access and data breaches. Security model provides a framework for 
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understanding the security requirements, threats, vulnerabilities, and 

mechanisms to safeguard the system and its resources. Various aspects that are 

vital in the security model are: 

 

Figure 1.11 

Authentication: It verifies the identity of the users accessing the system. It 

ensures that only the authorised and trusted entities get access. It involves - 

Password-based authentication: Users provide a unique password to prove 

their identity. 

Public-key cryptography: Entities possess a private key and a corresponding 

public key, allowing verification of their authenticity. 

Multi-factor authentication: Multiple factors, such as passwords, biometrics, 

or security tokens, are used to validate identity. 

Encryption: 

It is the process of transforming data into a format that is unreadable without a 

decryption key. It protects sensitive information from unauthorized access or 

disclosure. 

Data Integrity: 

Data integrity mechanisms protect against unauthorised modifications or 

tampering of data. They ensure that data remains unchanged during storage, 

transmission, or processing. Data integrity mechanisms include: 

 Hash functions - Generating a hash value or checksum from data to 

verify its integrity. 

https://www.geeksforgeeks.org/computer-networks/difference-between-private-key-and-public-key/
https://www.geeksforgeeks.org/computer-networks/difference-between-private-key-and-public-key/
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 Digital signatures - Using cryptographic techniques to sign data and 

verify its authenticity and integrity. 

 

Figure 1.12 

1.6 Inter Process Communication 

Interprocess Communication (IPC) in distributed systems is crucial for 

enabling processes across different nodes to exchange data and coordinate 

activities. Interprocess Communication in a distributed system is a process of 

exchanging data between two or more independent processes in a distributed 

environment is called as Interprocess communication. Interprocess 

communication on the internet provides both Datagram and stream 

communication. 

Characteristics of Inter-process Communication in Distributed Systems 

There are mainly five characteristics of inter-process communication in a 

distributed environment/system. 

Synchronous System Calls: In synchronous system calls both sender and 

receiver use blocking system calls to transmit the data which means the sender 

will wait until the acknowledgment is received from the receiver and the 

receiver waits until the message arrives. 

https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/


31 
 

Asynchronous System Calls: In asynchronous system calls, both sender and 

receiver use non-blocking system calls to transmit the data which means the 

sender doesn't wait from the receiver acknowledgment. 

Message Destination: A local port is a message destination within a computer, 

specified as an integer. Aport has exactly one receiver but many senders. 

Processes may use multiple ports from which to receive messages. Any 

process that knows the number of a port can send the message to it. 

Reliability: It is defined as validity and integrity. 

Integrity: Messages must arrive without corruption and duplication to the 

destination. 

Types of Interprocess Communication in Distributed Systems 

Below are the types of interprocess communication (IPC) commonly used in 

distributed systems: 

Message Passing: 

Definition: Message passing involves processes communicating by sending 

and receiving messages. Messages can be structured data packets containing 

information or commands. 

Characteristics: It is a versatile method suitable for both synchronous and 

asynchronous communication. Message passing can be implemented using 

various protocols such as TCP/IP, UDP, or higher-level messaging protocols 

like AMQP (Advanced Message Queuing Protocol) or MQTT (Message 

Queuing Telemetry Transport). 

Remote Procedure Calls (RPC): 

Definition: RPC allows one process to invoke a procedure (or function) in 

another process, typically located on a different machine over a network. 

Characteristics: It abstracts the communication between processes by making 

it appear as if a local procedure call is being made. RPC frameworks handle 

details like parameter marshalling, network communication, and error 

handling. 

 

https://www.geeksforgeeks.org/system-design/reliability-in-system-design/
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Sockets: 

Definition: Sockets provide a low-level interface for network communication 

between processes running on different computers. 

Characteristics: They allow processes to establish connections, send data 

streams (TCP) or datagrams (UDP), and receive responses. Sockets are 

fundamental for implementing higher-level communication protocols. 

Message Queuing Systems: 

Description: Message queuing systems facilitate asynchronous communication 

by allowing processes to send messages to and receive messages from queues. 

Characteristics: They decouple producers (senders) and consumers (receivers) 

of messages, providing fault tolerance, scalability, and persistence of 

messages. Examples include Apache Kafka, RabbitMQ, and AWS SQS. 

Publish-Subscribe Systems: 

Description: Publish-subscribe (pub-sub) systems enable communication 

between components without requiring them to directly know each other. 

Characteristics: Publishers publish messages to topics, and subscribers receive 

messages based on their interest in specific topics. This model supports one-

to-many communication and is scalable for large-scale distributed systems. 

Examples include MQTT and Apache Pulsar. 

  These types of IPC mechanisms each have distinct advantages and are 

chosen based on factors such as communication requirements, performance 

considerations, and the nature of the distributed system architecture. 

Successful implementation often involves selecting the most suitable IPC type 

or combination thereof to meet specific application needs. 

Benefits of Interprocess Communication in Distributed Systems 

Below are the benefits of IPC in Distributed Systems: 

Facilitates Communication: 

 IPC enables processes or components distributed across different nodes 

to communicate seamlessly. 

https://www.geeksforgeeks.org/system-design/message-queues-system-design/
https://www.geeksforgeeks.org/apache-kafka/hld-or-high-level-system-design-of-apache-kafka-startup/
https://www.geeksforgeeks.org/system-design/what-is-pub-sub/
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 This allows for building complex distributed applications where 

different parts of the system can exchange information and coordinate 

their activities. 

Integration of Heterogeneous Systems: 

 IPC mechanisms provide a standardized way for integrating 

heterogeneous systems and platforms. 

 Processes written in different programming languages or running on 

different operating systems can communicate using common IPC 

protocols and interfaces. 

Scalability: 

 Distributed systems often need to scale horizontally by adding more 

nodes or instances. 

 IPC mechanisms, especially those designed for distributed 

environments, can facilitate scalable communication patterns such as 

publish-subscribe or message queuing, enabling efficient scaling 

without compromising performance. 

Fault Tolerance and Resilience: 

 IPC techniques in distributed systems often include mechanisms for 

handling failures and ensuring resilience. 

 For example, message queues can buffer messages during network 

interruptions, and RPC frameworks can retry failed calls or implement 

failover strategies. 

Performance Optimization: 

 Effective IPC can optimize performance by minimizing latency and 

overhead associated with communication between distributed 

components. 

 Techniques like shared memory or efficient message passing protocols 

help in achieving low-latency communication. 

Challenges of Interprocess Communication in Distributed Systems 

Below are the challenges of IPC in Distributed Systems: 

https://www.geeksforgeeks.org/system-design/what-is-scalability/
https://www.geeksforgeeks.org/system-design/fault-tolerance-in-system-design/
https://www.geeksforgeeks.org/system-design/resilient-system-system-design/
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Network Latency and Bandwidth: 

 Distributed systems operate over networks where latency (delay in 

transmission) and bandwidth limitations can affect IPC performance. 

 Minimizing latency and optimizing bandwidth usage are critical 

challenges, especially for real-time applications. 

Reliability and Consistency: 

 Ensuring reliable and consistent communication between distributed 

components is challenging. 

 IPC mechanisms must handle network failures, message loss, and out-

of-order delivery while maintaining data consistency across distributed 

nodes. 

Security: 

 Securing IPC channels against unauthorized access, eavesdropping, 

and data tampering is crucial. 

 Distributed systems often transmit sensitive data over networks, 

requiring robust encryption, authentication, and access control 

mechanisms. 

Complexity in Error Handling: 

 IPC errors, such as network timeouts, connection failures, or protocol 

mismatches, must be handled gracefully to maintain system stability. 

 Designing robust error handling and recovery mechanisms adds 

complexity to distributed system implementations. 

Synchronization and Coordination: 

 Coordinating actions and ensuring synchronization between distributed 

components can be challenging, especially when using shared 

resources or implementing distributed transactions. 

 IPC mechanisms must support synchronization primitives and 

consistency models to avoid race conditions and ensure data integrity. 

 

 

https://www.geeksforgeeks.org/system-design/latency-in-system-design/
https://www.geeksforgeeks.org/system-design/reliability-in-system-design/
https://www.geeksforgeeks.org/system-design/consistency-in-system-design/


35 
 

Example of Interprocess Communication in Distributed System 

Let's consider a scenario to understand the Interprocess Communication in 

Distributed System: 

Consider a distributed system where you have two processes running on 

separate computers, a client process (Process A) and a server process (Process 

B). The client process needs to request information from the server process 

and receive a response. 

IPC Example using Remote Procedure Calls (RPC): 

RPC Setup: 

 Process A (Client): Initiates an RPC call to Process B (Server). 

 Process B (Server): Listens for incoming RPC requests and responds 

accordingly. 

Steps Involved: 

Client-side (Process A): 

 The client process prepares an RPC request, which includes the name 

of the remote procedure to be called and any necessary parameters. 

 It sends this request over the network to the server process. 

Server-side (Process B): 

 The server process (Process B) listens for incoming RPC requests. 

 Upon receiving an RPC request from Process A, it executes the 

requested procedure using the provided parameters. 

 After processing the request, the server process prepares a response (if 

needed) and sends it back to the client process (Process A) over the 

network. 

Communication Flow: 

 Process A and Process B communicate through the RPC framework, 

which manages the underlying network communication and data 

serialization. 
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 The RPC mechanism abstracts away the complexities of network 

communication and allows the client and server processes to interact as 

if they were local. 

Example Use Case: 

 Process A (Client) could be a web application requesting user data 

from a database hosted on Process B (Server). 

 Process B (Server) receives the request, queries the database, processes 

the data, and sends the results back to Process A (Client) via RPC. 

 The client application then displays the retrieved data to the user. 

In this example, RPC serves as the IPC mechanism facilitating communication 

between the client and server processes in a distributed system. It allows 

processes running on different machines to collaborate and exchange data 

transparently, making distributed computing more manageable and scalable. 

1.7 Remote Invocation 

Remote invocation is a key mechanism in distributed systems enabling a 

program on one computer (client) to execute code (procedures or methods) on 

another computer (server) as if it were local. Using mechanisms like Remote 

Procedure Calls (RPC) or Remote Method Invocation (RMI), it abstracts 

network complexities, often utilizing stubs/proxies for marshaling parameters, 

enabling seamless cross-machine communication.  

Key aspects of remote invocation include: 

RMI (Remote Method Invocation): Specifically, Java RMI allows Java objects 

in different JVMs (potentially on different hosts) to invoke methods on each 

other. 

RPC (Remote Procedure Call): Allows a client to call procedures on a server 

in a different process. 

Stub and Skeleton: The client uses a stub (proxy) to marshal (package) 

parameters and send them to the server. The server uses a skeleton to 

unmarshal the request and pass it to the actual object. 

https://www.sciencedirect.com/topics/computer-science/remote-method-invocation
https://www.google.com/search?q=RMI+%28Remote+Method+Invocation%29&sca_esv=8029562fbebb207c&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=700&sxsrf=ANbL-n6AX3KWNawLn0edhFLuzIdTgc9ivA%3A1773222414163&ei=DjqxaZbhCd6gnesP5prtyQ0&ved=2ahUKEwjUsZSsyZeTAxWQTmwGHXK2OykQgK4QegYIAQgAEBI&uact=5&oq=Remote+Invocation++in+distributed+system&gs_lp=Egxnd3Mtd2l6LXNlcnAiKFJlbW90ZSBJbnZvY2F0aW9uICBpbiBkaXN0cmlidXRlZCBzeXN0ZW0yBRAAGIAEMgYQABgFGB4yBhAAGAgYHjIGEAAYCBgeMgYQABgIGB4yBhAAGAgYHjILEAAYgAQYhgMYigUyCxAAGIAEGIYDGIoFMgUQABjvBTIFEAAY7wVIjgdQAFiZBHAAeAGQAQCYAZUBoAGkAqoBAzAuMrgBA8gBAPgBAfgBApgCAqACzgLCAgYQABgHGB6YAwCSBwMwLjKgB-YOsgcDMC4yuAfOAsIHBTMtMS4xyAcigAgA&sclient=gws-wiz-serp#sv=CAMSWBozKhFpYy15OGdTN3B4UUF4cEhiTTIOeThnUzdweFFBeHBIYk06DmtHemczb2l0TFlQVW5NIAQqGwoEc3ZpbRIRaWMteThnUzdweFFBeHBIYk0YATABOAAYByCEtKKGCDAC
https://www.google.com/search?q=RPC+%28Remote+Procedure+Call%29&sca_esv=8029562fbebb207c&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=700&sxsrf=ANbL-n6AX3KWNawLn0edhFLuzIdTgc9ivA%3A1773222414163&ei=DjqxaZbhCd6gnesP5prtyQ0&ved=2ahUKEwjUsZSsyZeTAxWQTmwGHXK2OykQgK4QegYIAQgCEAE&uact=5&oq=Remote+Invocation++in+distributed+system&gs_lp=Egxnd3Mtd2l6LXNlcnAiKFJlbW90ZSBJbnZvY2F0aW9uICBpbiBkaXN0cmlidXRlZCBzeXN0ZW0yBRAAGIAEMgYQABgFGB4yBhAAGAgYHjIGEAAYCBgeMgYQABgIGB4yBhAAGAgYHjILEAAYgAQYhgMYigUyCxAAGIAEGIYDGIoFMgUQABjvBTIFEAAY7wVIjgdQAFiZBHAAeAGQAQCYAZUBoAGkAqoBAzAuMrgBA8gBAPgBAfgBApgCAqACzgLCAgYQABgHGB6YAwCSBwMwLjKgB-YOsgcDMC4yuAfOAsIHBTMtMS4xyAcigAgA&sclient=gws-wiz-serp#sv=CAMSWBozKhFpYy15OGdTN3B4UUF4cEhiTTIOeThnUzdweFFBeHBIYk06DmtHemczb2l0TFlQVW5NIAQqGwoEc3ZpbRIRaWMteThnUzdweFFBeHBIYk0YATABOAAYByCEtKKGCDAC
https://www.google.com/search?q=Stub+and+Skeleton&sca_esv=8029562fbebb207c&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=700&sxsrf=ANbL-n6AX3KWNawLn0edhFLuzIdTgc9ivA%3A1773222414163&ei=DjqxaZbhCd6gnesP5prtyQ0&ved=2ahUKEwjUsZSsyZeTAxWQTmwGHXK2OykQgK4QegYIAQgCEAM&uact=5&oq=Remote+Invocation++in+distributed+system&gs_lp=Egxnd3Mtd2l6LXNlcnAiKFJlbW90ZSBJbnZvY2F0aW9uICBpbiBkaXN0cmlidXRlZCBzeXN0ZW0yBRAAGIAEMgYQABgFGB4yBhAAGAgYHjIGEAAYCBgeMgYQABgIGB4yBhAAGAgYHjILEAAYgAQYhgMYigUyCxAAGIAEGIYDGIoFMgUQABjvBTIFEAAY7wVIjgdQAFiZBHAAeAGQAQCYAZUBoAGkAqoBAzAuMrgBA8gBAPgBAfgBApgCAqACzgLCAgYQABgHGB6YAwCSBwMwLjKgB-YOsgcDMC4yuAfOAsIHBTMtMS4xyAcigAgA&sclient=gws-wiz-serp#sv=CAMSWBozKhFpYy15OGdTN3B4UUF4cEhiTTIOeThnUzdweFFBeHBIYk06DmtHemczb2l0TFlQVW5NIAQqGwoEc3ZpbRIRaWMteThnUzdweFFBeHBIYk0YATABOAAYByCEtKKGCDAC
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Transparency: Aims to make remote calls look like local method calls to the 

programmer. 

Communication Semantics: Typically follows request-reply protocols, which 

can be designed for "at-most-once" or "at-least-one" execution. 

Parameters and Results: Arguments and return values must be serializable to 

be transmitted over the network.  

  Remote invocation is essential for building distributed applications, allowing 

components to interact across networks while abstracting away the underlying 

infrastructure.  

1.8 Indirect Communication 

Indirect communication in distributed systems allows entities to communicate 

via an intermediary, providing decoupling in both space (senders/receivers 

don't know each other) and time (they don't need to exist simultaneously). It 

enhances flexibility, scalability, and fault tolerance compared to direct 

methods, commonly using techniques like publish-subscribe systems, message 

queues, and tuple spaces.  

Key Aspects of Indirect Communication: 

Decoupling: Senders and receivers are not directly connected. 

Space Uncoupling: The sender does not know the identity of the receiver(s). 

Time Uncoupling: The sender and receiver can operate independently and do 

not need to exist at the same time. 

Intermediary: A third party (e.g., broker, event service) manages message 

delivery.  

Main Techniques and Models: 

Publish-Subscribe Systems: Producers publish events to a broker, which 

notifies interested subscribers. It is ideal for asynchronous, one-to-many 

communication. 

Message Queues: Producers send messages to a queue, and consumers retrieve 

them, allowing for reliable, asynchronous, point-to-point communication. 

https://www.google.com/search?q=Transparency&sca_esv=8029562fbebb207c&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=700&sxsrf=ANbL-n6AX3KWNawLn0edhFLuzIdTgc9ivA%3A1773222414163&ei=DjqxaZbhCd6gnesP5prtyQ0&ved=2ahUKEwjUsZSsyZeTAxWQTmwGHXK2OykQgK4QegYIAQgCEAU&uact=5&oq=Remote+Invocation++in+distributed+system&gs_lp=Egxnd3Mtd2l6LXNlcnAiKFJlbW90ZSBJbnZvY2F0aW9uICBpbiBkaXN0cmlidXRlZCBzeXN0ZW0yBRAAGIAEMgYQABgFGB4yBhAAGAgYHjIGEAAYCBgeMgYQABgIGB4yBhAAGAgYHjILEAAYgAQYhgMYigUyCxAAGIAEGIYDGIoFMgUQABjvBTIFEAAY7wVIjgdQAFiZBHAAeAGQAQCYAZUBoAGkAqoBAzAuMrgBA8gBAPgBAfgBApgCAqACzgLCAgYQABgHGB6YAwCSBwMwLjKgB-YOsgcDMC4yuAfOAsIHBTMtMS4xyAcigAgA&sclient=gws-wiz-serp#sv=CAMSWBozKhFpYy15OGdTN3B4UUF4cEhiTTIOeThnUzdweFFBeHBIYk06DmtHemczb2l0TFlQVW5NIAQqGwoEc3ZpbRIRaWMteThnUzdweFFBeHBIYk0YATABOAAYByCEtKKGCDAC
https://www.google.com/search?q=Communication+Semantics&sca_esv=8029562fbebb207c&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=700&sxsrf=ANbL-n6AX3KWNawLn0edhFLuzIdTgc9ivA%3A1773222414163&ei=DjqxaZbhCd6gnesP5prtyQ0&ved=2ahUKEwjUsZSsyZeTAxWQTmwGHXK2OykQgK4QegYIAQgCEAc&uact=5&oq=Remote+Invocation++in+distributed+system&gs_lp=Egxnd3Mtd2l6LXNlcnAiKFJlbW90ZSBJbnZvY2F0aW9uICBpbiBkaXN0cmlidXRlZCBzeXN0ZW0yBRAAGIAEMgYQABgFGB4yBhAAGAgYHjIGEAAYCBgeMgYQABgIGB4yBhAAGAgYHjILEAAYgAQYhgMYigUyCxAAGIAEGIYDGIoFMgUQABjvBTIFEAAY7wVIjgdQAFiZBHAAeAGQAQCYAZUBoAGkAqoBAzAuMrgBA8gBAPgBAfgBApgCAqACzgLCAgYQABgHGB6YAwCSBwMwLjKgB-YOsgcDMC4yuAfOAsIHBTMtMS4xyAcigAgA&sclient=gws-wiz-serp#sv=CAMSWBozKhFpYy15OGdTN3B4UUF4cEhiTTIOeThnUzdweFFBeHBIYk06DmtHemczb2l0TFlQVW5NIAQqGwoEc3ZpbRIRaWMteThnUzdweFFBeHBIYk0YATABOAAYByCEtKKGCDAC
https://www.google.com/search?q=Parameters+and+Results&sca_esv=8029562fbebb207c&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=700&sxsrf=ANbL-n6AX3KWNawLn0edhFLuzIdTgc9ivA%3A1773222414163&ei=DjqxaZbhCd6gnesP5prtyQ0&ved=2ahUKEwjUsZSsyZeTAxWQTmwGHXK2OykQgK4QegYIAQgCEAk&uact=5&oq=Remote+Invocation++in+distributed+system&gs_lp=Egxnd3Mtd2l6LXNlcnAiKFJlbW90ZSBJbnZvY2F0aW9uICBpbiBkaXN0cmlidXRlZCBzeXN0ZW0yBRAAGIAEMgYQABgFGB4yBhAAGAgYHjIGEAAYCBgeMgYQABgIGB4yBhAAGAgYHjILEAAYgAQYhgMYigUyCxAAGIAEGIYDGIoFMgUQABjvBTIFEAAY7wVIjgdQAFiZBHAAeAGQAQCYAZUBoAGkAqoBAzAuMrgBA8gBAPgBAfgBApgCAqACzgLCAgYQABgHGB6YAwCSBwMwLjKgB-YOsgcDMC4yuAfOAsIHBTMtMS4xyAcigAgA&sclient=gws-wiz-serp#sv=CAMSWBozKhFpYy15OGdTN3B4UUF4cEhiTTIOeThnUzdweFFBeHBIYk06DmtHemczb2l0TFlQVW5NIAQqGwoEc3ZpbRIRaWMteThnUzdweFFBeHBIYk0YATABOAAYByCEtKKGCDAC
https://www.google.com/search?q=decoupling+in+both+space&sca_esv=8029562fbebb207c&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=700&sxsrf=ANbL-n6XuRFm-Z4G7l4MrJBCiCKQU9kScQ%3A1773222706359&ei=MjuxadTQFZCdseMP8uzuyQI&ved=2ahUKEwjF__KVzJeTAxUPoWMGHUubLiUQgK4QegQIARAC&uact=5&oq=Indirect+Communication++in+distributed+system&gs_lp=Egxnd3Mtd2l6LXNlcnAiLUluZGlyZWN0IENvbW11bmljYXRpb24gIGluIGRpc3RyaWJ1dGVkIHN5c3RlbTIEEAAYHjIGEAAYBRgeMgsQABiABBiGAxiKBTILEAAYgAQYhgMYigUyCBAAGIAEGKIESNoKUABY4QRwAHgBkAEAmAH3AaAB0QOqAQMyLTK4AQPIAQD4AQH4AQKYAgKgAv4DwgIGEAAYBxgemAMAkgcDMi0yoAeTC7IHAzItMrgH_gPCBwUzLTEuMcgHJoAIAA&sclient=gws-wiz-serp
https://www.google.com/search?q=time&sca_esv=8029562fbebb207c&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=700&sxsrf=ANbL-n6XuRFm-Z4G7l4MrJBCiCKQU9kScQ%3A1773222706359&ei=MjuxadTQFZCdseMP8uzuyQI&ved=2ahUKEwjF__KVzJeTAxUPoWMGHUubLiUQgK4QegQIARAD&uact=5&oq=Indirect+Communication++in+distributed+system&gs_lp=Egxnd3Mtd2l6LXNlcnAiLUluZGlyZWN0IENvbW11bmljYXRpb24gIGluIGRpc3RyaWJ1dGVkIHN5c3RlbTIEEAAYHjIGEAAYBRgeMgsQABiABBiGAxiKBTILEAAYgAQYhgMYigUyCBAAGIAEGKIESNoKUABY4QRwAHgBkAEAmAH3AaAB0QOqAQMyLTK4AQPIAQD4AQH4AQKYAgKgAv4DwgIGEAAYBxgemAMAkgcDMi0yoAeTC7IHAzItMrgH_gPCBwUzLTEuMcgHJoAIAA&sclient=gws-wiz-serp
https://www.google.com/search?q=Publish-Subscribe+Systems&sca_esv=8029562fbebb207c&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=700&sxsrf=ANbL-n6XuRFm-Z4G7l4MrJBCiCKQU9kScQ%3A1773222706359&ei=MjuxadTQFZCdseMP8uzuyQI&ved=2ahUKEwjF__KVzJeTAxUPoWMGHUubLiUQgK4QegQIBhAB&uact=5&oq=Indirect+Communication++in+distributed+system&gs_lp=Egxnd3Mtd2l6LXNlcnAiLUluZGlyZWN0IENvbW11bmljYXRpb24gIGluIGRpc3RyaWJ1dGVkIHN5c3RlbTIEEAAYHjIGEAAYBRgeMgsQABiABBiGAxiKBTILEAAYgAQYhgMYigUyCBAAGIAEGKIESNoKUABY4QRwAHgBkAEAmAH3AaAB0QOqAQMyLTK4AQPIAQD4AQH4AQKYAgKgAv4DwgIGEAAYBxgemAMAkgcDMi0yoAeTC7IHAzItMrgH_gPCBwUzLTEuMcgHJoAIAA&sclient=gws-wiz-serp&mstk=AUtExfDWFOfYtRzj6hInOaoOCwaoB7qcyddkVPoB2RkLBQMD06VnISpmsex-anrQmRZiVl94D-jgMIoFZaby6ia3HFXCUOavwc2YF1o88ln12Ja60eWDg8vAi-yAsMv8WhB6QkP7f6Sdqw2If-fgXlcFckYCbs58w0g9rCgSggAtZmNzGw0qsRxUDIBd0kEUOOINt6pO&csui=3
https://www.google.com/search?q=Message+Queues&sca_esv=8029562fbebb207c&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=700&sxsrf=ANbL-n6XuRFm-Z4G7l4MrJBCiCKQU9kScQ%3A1773222706359&ei=MjuxadTQFZCdseMP8uzuyQI&ved=2ahUKEwjF__KVzJeTAxUPoWMGHUubLiUQgK4QegQIBhAD&uact=5&oq=Indirect+Communication++in+distributed+system&gs_lp=Egxnd3Mtd2l6LXNlcnAiLUluZGlyZWN0IENvbW11bmljYXRpb24gIGluIGRpc3RyaWJ1dGVkIHN5c3RlbTIEEAAYHjIGEAAYBRgeMgsQABiABBiGAxiKBTILEAAYgAQYhgMYigUyCBAAGIAEGKIESNoKUABY4QRwAHgBkAEAmAH3AaAB0QOqAQMyLTK4AQPIAQD4AQH4AQKYAgKgAv4DwgIGEAAYBxgemAMAkgcDMi0yoAeTC7IHAzItMrgH_gPCBwUzLTEuMcgHJoAIAA&sclient=gws-wiz-serp&mstk=AUtExfDWFOfYtRzj6hInOaoOCwaoB7qcyddkVPoB2RkLBQMD06VnISpmsex-anrQmRZiVl94D-jgMIoFZaby6ia3HFXCUOavwc2YF1o88ln12Ja60eWDg8vAi-yAsMv8WhB6QkP7f6Sdqw2If-fgXlcFckYCbs58w0g9rCgSggAtZmNzGw0qsRxUDIBd0kEUOOINt6pO&csui=3
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Group Communication: A sender broadcasts a message to a group, which is 

delivered to all members without the sender needing to know specific recipient 

identities. 

Tuple Spaces (Generative Communication): Processes read or remove data 

(tuples) from a shared, persistent space. 

Distributed Shared Memory (DSM): Provides a shared memory abstraction for 

processes, often used in tightly coupled systems.  

Advantages and Disadvantages: 

Advantages: Increased flexibility, improved scalability, high fault tolerance, 

and ability to handle dynamic, changing, or mobile environments. 

Disadvantages: Higher complexity in design, increased latency due to the 

intermediate layer, and potential bottleneck issues at the broker.  

Examples: 

 Kafka in Indirect Communication Paradigm - DZone, RabbitMQ, 

ActiveMQ for message queuing. 

 JGroups for group communication. 

1.9 Case study: World Wide Web 

The World Wide Web (WWW), often called the Web, is a system of 

interconnected webpages and information that you can access using the 

Internet. It was created to help people share and find information easily, using 

links that connect different pages together. 

 The Web allows us to browse websites, watch videos, shop online, and 

connect with others around the world through our computers and 

phones. 

 All public websites or web pages that people may access on their local 

computers and other devices through the internet are collectively 

known as the World Wide Web or W3. 

 Users can get further information by navigating to the links 

interconnecting these pages and documents. 

https://www.google.com/search?q=Group+Communication&sca_esv=8029562fbebb207c&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=700&sxsrf=ANbL-n6XuRFm-Z4G7l4MrJBCiCKQU9kScQ%3A1773222706359&ei=MjuxadTQFZCdseMP8uzuyQI&ved=2ahUKEwjF__KVzJeTAxUPoWMGHUubLiUQgK4QegQIBhAF&uact=5&oq=Indirect+Communication++in+distributed+system&gs_lp=Egxnd3Mtd2l6LXNlcnAiLUluZGlyZWN0IENvbW11bmljYXRpb24gIGluIGRpc3RyaWJ1dGVkIHN5c3RlbTIEEAAYHjIGEAAYBRgeMgsQABiABBiGAxiKBTILEAAYgAQYhgMYigUyCBAAGIAEGKIESNoKUABY4QRwAHgBkAEAmAH3AaAB0QOqAQMyLTK4AQPIAQD4AQH4AQKYAgKgAv4DwgIGEAAYBxgemAMAkgcDMi0yoAeTC7IHAzItMrgH_gPCBwUzLTEuMcgHJoAIAA&sclient=gws-wiz-serp&mstk=AUtExfDWFOfYtRzj6hInOaoOCwaoB7qcyddkVPoB2RkLBQMD06VnISpmsex-anrQmRZiVl94D-jgMIoFZaby6ia3HFXCUOavwc2YF1o88ln12Ja60eWDg8vAi-yAsMv8WhB6QkP7f6Sdqw2If-fgXlcFckYCbs58w0g9rCgSggAtZmNzGw0qsRxUDIBd0kEUOOINt6pO&csui=3
https://www.google.com/search?q=Tuple+Spaces+%28Generative+Communication%29&sca_esv=8029562fbebb207c&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=700&sxsrf=ANbL-n6XuRFm-Z4G7l4MrJBCiCKQU9kScQ%3A1773222706359&ei=MjuxadTQFZCdseMP8uzuyQI&ved=2ahUKEwjF__KVzJeTAxUPoWMGHUubLiUQgK4QegQIBhAH&uact=5&oq=Indirect+Communication++in+distributed+system&gs_lp=Egxnd3Mtd2l6LXNlcnAiLUluZGlyZWN0IENvbW11bmljYXRpb24gIGluIGRpc3RyaWJ1dGVkIHN5c3RlbTIEEAAYHjIGEAAYBRgeMgsQABiABBiGAxiKBTILEAAYgAQYhgMYigUyCBAAGIAEGKIESNoKUABY4QRwAHgBkAEAmAH3AaAB0QOqAQMyLTK4AQPIAQD4AQH4AQKYAgKgAv4DwgIGEAAYBxgemAMAkgcDMi0yoAeTC7IHAzItMrgH_gPCBwUzLTEuMcgHJoAIAA&sclient=gws-wiz-serp&mstk=AUtExfDWFOfYtRzj6hInOaoOCwaoB7qcyddkVPoB2RkLBQMD06VnISpmsex-anrQmRZiVl94D-jgMIoFZaby6ia3HFXCUOavwc2YF1o88ln12Ja60eWDg8vAi-yAsMv8WhB6QkP7f6Sdqw2If-fgXlcFckYCbs58w0g9rCgSggAtZmNzGw0qsRxUDIBd0kEUOOINt6pO&csui=3
https://www.google.com/search?q=Distributed+Shared+Memory+%28DSM%29&sca_esv=8029562fbebb207c&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=700&sxsrf=ANbL-n6XuRFm-Z4G7l4MrJBCiCKQU9kScQ%3A1773222706359&ei=MjuxadTQFZCdseMP8uzuyQI&ved=2ahUKEwjF__KVzJeTAxUPoWMGHUubLiUQgK4QegQIBhAJ&uact=5&oq=Indirect+Communication++in+distributed+system&gs_lp=Egxnd3Mtd2l6LXNlcnAiLUluZGlyZWN0IENvbW11bmljYXRpb24gIGluIGRpc3RyaWJ1dGVkIHN5c3RlbTIEEAAYHjIGEAAYBRgeMgsQABiABBiGAxiKBTILEAAYgAQYhgMYigUyCBAAGIAEGKIESNoKUABY4QRwAHgBkAEAmAH3AaAB0QOqAQMyLTK4AQPIAQD4AQH4AQKYAgKgAv4DwgIGEAAYBxgemAMAkgcDMi0yoAeTC7IHAzItMrgH_gPCBwUzLTEuMcgHJoAIAA&sclient=gws-wiz-serp&mstk=AUtExfDWFOfYtRzj6hInOaoOCwaoB7qcyddkVPoB2RkLBQMD06VnISpmsex-anrQmRZiVl94D-jgMIoFZaby6ia3HFXCUOavwc2YF1o88ln12Ja60eWDg8vAi-yAsMv8WhB6QkP7f6Sdqw2If-fgXlcFckYCbs58w0g9rCgSggAtZmNzGw0qsRxUDIBd0kEUOOINt6pO&csui=3
https://dzone.com/articles/message-brokers-in-indirect-communication-paradigm
https://www.geeksforgeeks.org/computer-networks/how-nodes-communicate-in-distributed-systems/
https://www.slideshare.net/slideshow/indirect-communication-is-defined-as-communication-between-entities-in-a-distributed-system-through-an-intermediary-with-no-direct-coupling-between-the-sender-and-the-receivers/266954263
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 This data may be presented in text, picture, audio, or video formats on 

the internet. 

Fact: Today, it connects over 63% of the world’s population, making it one of 

the most powerful tools for communication and information sharing. 

Key Parts of the Web 

The Web has three main building blocks that make it work: 

 URL (Uniform Resource Locator): This is the address of a webpage, 

like https://www.example.com./ It tells your browser exactly where to 

find the page. 

 HTTP (Hypertext Transfer Protocol): This is the set of rules that lets 

your browser and the server talk to each other to send and receive 

webpages. 

 HTML (Hypertext Markup Language): This is the code that tells 

browsers how to display a webpage, including where to put text, 

pictures, and links. 

Working of World Wide Web(WWW) 

A Web browser is used to access web pages. Web browsers can be defined as 

programs which display text, data, pictures, animation and video on the 

Internet. Hyperlinked resources on the World Wide Web can be accessed 

using software interfaces provided by Web browsers. Initially, Web browsers 

were used only for surfing the Web but now they have become more universal. 

The below diagram indicates how the Web operates just like client-server 

architecture of the internet. When users request web pages or other 

information, then the web browser of your system request to the server for the 

information and then the web server  provide requested services to web 

browser back and finally the requested service is utilized by the user who 

made the request. 

https://www.geeksforgeeks.org/javascript/what-is-url-uniform-resource-locator/
https://www.geeksforgeeks.org/blogs/http-full-form/
https://www.geeksforgeeks.org/html/html-introduction/
https://www.geeksforgeeks.org/computer-networks/web-pages/
https://www.geeksforgeeks.org/system-design/client-server-model/
https://www.geeksforgeeks.org/system-design/client-server-model/
https://www.geeksforgeeks.org/node-js/web-server-and-its-type/
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Figure 1.13 

Web browsers can be used for several tasks, including conducting searches, 

mailing, transferring files, and much more. Some of the commonly used 

browsers are Internet Explorer, Opera Mini, and Google Chrome.   

Challenges of the Web 

The Web is amazing, but it has some problems that you should know about: 

Privacy: Some websites collect information about you, like what you search 

for, and might share it without asking. 

Safety: Hackers can try to steal your information or send viruses through fake 

links or ads. 

False Information: Not everything on the Web is true, so you need to check if 

a website is trustworthy. 

Bullying: Some people use the Web to be mean or bully others, which can hurt 

feelings. 

Too Much Screen Time: Spending too much time online can make it hard to 

focus on school or sleep well. 

Access Issues: Not everyone has fast Internet, especially in some countries, 

which makes it harder to use the Web. 

History of the WWW 

It is a project created, by Tim Berner Lee in 1989, for researchers to work 

together effectively at CERN. It is an organization, named the World Wide 

Web Consortium (W3C), which was developed for further development of the 

web. 

https://www.geeksforgeeks.org/computer-organization-architecture/w3c-full-form/
https://www.geeksforgeeks.org/computer-organization-architecture/w3c-full-form/
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Figure 1.14 

World Wide Web(WWW) Evolved so much from web 1.0 to web 4.0 (Future 

of WWW) as follows: 

 Web 1.0 (1990–2000) Introduced static websites, 

 while Web 2.0 (2000–2010) brought interactive and social platforms. 

 Web 3.0 (2010–2020) focused on the semantic web, enabling machines 

to understand data and offer personalized experiences. 

 Looking ahead, Web 4.0 (2020–2030) is expected to be a fully 

intelligent web ecosystem powered by AI and integrated web operating 

systems. 

Some Facts About the Web 

 The first website ever is still online! You can visit it at 

"http://info.cern.ch/" 

 There are over 1.5 billion websites in the world, and that number 

grows every day. 

 Google Chrome is used by more than 60% of people browsing the 

Web. 

 The Web is available in over 150 languages, so you can explore in 

your language or learn a new one! 

 

https://www.geeksforgeeks.org/html/static-websites/
https://www.geeksforgeeks.org/artificial-intelligence/what-is-artificial-intelligence-ai/
https://www.geeksforgeeks.org/operating-systems/operating-systems/
https://www.geeksforgeeks.org/operating-systems/operating-systems/
https://www.geeksforgeeks.org/techtips/google-chrome-browser-training-and-support/


42 
 

UNIT  II 

DISTRIBUTED 

ALGORITHMS 

2.1 Message Passing 

Message passing in distributed systems refers to the communication medium 

used by nodes (computers or processes) to communicate information and 

coordinate their actions. It involves transferring and entering messages 

between nodes to achieve various goals such as coordination, synchronization, 

and data sharing. 

 

Figure 2.1 

The method by which entities or processes in a distributed system 

communicate and exchange data is known as message passing. It enables 

several components, which could be operating on different computers or nodes 

connected by a network, to plan their actions, exchange data, and work 

together to accomplish shared objectives. 

 Models like synchronous and asynchronous message passing offer 

different synchronization and communication semantics to suit 

system requirements. 

https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/
https://www.geeksforgeeks.org/computer-networks/synchronization-in-distributed-systems/
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 Synchronous message passing ensures sender and receiver 

synchronization, while asynchronous message passing allows 

concurrent execution and non-blocking communication. 

Importance of Message Passing 

In distributed systems, where multiple independent components work together 

to perform tasks, message passing is crucial for inter-process communication 

(IPC). It enables applications to distribute workloads, share resources, 

synchronize actions, and handle concurrent activities across different nodes 

efficiently. 

Types of Message Passing in Distributed Systems 

Message passing describes the method by which nodes or processes interact 

and share information in distributed systems. Message passing can be divided 

into two main categories according to the sender and reciever's timing and 

synchronization: 

1. Synchronous Message Passing 

Synchronous message passing involves a tightly coordinated interaction 

between the sender and receiver. The key characteristics include: 

Timing Coordination: Before proceeding with execution, the sender waits for 

the recipient to confirm receipt of the message or finish processing it. 

Request-Response Pattern: often use a request-response paradigm in which the 

sender sends a message requesting something and then waits for the recipient 

to react. 

Advantages: Ensures precise synchronization between communicating entities. 

Disadvantages: May introduce latency if the receiver is busy or unavailable. 

2. Asynchronous Message Passing 

Asynchronous message passing allows processes to operate independently of 

each other in terms of timing. Key features include: 

Decoupled Timing: The sender does not wait for an immediate response from 

the receiver after sending a message. It continues its execution without 

blocking. 

https://www.geeksforgeeks.org/system-design/latency-in-distributed-system/
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Event-Driven Model: Communication is often event-driven, where processes 

respond to messages or events as they occur asynchronously. 

Advantages: Enhances system responsiveness and throughput by allowing 

processes to execute concurrently. 

Disadvantages: Requires additional mechanisms (like callbacks or event 

handlers) to manage responses or coordinate actions. 

3. Unicast Messaging 

Unicast messaging is a one-to-one communication where a message is sent 

from a single sender to a specific receiver. The key characteristics include: 

Direct Communication: The message is targeted at a single, specific node or 

endpoint. 

Efficiency for Point-to-Point: Since only one recipient receives the message, 

resources are efficiently used for direct, point-to-point communication. 

Advantages: Optimized for targeted communication, as the message is only 

sent to the intended recipient. 

Disadvantages: Not scalable for group communications; sending multiple 

unicast messages can strain the system in larger networks. 

4. Multicast Messaging 

Multicast messaging enables one-to-many communication, where a message is 

sent from one sender to a specific group of receivers. The key characteristics 

include: 

Group-Based Communication: Messages are delivered to a subset of nodes 

that have joined the multicast group. 

Efficient for Groups: Saves bandwidth by sending the message once to all 

nodes in the group instead of individually. 

Advantages: Reduces network traffic by sending a single message to multiple 

recipients, making it ideal for content distribution or group updates. 

Disadvantages: Complex to implement as nodes need mechanisms to manage 

group memberships and handle node join/leave requests. 
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5. Broadcast Messaging 

Broadcast messaging involves sending a message from one sender to all nodes 

within the network. The key characteristics include: 

Wide Coverage: The message is sent to every node, ensuring that all nodes in 

the network receive it. 

Network-Wide Reach: Suitable for announcements, alerts, or updates intended 

for all nodes without targeting specific ones. 

Advantages: Guarantees that every node in the network receives the message, 

which is useful for critical notifications or status updates. 

Disadvantages: Consumes significant network resources since every node, 

regardless of relevance, receives the message. 

Communication Protocols for Message Passing in Distributed Systems 

Communication protocols for message passing are crucial in distributed 

systems to guarantee the safe, effective, and dependable transfer of data 

between nodes or processes over a network. These protocols specify the 

formats, guidelines, and practices that control the construction, transmission, 

reception, and interpretation of messages. Typical protocols for 

communication in distributed systems include: 

Transmission Control Protocol (TCP) 

 Data packets are reliably and systematically delivered between 

network nodes via TCP, which is a connection-oriented protocol. 

 It ensures that data sent from one endpoint (sender) reaches the 

intended endpoint (receiver) without errors and in the correct order. 

 Suitable for applications where data integrity and reliability are 

paramount, such as file transfers, web browsing, and database 

communication. 

User Datagram Protocol (UDP) 

 UDP is a connectionless protocol that provides fast, lightweight 

communication by transmitting data packets without establishing a 

connection or ensuring reliability. 

https://www.geeksforgeeks.org/system-design/reliability-in-system-design/
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 Used in real-time applications where low latency and speed are critical, 

such as streaming media, online gaming, and VoIP (Voice over IP). 

Message Queuing Telemetry Transport (MQTT) 

 MQTT is a lightweight publish-subscribe messaging protocol designed 

for IoT (Internet of Things) and M2M (Machine-to-Machine) 

communication. 

 It enables effective data transfer between devices with limited 

computing power and bandwidth. 

 Ideal for IoT applications, smart home automation, remote monitoring, 

and telemetry data collection. 

Hypertext Transfer Protocol (HTTP) 

 HTTP is a protocol used for transmitting hypermedia documents, such 

as HTML pages and multimedia content, over the World Wide Web. 

 While not typically considered a message passing protocol in the 

traditional sense, it's essential for web-based communication and 

distributed applications. 

Challenges for Message Passing In Distributed Systems 

Below are some challenges for message passing in distributed systems: 

Scalability: Balancing the system's expanding size and message volume while 

preserving responsiveness, performance, and effective resource use. 

Fault Tolerance: Ensuring system resilience against node failures, network 

partitions, and message loss through redundancy, replication, error handling 

mechanisms, and recovery strategies. 

Security: protecting messages' confidentiality, integrity, and authenticity while 

guarding against illegal access, interception, and manipulation. 

Message Ordering: Ensuring that messages arrive in the same order they were 

sent, especially in systems where order affects the outcome. 
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Message Passing in Distributed Systems Examples 

Example 1: 

Scenario: 

Let's take example of an e-commerce platform where users place orders. When 

an order is placed, the order system sends a message to the payment 

processing service to handle payment, and then continues to process other 

orders without waiting for an immediate response. 

  Here, the order system doesn’t wait for confirmation that the payment was 

completed, allowing it to keep processing orders efficiently. This 

asynchronous message passing helps the platform handle a large volume of 

orders smoothly. 

Example 2: 

Scenario: 

Let's take example of a stock trading app, when a user wants to buy or sell 

shares, the app sends a request to the trading server. The server checks if there 

are enough shares, processes the transaction, and confirms to the user before 

the app allows further actions. 

  This synchronous message passing means the app waits for the server’s 

response to ensure the transaction is complete. This is important for accuracy 

in trading, where users need immediate confirmation of each transaction. 

2.2 Leader Election 

In distributed systems, leader election is a crucial process for maintaining 

coordination and consistency. It involves selecting a single node from a group 

to act as the leader, responsible for managing tasks and decision-making. This 

process ensures that the system operates efficiently and can recover from 

failures. Leader election algorithms are designed to handle various challenges, 

including node failures and network partitions, making them fundamental to 

the robustness and reliability of distributed systems. 

https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/
https://www.geeksforgeeks.org/system-design/consistency-in-system-design/
https://www.geeksforgeeks.org/system-design/reliability-in-system-design/
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Leader election in distributed systems is a fundamental process where a group 

of nodes collaboratively selects one node to act as a leader. This leader 

assumes a central role, handling tasks such as coordination, resource 

allocation, or decision-making. The purpose of leader election is to ensure 

efficient operation, consistency, and fault tolerance within the system. 

Leader election is essential for various reasons: 

Coordination: The leader manages shared resources and synchronizes actions 

among nodes, preventing conflicts and ensuring smooth operations. 

Fault Tolerance: In the event of a leader failure, the system must elect a new 

leader to maintain functionality and prevent system downtime. 

Consistency: The leader ensures that all nodes follow a consistent state, which 

is critical for systems requiring agreement on data or actions. 

Algorithms for leader election, like the Bully algorithm or the Paxos protocol, 

are designed to handle network partitions, node failures, and other challenges, 

ensuring the system remains robust and reliable. 

Importance of Leader Election in Distributed Systems 

Leader election is crucial in distributed systems for several reasons: 

Coordination and Consensus: A leader helps in synchronizing actions and 

making collective decisions, which is vital for maintaining consistency and 

order among distributed nodes. Without a leader, coordinating tasks like data 

replication, configuration changes, or updates becomes chaotic and error-

prone. 

Resource Management: In many distributed systems, certain tasks, such as 

load balancing or resource allocation, require a central authority. The leader 

can efficiently manage these resources, preventing conflicts and ensuring 

optimal use. 

Fault Tolerance and Recovery: Leader election ensures that the system can 

recover from failures. If the current leader fails, a new leader is elected, 

maintaining system continuity and reducing downtime. This resilience is 

crucial for systems that require high availability. 

https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/
https://www.geeksforgeeks.org/computer-networks/fault-tolerance-in-distributed-system/
https://www.geeksforgeeks.org/system-design/fault-tolerance-in-system-design/
https://www.geeksforgeeks.org/system-design/consistency-in-system-design/


49 
 

System Efficiency: By delegating certain responsibilities to a single leader, the 

system can reduce redundancy and streamline processes. This centralized 

management helps in reducing communication overhead and improving 

overall efficiency. 

Consistency Maintenance: In distributed databases or file systems, the leader 

ensures that all nodes remain in a consistent state. This avoids issues like data 

divergence or conflicting updates, which are crucial for maintaining data 

integrity. 

Leader Election Algorithms in Distributed Systems 

Leader election algorithms are designed to select a single node from a group 

of distributed nodes to act as the leader. These algorithms are essential for 

ensuring coordination, consistency, and fault tolerance in distributed systems. 

Here’s an overview of some commonly used leader election algorithms: 

1. Bully Algorithm 

How It Works: 

 Nodes are assigned unique identifiers. 

 When a node (let’s call it node A) notices that the leader has failed or 

is not responsive, it initiates an election process. 

 Node A sends an election message to all nodes with higher IDs. 

 If a higher-ID node responds, the election process is aborted, and the 

higher-ID node takes over as the leader. 

 If no response is received, node A is declared the leader. 

Pros: 

Simple to implement. 

 Effective in environments where nodes can be easily identified and are 

relatively stable. 

Cons: 

 High communication overhead in large systems. 

 Not very efficient in cases of frequent leader changes or network 

partitions. 

https://www.geeksforgeeks.org/dsa/bully-algorithm-in-distributed-system/
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2. Ring Algorithm 

How It Works: 

 Nodes are arranged in a logical ring, with each node only knowing 

about its immediate successor. 

 When a node detects a need for a new leader, it initiates an election by 

sending an election message around the ring. 

 Each node appends its ID to the message and forwards it to the next 

node. 

 The message eventually returns to the initiator, who then selects the 

node with the highest ID as the leader. 

Pros: 

 Efficient in terms of message complexity, with only one message 

circulating the ring. 

 Fairly simple and predictable. 

Cons: 

 Relies on a stable ring structure; changes in the network can 

complicate the algorithm. 

 Can be slow in large systems due to the message’s round-trip time. 

3. Paxos Algorithm 

How It Works: 

 Paxos is more complex but is designed for consensus rather than just 

leader election. 

 It involves multiple phases: proposing a value, accepting a value, and 

learning the value. 

 Nodes propose values, and through a series of messages, they agree on 

a single value which is chosen as the leader or decision-maker. 

Pros: 

 Provides strong consistency and fault tolerance. 

 Well-suited for systems requiring robust consensus mechanisms. 

 

https://www.geeksforgeeks.org/system-design/what-is-ring-election-algorithm/


51 
 

Cons: 

 Complex to implement and understand. 

 Can involve significant communication overhead. 

4. Raft Algorithm 

How It Works: 

 Raft divides the leader election process into simpler phases: candidate, 

leader, and follower. 

 Nodes start as followers. If a follower doesn’t hear from the leader 

within a certain timeout, it becomes a candidate and initiates an 

election. 

 Candidates request votes from other nodes. A candidate becomes the 

leader if it receives a majority of votes. 

 The leader handles client requests and replicates log entries to 

followers. 

Pros: 

 More understandable and implementable compared to Paxos. 

 Designed to handle network partitions and leader failures gracefully. 

Cons: 

 Requires a majority of nodes to be operational for elections and 

consistency. 

 Performance can be affected if nodes frequently fail or recover. 

Challenges and Considerations for Leader Election in Distributed 

Systems 

Leader election in distributed systems presents several challenges and 

considerations due to the nature of distributed environments. Here’s an 

overview of the key challenges and considerations: 

1. Fault Tolerance 

Challenge: In a distributed system, nodes can fail or become unreachable due 

to various reasons like network issues or hardware failures. The leader election 

https://www.geeksforgeeks.org/system-design/raft-consensus-algorithm/
https://www.geeksforgeeks.org/computer-networks/fault-tolerance-in-distributed-system/
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mechanism must handle such failures gracefully to ensure that the system 

remains operational. 

Considerations: 

Detection: Implement robust mechanisms to detect node failures promptly. 

Redundancy: Design the system to recover from leader failure by electing a 

new leader quickly. 

Consistency: Ensure that the system remains consistent even if the leader fails 

and a new one is elected. 

2. Scalability 

Challenge: As the number of nodes in the system increases, the leader election 

algorithm must efficiently handle larger scale without introducing significant 

overhead or delays. 

Considerations: 

Algorithm Efficiency: Choose or design algorithms that scale well with the 

number of nodes. 

Communication Overhead: Minimize the number of messages exchanged 

during the leader election process to reduce network load. 

Latency: Ensure that the time taken to elect a leader remains acceptable even 

as the system grows. 

3. Performance and Efficiency 

Challenge: The leader election process can impact the performance of the 

distributed system. It should be efficient in terms of both time and resources. 

Considerations: 

Algorithm Complexity: Prefer algorithms with lower time complexity and 

minimal resource consumption. 

Optimization: Optimize the leader election process to minimize impact on 

overall system performance. 

Trade-offs: Balance between efficiency and robustness. More complex 

algorithms may offer better fault tolerance but at the cost of performance. 

 

https://www.geeksforgeeks.org/system-design/redundancy-system-design/
https://www.geeksforgeeks.org/system-design/consistency-in-system-design/
https://www.geeksforgeeks.org/system-design/what-is-scalability/
https://www.geeksforgeeks.org/system-design/latency-in-system-design/
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4. Handling Network Partitions 

Challenge: Network partitions can occur, splitting the system into isolated 

segments. This can complicate leader election as different segments might 

elect different leaders or become inconsistent. 

Considerations: 

Partition Tolerance: Implement algorithms that can handle network partitions 

and ensure that a consistent leader is elected across partitions. 

Consensus Mechanisms: Use consensus algorithms that are resilient to 

network partitions, like Paxos or Raft, which are designed to handle such 

scenarios. 

Recovery: Ensure that the system can recover and reconcile inconsistencies 

once network partitions are resolved. 

Applications of Leader Election in Distributed Systems 

Leader election plays a pivotal role in distributed systems, impacting various 

applications by ensuring coordination, consistency, and fault tolerance. Here 

are some key applications: 

1. Distributed Databases 

Application: Maintaining a single, consistent view of data across multiple 

nodes. 

Role of Leader Election: 

Coordination: The leader handles tasks such as coordinating updates, 

managing transactions, and ensuring that all nodes in the distributed database 

remain consistent. 

Consistency: Ensures that all nodes agree on the order of operations and data 

updates, preventing issues like conflicting writes or data divergence. 

2. Distributed File Systems 

Application: Managing and accessing files across multiple servers or nodes. 

Role of Leader Election: 

https://www.geeksforgeeks.org/dbms/distributed-database-system/
https://www.geeksforgeeks.org/computer-networks/what-is-dfsdistributed-file-system/
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Metadata Management: A leader node may manage metadata operations, such 

as file location and access permissions, ensuring that metadata remains 

consistent and up-to-date. 

Synchronization: Coordinates file replication and ensures consistency across 

different nodes, improving reliability and fault tolerance. 

3. Load Balancing 

Application: Distributing incoming requests or workloads evenly across 

multiple servers. 

Role of Leader Election: 

Task Allocation: The leader node may oversee the distribution of requests or 

workloads, ensuring efficient load balancing and optimal resource utilization. 

Decision Making: Handles decisions on scaling up or down and reallocating 

resources based on current load and system performance. 

4. Cluster Management 

Application: Managing a group of interconnected servers or nodes that work 

together as a cluster. 

Role of Leader Election: 

Resource Management: The leader coordinates resource allocation and task 

scheduling among nodes, improving cluster efficiency and performance. 

Fault Tolerance: Oversees failover processes and redistributes tasks when 

nodes fail or recover. 

  In conclusion, leader election is a critical process in distributed systems, 

essential for ensuring coordinated and reliable operation. Effective leader 

election mechanisms must address challenges such as fault tolerance, 

scalability, performance, and network partitions while maintaining fairness 

and liveness. By selecting appropriate algorithms and implementing robust 

solutions, systems can achieve reliable leadership management and sustain 

operational integrity. 

 

https://www.geeksforgeeks.org/system-design/what-is-load-balancer-system-design/
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2.3 Causality and Logical Time 

In distributed systems, ensuring synchronized events across multiple nodes is 

crucial for consistency and reliability. Enter logical clocks, a fundamental 

concept that orchestrates event ordering without relying on physical time. By 

assigning logical timestamps to events, these clocks enable systems to reason 

about causality and sequence events accurately, even across network delays 

and varied system clocks. This article explores how logical clocks enhance 

distributed system design. 

  Logical clocks are a concept used in distributed systems to order events 

without relying on physical time synchronization. They provide a way to 

establish a partial ordering of events based on causality rather than real-time 

clock values. 

  By assigning logical timestamps to events, logical clocks allow distributed 

systems to maintain consistency and coherence across different nodes, despite 

varying clock speeds and network delays. 

  This ensures that events can be correctly ordered and coordinated, facilitating 

fault tolerance and reliable operation in distributed computing environments. 

Differences Between Physical and Logical Clocks 

Physical clocks and logical clocks serve distinct purposes in distributed 

systems: 

Nature of Time: 

Physical Clocks: These rely on real-world time measurements and are 

typically synchronized using protocols like NTP (Network Time Protocol). 

They provide accurate timestamps but can be affected by clock drift and 

network delays. 

Logical Clocks: These are not tied to real-world time and instead use logical 

counters or timestamps to order events based on causality. They are resilient to 

clock differences between nodes but may not provide real-time accuracy.` 

 

 

https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/
https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/
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Usage: 

Physical Clocks: Used for tasks requiring real-time synchronization and 

precise timekeeping, such as scheduling tasks or logging events with accurate 

timestamps. 

Logical Clocks: Used in distributed systems to order events across different 

nodes in a consistent and causal manner, enabling synchronization and 

coordination without strict real-time requirements. 

Dependency: 

Physical Clocks: Dependent on accurate timekeeping hardware and 

synchronization protocols to maintain consistency across distributed nodes. 

Logical Clocks: Dependent on the logic of event ordering and causality, 

ensuring that events can be correctly sequenced even when nodes have 

different physical time readings. 

Types of Logical Clocks in Distributed System 

1. Lamport Clocks 

Lamport clocks provide a simple way to order events in a distributed system. 

Each node maintains a counter that increments with each event. When nodes 

communicate, they update their counters based on the maximum value seen, 

ensuring a consistent order of events. 

Characteristics of Lamport Clocks: 

 Simple to implement. 

 Provides a total order of events but doesn't capture concurrency. 

 Not suitable for detecting causal relationships between events. 

Algorithm of Lamport Clocks: 

 Initialization: Each node initializes its clock LLL to 0. 

 Internal Event: When a node performs an internal event, it increments 

its clock LLL. 

 Send Message: When a node sends a message, it increments its clock 

LLL and includes this value in the message. 

https://www.geeksforgeeks.org/dsa/lamports-logical-clock/
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 Receive Message: When a node receives a message with timestamp 

T: It sets L=max⁡(L,T)+1 

Advantages of Lamport Clocks: 

 Simple to implement and understand. 

 Ensures total ordering of events. 

2. Vector Clocks 

Vector clocks use an array of integers, where each element corresponds to a 

node in the system. Each node maintains its own vector clock and updates it 

by incrementing its own entry and incorporating values from other nodes 

during communication. 

Characteristics of Vector Clocks: 

 Captures causality and concurrency between events. 

 Requires more storage and communication overhead compared to 

Lamport clocks. 

Algorithm of Vector Clocks: 

 Initialization: Each node PiP_iPi initializes its vector clock ViV_iVi to 

a vector of zeros. 

 Internal Event: When a node performs an internal event, it increments 

its own entry in the vector clock Vi[i]V_i[i]Vi[i]. 

 Send Message: When a node PiP_iPi sends a message, it includes its 

vector clock ViV_iVi in the message. 

 Receive Message: When a node PiP_iPi receives a message with 

vector clock Vj: 

 It updates each entry: Vi[k]=max⁡(Vi[k],Vj[k]) 

 It increments its own entry: Vi[i]=Vi[i]+1 

Advantages of Vector Clocks: 

 Accurately captures causality and concurrency. 

 Detects concurrent events, which Lamport clocks cannot do. 
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3. Matrix Clocks 

Matrix clocks extend vector clocks by maintaining a matrix where each entry 

captures the history of vector clocks. This allows for more detailed tracking of 

causality relationships. 

Characteristics of Matrix Clocks: 

 More detailed tracking of event dependencies. 

 Higher storage and communication overhead compared to vector 

clocks. 

Algorithm of Matrix Clocks: 

 Initialization: Each node PiP_iPi initializes its matrix clock MiM_iMi 

to a matrix of zeros. 

 Internal Event: When a node performs an internal event, it increments 

its own entry in the matrix clock Mi[i][i]M_i[i][i]Mi[i][i]. 

 Send Message: When a node PiP_iPi sends a message, it includes its 

matrix clock MiM_iMi in the message. 

 Receive Message: When a node PiP_iPi receives a message with 

matrix clock Mj: 

 It updates each entry: Mi[k][l]=max⁡(Mi[k][l],Mj[k][l]) 

 It increments its own entry: Mi[i][i]=Mi[i][i]+1 

Advantages of Matrix Clocks: 

 Detailed history tracking of event causality. 

 Can provide more information about event dependencies than vector 

clocks. 

4. Hybrid Logical Clocks (HLCs) 

Hybrid logical clocks combine physical and logical clocks to provide both 

causality and real-time properties. They use physical time as a base and 

incorporate logical increments to maintain event ordering. 

Characteristics of Hybrid Logical Clocks: 

 Combines real-time accuracy with causality. 

 More complex to implement compared to pure logical clocks. 
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 Algorithm of Hybrid Logical Clocks: 

 Initialization: Each node initializes its clock HHH with the current 

physical time. 

 Internal Event: When a node performs an internal event, it increments 

its logical part of the HLC. 

 Send Message: When a node sends a message, it includes its HLC in 

the message. 

 Receive Message: When a node receives a message with HLC T: 

 It updates its H = max⁡(H,T)+1 

Advantages of Hybrid Logical Clocks: 

 Balances real-time accuracy and causal consistency. 

 Suitable for systems requiring both properties, such as databases and 

distributed ledgers. 

5. Version Vectors 

Version vectors track versions of objects across nodes. Each node maintains a 

vector of version numbers for objects it has seen. 

Characteristics of Version Vectors: 

 Tracks versions of objects. 

 Similar to vector clocks, but specifically for versioning. 

Algorithm of Version Vectors: 

 Initialization: Each node initializes its version vector to zeros. 

 Update Version: When a node updates an object, it increments the 

corresponding entry in the version vector. 

 Send Version: When a node sends an updated object, it includes its 

version vector in the message. 

 Receive Version: When a node receives an object with a version 

vector: 

 It updates its version vector to the maximum values seen for each 

entry. 
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Advantages of Version Vectors: 

 Efficient conflict resolution. 

 Tracks object versions effectively in distributed databases and file 

systems. 

Applications of Logical Clocks 

Logical clocks play a crucial role in distributed systems by providing a way to 

order events and maintain consistency. Here are some key applications: 

Event Ordering 

Causal Ordering: Logical clocks help establish a causal relationship between 

events, ensuring that messages are processed in the correct order. 

Total Ordering: In some systems, it's essential to have a total order of events. 

Logical clocks can be used to assign unique timestamps to events, ensuring a 

consistent order across the system. 

Causal Consistency 

Consistency Models: In distributed databases and storage systems, logical 

clocks are used to ensure causal consistency. They help track dependencies 

between operations, ensuring that causally related operations are seen in the 

same order by all nodes. 

Distributed Debugging and Monitoring 

Tracing and Logging: Logical clocks can be used to timestamp logs and trace 

events across different nodes in a distributed system. This helps in debugging 

and understanding the sequence of events leading to an issue. 

Performance Monitoring: By using logical clocks, it's possible to monitor the 

performance of distributed systems, identifying bottlenecks and delays. 

Distributed Snapshots 

Checkpointing: Logical clocks are used in algorithms for taking consistent 

snapshots of the state of a distributed system, which is essential for fault 

tolerance and recovery. 

Global State Detection: They help detect global states and conditions such as 

deadlocks or stable properties in the system. 



61 
 

Concurrency Control 

Optimistic Concurrency Control: Logical clocks help detect conflicts in 

transactions by comparing timestamps, allowing systems to resolve conflicts 

and maintain data integrity. 

Versioning: In versioned storage systems, logical clocks can be used to 

maintain different versions of data, ensuring that updates are applied correctly 

and consistently. 

Challenges and Limitations with Logical Clocks 

Logical clocks are essential for maintaining order and consistency in 

distributed systems, but they come with their own set of challenges and 

limitations: 

Scalability Issues 

Vector Clock Size: In systems using vector clocks, the size of the vector grows 

with the number of nodes, leading to increased storage and communication 

overhead. 

Management Complexity: Managing and maintaining logical clocks across a 

large number of nodes can be complex and resource-intensive. 

Synchronization Overhead 

Communication Overhead: Synchronizing logical clocks requires additional 

messages between nodes, which can increase network traffic and latency. 

Processing Overhead: Updating and maintaining logical clock values can add 

computational overhead, impacting the system's overall performance. 

Handling Failures and Network Partitions 

Clock Inconsistency: In the presence of network partitions or node failures, 

maintaining consistent logical clock values can be challenging. 

Recovery Complexity: When nodes recover from failures, reconciling logical 

clock values to ensure consistency can be complex. 
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Partial Ordering 

Limited Ordering Guarantees: Logical clocks, especially Lamport clocks, only 

provide partial ordering of events, which may not be sufficient for all 

applications requiring a total order. 

Conflict Resolution: Resolving conflicts in operations may require additional 

mechanisms beyond what logical clocks can provide. 

Complexity in Implementation 

Algorithm Complexity: Implementing logical clocks, particularly vector and 

matrix clocks, can be complex and error-prone, requiring careful design and 

testing. 

Application-Specific Adjustments: Different applications may require 

customized logical clock implementations to meet their specific requirements. 

Storage Overhead 

Vector and Matrix Clocks: These clocks require storing a vector or matrix of 

timestamps, which can consume significant memory, especially in systems 

with many nodes. 

Snapshot Storage: For some applications, maintaining snapshots of logical 

clock values can add to the storage overhead. 

Propagation Delay 

Delayed Updates: Updates to logical clock values may not propagate instantly 

across all nodes, leading to temporary inconsistencies. 

Latency Sensitivity: Applications that are sensitive to latency may be impacted 

by the delays in propagating logical clock updates. 

2.4 Global State & Snapshot 

Distributed snapshots are crucial for capturing the state of distributed 

systems at a specific point in time. They enable consistency and recovery, 

helping to maintain the integrity of the system amidst failures or concurrent 

operations. A distributed snapshot is a collection of local states from different 

nodes in a distributed system at a specific moment. Important aspects include: 

https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/
https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/
https://www.geeksforgeeks.org/operating-systems/consistency-model-in-distributed-system/
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 Global View: It provides a consistent view of the entire system, 

capturing the state of all participating nodes. 

 Consistency: The snapshot must maintain a consistent state across all 

nodes, considering dependencies between their states. 

 Atomicity: Taking a snapshot should be treated as an atomic operation, 

meaning it either captures all states or none at all. 

 State Representation: It includes local states and the messages 

exchanged between nodes to ensure accuracy. 

 Reconstruction: Distributed snapshots enable the reconstruction of 

system states for recovery or analysis. 

Properties of Distributed Snapshots 

Distributed snapshots exhibit several important properties: 

Global Consistency: The snapshot reflects a consistent state across all nodes, 

ensuring that all processes observe the same data. 

Atomicity: The snapshot-taking process should be atomic; either all nodes 

participate, or none do. 

Independence: The act of capturing a snapshot should not disrupt normal 

operations of the nodes. 

Comprehensiveness: It must include all relevant information, such as local 

states and inter-process communications. 

Timeliness: Snapshots should be taken quickly to minimize the duration of 

any inconsistencies. 

Techniques for Taking Distributed Snapshots 

Capturing distributed snapshots is essential for ensuring consistency and 

reliability in distributed systems. Various techniques have been developed, 

each with its own advantages and challenges. Here are some of the most 

prominent methods: 

1. Chandy-Lamport Algorithm 

The Chandy-Lamport algorithm is one of the most well-known methods for 

capturing distributed snapshots without stopping the system. 

https://www.geeksforgeeks.org/operating-systems/consistency-model-in-distributed-system/
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Marker Messages: This method uses special marker messages sent between 

processes to signal the beginning of a snapshot. When a process receives a 

marker, it knows that it should record its local state. 

State Recording: Each process records its state when it receives a marker and 

continues processing messages. It also records the state of any messages sent 

after the marker was received. 

Concurrent Operations: The algorithm allows other operations to continue 

during the snapshot process, which minimizes disruption and enhances 

performance. 

2. Message Logging 

Message logging involves capturing the messages exchanged between 

processes, which can be used to reconstruct the system's state. 

Pessimistic Logging: In this approach, messages are logged before they are 

sent. This ensures that messages are received in the correct order, preserving 

the sequence of events. 

Optimistic Logging: Here, messages are logged after they are sent. This 

method can lead to inconsistencies if failures occur but is often more efficient 

in terms of performance. Additional recovery mechanisms are needed to 

handle such scenarios. 

Failure Recovery: By maintaining a log of messages, this technique helps 

achieve consistent states during failures, allowing the system to revert to a 

known good state. 

3. Centralized Snapshots 

Centralized snapshots provide a simpler way to capture the state of a 

distributed system. 

Central Coordinator: In this method, a central node (coordinator) gathers the 

states from all other nodes in the system. This approach simplifies the process 

of snapshot collection. 



65 
 

Single Point of Failure: While easier to implement, reliance on a central 

coordinator can introduce vulnerabilities, as the failure of this node can 

compromise the entire snapshot process. 

Scalability Issues: As the number of nodes increases, the central coordinator 

may struggle to manage state collection efficiently, potentially leading to 

delays. 

4. Hybrid Techniques 

Hybrid techniques aim to combine the strengths of different methods to 

achieve both efficiency and consistency. 

Tailored Approaches: These techniques may adapt elements from various 

snapshot algorithms, creating a solution that fits the specific needs of a given 

application. 

Flexibility: Hybrid methods provide the flexibility to respond to varying 

system requirements and constraints, allowing for optimized performance in 

different contexts. 

Balancing Trade-offs: By leveraging multiple techniques, hybrid approaches 

can balance the trade-offs between performance, consistency, and complexity. 

5. Snapshot Algorithms for Specific Architectures 

Certain distributed systems, such as peer-to-peer networks, may require 

specialized snapshot algorithms. 

Architecture-Specific Optimization: These algorithms are designed to 

optimize the unique characteristics of particular architectures, enhancing 

performance and reliability. 

Utilizing Existing Protocols: They may leverage existing communication 

protocols to facilitate more efficient state capture. 

Adapting to Unique Challenges: Tailored algorithms can address specific 

challenges related to the architecture, such as network topology or resource 

distribution. 

Challenges in Implementing Distributed Snapshots 

https://www.geeksforgeeks.org/system-design/what-is-scalability/
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Despite their importance, implementing distributed snapshots poses several 

challenges: 

Concurrency Control: Ensuring that snapshots reflect a consistent state while 

processes operate concurrently is complex. 

Network Partitioning: Failures in network connectivity can lead to inconsistent 

snapshots if not handled properly. 

Overhead: Capturing snapshots can introduce performance overhead, affecting 

the overall system responsiveness. 

Complexity of Algorithms: Implementing snapshot algorithms can be complex 

and may require careful design to avoid pitfalls. 

State Explosion: In large systems, the number of possible states can grow 

exponentially, complicating the snapshot process. 

Applications of Distributed Snapshots 

Distributed snapshots have various applications in distributed systems, 

including: 

Fault Tolerance: They enable systems to recover from failures by restoring a 

consistent state, minimizing downtime. 

Debugging and Monitoring: Provide a reliable state for diagnosing issues 

within the system, making it easier to identify bugs. 

State Management: Facilitate consistent views for distributed transactions, 

enhancing data integrity during operations. 

Consistency in Distributed Databases: Help maintain data consistency across 

distributed databases during transactions. 

Checkpointing: Used for periodic state saving in long-running processes, 

allowing for recovery without starting from scratch. 

   Distributed snapshots are essential for ensuring consistency and reliability in 

distributed systems. They enable systems to maintain integrity amidst failures 

and concurrent operations. By capturing the state of multiple nodes at a single 

point in time, distributed snapshots provide invaluable support for fault 

tolerance, debugging, and effective state management. 

https://www.geeksforgeeks.org/computer-networks/fault-tolerance-in-distributed-system/
https://www.geeksforgeeks.org/operating-systems/consistency-model-in-distributed-system/
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2.5 Distributed Mutual Exclusion 

Mutual exclusion is a concurrency control property which is introduced to 

prevent race conditions. It is the requirement that a process can not enter its 

critical section while another concurrent process is currently present or 

executing in its critical section i.e only one process is allowed to execute the 

critical section at any given instance of time.  

  Mutual exclusion in single computer system Vs. distributed system: In single 

computer system, memory and other resources are shared between different 

processes. The status of shared resources and the status of users is easily 

available in the shared memory so with the help of shared variable (For 

example: Semaphores) mutual exclusion problem can be easily solved. In 

Distributed systems, we neither have shared memory nor a common physical 

clock and therefore we can not solve mutual exclusion problem using shared 

variables. To eliminate the mutual exclusion problem in distributed system 

approach based on message passing is used. A site in distributed system do not 

have complete information of state of the system due to lack of shared 

memory and a common physical clock.  

Requirements of Mutual exclusion Algorithm: 

 No Deadlock: Two or more site should not endlessly wait for any 

message that will never arrive. 

 No Starvation: Every site who wants to execute critical section should 

get an opportunity to execute it in finite time. Any site should not wait 

indefinitely to execute critical section while other site are repeatedly 

executing critical section 

 Fairness: Each site should get a fair chance to execute critical section. 

Any request to execute critical section must be executed in the order 

they are made i.e Critical section execution requests should be 

executed in the order of their arrival in the system. 

https://www.geeksforgeeks.org/operating-systems/semaphores-in-process-synchronization/
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 Fault Tolerance: In case of failure, it should be able to recognize it by 

itself in order to continue functioning without any disruption. 

Some points are need to be taken in consideration to understand mutual 

exclusion fully : 

1) It is an issue/problem which frequently arises when concurrent access to 

shared resources by several sites is involved. For example, directory 

management where updates and reads to a directory must be done atomically 

to ensure correctness. 

2) It is a fundamental issue in the design of distributed systems. 

3) Mutual exclusion for a single computer is not applicable for the shared 

resources since it involves resource distribution, transmission delays, and lack 

of global information. 

  Solution to distributed mutual exclusion: As we know shared variables or a 

local kernel cannot be used to implement mutual exclusion in distributed 

systems. Message passing is a way to implement mutual exclusion. Below are 

the three approaches based on message passing to implement mutual exclusion 

in distributed systems: 

1. Token Based Algorithm: 

 A unique token is shared among all the sites. 

 If a site possesses the unique token, it is allowed to enter its critical 

section 

 This approach uses sequence number to order requests for the critical 

section. 

 Each requests for critical section contains a sequence number. This 

sequence number is used to distinguish old and current requests. 

 This approach insures Mutual exclusion as the token is unique 

2. Non-token based approach: 

 A site communicates with other sites in order to determine which sites 

should execute critical section next. This requires exchange of two or 

more successive round of messages among sites. 
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 This approach use timestamps instead of sequence number to order 

requests for the critical section. 

 Whenever a site make request for critical section, it gets a timestamp. 

Timestamp is also used to resolve any conflict between critical section 

requests. 

 All algorithm which follows non-token based approach maintains a 

logical clock. Logical clocks get updated according to Lamport's 

scheme 

3. Quorum based approach: 

 Instead of requesting permission to execute the critical section from all 

other sites, Each site requests only a subset of sites which is called 

a quorum. 

 Any two subsets of sites or Quorum contains a common site. 

 This common site is responsible to ensure mutual exclusion 

2.6 Token based approaches 

Distributed systems are computing systems composed of multiple 

interconnected nodes that work together to perform a unified task. In such 

systems, algorithms play a crucial role in coordinating and managing the 

distributed resources efficiently. One fundamental aspect of these algorithms 

is the method they employ to control access to shared resources, known as 

synchronization. Two commonly used approaches for synchronization in 

distributed systems are token-based and non-token-based algorithms. 

  Token-based algorithms use a token as a special message or object that 

circulates among the participating nodes in a distributed system. The token 

grants the exclusive right to perform a specific task or access a shared 

resource. Here are some key features of Token-based algorithms: 

Token Passing: In token-based algorithms, a token is passed sequentially 

from one node to another in a predetermined order. Only the node possessing 

the token can execute a critical section or access shared resources. The token 
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passes from one node to the next until every node has had a chance to execute 

the critical section. 

Exclusive Access: Token-based algorithms provide exclusive access to 

resources or critical sections. When a node possesses the token, it gains the 

authority to execute specific tasks without any interference from other nodes. 

This approach ensures that conflicting operations are avoided, leading to better 

synchronization and resource utilization. 

Guaranteed Progress: Token-based algorithms guarantee progress in a 

distributed system. Since the token circulates through each node, every node 

gets a fair chance to execute the critical section or access shared resources. 

This ensures that no node is indefinitely starved or denied access to important 

operations. 

Non-Token-based Algorithms 

Non-token-based algorithms, also known as contention-based algorithms, do 

not rely on the concept of a circulating token to provide access to shared 

resources or critical sections. Instead, these algorithms utilize various 

mechanisms such as locking, synchronization primitives, or consensus 

protocols to coordinate access among multiple nodes. Here are some key 

features of Non Token-based algorithms: 

Locking Mechanisms: Non-token-based algorithms often use locking 

mechanisms to control access to shared resources. Nodes request and acquire 

locks on resources, preventing other nodes from accessing them until the lock 

is released. This approach introduces contention and potential delays when 

multiple nodes concurrently request the same resource. 

Synchronization Primitives: Non-token-based algorithms may utilize 

synchronization primitives like semaphores, mutexes, or condition variables to 

coordinate access. These primitives enable nodes to signal or wait for specific 

conditions before accessing shared resources. However, the absence of a 

token-based mechanism can lead to more complex coordination challenges 

and potential deadlocks. 
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Consensus Protocols: In some cases, non-token-based algorithms rely on 

consensus protocols to ensure agreement among nodes before accessing 

shared resources. Consensus algorithms, such as Paxos or Raft, help establish 

a consistent state across distributed nodes by coordinating agreement on a 

specific operation. This approach enables fault tolerance but introduces 

additional communication overhead. 

   Token-based algorithms use a circulating token to grant exclusive access to 

resources, ensuring guaranteed progress and avoiding conflicts. On the other 

hand, non-token-based algorithms employ locking mechanisms, 

synchronization primitives, or consensus protocols to coordinate access to 

shared resources, introducing potential contention and complexity. The choice 

between these approaches depends on the specific requirements and 

characteristics of the distributed system being designed. 

2.7 Consensus & Agreement 

Distributed consensus in distributed systems refers to the process by which 

multiple nodes or components in a network agree on a single value or a course 

of action despite potential failures or differences in their initial states or inputs. 

It is crucial for ensuring consistency and reliability in decentralized 

environments where nodes may operate independently and may experience 

delays or failures. Popular algorithms like Paxos and Raft are designed to 

achieve distributed consensus effectively. 

Importance of Distributed Consensus in Distributed Systems 

Below are the importance of distributed consensus in distributed systems: 

Consistency and Reliability: 

Distributed consensus ensures that all nodes in a distributed system agree on a 

common state or decision. This consistency is crucial for maintaining data 

integrity and preventing conflicting updates. 

 

 

 

https://www.geeksforgeeks.org/system-design/consistency-in-system-design/
https://www.geeksforgeeks.org/system-design/reliability-in-system-design/
https://www.geeksforgeeks.org/system-design/consistency-in-system-design/
https://www.geeksforgeeks.org/system-design/reliability-in-system-design/
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Fault Tolerance: 

Distributed consensus mechanisms enable systems to continue functioning 

correctly even if some nodes experience failures or network partitions. By 

agreeing on a consistent state, the system can recover and continue operations 

smoothly. 

Decentralization: 

In decentralized networks, where nodes may operate autonomously, 

distributed consensus allows for coordinated actions and ensures that decisions 

are made collectively rather than centrally. This is essential 

for scalability and resilience. 

Concurrency Control: 

Consensus protocols help manage concurrent access to shared resources or 

data across distributed nodes. By agreeing on the order of operations or 

transactions, consensus ensures that conflicts are avoided and data integrity is 

maintained. 

Blockchain and Distributed Ledgers: 

In blockchain technology and distributed ledgers, consensus algorithms (e.g., 

Proof of Work, Proof of Stake) are fundamental. They enable participants to 

agree on the validity of transactions and maintain a decentralized, immutable 

record of transactions. 

Challenges of Achieving Consensus 

Achieving consensus in distributed systems presents several challenges due to 

the inherent complexities and potential uncertainties in networked 

environments. Some of the key challenges include: 

Network Partitions: 

Network partitions can occur due to communication failures or delays between 

nodes. Consensus algorithms must ensure that even in the presence of 

partitions, nodes can eventually agree on a consistent state or outcome. 

 

 

https://www.geeksforgeeks.org/system-design/what-is-scalability/
https://www.geeksforgeeks.org/system-design/resilient-system-system-design/


73 
 

Node Failures: 

Nodes in a distributed system may fail or become unreachable, leading to 

potential inconsistencies in the system state. Consensus protocols need to 

handle these failures gracefully and ensure that the system remains 

operational. 

Asynchronous Communication: 

Nodes in distributed systems may communicate asynchronously, meaning 

messages may be delayed, reordered, or lost. Consensus algorithms must 

account for such communication challenges to ensure accurate and timely 

decision-making. 

Byzantine Faults: 

Byzantine faults occur when nodes exhibit arbitrary or malicious behavior, 

such as sending incorrect information or intentionally disrupting 

communication. Byzantine fault-tolerant consensus algorithms are needed to 

maintain correctness in the presence of such faults. 

Distributed Consensus Algorithms in Distributed Systems 

Distributed consensus algorithms are fundamental in ensuring that nodes in a 

distributed system can agree on a single value or decision despite potential 

failures, delays, or differences in their initial states. These algorithms play a 

crucial role in maintaining consistency, reliability, and coordination across 

decentralized networks. Here’s an in-depth explanation of key distributed 

consensus algorithms: 

1. Paxos Algorithm 

Paxos is a classic consensus algorithm which ensures that a distributed system 

can agree on a single value or sequence of values, even if some nodes may fail 

or messages may be delayed. Key concepts of paxos algorithm include: 
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Figure 2.2 

Roles: 

 Proposer: Initiates the proposal of a value. 

 Acceptor: Accepts proposals from proposers and communicates its 

acceptance. 

 Learner: Learns the chosen value from acceptors. 

Phases: 

 Phase 1 (Prepare): Proposers send prepare requests to a majority of 

acceptors to prepare them to accept a proposal. 

 Phase 2 (Accept): Proposers send accept requests to acceptors with a 

proposal, which is accepted if a majority of acceptors agree. 

Working: 

 Proposers: Proposers initiate the consensus process by proposing a 

value to be agreed upon. 

 Acceptors: Acceptors receive proposals from proposers and can either 

accept or reject them based on certain criteria. 

 Learners: Learners are entities that receive the agreed-upon value or 

decision once consensus is reached among the acceptors. 

Safety and Liveness: 

Paxos ensures safety (only one value is chosen) and liveness (a value is 

eventually chosen) properties under normal operation assuming a majority of 

nodes are functioning correctly. 
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Use Cases: 

Paxos is used in distributed databases, replicated state machines, and other 

systems where achieving consensus among nodes is critical. 

2. Raft Algorithm 

The Raft algorithm is a consensus algorithm designed to achieve consensus 

among a cluster of nodes in a distributed system. It simplifies the complexities 

of traditional consensus algorithms like Paxos while providing similar 

guarantees. Raft operates by electing a leader among the nodes in a cluster, 

where the leader manages the replication of a log that contains commands or 

operations to be executed. 

 

Figure 2.3 

Key Concepts: 

 Leader Election: Nodes elect a leader responsible for managing log 

replication and handling client requests. 

 Log Replication: Leader replicates its log entries to followers, ensuring 

consistency across the cluster. 

 Safety and Liveness: Raft guarantees safety (log entries are consistent) 

and liveness (a leader is elected and log entries are eventually 

committed) under normal operation. 

 

 

https://www.geeksforgeeks.org/system-design/leader-election-in-system-design/
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Phases: 

 Leader Election: Nodes participate in leader election based on a term 

number and leader’s heartbeat. 

 Log Replication: Leader sends AppendEntries messages to followers to 

replicate log entries, ensuring consistency. 

Use Cases: 

Raft is widely used in modern distributed systems such as key-value stores, 

consensus-based replicated databases, and systems requiring strong 

consistency guarantees. 

3. Byzantine Fault Tolerance (BFT) Algorithm 

Byzantine Fault Tolerance (BFT) algorithms are designed to address the 

challenges posed by Byzantine faults in distributed systems, where nodes may 

fail in arbitrary ways, including sending incorrect or conflicting information. 

These algorithms ensure that the system can continue to operate correctly and 

reach consensus even when some nodes behave maliciously or fail 

unexpectedly. 

 

Figure 2.4 

Key Concepts: 

 Byzantine Faults: Nodes may behave arbitrarily, including sending 

conflicting messages or omitting messages. 
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 Redundancy and Voting: BFT algorithms typically require a 2/3 or 

more agreement among nodes to determine the correct state or 

decision. 

Examples: 

 Practical Byzantine Fault Tolerance (PBFT): Used in systems where 

safety and liveness are crucial, such as blockchain networks and 

distributed databases. 

 Simplified Byzantine Fault Tolerance (SBFT): Provides a simpler 

approach to achieving BFT with reduced complexity compared to 

PBFT. 

Use Cases: 

BFT algorithms are essential in environments requiring high fault tolerance 

and security, where nodes may not be fully trusted or may exhibit malicious 

behavior. 

   A practical Byzantine Fault Tolerant system can function on the condition 

that the maximum number of malicious nodes must not be greater than or 

equal to one-third of all the nodes in the system. As the number of nodes 

increase, the system becomes more secure. pBFT consensus rounds are broken 

into 4 phases. 

 The client sends a request to the primary(leader) node. 

 The primary(leader) node broadcasts the request to the all the 

secondary(backup) nodes. 

 The nodes(primary and secondaries) perform the service requested and 

then send back a reply to the client. 

 The request is served successfully when the client receives ‘m+1’ 

replies from different nodes in the network with the same result, where 

m is the maximum number of faulty nodes allowed. 

4. Challenges and Considerations: 

Network Partitions and Delays: Algorithms must handle network partitions 

and communication delays, ensuring that nodes eventually reach consensus. 
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Scalability: As the number of nodes increases, achieving consensus becomes 

more challenging due to increased communication overhead. 

Performance: Consensus algorithms should be efficient to minimize latency 

and maximize system throughput. 

Understanding and Implementation: Many consensus algorithms, especially 

BFT variants, are complex and require careful implementation to ensure 

correctness and security. 

In summary, distributed consensus algorithms are crucial for enabling 

cooperation and coordination among nodes in distributed systems. They 

ensure that all nodes agree on a consistent state or decision, providing 

reliability, fault tolerance, and consistency across decentralized networks in 

various applications from distributed databases to blockchain networks. 

Practical Applications of Distributed Consensus in Distributed Systems 

Below are some practical applications of distributed consensus in distributed 

systems: 

Blockchain Technology: 

Use Case: Blockchain networks rely on distributed consensus to agree on the 

validity and order of transactions across a decentralized ledger. 

Example: Bitcoin and Ethereum use consensus algorithms (like Proof of Work 

and Proof of Stake) to achieve decentralized agreement among nodes. 

Distributed Databases: 

Use Case: Consensus algorithms ensure that distributed databases maintain 

consistency across nodes, ensuring that updates and transactions are applied 

uniformly. 

Example: Google Spanner uses a variant of Paxos to replicate data and ensure 

consistency across its globally distributed database. 

Cloud Computing: 

Use Case: Cloud providers use distributed consensus to manage resource 

allocation, load balancing, and fault tolerance across distributed data centers. 

https://www.geeksforgeeks.org/system-design/what-is-scalability/
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Example: Amazon DynamoDB uses quorum-based techniques for replication 

and consistency among its distributed database nodes. 

2.8 Checkpointing& Rollback Recovery 

Recovery in distributed systems focuses on maintaining functionality and data 

integrity despite failures. It involves strategies for detecting faults, restoring 

state, and ensuring continuity across interconnected nodes.  

Importance of Effective Recovery in Distributed Systems 

Effective recovery in distributed systems is crucial for ensuring system 

reliability, availability, and fault tolerance. When a component fails or an error 

occurs, the system must recover quickly and correctly to minimize downtime 

and data loss. Effective recovery mechanisms, such as checkpointing, 

rollback, and forward recovery, help maintain system consistency, prevent 

cascading failures, and ensure that the system can continue to function even in 

the presence of faults. 

Recovery Techniques in Distributed Systems 

Recovery techniques in distributed systems are essential for ensuring that the 

system can return to a stable state after encountering errors or failures. These 

techniques can be broadly categorized into the following: 

Checkpointing: Periodically saving the system's state to a stable storage, so 

that in the event of a failure, the system can be restored to the last known good 

state. Checkpointing is a key aspect of backward recovery. 

Rollback Recovery: Involves reverting the system to a previous checkpointed 

state upon detecting an error. This technique is useful for undoing the effects 

of errors and is often combined with checkpointing. 

Forward Recovery: Instead of reverting to a previous state, forward recovery 

attempts to move the system from an erroneous state to a new, correct state. 

This requires anticipating possible errors and having strategies in place to 

correct them on the fly. 

https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/
https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/
https://www.geeksforgeeks.org/computer-networks/availability-in-distributed-system/
https://www.geeksforgeeks.org/computer-networks/fault-tolerance-in-distributed-system/
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Logging and Replay: Keeping logs of system operations and replaying them 

from a certain point to recover the system's state. This is useful in scenarios 

where a complete rollback might not be feasible. 

Replication: Maintaining multiple copies of data or system components across 

different nodes. If one component fails, another can take over, ensuring 

continuity of service. 

Error Detection and Correction: Incorporating mechanisms that detect errors 

and automatically correct them before they lead to system failure. This is a 

proactive approach that enhances system resilience. 

Error Recovery Strategies in Fault-Tolerant Systems 

Recovery from an error is essential to fault tolerance, and error is a component 

of a system that could result in failure. The whole idea of error recovery is to 

replace an erroneous state with an error-free state. Error recovery can be 

broadly divided into two categories. 

Backward Recovery: This involves rolling the system back to a previously 

known good state, using checkpoints to periodically save the system's state. 

When an error occurs, the system can revert to one of these saved states to 

recover from the error. 

Forward Recovery: This approach focuses on moving the system from an 

erroneous state to a new, correct state without reverting to a previous 

checkpoint. It requires anticipation of potential errors and the ability to correct 

them, allowing the system to continue functioning. 

These two categories are fundamental to understanding how distributed 

systems handle errors and maintain fault tolerance. The distinction between 

backward and forward recovery highlights different strategies for ensuring 

system resilience in the face of failures. 

Stable Storage for Recovery in Distributed Systems 

Stable storage is designed to withstand all but the most extreme disasters, like 

floods or earthquakes. One way to create stable storage is by using two regular 

disks. Each block on the second disk is an exact copy of the corresponding 
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block on the first disk. When a block needs updating, the system first updates 

and verifies the block on disk 1. After that, it updates the same block on disk 

2. 

  If the system crashes after updating disk 1 but before updating disk 2, the 

recovery process involves comparing the blocks on both disks. 

  Since disk 1 is always updated first, if there’s a difference between the two 

blocks, the system will copy the new block from disk 1 to disk 2, ensuring 

both disks are identical once recovery is complete. 

Another issue that might occur is the natural deterioration of a block, where a 

previously good block suddenly shows a checksum error. 

  When this happens, the faulty block can be fixed by copying the correct 

block from the other disk. 

Checkpointing for Recovery in Distributed Systems 

Backward error recovery in a fault-tolerant distributed system involves 

regularly saving the system's state to stable storage. To do this, we need to 

take a distributed snapshot, also known as a consistent global state. For 

example, if one process (P) has recorded receiving a message, there should be 

another process (Q) that has recorded sending it, since the message must have 

come from somewhere. 

 

Figure 2.5 

https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/
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In backward error recovery, each process periodically saves its state to stable 

storage that it can access locally. To recover from a system or process failure, 

we need to piece together a stable global state from these local states. The goal 

is to recover to the most recent distributed snapshot, known as the recovery 

line. This recovery line represents the latest stable group of saved checkpoints. 

Coordinated Checkpointing 

As the name suggests, coordinated checkpointing synchronises all processes to 

write their state to local stable storage at the same time. Coordinated 

checkpointing's key benefit is that the saved state is automatically globally 

consistent, preventing cascading rollbacks that could cause a domino effect. 

Message Logging 

The core principle of message logging is that we can still obtain a globally 

consistent state even if the transmission of messages can be replayed, but 

without having to restore that state from stable storage. Instead, any 

communications that have been sent since the last checkpoint are simply 

retransmitted and treated appropriately. 

 

Figure 2.6 

As system executes, messages are recorded on stable storage. A message  is 

called as logged if its data and index of stable interval that is stored are both 

recorded on stable storage. In above Figure 2.6, you can see logged and 

unlogged images denoted by different arrows. The idea is if transmission of 

messages is replayed, we can still reach a globally consistent state. so we can 

recover logs of messages and continue the execution. 
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2.9 Introduction classical distributed algorithms 

Classical distributed algorithms coordinate multiple, independent computing 

nodes—connected via networks—to achieve a common goal (e.g., consensus, 

leader election) despite lacking global state knowledge. They rely on message 

passing to overcome issues like latency, failure, and lack of synchronization, 

ensuring system-wide consistency.  

Key Concepts and Characteristics 

Message Passing & Local Knowledge: Nodes (processes) only know 

themselves and their immediate neighbors. They communicate to build a 

cohesive understanding, acting locally to produce global results. 

System Models: Algorithms are designed for specific environments: fully 

synchronous (steps happen simultaneously) or asynchronous (no timing 

constraints, variable delays). 

Core Problems: 

Leader Election: Designating a single process as coordinator. 

Mutual Exclusion: Ensuring only one process accesses a shared resource at a 

time. 

Consensus/Agreement: Getting all nodes to agree on a single value (e.g., 

Paxos, Raft). 

Wave/Snapshot Algorithms: Propagating information through the network to 

detect state or termination. 

Fault Tolerance: These algorithms must operate even if some nodes or links 

fail, with, for example, the Byzantine Generals Problem addressing nodes that 

provide misleading information.  

Fundamental Aspects 

Time: Unlike single-system clocks, distributed systems use logical clocks 

(e.g., Lamport clocks) to establish the order of events. 

Locality: The concept that in 𝑡 rounds, a node only learns information from its  

𝑡-hop neighborhood. 

https://www.google.com/search?q=Leader+Election&rlz=1C1CHNY_enIN1030IN1030&oq=Introduction+classical+distributed+algorithms&aqs=chrome..69i57j33i160.236j0j7&sourceid=chrome&ie=UTF-8&mstk=AUtExfCcuS1DE-1JaVxSEx-UyKdHJKo70jT582_b_gecdzvfNnYKQmfzoKtdrYVyKe-CrPZBYCqUfIIJEQZnAsUlgeNeOdqc72Avs5P1q6vMFG9UxvpW-biE3XueruKKWVRJ_IqwcNhl80wS1exX9kw6KoeErISEAz87gL6PZhW37XY6AiV2Fq0h_Gps1oClCWBEdSPc&csui=3&ved=2ahUKEwjAz4PLoJiTAxWta2wGHVk1OBcQgK4QegQIAxAE
https://www.google.com/search?q=Mutual+Exclusion&rlz=1C1CHNY_enIN1030IN1030&oq=Introduction+classical+distributed+algorithms&aqs=chrome..69i57j33i160.236j0j7&sourceid=chrome&ie=UTF-8&mstk=AUtExfCcuS1DE-1JaVxSEx-UyKdHJKo70jT582_b_gecdzvfNnYKQmfzoKtdrYVyKe-CrPZBYCqUfIIJEQZnAsUlgeNeOdqc72Avs5P1q6vMFG9UxvpW-biE3XueruKKWVRJ_IqwcNhl80wS1exX9kw6KoeErISEAz87gL6PZhW37XY6AiV2Fq0h_Gps1oClCWBEdSPc&csui=3&ved=2ahUKEwjAz4PLoJiTAxWta2wGHVk1OBcQgK4QegQIAxAG
https://www.google.com/search?q=Consensus%2FAgreement&rlz=1C1CHNY_enIN1030IN1030&oq=Introduction+classical+distributed+algorithms&aqs=chrome..69i57j33i160.236j0j7&sourceid=chrome&ie=UTF-8&mstk=AUtExfCcuS1DE-1JaVxSEx-UyKdHJKo70jT582_b_gecdzvfNnYKQmfzoKtdrYVyKe-CrPZBYCqUfIIJEQZnAsUlgeNeOdqc72Avs5P1q6vMFG9UxvpW-biE3XueruKKWVRJ_IqwcNhl80wS1exX9kw6KoeErISEAz87gL6PZhW37XY6AiV2Fq0h_Gps1oClCWBEdSPc&csui=3&ved=2ahUKEwjAz4PLoJiTAxWta2wGHVk1OBcQgK4QegQIAxAI
https://www.google.com/search?q=Wave%2FSnapshot+Algorithms&rlz=1C1CHNY_enIN1030IN1030&oq=Introduction+classical+distributed+algorithms&aqs=chrome..69i57j33i160.236j0j7&sourceid=chrome&ie=UTF-8&mstk=AUtExfCcuS1DE-1JaVxSEx-UyKdHJKo70jT582_b_gecdzvfNnYKQmfzoKtdrYVyKe-CrPZBYCqUfIIJEQZnAsUlgeNeOdqc72Avs5P1q6vMFG9UxvpW-biE3XueruKKWVRJ_IqwcNhl80wS1exX9kw6KoeErISEAz87gL6PZhW37XY6AiV2Fq0h_Gps1oClCWBEdSPc&csui=3&ved=2ahUKEwjAz4PLoJiTAxWta2wGHVk1OBcQgK4QegQIAxAK
https://www.google.com/search?q=Byzantine+Generals+Problem&rlz=1C1CHNY_enIN1030IN1030&oq=Introduction+classical+distributed+algorithms&aqs=chrome..69i57j33i160.236j0j7&sourceid=chrome&ie=UTF-8&mstk=AUtExfCcuS1DE-1JaVxSEx-UyKdHJKo70jT582_b_gecdzvfNnYKQmfzoKtdrYVyKe-CrPZBYCqUfIIJEQZnAsUlgeNeOdqc72Avs5P1q6vMFG9UxvpW-biE3XueruKKWVRJ_IqwcNhl80wS1exX9kw6KoeErISEAz87gL6PZhW37XY6AiV2Fq0h_Gps1oClCWBEdSPc&csui=3&ved=2ahUKEwjAz4PLoJiTAxWta2wGHVk1OBcQgK4QegQIAxAM
https://www.google.com/search?q=Time&rlz=1C1CHNY_enIN1030IN1030&oq=Introduction+classical+distributed+algorithms&aqs=chrome..69i57j33i160.236j0j7&sourceid=chrome&ie=UTF-8&mstk=AUtExfCcuS1DE-1JaVxSEx-UyKdHJKo70jT582_b_gecdzvfNnYKQmfzoKtdrYVyKe-CrPZBYCqUfIIJEQZnAsUlgeNeOdqc72Avs5P1q6vMFG9UxvpW-biE3XueruKKWVRJ_IqwcNhl80wS1exX9kw6KoeErISEAz87gL6PZhW37XY6AiV2Fq0h_Gps1oClCWBEdSPc&csui=3&ved=2ahUKEwjAz4PLoJiTAxWta2wGHVk1OBcQgK4QegQIBhAB
https://www.google.com/search?q=Lamport+clocks&rlz=1C1CHNY_enIN1030IN1030&oq=Introduction+classical+distributed+algorithms&aqs=chrome..69i57j33i160.236j0j7&sourceid=chrome&ie=UTF-8&mstk=AUtExfCcuS1DE-1JaVxSEx-UyKdHJKo70jT582_b_gecdzvfNnYKQmfzoKtdrYVyKe-CrPZBYCqUfIIJEQZnAsUlgeNeOdqc72Avs5P1q6vMFG9UxvpW-biE3XueruKKWVRJ_IqwcNhl80wS1exX9kw6KoeErISEAz87gL6PZhW37XY6AiV2Fq0h_Gps1oClCWBEdSPc&csui=3&ved=2ahUKEwjAz4PLoJiTAxWta2wGHVk1OBcQgK4QegQIBhAC
https://www.google.com/search?q=Locality&rlz=1C1CHNY_enIN1030IN1030&oq=Introduction+classical+distributed+algorithms&aqs=chrome..69i57j33i160.236j0j7&sourceid=chrome&ie=UTF-8&mstk=AUtExfCcuS1DE-1JaVxSEx-UyKdHJKo70jT582_b_gecdzvfNnYKQmfzoKtdrYVyKe-CrPZBYCqUfIIJEQZnAsUlgeNeOdqc72Avs5P1q6vMFG9UxvpW-biE3XueruKKWVRJ_IqwcNhl80wS1exX9kw6KoeErISEAz87gL6PZhW37XY6AiV2Fq0h_Gps1oClCWBEdSPc&csui=3&ved=2ahUKEwjAz4PLoJiTAxWta2wGHVk1OBcQgK4QegQIBhAE
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Goal: The main aim is to create reliable, scalable, and efficient systems despite 

independent, decentralized, and potentially faulty components. 

2.10 Algorithm for Recording Global State and Snapshot 

Each distributed system has a number of processes running on a number of 

different physical servers. These processes communicate with each other via 

communication channels using text messaging. These processes neither have a 

shared memory nor a common physical clock, this makes the process of 

determining the instantaneous global state difficult.  

  A process could record it own local state at a given time but the messages 

that are in transit (on its way to be delivered) would not be included in the 

recorded state and hence the actual state of the system would be incorrect after 

the time in transit message is delivered. 

  Chandy and Lamport were the first to propose a algorithm to capture 

consistent global state of a distributed system. The main idea behind proposed 

algorithm is that if we know that all message that  have been sent by one 

process have been received by another then we can record the global state of 

the system.  

 Any process in the distributed system can initiate this global state recording 

algorithm using a special message called MARKER. This marker traverse the 

distributed system across all communication channel and cause each process 

to record its own state. In the end, the state of entire system (Global state) is 

recorded. This algorithm does not interfere with normal execution of 

processes.  

Assumptions of the algorithm: 

 There are finite number of processes in the distributed system and they 

do not share memory and clocks. 

 There are finite number of communication channels and they are 

unidirectional and FIFO ordered. 

https://www.google.com/search?q=Goal&rlz=1C1CHNY_enIN1030IN1030&oq=Introduction+classical+distributed+algorithms&aqs=chrome..69i57j33i160.236j0j7&sourceid=chrome&ie=UTF-8&mstk=AUtExfCcuS1DE-1JaVxSEx-UyKdHJKo70jT582_b_gecdzvfNnYKQmfzoKtdrYVyKe-CrPZBYCqUfIIJEQZnAsUlgeNeOdqc72Avs5P1q6vMFG9UxvpW-biE3XueruKKWVRJ_IqwcNhl80wS1exX9kw6KoeErISEAz87gL6PZhW37XY6AiV2Fq0h_Gps1oClCWBEdSPc&csui=3&ved=2ahUKEwjAz4PLoJiTAxWta2wGHVk1OBcQgK4QegQIBhAI
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 There exists a communication path between any two processes in the 

system 

 On a channel, messages are received in the same order as they are sent. 

Algorithm: 

Marker sending rule for a process P: 

 Process p records its own local state 

 For each outgoing channel C from process P, P sends marker 

along C before sending any other messages along C.  

(Note: Process Q will receive this marker on his incoming channel C1.) 

Marker receiving rule for a process Q: 

 If process Q has not yet recorded its own local state then 

 Record the state of incoming channel C1 as an empty sequence or null. 

 After recording the state of incoming channel C1, process Q Follows 

the marker sending rule 

If process Q has already recorded its state 

 Record the state of incoming channel C1 as the sequence of messages 

received along channel C1 after the state of Q was recorded and 

before Q received the marker along C1 from process P. 

Need of taking snapshot or recording global state of the system: 

Checkpointing: It helps in creating checkpoint. If somehow application fails, 

this checkpoint can be reused 

Garbage collection: It can be used to remove objects that do not have any 

references. 

 It can be used in deadlock and termination detection. 

 It is also helpful in other debugging. 

2.11 Time and Clock Synchronization in Cloud Data Center 

In distributed computing, where multiple systems collaborate to accomplish 

tasks ensuring that all the clocks are synchronized plays a crucial role. Clock 

synchronization involves aligning the clocks of computers or nodes, enabling 

https://www.geeksforgeeks.org/devops/what-is-distributed-computing/
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efficient data transfer, smooth communication, and coordinated task 

execution.  

  Clock synchronization in distributed systems refers to the process of ensuring 

that all clocks across various nodes or computers in the system are set to the 

same time or at least have their times closely aligned. 

   In a distributed system, where multiple computers communicate and 

collaborate over a network, each computer typically has its own local clock. 

However, due to factors such as hardware differences, network delays, and 

clock drift (inaccuracies in timekeeping), these local clocks can drift apart 

over time. 

Importance of Clock Synchronization 

Below are the importance of clock synchronization in distributed system: 

Consistency and Coherence: 

Clock synchronization ensures that timestamps and time-based decisions made 

across different nodes in the distributed system are consistent and coherent. 

This is crucial for maintaining the correctness of distributed algorithms and 

protocols. 

Event Ordering: 

Many distributed systems rely on the notion of event ordering based on 

timestamps to ensure causality and maintain logical consistency. Clock 

synchronization helps in correctly ordering events across distributed nodes. 

Data Integrity and Conflict Resolution: 

In distributed databases and file systems, synchronized clocks help in 

timestamping data operations accurately. This aids in conflict resolution and 

maintaining data integrity, especially in scenarios involving concurrent writes 

or updates. 

Fault Detection and Recovery: 

Synchronized clocks facilitate efficient fault detection and recovery 

mechanisms in distributed systems. Timestamps can help identify the 

https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/
https://www.geeksforgeeks.org/system-design/consistency-in-system-design/
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sequence of events leading to a fault, aiding in debugging and recovery 

processes. 

Security and Authentication: 

Timestamps generated by synchronized clocks are crucial for security 

protocols, such as in cryptographic operations and digital signatures. They 

provide a reliable basis for verifying the authenticity and temporal validity of 

transactions and messages. 

 

Bridging Time Gaps 

 Clock synchronization in distributed systems aims to establish a 

reference for time across nodes. 

 Imagine a scenario where three distinct systems are part of a 

distributed environment. In order for data exchange and coordinated 

operations to take place these systems must have a shared 

understanding of time.  

 Achieving clock synchronization ensures that data flows seamlessly 

between them tasks are executed coherently and communication 

happens without any ambiguity. 

Types of Clock Synchronization in Distributed Systems 

Below are the types of clock synchronization in distributed systems: 

1. Physical clock synchronization 

In distributed systems each node operates with its clock, which can lead to 

time differences. However the goal of physical clock synchronization is to 

overcome this challenge. This involves equipping each node with a clock that 

is adjusted to match Universal Coordinated Time (UTC) a recognized 

standard. By synchronizing their clocks in this way diverse systems, across the 

distributed landscape can maintain harmony. 

Addressing Time Disparities: When it comes to distributed systems each node 

operates with its clock, which can result in variations. The goal of physical 

clock synchronization is to minimize these disparities by aligning the clocks. 

https://www.geeksforgeeks.org/operating-systems/introduction-of-process-synchronization/
https://www.geeksforgeeks.org/c-sharp/datetime-touniversaltime-method-in-c-sharp/
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Using UTC as a Common Reference Point: The key to achieving this 

synchronization lies in adjusting the clocks to adhere to an accepted standard 

known as Universal Coordinated Time (UTC). UTC offers a reference for all 

nodes. 

2. Logical clock synchronization 

In distributed systems absolute time often takes a backseat to clock 

synchronization. Think of clocks as storytellers that prioritize the order of 

events than their exact timing. These clocks enable the establishment of 

connections between events like weaving threads of cause and effect. By 

bringing order and structure into play, task coordination within distributed 

systems becomes akin to a choreographed dance where steps are sequenced 

for execution. 

Event Order Over Absolute Time: In the realm of distributed systems logical 

clock synchronization focuses on establishing the order of events than relying 

on absolute time. Its primary objective is to establish connections between 

events. 

Approach towards Understanding Behavior: Logical clocks serve as 

storytellers weaving together a narrative of events. This narrative enhances 

comprehension and facilitates coordination within the distributed system. 

3. Mutual exclusion synchronization 

In the bustling symphony of distributed systems one major challenge is 

managing shared resources. Imagine multiple processes competing for access, 

to the resource simultaneously. To address this issue mutual exclusion 

synchronization comes into play as an expert technique that reduces chaos and 

promotes resource harmony. This approach relies on creating a system where 

different processes take turns accessing shared resources. 

Managing Resource Conflicts: In the ecosystem of distributed systems 

multiple processes often compete for shared resources simultaneously. To 

address this issue mutual exclusion synchronization enforces a mechanism for 

accessing resources. 
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Enhancing Efficiency through Sequential Access: This synchronization 

approach ensures that resources are accessed sequentially minimizing conflicts 

and collisions. By orchestrating access, in this manner resource utilization and 

overall system efficiency are optimized. 

Techniques of Clock Synchronization in Distributed Systems 

Clock synchronization techniques aim to address the challenge of ensuring 

that clocks across distributed nodes in a system are aligned or synchronized. 

Here are some commonly used techniques: 

1. Network Time Protocol (NTP) 

Overview: NTP is one of the oldest and most widely used protocols for 

synchronizing clocks over a network. It is designed to synchronize time across 

systems with high accuracy. 

Operation: 

Client-Server Architecture: NTP operates in a hierarchical client-server mode. 

Clients (synchronized systems) periodically query time servers for the current 

time. 

Stratum Levels: Time servers are organized into strata, where lower stratum 

levels indicate higher accuracy and reliability (e.g., stratum 1 servers are 

directly connected to a reference clock). 

Timestamp Comparison: NTP compares timestamps from multiple time 

servers, calculates the offset (difference in time), and adjusts the local clock 

gradually to minimize error. 

Applications: NTP is widely used in systems where moderate time accuracy is 

sufficient, such as network infrastructure, servers, and general-purpose 

computing. 

2. Precision Time Protocol (PTP) 

Overview: PTP is a more advanced protocol compared to NTP, designed for 

high-precision clock synchronization in environments where very accurate 

timekeeping is required. 
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Operation: 

Master-Slave Architecture: PTP operates in a master-slave architecture, where 

one node (master) distributes its highly accurate time to other nodes (slaves). 

Hardware Timestamping: PTP uses hardware timestamping capabilities (e.g., 

IEEE 1588) to reduce network-induced delays and improve synchronization 

accuracy. 

Sync and Delay Messages: PTP exchanges synchronization (Sync) and delay 

measurement (Delay Request/Response) messages to calculate the propagation 

delay and adjust clocks accordingly. 

Applications: PTP is commonly used in industries requiring precise time 

synchronization, such as telecommunications, industrial automation, financial 

trading, and scientific research. 

3. Berkeley Algorithm 

Overview: The Berkeley Algorithm is a decentralized algorithm that aims to 

synchronize the clocks of distributed systems without requiring a centralized 

time server. 

Operation: 

Coordinator Election: A coordinator node periodically gathers time values 

from other nodes in the system. 

Clock Adjustment: The coordinator calculates the average time and broadcasts 

the adjustment to all nodes, which then adjust their local clocks based on the 

received time difference. 

Handling Clock Drift: The algorithm accounts for clock drift by periodically 

recalculating and adjusting the time offset. 

Applications: The Berkeley Algorithm is suitable for environments where a 

centralized time server is impractical or unavailable, such as peer-to-peer 

networks or systems with decentralized control. 

Real-World Examples of Clock Synchronization in Distributed Systems 

Below are some real-world examples of clock synchronization: 
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Network Time Protocol (NTP): 

NTP is a widely used protocol for clock synchronization over the Internet. It 

ensures that computers on a network have accurate time information, essential 

for tasks such as logging events, scheduling tasks, and coordinating distributed 

applications. 

Financial Trading Systems: 

In trading systems, timestamp accuracy is critical for ensuring fair order 

execution and compliance with regulatory requirements. Synchronized clocks 

enable precise recording and sequencing of trade orders and transactions. 

Distributed Databases: 

Distributed databases rely on synchronized clocks to maintain consistency and 

coherence across replicas and nodes. Timestamps help in conflict resolution 

and ensuring that data operations are applied in the correct order. 

Cloud Computing: 

Cloud environments often span multiple data centers and regions. 

Synchronized clocks are essential for tasks such as resource allocation, load 

balancing, and ensuring the consistency of distributed storage systems. 

Industrial Control Systems: 

In industries such as manufacturing and automation, precise time 

synchronization (often using protocols like Precision Time Protocol, PTP) is 

critical for coordinating processes, synchronizing sensors and actuators, and 

ensuring timely and accurate data logging. 

Challenges of Clock Synchronization in Distributed Systems 

Clock synchronization in distributed systems introduces complexities 

compared to centralized ones due to the use of distributed algorithms. Some 

notable challenges include: 

Information Dispersion: Distributed systems store information on machines. 

Gathering and harmonizing this information to achieve synchronization 

presents a challenge. 
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Local Decision Realm: Distributed systems rely on localized data, for making 

decisions. As a result, when it comes to synchronization we have to make 

decisions with information, from each node, which makes the process more 

complex. 

Mitigating Failures: In a distributed environment it becomes crucial to prevent 

failures in one node from disrupting synchronization. 

Temporal Uncertainty: The existence of clocks in distributed systems creates 

the potential, for time variations. 
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UNIT  III 

CLOUD VIRTUALIZATION 

3.1 Features of Today’s Cloud 

There are many characteristics of Cloud Computing here are few of them: 

On-demand self-services: The Cloud computing services does not require any 

human administrators, user themselves are able to provision, monitor and 

manage computing resources as needed. 

Broad network access: The Computing services are generally provided over 

standard networks and heterogeneous devices. 

Rapid elasticity: The Computing services should have IT resources that are 

able to scale out and in quickly and on a need basis. Whenever the user require 

services it is provided to him and it is scale out as soon as its requirement gets 

over. 

Resource pooling: The IT resource (e.g., networks, servers, storage, 

applications, and services) present are shared across multiple applications and 

occupant in an uncommitted manner. Multiple clients are provided service 

from a same physical resource. 

Measured service: The resource utilization is tracked for each application and 

occupant, it will provide both the user and the resource provider with an 

account of what has been used. This is done for various reasons like 

monitoring billing and effective use of resource. 

Multi-tenancy: Cloud computing providers can support multiple tenants (users 

or organizations) on a single set of shared resources. 

Virtualization: Cloud computing providers use virtualization technology to 

abstract underlying hardware resources and present them as logical resources 

to users. 

https://www.geeksforgeeks.org/cloud-computing/cloud-computing/
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Resilient computing: Cloud computing services are typically designed with 

redundancy and fault tolerance in mind, which ensures high availability and 

reliability. 

Flexible pricing models: Cloud providers offer a variety of pricing models, 

including pay-per-use, subscription-based, and spot pricing, allowing users to 

choose the option that best suits their needs. 

Security: Cloud providers invest heavily in security measures to protect their 

users' data and ensure the privacy of sensitive information. 

Automation: Cloud computing services are often highly automated, allowing 

users to deploy and manage resources with minimal manual intervention. 

Sustainability: Cloud providers are increasingly focused on sustainable 

practices, such as energy-efficient data centers and the use of renewable 

energy sources, to reduce their environmental impact. 

 

Figure 3.1 

3.2 Layered Cloud Architecture Design 

It is possible to organize all the concrete realizations of cloud computing into a 

layered view covering the entire, from hardware appliances to software 

systems. All of the physical manifestations of cloud computing can be 

arranged into a layered picture that encompasses anything from software 

systems to hardware appliances. Utilizing cloud resources can provide the 
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"computer horsepower" needed to deliver services. This layer is frequently 

done utilizing a data center with dozens or even millions of stacked nodes. 

Because it can be constructed from a range of resources, including clusters and 

even networked PCs, cloud infrastructure can be heterogeneous in character. 

The infrastructure can also include database systems and other storage 

services. 

   The core middleware, whose goals are to create an optimal runtime 

environment for applications and to best utilize resources, manages the 

physical infrastructure. Virtualization technologies are employed at the bottom 

of the stack to ensure runtime environment modification, application isolation, 

sandboxing, and service quality. At this level, hardware virtualization is most 

frequently utilized. The distributed infrastructure is exposed as a collection of 

virtual computers via hypervisors, which control the pool of available 

resources. By adopting virtual machine technology, it is feasible to precisely 

divide up hardware resources like CPU and memory as well as virtualize 

particular devices to accommodate user and application needs. 

Layered Architecture of Cloud 

 

Figure 3.2 

Application Layer 

 The application layer, which is at the top of the stack, is where the 

actual cloud apps are located. Cloud applications, as opposed to 
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traditional applications, can take advantage of the automatic-

scaling functionality to gain greater performance, availability, and 

lower operational costs. 

 This layer consists of different Cloud Services which are used by cloud 

users. Users can access these applications according to their needs. 

Applications are divided into Execution layers and Application layers. 

 In order for an application to transfer data, the application layer 

determines whether communication partners are available. Whether 

enough cloud resources are accessible for the required communication 

is decided at the application layer. Applications must cooperate in 

order to communicate, and an application layer is in charge of this. 

 The application layer, in particular, is responsible for processing IP 

traffic handling protocols like Telnet and FTP. Other examples of 

application layer systems include web browsers, SNMP protocols, 

HTTP protocols, or HTTPS, which is HTTP's successor protocol. 

Platform Layer    

 The operating system and application software make up this layer. 

 Users should be able to rely on the platform to provide them 

with Scalability, Dependability, and Security Protection which gives 

users a space to create their apps, test operational processes, and keep 

track of execution outcomes and performance. SaaS application 

implementation's application layer foundation. 

 The objective of this layer is to deploy applications directly on virtual 

machines. 

 Operating systems and application frameworks make up the platform 

layer, which is built on top of the infrastructure layer. The platform 

layer's goal is to lessen the difficulty of deploying programmers 

directly into VM containers. 
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 By way of illustration, Google App Engine functions at the platform 

layer to provide API support for implementing storage, databases, and 

business logic of ordinary web apps. 

Infrastructure Layer 

 It is a layer of virtualization where physical resources are divided into 

a collection of virtual resources using virtualization technologies like 

Xen, KVM, and VMware. 

 This layer serves as the Central Hub of the Cloud Environment, where 

resources are constantly added utilizing a variety of virtualization 

techniques. 

 A base upon which to create the platform layer. constructed using the 

virtualized network, storage, and computing resources. Give users the 

flexibility they want. 

 Automated resource provisioning is made possible by 

virtualization, which also improves infrastructure management. 

 The infrastructure layer sometimes referred to as the virtualization 

layer, partitions the physical resources using virtualization 

technologies like Xen, KVM, Hyper-V, and VMware to create a pool 

of compute and storage resources.  

 The infrastructure layer is crucial to cloud computing since 

virtualization technologies are the only ones that can provide many 

vital capabilities, like dynamic resource assignment. 

Datacenter Layer 

 In a cloud environment, this layer is responsible for Managing Physical 

Resources such as servers, switches, routers, power supplies, and 

cooling systems. 

 Providing end users with services requires all resources to be available 

and managed in data centers. 

 Physical servers connect through high-speed devices such as routers 

and switches to the data center. 
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 In software application designs, the division of business logic from the 

persistent data it manipulates is well-established. This is due to the fact 

that the same data cannot be incorporated into a single application 

because it can be used in numerous ways to support numerous use 

cases. The requirement for this data to become a service has arisen 

with the introduction of microservices. 

A single database used by many microservices creates a very close coupling. 

As a result, it is hard to deploy new or emerging services separately if such 

services need database modifications that may have an impact on other 

services. A data layer containing many databases, each serving a single 

microservice or perhaps a few closely related microservices, is needed to 

break complex service interdependencies. 

3.3 NIST Cloud Computing Reference Architecture 

The NIST Cloud Computing Reference Architecture (SP 500-292) defines a 

vendor-neutral framework with five key actors— 

 Cloud Consumer, 

  Provider,  

 Broker,  

 Auditor, and  

 Carrier 

to standardize cloud service delivery. It outlines interactions regarding service, 

deployment, and auditing, emphasizing security, portability, and 

interoperability.  

   Figure 3.3 presents an overview of the NIST cloud computing reference 

architecture, which identifies the major actors, their activities and functions in 

cloud computing. The diagram depicts a generic high-level architecture and is 

intended to facilitate the understanding of the requirements, uses, 

characteristics and standards of cloud computing. 

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication500-292.pdf
https://www.google.com/search?q=Cloud+Consumer&rlz=1C1CHNY_enIN1030IN1030&oq=&aqs=chrome.0.69i59i450l8.495089j0j7&sourceid=chrome&ie=UTF-8&ved=2ahUKEwiolZSTyJmTAxWvSGwGHTbvMJwQgK4QegYIAQgAEAc
https://www.google.com/search?q=Provider&rlz=1C1CHNY_enIN1030IN1030&oq=&aqs=chrome.0.69i59i450l8.495089j0j7&sourceid=chrome&ie=UTF-8&ved=2ahUKEwiolZSTyJmTAxWvSGwGHTbvMJwQgK4QegYIAQgAEAg
https://www.google.com/search?q=Broker&rlz=1C1CHNY_enIN1030IN1030&oq=&aqs=chrome.0.69i59i450l8.495089j0j7&sourceid=chrome&ie=UTF-8&ved=2ahUKEwiolZSTyJmTAxWvSGwGHTbvMJwQgK4QegYIAQgAEAk
https://www.google.com/search?q=Auditor&rlz=1C1CHNY_enIN1030IN1030&oq=&aqs=chrome.0.69i59i450l8.495089j0j7&sourceid=chrome&ie=UTF-8&ved=2ahUKEwiolZSTyJmTAxWvSGwGHTbvMJwQgK4QegYIAQgAEAo
https://www.google.com/search?q=Carrier&rlz=1C1CHNY_enIN1030IN1030&oq=&aqs=chrome.0.69i59i450l8.495089j0j7&sourceid=chrome&ie=UTF-8&ved=2ahUKEwiolZSTyJmTAxWvSGwGHTbvMJwQgK4QegYIAQgAEAs
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Figure 3.3 

As shown in Figure 3.3, the NIST cloud computing reference architecture 

defines five major actors: cloud consumer, cloud provider, cloud carrier, cloud 

auditor and cloud broker. Each actor is an entity (a person or an organization) 

that participates in a transaction or process and/or performs tasks in cloud 

computing. Table 3.1 briefly lists the actors defined in the NIST cloud 

computing reference architecture. 

   Figure 3.4 illustrates the interactions among the actors. A cloud consumer 

may request cloud services from a cloud provider directly or via a cloud 

broker. A cloud auditor conducts independent audits and may contact the 

others to collect necessary information. 

 

Table 3.1 
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Figure 3.4 

Example Usage Scenario 1: A cloud consumer may request service from a 

cloud broker instead of contacting a cloud provider directly. The cloud broker 

may create a new service by combining multiple services or by enhancing an 

existing service. In this example, the actual cloud providers are invisible to the 

cloud consumer and the cloud consumer interacts directly with the cloud 

broker. 

 

Figure 3.5 

Example Usage Scenario 2: Cloud carriers provide the connectivity and 

transport of cloud services from cloud providers to cloud consumers. As 

illustrated in Figure 3.6, a cloud provider participates in and arranges for two 

unique service level agreements (SLAs), one with a cloud carrier (e.g. SLA2) 

and one with a cloud consumer (e.g. SLA1). A cloud provider arranges service 

level agreements (SLAs) with a cloud carrier and may request dedicated and 

encrypted connections to ensure the cloud services are consumed at a 

consistent level according to the contractual obligations with the cloud 
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consumers. In this case, the provider may specify its requirements on 

capability, flexibility and functionality in SLA2 in order to provide essential 

requirements in SLA1. 

 

Figure 3.6 

Example Usage Scenario 3: For a cloud service, a cloud auditor conducts 

independent assessments of the operation and security of the cloud service 

implementation. The audit may involve interactions with both the Cloud 

Consumer and the Cloud Provider. 

 

Figure 3.7 

Cloud Consumer  

The cloud consumer is the principal stakeholder for the cloud computing 

service. A cloud consumer represents a person or organization that maintains a 

business relationship with, and uses the service from a cloud provider. A cloud 

consumer browses the service catalog from a cloud provider, requests the 

appropriate service, sets up service contracts with the cloud provider, and uses 

the service. The cloud consumer may be billed for the service provisioned, and 

needs to arrange payments accordingly. Cloud consumers need SLAs to 

specify the technical performance requirements fulfilled by a cloud provider. 

SLAs can cover terms regarding the quality of service, security, remedies for 

performance failures. A cloud provider may also list in the SLAs a set of 

promises explicitly not made to consumers, i.e. limitations, and obligations 
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that cloud consumers must accept. A cloud consumer can freely choose a 

cloud provider with better pricing and more favorable terms. Typically a cloud 

providers pricing policy and SLAs are non-negotiable, unless the customer 

expects heavy usage and might be able to negotiate for better contracts. 

Depending on the services requested, the activities and usage scenarios can be 

different among cloud consumers. Figure 3.8 presents some example cloud 

services available to a cloud consumer. 

 

Figure 3.8 

SaaS applications in the cloud and made accessible via a network to the SaaS 

consumers. The consumers of SaaS can be organizations that provide their 

members with access to software applications, end users who directly use 

software applications, or software application administrators who configure 

applications for end users. SaaS consumers can be billed based on the number 

of end users, the time of use, the network bandwidth consumed, the amount of 

data stored or duration of stored data.  

   Cloud consumers of PaaS can employ the tools and execution resources 

provided by cloud providers to develop, test, deploy and manage the 

applications hosted in a cloud environment. PaaS consumers can be 
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application developers who design and implement application software, 

application testers who run and test applications in cloud-based environments, 

application deployers who publish applications into the cloud, and application 

administrators who configure and monitor application performance on a 

platform. PaaS consumers can be billed according to, processing, database 

storage and network resources consumed by the PaaS application, and the 

duration of the platform usage.  

   Consumers of IaaS have access to virtual computers, network-accessible 

storage, network infrastructure components, and other fundamental computing 

resources on which they can deploy and run arbitrary software. The consumers 

of IaaS can be system developers, system administrators and IT managers who 

are interested in creating, installing, managing and monitoring services for IT 

infrastructure operations. IaaS consumers are provisioned with the capabilities 

to access these computing resources, and are billed according to the amount or 

duration of the resources consumed, such as CPU hours used by virtual 

computers, volume and duration of data stored, network bandwidth consumed, 

number of IP addresses used for certain intervals.. 

Cloud Provider  

A cloud provider is a person, an organization; it is the entity responsible for 

making a service available to interested parties. A Cloud Provider acquires and 

manages the computing infrastructure required for providing the services, runs 

the cloud software that provides the services, and makes arrangement to 

deliver the cloud services to the Cloud Consumers through network access.  

   For Software as a Service, the cloud provider deploys, configures, maintains 

and updates the operation of the software applications on a cloud 

infrastructure so that the services are provisioned at the expected service levels 

to cloud consumers. The provider of SaaS assumes most of the responsibilities 

in managing and controlling the applications and the infrastructure, while the 

cloud consumers have limited administrative control of the applications.  
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For PaaS, the Cloud Provider manages the computing infrastructure for the 

platform and runs the cloud software that provides the components of the 

platform, such as runtime software execution stack, databases, and other 

middleware components. The PaaS Cloud Provider typically also supports the 

development, deployment and management process of the PaaS Cloud 

Consumer by providing tools such as integrated development environments 

(IDEs), development version of cloud software, software development kits 

(SDKs), deployment and management tools. The PaaS Cloud Consumer has 

control over the applications and possibly some the hosting environment 

settings, but has no or limited access to the infrastructure underlying the 

platform such as network, servers, operating systems (OS), or storage.  

   For IaaS, the Cloud Provider acquires the physical computing resources 

underlying the service, including the servers, networks, storage and hosting 

infrastructure. The Cloud Provider runs the cloud software necessary to makes 

computing resources available to the IaaS Cloud Consumer through a set of 

service interfaces and computing resource abstractions, such as virtual 

machines and virtual network interfaces. The IaaS Cloud Consumer in turn 

uses these computing resources, such as a virtual computer, for their 

fundamental computing needs Compared to SaaS and PaaS Cloud Consumers, 

an IaaS Cloud Consumer has access to more fundamental forms of computing 

resources and thus has more control over the more software components in an 

application stack, including the OS and network. The IaaS Cloud Provider, on 

the other hand, has control over the physical hardware and cloud software that 

makes the provisioning of these infrastructure services possible, for example, 

the physical servers, network equipments, storage devices, host OS and 

hypervisors for virtualization.  

   A Cloud Provider’s activities can be described in five major areas, as shown 

in Figure 3.9, a cloud provider conducts its activities in the areas of service 

deployment, service orchestration, cloud service management, security, and 

privacy. 
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Figure 3.9 

Cloud Auditor  

A cloud auditor is a party that can perform an independent examination of 

cloud service controls with the intent to express an opinion thereon. Audits are 

performed to verify conformance to standards through review of objective 

evidence. A cloud auditor can evaluate the services provided by a cloud 

provider in terms of security controls, privacy impact, performance, etc.  

   Auditing is especially important for federal agencies as “agencies should 

include a contractual clause enabling third parties to assess security controls of 

cloud providers” (by Vivek Kundra, Federal Cloud Computing Strategy, Feb. 

2011.). Security controls are the management, operational, and technical 

safeguards or countermeasures employed within an organizational information 

system to protect the confidentiality, integrity, and availability of the system 

and its information. For security auditing, a cloud auditor can make an 

assessment of the security controls in the information system to determine the 

extent to which the controls are implemented correctly, operating as intended, 

and producing the desired outcome with respect to the security requirements 

for the system. The security auditing should also include the verification of the 

compliance with regulation and security policy. For example, an auditor can 

be tasked with ensuring that the correct policies are applied to data retention 

according to relevant rules for the jurisdiction. The auditor may ensure that 

fixed content has not been modified and that the legal and business data 

archival requirements have been satisfied.  
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A privacy impact audit can help Federal agencies comply with applicable 

privacy laws and regulations governing an individual’s privacy, and to ensure 

confidentiality, integrity, and availability of an individual’s personal 

information at every stage of development and operation.  

Cloud Broker  

As cloud computing evolves, the integration of cloud services can be too 

complex for cloud consumers to manage. A cloud consumer may request 

cloud services from a cloud broker, instead of contacting a cloud provider 

directly. A cloud broker is an entity that manages the use, performance and 

delivery of cloud services and negotiates relationships between cloud 

providers and cloud consumers.  

In general, a cloud broker can provide services in three categories: 

Service Intermediation: A cloud broker enhances a given service by improving 

some specific capability and providing value-added services to cloud 

consumers. The improvement can be managing access to cloud services, 

identity management, performance reporting, enhanced security, etc.  

Service Aggregation: A cloud broker combines and integrates multiple 

services into one or more new services. The broker provides data integration 

and ensures the secure data movement between the cloud consumer and 

multiple cloud providers.  

Service Arbitrage: Service arbitrage is similar to service aggregation except 

that the services being aggregated are not fixed. Service arbitrage means a 

broker has the flexibility to choose services from multiple agencies. The cloud 

broker, for example, can use a credit-scoring service to measure and select an 

agency with the best score.  

Cloud Carrier  

A cloud carrier acts as an intermediary that provides connectivity and 

transport of cloud services between cloud consumers and cloud providers. 

Cloud carriers provide access to consumers through network, 

telecommunication and other access devices. For example, cloud consumers 
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can obtain cloud services through network access devices, such as computers, 

laptops, mobile phones, mobile Internet devices (MIDs), etc. The distribution 

of cloud services is normally provided by network and telecommunication 

carriers or a transport agent, where a transport agent refers to a business 

organization that provides physical transport of storage media such as high-

capacity hard drives. Note that a cloud provider will set up SLAs with a cloud 

carrier to provide services consistent with the level of SLAs offered to cloud 

consumers, and may require the cloud carrier to provide dedicated and secure 

connections between cloud consumers and cloud providers.  

Scope of Control between Provider and Consumer  

The Cloud Provider and Cloud Consumer share the control of resources in a 

cloud system. As illustrated in Figure 8, different service models affect an 

organizations control over the computational resources and thus what can be 

done in a cloud system. The figure 3.10 shows these differences using a 

classic software stack notation comprised of the application, middleware, and 

OS layers. This analysis of delineation of controls over the application stack 

helps understand the responsibilities of parties involved in managing the cloud 

application. 

 

Figure 3.10 

The application layer includes software applications targeted at end users or 

programs. The applications are used by SaaS consumers, or 

installed/managed/ maintained by PaaS consumers, IaaS consumers, and SaaS 
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providers. The middleware layer provides software building blocks (e.g., 

libraries, database, and Java virtual machine) for developing application 

software in the cloud.  

  The middleware is used by PaaS consumers, installed/managed/maintained 

by IaaS consumers or PaaS providers, and hidden from SaaS consumers. The 

OS layer includes operating system and drivers, and is hidden from SaaS 

consumers and PaaS consumers.  

  An IaaS cloud allows one or multiple guest OS‟s to run virtualized on a 

single physical host. Generally, consumers have broad freedom to choose 

which OS to be hosted among all the OS‟s that could be supported by the 

cloud provider. The IaaS consumers should assume full responsibility for the 

guest OS‟s, while the IaaS provider controls the host OS. 

3.4 Public, Private and Hybrid 

Public Cloud 

Public Cloud is a deployment model where the infrastructure and services are 

fully owned, operated, and maintained by a third-party provider. These 

resources are delivered over the public internet and shared among multiple 

organizations (a concept known as multi-tenancy). 

Core Concept: You pay only for the exact resources you consume. 

Examples: Amazon Web Services (AWS), Microsoft Azure, Google Cloud 

Platform (GCP). 

Advantages 

Cost-Efficient: Eliminates the capital expense of buying hardware and 

maintaining physical servers. You only pay for what you use. 

Automatic Updates: The cloud provider automatically manages software 

updates, security patches, and hardware maintenance. 

High Accessibility: Resources and applications are available from anywhere in 

the world, requiring only a stable internet connection. 
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Disadvantages 

Security & Privacy Concerns: Because data is stored on third-party servers 

shared with others, there is an inherent risk of data breaches or compromised 

confidentiality if not secured properly. 

Limited Control: Users have little to no control over the underlying physical 

infrastructure, making deep, hardware-level customization impossible. 

Reliance on Internet Connectivity: Outages or slow internet speeds directly 

impact the performance and availability of your business operations. 

Compliance Issues: Standard public cloud setups may not meet stringent 

regulatory requirements (like HIPAA or strict data sovereignty laws). 

Cost Overruns: While pay-as-you-go is cost-effective initially, unmonitored 

usage can lead to unexpectedly high monthly bills. 

Private Cloud 

A Private Cloud is a computing environment dedicated entirely to a single 

organization. It can be physically located at your organization’s on-site data 

center or hosted by a third-party service provider, but the resources are never 

shared with other tenants. 

Core Concept: Maximum control and isolation for sensitive operations. 

Examples: VMware, HPE, Dell, bespoke internal data centers. 

Advantages 

Security Status: Private clouds provide a higher level of security. as the 

organization has full control over the cloud service. They can customize the 

servers to manage their security. 

Customization of Service:  Private clouds allow organizations to customize the 

infrastructure and services to meet their specific requirements. and also can 

customize the security. 

Privacy: Private clouds provide increased privacy as the 

organization(company or government ) has more control over who has access 

to their data and resources. 
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Disadvantages 

Higher Cost: Private clouds require dedicated hardware, software, and 

networking infrastructure, which can be expensive to acquire and maintain. 

This can make it challenging for smaller businesses or organizations with 

limited budgets to implement a private cloud. 

Limited Scalability: Private clouds are designed to serve a specific 

organization, which means that they may not be as scalable as public cloud 

services. This can make it difficult to quickly add or remove resources in 

response to changes in demand. 

Technical Complexity: Setting up and managing a private cloud infrastructure 

requires technical expertise and specialized skills. This can be a challenge for 

organizations that lack in-house IT resources or expertise. 

Security Risks: Private clouds are typically considered more secure than 

public clouds since they are operated within an organization's own 

infrastructure. However, they can still be vulnerable to security risks such as 

data breaches or cyber attacks. 

Lack of Standardization: Private clouds are often built using proprietary 

hardware and software, which can make it challenging to integrate with other 

cloud services or migrate to a different cloud provider in the future. 

Maintenance and Upgrades: Maintaining and upgrading a private cloud 

infrastructure can be time-consuming and resource-intensive. This can be a 

challenge for organizations that need to focus on other core business activities. 

Hybrid Cloud 

A Hybrid Cloud combines both public and private cloud environments, 

allowing data and applications to be shared between them. This architecture 

gives businesses the ability to run sensitive, mission-critical workloads on the 

private cloud, while utilizing the public cloud to handle burst traffic or run less 

sensitive applications. 

Core Concept: The best of both worlds, optimizing for security, performance, 

and cost. 
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Examples: AWS Outposts, Azure Stack, IBM Hybrid Cloud. 

Advantages 

Flexibility: Hybrid cloud stores its data (also sensitive) in a private cloud 

server. While public server provides Flexibility and Scalability. 

Scalability: Hybrid cloud Enables organizations to move workloads back and 

forth between their private and public clouds depending on their needs. 

Security: Hybrid cloud controls over highly sensitive data. and it provides 

high-level security. Also, it takes advantage of the public cloud's cost savings. 

Disadvantages 

Complexity: Hybrid clouds are complex to set up and manage since they 

require integration between different cloud environments. This can require 

specialized technical expertise and resources. 

Cost: Hybrid clouds can be more expensive to implement and manage than 

either public or private clouds alone, due to the need for additional hardware, 

software, and networking infrastructure. 

Security Risks: Hybrid clouds are vulnerable to security risks such as data 

breaches or cyber attacks, particularly when there is a lack of standardization 

and consistency between the different cloud environments. 

Data Governance: Managing data across different cloud environments can be 

challenging, particularly when it comes to ensuring compliance with 

regulations such as GDPR or HIPAA. 

Network Latency: Hybrid clouds rely on communication between different 

cloud environments, which can result in network latency and performance 

issues. 

Integration Challenges: Integrating different cloud environments can be 

challenging, particularly when it comes to ensuring compatibility between 

different applications and services. 

Vendor Lock-In: Hybrid clouds may require organizations to work with 

multiple cloud providers, which can result in vendor lock-in and limit the 

ability to switch providers in the future. 
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Difference between Public Cloud vs Private Cloud vs Hybrid Cloud 

 

3.5 Service provider interfaces 

Cloud-based services are computing resources provided over the internet, 

allowing users to run applications, store data, and access IT services without 

using local hardware. It is a model that delivers computing resources such as 

servers, storage, and software over the internet on demand, eliminating the 

need for local infrastructure. 

 Users can get and use resources whenever they need, without waiting 

for anyone. 

 Services are accessible over the internet from multiple devices like 

laptops, smartphones, and tablets. 

 Computing resources are shared across multiple users, with resources 

dynamically allocated based on demand. 

 Resources can be quickly scaled up or down to meet workload 

demands. 

 Users are billed only for the resources they use, reducing unnecessary 

costs. 
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Figure 3.11 

Types of Cloud Computing 

Cloud computing services are classified into five main types, collectively 

known as the cloud computing stack: 

 Software as a service (SaaS) 

 Platform as a service (PaaS) 

 Infrastructure as a service (IaaS) 

 Anything/Everything as a Service (XaaS) 

 Function as a Service (FaaS) 

3.5.1 Software as a Service (SaaS) 

In today's competitive market, businesses must adopt flexible, scalable and 

cost-effective solutions to stay ahead. Cloud services like Google Cloud, 

AWS, and Microsoft Azure offer these solutions. Among them, Amazon Web 

Services (AWS) leads the market, offering a range of services such as 

Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS), and 

Software-as-a-Service (SaaS). 

  AWS’s SaaS solutions help businesses improve operations by making them 

more scalable and cost-effective while reducing infrastructure and 

maintenance costs. SaaS provides software applications over the Internet on a 

subscription basis, eliminating the need for local installation and management. 
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It is commonly used in customer relationship management (CRM), project 

management, and collaboration tools. 

Importance Of SaaS 

Netflix leverages AWS SaaS to enhance its customer experience in several 

ways: 

Global Reach and Scalability: AWS allows Netflix to scale its operations 

seamlessly, ensuring smooth streaming even when millions of users log in 

simultaneously. 

Content Delivery and Reliability: AWS’s global content delivery network 

ensures fast, reliable access to Netflix content, with high availability and 

minimal downtime. 

Data Analytics and Personalization: AWS helps Netflix analyze user 

behaviour and provide personalized recommendations based on viewing 

patterns. 

Cost Efficiency: By using AWS’s pay-as-you-go pricing model, Netflix avoids 

the high costs of building and maintaining physical data centers. 

Security and Compliance: AWS provides strong security features to protect 

user data, ensuring privacy and safety. 

  Through AWS SaaS, Netflix delivers smooth streaming, personalized 

experiences, and cost-effective operations, showcasing how cloud-based 

services can transform business offerings globally. 

How does a SaaS work? 

Overview of SaaS Delivery Model 

In a SaaS delivery model, the software is hosted on the provider’s cloud 

infrastructure and made available to customers via the internet. Users access 

the application remotely through a browser, typically via a subscription-based 

pricing model. This setup eliminates the need for businesses to maintain their 

own servers, install software on each device or worry about software upgrades 

and patches. 
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Cloud-based Access and Subscription Model 

With SaaS, businesses only pay for the software they use often on a monthly 

or annual subscription basis. The subscription model is advantageous as it 

allows businesses to access cutting-edge software without upfront costs. 

Additionally, the software can be accessed from anywhere, enabling remote 

work and collaboration, which is especially important in today’s dynamic 

business environment. 

Top AWS SaaS Solutions for Modern Cloud Applications 

 

Figure 3.12 

Amazon WorkMail: Amazon WorkMail is a cloud-based email and calendar 

service that integrates with Microsoft Outlook, iOS and Android. It provides 

secure data management, flexible storage locations, and custom encryption for 

better compliance with data privacy laws. 

Amazon WorkSpaces: Amazon WorkSpaces offers fully managed virtual 

desktop environments for businesses, allowing access to cloud-based 

workstations. It supports various operating systems and provides flexible 

billing with seamless integration into Active Directory. 

Amazon Chime: Amazon Chime is a secure cloud communication service for 

virtual meetings, video conferencing, and real-time chat. It supports high-



116 
 

definition video, screen sharing, and phone call features for seamless 

communication across devices. 

Amazon Connect: Amazon Connect is a cloud contact center service that 

simplifies customer engagement across voice, chat, and email. It uses 

intelligent routing, self-service options, and real-time analytics to enhance 

customer service and operational efficiency. 

Amazon QuickSight: Amazon QuickSight is a cloud analytics service that 

enables real-time data visualization and dashboard creation. It integrates data 

from multiple sources and uses machine learning to identify trends and 

anomalies for data-driven decision-making. 

Amazon AppStream 2.0: Amazon AppStream 2.0 is an application streaming 

service that allows users to access desktop applications on various devices 

without local installations. It offers custom application bundles and strong 

security features for enhanced user productivity. 

Amazon Managed Grafana: Amazon Managed Grafana provides real-time 

monitoring and visualization for applications, allowing users to create 

customizable dashboards. It integrates with multiple data sources and provides 

proactive alerting capabilities for system health. 

Amazon Pinpoint: Amazon Pinpoint is a customer engagement service that 

supports multi-channel communication, including email, SMS, and push 

notifications. It offers user segmentation, detailed analytics, and A/B testing to 

optimize marketing and engagement strategies. 

Advantages of choosing AWS SaaS 

Scalability: AWS solutions easily scale resources based on demand, 

accommodating businesses of all sizes without worrying about infrastructure. 

Cost-Effectiveness: The pay-as-you-go pricing model eliminates upfront costs, 

allowing businesses to pay only for the resources they use. 

Flexibility and Accessibility: AWS SaaS services are accessible from 

anywhere with internet connectivity, promoting remote work and multi-device 

access. 

https://www.geeksforgeeks.org/devops/what-is-amazon-connect/
https://www.geeksforgeeks.org/devops/aws-tutorial/
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Integration with Other AWS Services: AWS SaaS seamlessly integrates with 

other AWS services to improve productivity, streamline workflows, and 

enhance data management. 

Security and Compliance: AWS ensures robust security with encryption, 

access controls, and compliance certifications to protect sensitive data. 

Automatic Updates and Maintenance: AWS handles infrastructure and 

software updates, allowing businesses to focus on core operations. 

Challenges and Risks of SaaS 

Data Security and Privacy: Storing sensitive business data on third-party 

servers raises concerns about security and data privacy. Ensuring compliance 

with regulations like GDPR, HIPAA and others can be challenging for SaaS 

providers and users. 

Downtime and Service Availability: SaaS applications rely on internet 

connectivity, and any service interruptions, maintenance, or outages by the 

provider can lead to business disruptions and downtime. 

Integration with Legacy Systems: Many businesses use legacy software 

systems that may not easily integrate with SaaS solutions, leading to potential 

compatibility issues, increased costs, or complex migrations. 

Data Loss and Backup: While many SaaS providers offer backup and disaster 

recovery solutions, the risk of data loss still exists if the provider's systems fail 

or if proper backup mechanisms are not in place. 

Cost Management: Although SaaS offers a pay-as-you-go pricing model, 

unexpected usage spikes can lead to higher costs than anticipated, making 

budget management challenging for some businesses. 

Key Features of AWS SaaS Services 

Scalability: AWS Scalability allows businesses to scale resources according to 

user needs." 

Accessibility: Work anywhere with internet connectivity, and encourage 

remote collaboration. 

https://www.geeksforgeeks.org/system-design/gdpr-compliance-in-system-design/
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Cost-Effectiveness: Pay for what you use. Eliminate large up-front costs. 

Make budgeting easier. 

Automatic Updates: Service providers handle updates, ensuring users always 

have the latest features. 

Security and Compliance: Robust security measures protect sensitive data and 

ensure regulatory compliance. 

Integration and Customization: APIs enable seamless integration with other 

software, tailoring workflows to business needs. 

  In today’s digital world, leveraging Software as a Service (SaaS) is crucial 

for operational efficiency and customer engagement. AWS SaaS offers key 

advantages over other solutions, including scalability, security, and seamless 

integration with existing systems. By using AWS tools like Amazon 

QuickSight, AppStream 2.0, Managed Grafana, and Pinpoint, businesses can 

gain insights, collaborate globally, track performance, and engage customers 

effectively. Adopting AWS SaaS helps businesses grow and stay competitive, 

making AWS a strategic partner for digital transformation. 

3.5.2 Platform as a Service (PaaS)  

Platform as a Service (PaaS) is a cloud computing model designed specifically 

for developers and application delivery teams. It provides a complete, pre-

configured, and managed cloud environment that allows developers to build, 

test, deploy, and scale applications without the burden of managing the 

underlying infrastructure. 

  In the cloud computing ecosystem, PaaS acts as the crucial middle layer 

between Infrastructure as a Service (IaaS) and Software as a Service (SaaS). 

While IaaS provides the raw building blocks (servers, storage, networking) 

and SaaS delivers finished software to end-users, PaaS provides the runtime 

environments, middleware, and development tools necessary to create custom 

applications from scratch. 

 

https://www.geeksforgeeks.org/software-testing/what-is-an-api/
https://www.geeksforgeeks.org/cloud-computing/platform-as-a-service-paas-and-its-types/
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Key Characteristics of PaaS: 

 Abstracts away server provisioning, OS patching, and network routing. 

 Provides ready-to-use runtime environments (Java, Python, Node.js, 

.NET). 

 Accelerates time-to-market by enabling teams to focus strictly on 

writing business logic (code). 

 Automates CI/CD pipelines, load balancing, and application scaling. 

How PaaS Architecture Works 

PaaS simplifies the software development lifecycle by offering a layered 

architecture packed with managed tools. Here is a breakdown of how it 

operates: 

1. Abstracted Core Infrastructure 

PaaS is built on top of high-performance IaaS provided by hyperscalers like 

AWS, Azure, or Google Cloud. However, these components are hidden from 

the developer. The provider entirely manages the hardware, server 

hypervisors, storage provisioning, and network security groups. 

2. Middleware & Runtime Environments 

On top of the infrastructure, PaaS provides the software glue that connects 

applications to the OS and network: 

Operating Systems: Pre-configured and automatically patched by the provider. 

Runtime Environments: Ready-to-use execution environments for various 

programming languages and frameworks. 

Middleware: Integrated services for API routing, caching (e.g., Redis), 

authentication, and message brokering (e.g., Kafka or RabbitMQ). 

3. Automated Scalability & Load Balancing 

One of the most powerful features of PaaS is native auto-scaling: 

Horizontal Scaling: The platform automatically spins up new 

instances/containers of the application during traffic spikes. 

Vertical Scaling: Automatically allocates more CPU or RAM to existing 

instances when heavy processing is required. 
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Load Distribution: Built-in load balancers ensure traffic is routed evenly 

across all active instances without manual configuration. 

4. Streamlined CI/CD and Deployment 

PaaS platforms integrate seamlessly with version control systems (like GitHub 

or GitLab). Developers can push code, and the PaaS will automatically trigger 

builds, run automated sandbox tests, and deploy the application to production 

environments with zero downtime. 

The Shared Responsibility Model in PaaS 

To securely use PaaS, it is vital to understand the Shared Responsibility 

Model, which shifts more operational burden to the cloud provider compared 

to IaaS. 

The Cloud Provider (Security OF the Cloud): The provider is responsible for 

the physical data center, hardware, network infrastructure, virtualization layer, 

Operating System, and the Runtime Environment. They ensure the servers are 

patched and the middleware is secure. 

The Customer (Security IN the Cloud): The customer is solely responsible for 

the Application Code (preventing vulnerabilities like SQL injection), Data 

Governance (what data is stored and how it is encrypted), and Identity/Access 

Management (who has permission to use the application). 

Services Provided by PaaS 

Platform as a Service (PaaS) is designed to simplify the process of developing, 

testing, and deploying applications by providing a range of services for 

businesses and developers. Here's an overview of the key services PaaS offers: 

1. Advanced Development Tools and Team Collaboration 

PaaS platforms include tools like integrated development environments 

(IDEs), version control systems, and debugging utilities that make coding and 

deployment much easier. They also support team collaboration, enabling 

developers to work together in real time with features like shared workspaces 

and access controls, ensuring everyone stays on the same page. 
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2. Application Design and Development 

PaaS makes application design and development more efficient by offering 

pre-built frameworks, reusable components, and drag-and-drop tools. These 

features allow developers to focus on building the core functionality of their 

applications rather than worrying about setting up infrastructure. 

3. Testing and Deployment 

One of the major benefits of PaaS is its support for testing and deployment. It 

allows developers to test applications in isolated environments to ensure 

they’re error-free before going live. Many PaaS platforms also support 

automated workflows like Continuous Integration and Continuous 

Deployment (CI/CD), making it easier to roll out updates quickly. 

4. Web Service Integration 

Modern applications often rely on third-party tools and services. PaaS 

platforms simplify integration with services like payment gateways, social 

media APIs, and analytics tools, helping developers add new features to their 

applications without extra effort. 

5. Data Security 

Security is a key concern for every business, and PaaS platforms include 

strong security measures like encryption, firewalls, and authentication 

systems. They often comply with major regulations and standards, such as 

GDPR and HIPAA, to ensure that your data and applications are safe. 

6. Database Integration 

PaaS makes it easy to connect applications to databases. Whether you’re using 

traditional relational databases like MySQL or newer NoSQL databases like 

MongoDB, PaaS provides tools to set up, manage and optimize database 

performance seamlessly. 

7. Scalability 

As your application grows, PaaS can scale your resources to meet demand. 

This is especially useful for handling traffic spikes, as the platform 
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automatically adjusts resources to maintain smooth performance without any 

manual intervention. 

8. Monitoring and Insights 

Most PaaS providers offer tools to monitor your application's performance and 

analyze user activity. These insights help you identify any bottlenecks and 

ensure your application is running efficiently, giving you the information 

needed to make improvements. 

Key Advantages of PaaS 

Accelerated Time-to-Market: By eliminating infrastructure setup, 

development teams can begin coding immediately and deploy applications in 

minutes rather than weeks. 

Cost Efficiency: Eliminates the CapEx of hardware and reduces the need for 

large, dedicated system administration teams. You only pay for the compute 

and platform resources your application actively consumes. 

Focus on Innovation: Developers spend their time writing features that 

generate business value rather than troubleshooting server configurations or 

OS compatibility issues. 

Seamless Collaboration: PaaS provides centralized, cloud-based development 

environments, allowing globally distributed teams to collaborate seamlessly 

on the same codebase. 

Built-in Security & Compliance: Leading PaaS providers build their platforms 

to meet strict compliance standards (GDPR, HIPAA, SOC 2), providing a 

secure foundation for enterprise applications. 

Disadvantages & Challenges of PaaS 

Vendor Lock-In: Because applications are often built using proprietary APIs, 

middleware, or specific runtime configurations provided by the PaaS vendor, 

migrating the application to a different cloud provider can be highly complex 

and expensive. 

Limited Control & Customization: Developers do not have root access to the 

underlying servers. If an application requires a highly specific OS-level 
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configuration or a rare software dependency, the PaaS environment may not 

support it. 

Integration Complexities: Connecting modern, cloud-native PaaS applications 

to legacy, on-premises systems can introduce networking and security hurdles. 

Unpredictable Costs: While auto-scaling is beneficial, a sudden, massive spike 

in application traffic can lead to unexpected and exponentially higher monthly 

bills if budget caps are not configured. 

Types of PaaS Deployment Models 

PaaS has evolved into several distinct categories to serve different 

organizational needs: 

Deployment Environments: 

Public PaaS: Hosted on the public cloud (AWS, Azure). The provider 

manages everything below the application layer. Ideal for agile startups and 

modern web apps. 

Private PaaS: Deployed within an organization's own on-premises data center 

or private cloud. It offers the agility of PaaS while maintaining strict internal 

security and compliance controls. 

Hybrid PaaS: Spans across public and private environments, allowing 

companies to keep sensitive data on-premises while deploying the front-end 

application on a highly scalable public PaaS. 

Specialized PaaS Offerings: 

Integration PaaS (iPaaS): Platforms designed specifically to integrate disparate 

software applications and databases across different environments (e.g., 

MuleSoft, Boomi). 

Database PaaS (dbPaaS): Fully managed database services that automate 

provisioning, backups, and scaling (e.g., Amazon RDS, MongoDB Atlas). 

Communications PaaS (CPaaS): Provides APIs for developers to embed real-

time communications (voice, video, SMS) into their apps without building 

backend infrastructure (e.g., Twilio). 
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AI/ML PaaS: Platforms providing pre-built machine learning models, training 

infrastructure, and deployment tools (e.g., AWS SageMaker, Google Vertex 

AI). 

3.5.3 Infrastructure as a Service (IaaS) 

Infrastructure as a Service (IaaS) is a foundational cloud computing model that 

delivers fundamental compute, network, and storage resources to consumers 

on-demand, over the internet. Alongside Software as a Service (SaaS) and 

Platform as a Service (PaaS), IaaS represents one of the three main pillars of 

cloud computing. 

  By migrating infrastructure to an IaaS solution, organizations bypass the cost 

and complexity of buying and managing physical servers and datacenter 

infrastructure. Instead, they rent these resources dynamically, empowering 

them to scale efficiently, reduce capital expenditures, and improve operational 

agility 

 Provides virtualized computing resources (Virtual Machines, Storage, 

and Networking) online. 

 Eliminates on-premises hardware management and maintenance. 

 Enables highly flexible, automated scaling based on real-time 

application demand. 

 Shifts IT spending from a Capital Expenditure (CapEx) to an 

Operational Expenditure (OpEx) using a pay-as-you-go model. 

 

Figure 3.13 

https://www.geeksforgeeks.org/cloud-computing/infrastructure-as-a-service-iaas/
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IaaS Architecture Working 

IaaS operates by utilizing virtualization technology to partition physical 

servers inside massive data centers into logical, independent virtual instances. 

Here is a step-by-step overview of how IaaS operates: 

On-Demand Access: Users can access computing resources on-demand, 

allowing them to rapidly provision and deploy infrastructure components 

exactly when needed. This eliminates the need for upfront investments in 

hardware and enables rapid scaling to meet fluctuating workload demands. 

Self-Service Provisioning: IaaS platforms offer self-service interfaces such as 

web-based management consoles, CLIs, and APIs—that empower users to 

independently provision, manage, and monitor resources without relying on 

physical IT administrators. 

Elastic Scalability: IaaS platforms provide seamless scalability. Organizations 

can dynamically scale resources vertically (adding more CPU/RAM to a 

server) or horizontally (adding more servers to a cluster) to handle traffic 

spikes without experiencing downtime or performance degradation. 

Pay-Per-Use Billing: Providers utilize a highly granular, consumption-based 

billing model (often billed by the second or hour). This offers immense cost 

efficiency, as organizations only pay for the exact compute time and storage 

space they consume, preventing wasteful spending on idle, excess capacity. 

Types of Infrastructure As a Service Resources 

Infrastructure as a Service (IaaS) gives different kinds of virtualized 

computing resources that users can access and manage over the internet, the 

essential kinds of IaaS resources include: 

  IaaS providers offer a broad catalog of virtualized resources. These can be 

grouped into three primary categories: Compute, Storage, and Networking. 

1. Compute 

Virtual Machines (VMs): The most common IaaS resource. VMs are software-

based emulations of physical computers. Users can provision VMs with 
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specific configurations (CPU cores, RAM, operating systems) to run custom 

applications. 

Bare Metal Servers: For workloads requiring extreme performance or strict 

compliance, providers offer dedicated, non-virtualized physical servers for 

single-tenant use. 

Containers (CaaS): While technically bordering on PaaS, modern IaaS 

platforms heavily integrate managed container orchestration (like Kubernetes) 

and Docker instances, providing a lightweight, portable way to deploy cloud-

native applications. 

2. Storage 

Block Storage: Functions like a traditional hard drive attached to a VM. It is 

highly performant and used for databases and enterprise applications (e.g., 

AWS EBS). 

Object Storage: Stores data as objects in a flat environment, accessed via 

APIs. Highly scalable and cost-effective, it is ideal for backups, media files, 

and data lakes (e.g., AWS S3, Azure Blob). 

File Storage: Network-attached storage that can be shared across multiple 

VMs simultaneously, acting like a traditional file server. 

3. Networking 

Virtual Private Clouds (VPCs): Logically isolated sections of the public cloud 

where users can launch resources in a custom-defined virtual network. 

Load Balancers: Services that distribute incoming network traffic across 

multiple underlying VMs to optimize performance, prevent overloads, and 

ensure high availability. 

Firewalls & Security Groups: Virtual firewalls that dictate what inbound and 

outbound traffic is allowed to reach your infrastructure. 

Gateways & VPNs: Secure connections that link a company's on-premises 

corporate network to their cloud infrastructure. 
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Key Advantages of IaaS 

Ultimate Flexibility & Agility: IT teams can test new ideas and deploy full 

environments in minutes rather than waiting weeks for physical hardware 

procurement. 

Cost Efficiency: Eliminates the sunken costs of buying, powering, and cooling 

physical servers. The OpEx model aligns infrastructure costs directly with 

business revenue/traffic. 

Business Continuity & Disaster Recovery: IaaS makes it cost-effective to 

replicate data and applications across multiple geographic regions, ensuring 

systems remain online even if a localized disaster occurs. 

Focus on Core Business: By offloading hardware maintenance to the provider, 

IT teams can focus their time on developing software and driving business 

value. 

Disadvantages & Challenges of IaaS 

Management Complexity & Skill Gaps: Because the customer manages the 

OS, middleware, and runtime, teams require specialized cloud architecture 

skills to optimize and maintain the infrastructure properly. 

Security & Misconfigurations: Because the user controls the virtual network, 

simple misconfigurations (like leaving an Object Storage bucket open to the 

public) can lead to massive data breaches. 

Vendor Lock-In: Migrating complex, tightly integrated architectures from one 

provider to another can be technically challenging and expensive. 

Cost Overruns (Cloud Sprawl): Without strict governance and monitoring, 

developers may leave unused instances running ("zombie instances"), leading 

to unexpectedly high monthly bills. 

Common Use Cases for IaaS 

Test and Development: Developers can rapidly spin up testing environments, 

run their tests, and tear them down immediately after, paying only for the 

hours used. 



128 
 

Website and App Hosting: IaaS provides the perfect foundation for hosting 

complex, high-traffic web applications that require load balancers and auto-

scaling capabilities. 

Lift-and-Shift Migrations: Companies moving away from legacy data centers 

often use IaaS to replicate their exact on-premises server architecture in the 

cloud. 

Big Data Analytics: Handling massive datasets requires incredible compute 

power. IaaS allows companies to rent supercomputers for brief periods to 

process data, rather than buying them outright. 

Major Infrastructure as a Service (IaaS) Providers 

A Some of the top Infrastructure as a Service (IaaS) providers in the cloud 

computing industry include: 

1. Amazon Web Services (AWS) 

 Leading global provider of cloud computing and IaaS services. 

 Offers virtual servers (EC2), storage (S3, EBS) and networking (VPC). 

 Provides managed databases such as RDS. 

 Operates data centers across multiple regions worldwide. 

2. Microsoft Azure 

 Comprehensive IaaS platform from Microsoft. 

 Includes Azure Virtual Machines, Blob Storage, and Disk Storage. 

 Supports networking via Azure Virtual Network. 

 Known for strong Microsoft ecosystem and hybrid cloud support. 

3. Google Cloud Platform (GCP) 

 Provides scalable IaaS solutions like Compute Engine. 

 Offers Cloud Storage and Virtual Private Cloud networking. 

 Supports databases such as Cloud SQL and Firestore. 

 Recognized for data analytics, AI, and global network performance. 

4. IBM Cloud 

 Delivers virtual servers and cloud storage solutions. 
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 Includes Object Storage, Block Storage, and VPC networking. 

 Offers managed database services. 

 Focuses on industry-specific solutions (healthcare, finance, IoT). 

5. Oracle Cloud Infrastructure (OCI) 

 Provides compute instances and enterprise-grade IaaS services. 

 Offers object storage and block volumes. 

 Includes Virtual Cloud Network for networking. 

 Known for high-performance and enterprise workloads. 

6. Alibaba Cloud 

 Leading IaaS provider in Asia. 

 Offers Elastic Compute Service and Object Storage Service. 

 Provides Virtual Private Cloud networking. 

 Strong presence in China with growing global expansion. 

3.5.4 Anything or Everything as a Service (XaaS) 

Anything or Everything as a Service (XaaS) is a broad cloud computing model 

in which a wide range of IT services—including infrastructure, platforms, 

software, storage, security, and networking—are delivered over the internet on 

a pay-as-you-use basis. It represents the combination and extension of SaaS, 

PaaS, IaaS, and other cloud services. 

Example: A company uses AWS for virtual servers (IaaS), Google Workspace 

for email and documents (SaaS), and Firebase for backend services (PaaS). 

Using all these services together is an example of XaaS. 

Advantages 

Scalable: Services can be easily scaled as needed. 

Flexible: Offers a wide variety of on-demand services. 

Cost-effective: Users pay only for the services they consume. 

Disadvantages 

Provider dependency: Service availability depends on the cloud provider. 

Limited flexibility: Some workloads may not be supported. 

https://www.geeksforgeeks.org/software-engineering/overview-of-everything-as-a-service-xaas/
https://www.geeksforgeeks.org/software-engineering/overview-of-everything-as-a-service-xaas/
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Integration issues: Compatibility with existing systems can be challenging. 

Function as a Service 

Function as a Service (FaaS) is a cloud computing model that allows 

developers to run small pieces of code (functions) in response to events 

without managing servers or infrastructure. The cloud provider automatically 

handles resource allocation, scaling, and execution, and users pay only for the 

actual execution time. 

Example: When a user uploads an image to a website, a function automatically 

resizes the image and stores it. This function runs only when triggered and 

stops after execution—this is FaaS. 

Advantages 

No server management: Fully managed by the provider. 

Cost-efficient: Pay only when the function runs. 

Automatic scaling: Scales instantly based on demand. 

Fast deployment: Ideal for event-driven applications. 

Disadvantages 

Cold start latency: Delay may occur when a function runs after being idle. 

Limited execution time: Not suitable for long-running tasks. 

Vendor dependency: Strong reliance on the cloud provider. 

Use Cases of Cloud-Based Services 

Cloud-based services are widely used across industries to support modern 

applications, data management, and digital operations by providing reliable 

and scalable computing resources over the internet. 

Web Hosting: Hosting websites and web applications with high availability 

and scalability. 

Application Development: Building, testing, and deploying applications using 

cloud platforms and tools. 

Data Storage and Backup: Storing large volumes of data securely and creating 

backups for data recovery. 

Big Data and Analytics: Processing and analyzing large datasets efficiently. 
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IoT and AI Workloads: Supporting Internet of Things devices and artificial 

intelligence applications. 

Disaster Recovery: Restoring data and applications quickly in case of system 

failures or disasters. 

Collaboration Tools: Enabling teams to work together using cloud-based 

email, file sharing, and communication tools. 

Major Cloud Service Providers 

Cloud service providers are organizations that deliver cloud computing 

services such as computing power, storage, networking, platforms, and 

software through large-scale data centers. They manage the underlying 

infrastructure and offer reliable, scalable, and secure services to users over the 

internet. Some major Cloud Service Providers are: 

Amazon Web Services (AWS): The largest and most widely used cloud 

platform, offering services like virtual machines, storage, databases, 

networking, and analytics. It is commonly used by startups and enterprises for 

scalable applications. 

Microsoft Azure: A cloud platform that integrates well with Microsoft 

products such as Windows Server, Office 365, and Active Directory. It is 

widely used by enterprises for hybrid cloud and enterprise solutions. 

Google Cloud Platform (GCP): Known for high-performance infrastructure, 

data analytics, and machine learning services. It is popular for big data 

processing, AI applications, and container-based deployments. 

IBM Cloud: Focuses on enterprise-level cloud solutions, especially hybrid 

cloud and AI-powered services. It is often used by organizations with complex 

business and regulatory requirements. 

Oracle Cloud: Designed for database-intensive and enterprise workloads. It 

provides optimized performance for Oracle databases and business 

applications. 
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Alibaba Cloud: A leading cloud provider in Asia, offering computing, 

storage, and AI services. It supports global businesses with strong scalability 

and e-commerce solutions. 

3.6 Virtualization Technology 

Virtualization is the fundamental technology that powers Cloud Computing. It 

allows you to create multiple simulated environments (Virtual Machines or 

VMs) from a single physical hardware system. 

  Before virtualization, a physical server could only run one Operating System 

(OS) and often one task. This wasted massive amounts of resources if your 

app only used 10% of the CPU, the other 90% was idle. Virtualization solves 

this by allowing one physical server to host dozens of virtual servers, each 

running its own OS and apps isolated from the others. 

The Core Architecture 

At the heart of virtualization is a piece of software called the Hypervisor. 

Physical Hardware (Host): The actual server (CPU, RAM, Disk). 

Hypervisor: A lightweight software layer that sits between the hardware and 

the virtual machines. It allocates resources (e.g., "Give VM1 2GB of RAM") 

and manages the VMs. 

Virtual Machine (Guest): A software-based computer that runs like a physical 

one. It has its own OS, libraries, and applications. 

Working of Virtualization 

Virtualizations uses special software known as hypervisor, to create many 

virtual computers (cloud instances) on one physical computer. The Virtual 

Machines behave like actual computers but use the same physical machine. 

Virtual Machines (Cloud Instances) 

 After installing virtualization software, you can create one or more 

virtual machines on your computer. 

 Virtual machines (VMs) behave like regular applications on your 

system. 



133 
 

 The real physical computer is called the Host, while the virtual 

machines are called Guests. 

 A single host can run multiple guest virtual machines. 

 Each guest can have its own operating system, which may be the same 

or different from the host OS. 

 Every virtual machine functions like a standalone computer, with its 

own settings, programs, and configuration. 

 VMs access system resources such as CPU, RAM, and storage, but 

they work as if they are using their own hardware. 

The Two Types of Hypervisors 

Understanding the difference between Type 1 and Type 2 hypervisors is 

critical for system architects. 

Type 1: Bare-Metal Hypervisor 

How it works: Installed directly on the physical hardware. There is no host 

Operating System. 

Performance: High. Direct access to hardware resources. 

Use Case: Enterprise Data Centers, Cloud Providers (AWS EC2, VMWare 

ESXi, Microsoft Hyper-V). 

Type 2: Hosted Hypervisor 

How it works: Installed as an application on top of an existing OS (like 

Windows or macOS). 

Performance: Lower. Requests must pass through the Host OS first. 

Use Case: Personal use, testing labs (Oracle VirtualBox, VMWare 

Workstation). 

Types of Virtualization 

 Application Virtualization 

 Network Virtualization 

 Desktop Virtualization 

 Storage Virtualization 

 Server Virtualization 

https://www.geeksforgeeks.org/computer-networks/network-virtualization-in-cloud-computing/
https://www.geeksforgeeks.org/computer-networks/server-virtualization/
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 Data virtualization 

 

Figure 3.14 

1. Application Virtualization 

Concept: Encapsulating an application so it runs independently of the 

underlying OS. The user accesses the app remotely without installing it. 

Example: Using Microsoft App-V or Citrix to run Microsoft Excel on an iPad. 

The app runs on a server, but the user sees it on their tablet. 

2. Network Virtualization 

Decoupling the network functions (routing, switching, firewalls) from the 

physical cables and switches. It creates a "Software-Defined Network" (SDN). 

Example: AWS VPC (Virtual Private Cloud). You create subnets and route 

tables in software, without touching a physical router. 

 

Figure 3.15 

3. Desktop Virtualization 

Concept: Hosting a user's desktop environment on a centralized server. The 

user connects via a "thin client" (a basic PC). 
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Example: Amazon WorkSpaces. An employee logs in from a Chromebook, 

but sees a full high-power Windows 11 desktop running in the cloud 

4. Storage Virtualization 

Concept: Pooling physical storage from multiple network storage devices into 

what appears to be a single storage device managed from a central console. 

Example: SAN (Storage Area Network) or Amazon S3. You see a single 

"bucket" or drive, but the data is physically spread across hundreds of hard 

drives. 

5. Server Virtualization 

Concept: Partitioning one physical server into multiple virtual servers. 

Example: Running a Web Server (Linux), a Database (Windows), and a Mail 

Server (Linux) all on one physical machine using VMware vSphere 

Each VM here is an isolated server, that runs on their own operating system( 

like Windows and Linux) and run it's own applications. For example, a 

company might run A web server on one VM, A database server on another 

VM, A file server on a third VM all on the same physical machine. This 

reduces costs, makes it easier to manage and back up servers, and allows quick 

recovery if one VM fails. 

Data Virtualization 

Concept: An abstract layer that allows you to access data from multiple 

different sources (databases, files, cloud) as if it were in a single place, without 

moving the data. 

Example: Denodo or Oracle Data Service. A dashboard queries "Sales Data," 

and the virtualization layer pulls it from both an old SQL database and a new 

Cloud Data Lake instantly. 

3.7 Hardware Independence 

Hardware independence in cloud computing is the decoupling of software 

applications and operating systems from the underlying physical hardware, 

enabled primarily through virtualization. This capability allows virtual 
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machines (VMs) and containers to run on any compatible physical host 

without requiring modification, enabling easy migration, portability, and 

improved, flexible utilization of IT resources.  

Key Aspects of Hardware Independence 

Decoupling Layer: A software layer known as a hypervisor (or virtual 

machine monitor) sits between the physical hardware and the guest operating 

system. 

Abstraction: The hypervisor translates unique physical hardware into 

standardized virtual resources, such as virtual CPUs, memory, and storage, 

making the software believe it is running on a dedicated machine. 

Portability: Because workloads are not tied to specific physical servers, VMs 

can be migrated between different hosts with minimal downtime, using 

technologies like VMware vMotion. 

Hardware-Assisted Virtualization: Modern CPUs (Intel VT-x, AMD-V) 

provide direct, built-in support for this abstraction, improving performance by 

reducing the need for software-based emulation.  

Benefits in Cloud Computing 

Hardware independence is a foundational element of modern cloud 

infrastructure (IaaS, PaaS):  

Increased Flexibility: IT managers can create, modify, or destroy virtual 

servers on demand without buying or setting up physical hardware. 

Improved Disaster Recovery: VMs can be quickly moved to other servers in 

the event of a hardware failure, ensuring business continuity. 

Cost Efficiency: By maximizing the utilization of physical servers through 

consolidation, companies can reduce capital expenditure on hardware, energy, 

and cooling costs. 

Easier Upgrades: Hardware can be upgraded, maintained, or replaced without 

disrupting the applications running on them.  
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Types of Virtualization Enabling Independence 

Full Virtualization: The hardware is completely simulated, allowing 

unmodified guest operating systems to run as if on native hardware. 

Paravirtualization: The guest operating system is modified to communicate 

directly with the hypervisor, offering higher performance for specific tasks. 

OS-level Virtualization (Containers): Software is encapsulated to run in 

isolated user spaces on the same host kernel.  

   While providing significant benefits, hardware independence requires 

ensuring compatibility between the hypervisor and the physical hardware, as 

well as managing the performance overhead introduced by the virtualization 

layer.  

3.8 Server Consolidation 

Server consolidation in cloud computing refers to the process of combining 

multiple servers into a single, more powerful server or cluster of servers. This 

can be done in order to improve the efficiency and cost-effectiveness of the 

cloud computing environment. Server consolidation is typically achieved 

through the use of virtualization technology, which allows multiple virtual 

servers to run on a single physical server. This allows for better utilization of 

resources, as well as improved scalability and flexibility. It also allows 

organizations to reduce the number of physical servers they need to maintain, 

which can lead to cost savings on hardware, power, and cooling.  

The Architecture of Server Consolidation 

As shown in the graphical representation of Server Consolidation basic 

Architecture diagram below, multiple physical servers are consolidated into a 

fewer number of powerful servers using virtualization. This process results in 

the creation of logical servers which are isolated from one another and have 

their own operating systems and applications, but share the same physical 

resources such as CPU, RAM, and storage. 
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Figure 3.15 

Physical Servers, Virtualization Software, and Virtual Servers make up the 

three primary parts of the server consolidation architecture. 

Physical Servers: The server consolidation environment's hardware consists of 

physical servers. These servers are usually powerful machines with high 

processing speeds that are built to manage massive volumes of data. They are 

utilized to run virtual servers and host virtualization software. 

Virtualization: A single physical server can run several virtual servers thanks 

to virtualization software. Multiple virtual servers can share the resources of a 

single physical server thanks to the software's creation of an abstraction layer 

between the real hardware and virtual servers.  

Virtual Servers: Physical servers are virtualized into virtual servers. They run 

on top of the physical servers and are produced and controlled by the 

virtualization software. Each virtual server can execute its own programs and 

services and is a separate instance of an operating system. 

   Server consolidation creates virtual servers that share the resources of the 

physical servers by fusing a number of physical servers into a single 

virtualized environment utilizing virtualization software. This makes it 

possible to use resources more effectively and save money. Additionally, it 

makes it simple to manage existing servers, set up new ones, and scale 

resources up or down as necessary.  
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Types of Server Consolidation 

Logical Consolidation: In logical server consolidation, multiple virtual 

servers are consolidated onto a single physical server. Each virtual server is 

isolated from the others and has its own operating system and applications, but 

shares the same physical resources such as CPU, RAM, and storage. This 

allows organizations to run multiple virtual servers on a single physical server, 

which can lead to significant cost savings and improved performance. Virtual 

servers can be easily added or removed as needed, which allows organizations 

to more easily adjust to changing business needs.  

Physical Consolidation: Physical Consolidation is a type of server 

consolidation in which multiple physical servers are consolidated into a single, 

more powerful server or cluster of servers. This can be done by replacing 

multiple older servers with newer, more powerful servers, or by adding 

additional resources such as memory and storage to existing servers. Physical 

consolidation can help organizations to improve the performance and 

efficiency of their cloud computing environment. 

Rationalized Consolidation: Rationalized consolidation is a type of server 

consolidation in which multiple servers are consolidated based on their 

workloads. This process involves identifying and grouping servers based on 

the applications and services they are running and then consolidating them 

onto fewer, more powerful servers or clusters. The goal of rationalized 

consolidation is to improve the efficiency and cost-effectiveness of the cloud 

computing environment by consolidating servers that are running similar 

workloads.   

How to Perform Server Consolidation? 

Server consolidation in cloud computing typically involves several steps, 

including: 

Assessing the Current Environment: The first step in server consolidation is to 

assess the current environment to determine which servers are running similar 
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workloads and which ones are underutilized or over-utilized. This can be done 

by analyzing the usage patterns and resource utilization of each server. 

Identifying and Grouping Servers: Once the current environment has been 

assessed, the next step is to identify and group servers based on their 

workloads. This can help to identify servers that are running similar workloads 

and can be consolidated onto fewer, more powerful servers or clusters. 

Planning the Consolidation: After identifying and grouping servers, the next 

step is to plan the consolidation. This involves determining the best way to 

consolidate the servers, such as using virtualization technology, cloud 

management platforms, or physical consolidation. It also involves determining 

the resources required to support the consolidated servers, such as CPU, RAM, 

and storage. 

Testing and Validation: Before consolidating the servers, it is important to test 

and validate the consolidation plan to ensure that it will meet the 

organization's needs and that the servers will continue to function as expected. 

Consolidating the Servers: Once the plan has been tested and validated, the 

servers can be consolidated. This typically involves shutting down the servers 

to be consolidated, migrating their workloads to the consolidated servers, and 

then bringing the servers back online. 

Monitoring and Maintenance: After the servers have been consolidated, it is 

important to monitor the consolidated servers to ensure that they are 

performing as expected and to identify any potential issues. Regular 

maintenance should also be performed to keep the servers running smoothly. 

Optimizing the Consolidated Environment: To keep the consolidated 

environment optimal, it's important to regularly evaluate the usage patterns 

and resource utilization of the consolidated servers, and make adjustments as 

needed. 

Benefits of Server Consolidation 

Server consolidation in cloud computing can provide a number of benefits, 

including: 
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Cost savings: By consolidating servers, organizations can reduce the number 

of physical servers they need to maintain, which can lead to cost savings on 

hardware, power, and cooling. 

Improved performance: Consolidating servers can also improve the 

performance of the cloud computing environment. By using virtualization 

technology, multiple virtual servers can run on a single physical server, which 

allows for better utilization of resources. This can lead to faster processing 

times and better overall performance. 

Scalability and flexibility: Server consolidation can also improve the 

scalability and flexibility of the cloud environment. By using virtualization 

technology, organizations can easily add or remove virtual servers as needed, 

which allows them to more easily adjust to changing business needs.   

Management simplicity: Managing multiple servers can be complex and time-

consuming. Consolidating servers can help to reduce the complexity of 

managing multiple servers, by providing a single point of management. This 

can help organizations to reduce the effort and costs associated with managing 

multiple servers.  

Better utilization of resources: By consolidating servers, organizations can 

improve the utilization of resources, which can lead to better performance and 

cost savings.  

   Server consolidation in cloud computing is a process of combining multiple 

servers into a single, more powerful server or cluster of servers, in order to 

improve the efficiency and cost-effectiveness of the cloud computing 

environment.  

3.9 Resource Replication 

Replication in distributed systems refers to the process of creating and 

maintaining multiple copies (replicas) of data, resources, or services across 

different nodes (computers or servers) within a network. The primary goal of 

replication is to enhance system reliability, availability, and performance by 

https://www.geeksforgeeks.org/system-design/reliability-in-system-design/
https://www.geeksforgeeks.org/system-design/availability-in-system-design/
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ensuring that data or services are accessible even if some nodes fail or become 

unavailable. 

Types of Replication in Distributed Systems 

Below are the types of replication in distributed systems: 

1. Primary-Backup Replication 

Primary-Backup Replication (also known as active-passive replication) 

involves designating one primary replica (active) to handle all updates 

(writes), while one or more backup replicas (passive) maintain copies of the 

data and synchronize with the primary. 

Advantages: 

 Strong Consistency: Since all updates go through the primary replica, 

read operations can be served with strong consistency guarantees. 

 Fault Tolerance: If the primary replica fails, one of the backup replicas 

can be promoted to become the new primary, ensuring continuous 

availability. 

Disadvantages: 

 Latency for Reads: Read operations might experience latency because 

they might need to wait for updates to propagate from the primary to 

the backup replicas. 

 Resource Utilization: Backup replicas are often idle unless a failover 

occurs, which can be seen as inefficient resource utilization. 

Use Cases: Primary-Backup replication is commonly used in scenarios where 

strong consistency and fault tolerance are critical, such as in relational 

databases where data integrity and availability are paramount. 

2. Multi-Primary Replication 

Multi-Primary Replication allows multiple replicas to accept updates 

independently. Each replica acts as both a client (accepting updates) and a 

server (propagating updates to other replicas). 

Advantages: 
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 Increased Write Throughput: Multiple replicas can handle write 

requests concurrently, improving overall system throughput. 

 Lower Write Latency: Writes can be processed locally at each replica, 

reducing the latency compared to centralized primary-backup models. 

 Fault Tolerance: Even if one replica fails, other replicas can continue 

to accept writes and serve read operations. 

Disadvantages: 

 Conflict Resolution: Concurrent updates across multiple primaries can 

lead to conflicts that need to be resolved, typically using techniques 

like conflict detection and resolution algorithms (e.g., timestamp 

ordering or version vectors). 

 Consistency Management: Ensuring consistency across all replicas can 

be complex, especially in distributed environments with network 

partitions or communication delays. 

Use Cases: Multi-Primary replication is suitable for applications requiring 

high write throughput and low latency, such as collaborative editing systems 

or distributed databases supporting globally distributed applications. 

3. Chain Replication 

Chain Replication involves replicating data sequentially through a chain of 

nodes. Each node in the chain forwards updates to the next node in the 

sequence, typically ending with a return path to the primary node. 

Advantages: 

 Strong Consistency: Chain replication can provide strong consistency 

guarantees because updates propagate linearly through the chain. 

 Fault Tolerance: If a node fails, the chain can still operate as long as 

there are enough operational nodes to maintain the chain structure. 

Disadvantages: 

 Performance Bottlenecks: The overall performance of the system can 

be limited by the slowest node in the chain, as each update must 

traverse through every node in sequence. 

https://www.geeksforgeeks.org/system-design/latency-in-system-design/
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 Latency: The length of the chain and the propagation time between 

nodes can introduce latency for updates. 

Use Cases: Chain replication is often used in systems where strong 

consistency and fault tolerance are critical, such as in distributed databases or 

replicated state machines where linearizability is required. 

4. Distributed Replication 

Distributed Replication distributes data or services across multiple nodes in a 

less structured manner compared to primary-backup or chain replication. 

Replicas can be located geographically or logically distributed across the 

network. 

Advantages: 

 Scalability: Distributed replication supports horizontal scalability by 

allowing replicas to be added or removed dynamically as workload 

demands change. 

 Fault Tolerance: Redundancy across distributed replicas enhances fault 

tolerance and system reliability. 

Disadvantages: 

 Consistency Challenges: Ensuring consistency across distributed 

replicas can be challenging, especially in environments with high 

network latency or partition scenarios. 

 Complexity: Managing distributed replicas requires robust 

synchronization mechanisms and conflict resolution strategies to 

maintain data integrity. 

Use Cases: Distributed replication is commonly used in large-scale distributed 

systems, cloud computing environments, and content delivery 

networks (CDNs) to improve scalability, fault tolerance, and performance. 

5. Synchronous vs. Asynchronous Replication 

Synchronous Replication: In synchronous replication, updates are committed 

to all replicas before acknowledging the write operation to the client. This 

https://www.geeksforgeeks.org/system-design/what-is-content-delivery-networkcdn-in-system-design/
https://www.geeksforgeeks.org/system-design/what-is-content-delivery-networkcdn-in-system-design/
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ensures strong consistency but can introduce latency as the system waits for all 

replicas to confirm the update. 

Asynchronous Replication: In asynchronous replication, updates are 

propagated to replicas after the write operation is acknowledged to the client. 

This reduces latency but may lead to eventual consistency issues if replicas 

fall behind or if there is a failure before updates are fully propagated. 

Use Cases: 

 Synchronous replication is suitable for applications where strong 

consistency and data integrity are paramount, such as financial 

transactions or critical database operations. 

 Asynchronous replication is often used in scenarios where lower 

latency and higher throughput are prioritized, such as in content 

distribution or non-critical data replication. 

Advantages and Disadvantages: 

 Synchronous: Provides strong consistency and ensures that all replicas 

are up-to-date, but can increase latency and vulnerability to failures. 

 Asynchronous: Reduces latency and improves performance but 

sacrifices immediate consistency and may require additional 

mechanisms to handle potential data inconsistencies. 

Importance of Replication in Distributed Systems 

Replication plays a crucial role in distributed systems due to several important 

reasons: 

Enhanced Availability: Replication ensures the system stays available even if 

some nodes fail, as users can access data from other healthy replicas. 

Improved Reliability: With multiple copies of data, the system avoids single 

points of failure, ensuring continuous operation. 

Reduced Latency: Replicas placed closer to users reduce access time, 

improving speed and user experience. 

Scalability: Replication spreads the workload across nodes, allowing the 

system to handle more users or data by adding more replicas as needed. 
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Benefits of Replication in Distributed Systems 

Below are the benefits of replication in distributed systems: 

Enhanced Availability: Replication keeps data accessible even if some nodes 

fail, reducing downtime. 

Improved Performance: Placing replicas closer to users lowers latency and 

boosts response time. 

Scalability: Replicas distribute the load, allowing the system to scale with user 

demand. 

Fault Tolerance: If one replica fails, others take over, ensuring uninterrupted 

service. 

Load Balancing: Replication spreads requests across nodes, preventing 

overload and improving efficiency. 

3.10 Operating System-Based Virtualization 

Operating System-based Virtualization is also known as Containerization. It 

allows multiple isolated user-space instances called containers to run on a 

single operating system (OS) kernel. 

 

Figure 3.16 

Traditional Virtualization Architecture (Using VMs) 

 Each Virtual Machine (VM) operates as an isolated environment, 

having its own OS. 

 This results in higher resource consumption (CPU, memory, storage). 

The Virtual Machine Management layer is responsible for: 
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Figure 3.17 

 The Host Operating System (OS) runs above the physical hardware 

and provides the environment for the hypervisor. 

 The Hypervisor: Manages VMs & Allocates resources from the 

physical hardware to the VMs. 

 The Hardware (Virtualization Host) is the physical machine that 

provides necessary CPU, memory, storage and I/O to run the 

hypervisor and VMs. 

 Multiple VMs run simultaneously on the same physical hardware. 

How OS-Based Virtualization Works 

OS-Based Virtualization works as follows: 

 The host OS kernel is shared among all containers, unlike full 

virtualization (e.g., VMs) where each VM has its own kernel. 

 The kernel enforces isolation between containers using namespaces 

(for process, network, filesystem isolation) and cgroups (control 

groups) for resource allocation (CPU, memory, disk I/O, network). 

 cgroups limit and prioritize resource usage (CPU, memory, disk, 

network) per container. 

 The kernel ensures that a container cannot exceed its allocated 

resources (unless explicitly allowed). 
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 Namespaces prevent processes in one container from seeing or 

interfering with processes in another. 

 Programs inside a container cannot access resources outside unless 

explicitly granted (e.g., mounted volumes, network ports). 

 The overhead comes from kernel-level isolation mechanisms 

(namespaces, cgroups), but it’s minimal compared to full 

virtualization. 

Operating System Based Services 

Some major operating system based services are mentioned below:  

Backup and Recovery: Host operating systems can be utilized to back up and 

restore virtual machines. Backup software tools can be used to ensure data 

safety and system recovery. 

Security Management: Host operating systems help manage the security of 

virtual machines. This includes configuring firewalls, installing antivirus 

software and applying other essential security settings. 

Integration with Directory Services: Host operating systems can be integrated 

with directory services like Active Directory, enabling centralized 

management of users and groups. 

Operating System Based Operations 

Various major operations of Operating System Based Virtualization are 

described below:   

 Hardware capabilities can be employed such as the network connection 

and CPU. 

 Connected peripherals with which Host OS can interact such as a 

webcam, printer, keyboard or scanners. 

 Host OS can be used to read or write data in files, folders and network 

shares. 

 

 

 



149 
 

Features of OS- Based Virtualization 

Resource isolation: Operating system based virtualization provides a high 

level of resource isolation which allows each container to have its own set of 

resources, including CPU, memory and I/O bandwidth. 

Lightweight: Containers are lighter compared to traditional virtual machines 

as they share the same host operating system. This results in faster startup and 

lower resource usage. 

Portability: Containers are highly portable. They can be easily moved from 

one environment to another without the need to modify the underlying 

application. 

Scalability: Containers can be easily scaled up or down based on the 

application requirements. This makes it easier for applications to be highly 

responsive to changes in demand. 

Security: Containers provide a high level of security by isolating the 

containerized application from the host operating system and other containers 

running on the same system. 

Reduced Overhead: Containers incur less overhead than traditional virtual 

machines as they do not need to emulate a full hardware environment. 

Easy Management: Containers are easy to manage as they can be started, 

stopped and monitored using simple commands. 

Pros of OS-Based Virtualization 

Resource Efficiency: Operating system based virtualization allows for greater 

resource efficiency as containers do not need to emulate a complete hardware 

environment, which reduces resource overhead. 

High Scalability: Containers can be quickly and easily scaled up or down 

depending on the demand, which makes it easy to respond to changes in the 

workload. 

Easy Management: Containers are easy to manage as they can be managed 

through simple commands, which makes it easy to deploy and maintain large 

numbers of containers. 
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Reduced Costs: Operating system based virtualization can significantly reduce 

costs, as it requires fewer resources and infrastructure than traditional virtual 

machines. 

Faster Deployment: Containers can be deployed quickly, reducing the time 

required to launch new applications or update existing ones. 

Portability: Containers are highly portable, making it easy to move them from 

one environment to another without requiring changes to the underlying 

application. 

Cons of OS-Based Virtualization 

Security: Operating system based virtualization may pose security risks as 

containers share the same host operating system, which means that a security 

breach in one container could potentially affect all other containers running on 

the same system. 

Limited Isolation: Containers may not provide complete isolation between 

applications, which can lead to performance degradation or resource 

contention. 

Complexity: Operating system based virtualization can be complex to set up 

and manage, requiring specialized skills and knowledge. 

Dependency Issues: Containers may have dependency issues with other 

containers or the host operating system, which can lead to compatibility issues 

and hinder deployment. 

Limited Hardware Access: Containers may have limited access to hardware 

resources which can limit their ability to perform certain tasks or applications 

that require direct hardware access. 

3.11 Hardware-Based Virtualization 

A platform virtualization approach that allows efficient full virtualization with 

the help of hardware capabilities, primarily from the host processor is referred 

to as Hardware based virtualization in computing. To simulate a complete 

hardware environment, or virtual machine, full virtualization is used in which 
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an unchanged guest operating system (using the common instruction set as the 

host machine) executes in sophisticated isolation.  

 

Figure 3.18 

The different logical layers of operating system-based virtualization, in which 

the VM is first installed into a full host operating system and subsequently 

used to generate virtual machines.  

   An abstract execution environment in terms of computer hardware in which 

guest OS can be run, referred to as Hardware-level virtualization. In this, an 

operating system represents the guest, the physical computer hardware 

represents a host, its emulation represents a virtual machine, and the 

hypervisor represents the Virtual Machine Manager. When the virtual 

machines are allowed to interact with hardware without any intermediary 

action requirement from the host operating system generally makes hardware-

based virtualization more efficient. A fundamental component of hardware 

virtualization is the hypervisor, or virtual machine manager (VMM).  

Basically, there are two types of Hypervisors which are described below:  
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Figure 3.19 

Type-I hypervisors:  

Hypervisors of type I run directly on top of the hardware. As a result, they 

stand in for operating systems and communicate directly with the ISA 

interface offered by the underlying hardware, which they replicate to allow 

guest operating systems to be managed. Because it runs natively on hardware, 

this sort of hypervisor is also known as a native virtual machine. 

Type-II hypervisors:  

To deliver virtualization services, Type II hypervisors require the assistance of 

an operating system. This means they're operating system-managed 

applications that communicate with it via the ABI and simulate the ISA of 

virtual hardware for guest operating systems. Because it is housed within an 

operating system, this form of hypervisor is also known as a hosted virtual 

machine.  

  A hypervisor has a simple user interface that needs some storage space. It 

exists as a thin layer of software and to establish a virtualization management 

layer, it does hardware management function. For the provisioning of virtual 

machines, device drivers and support software are optimized while many 

standard operating system functions are not implemented. Essentially, to 

enhance performance overhead inherent to the coordination which allows 
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multiple VMs to interact with the same hardware platform this type of 

virtualization system is used.  

   Hardware compatibility is another challenge for hardware-based 

virtualization. The virtualization layer interacts directly with the host 

hardware, which results that all the associated drivers and support software 

must be compatible with the hypervisor. As hardware devices drivers available 

to other operating systems may not be available to hypervisor platforms 

similarly. Moreover, host management and administration features may not 

contain the range of advanced functions that are common to the operating 

systems.  

Features of hardware-based virtualization are: 

Isolation: Hardware-based virtualization provides strong isolation between 

virtual machines, which means that any problems in one virtual machine will 

not affect other virtual machines running on the same physical host. 

Security: Hardware-based virtualization provides a high level of security as 

each virtual machine is isolated from the host operating system and other 

virtual machines, making it difficult for malicious code to spread from one 

virtual machine to another. 

Performance: Hardware-based virtualization provides good performance as 

the hypervisor has direct access to the physical hardware, which means that 

virtual machines can achieve close to native performance. 

Resource allocation: Hardware-based virtualization allows for flexible 

allocation of hardware resources such as CPU, memory, and I/O bandwidth to 

virtual machines. 

Snapshot and migration: Hardware-based virtualization allows for the 

creation of snapshots, which can be used for backup and recovery purposes. It 

also allows for live migration of virtual machines between physical hosts, 

which can be used for load balancing and other purposes. 

Support for multiple operating systems: Hardware-based virtualization 

supports multiple operating systems, which allows for the consolidation of 
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workloads onto fewer physical machines, reducing hardware and maintenance 

costs. 

Compatibility: Hardware-based virtualization is compatible with most 

modern operating systems, making it easy to integrate into existing IT 

infrastructure. 

Advantages of hardware-based virtualization –  

It reduces the maintenance overhead of paravirtualization as it reduces 

(ideally, eliminates) the modification in the guest operating system. It is also 

significantly convenient to attain enhanced performance. A practical benefit of 

hardware-based virtualization has been mentioned by VMware engineers and 

Virtual Iron.  

Disadvantages of hardware-based virtualization –  

Hardware-based virtualization requires explicit support in the host CPU, 

which may not available on all x86/x86_64 processors. A “pure” hardware-

based virtualization approach, including the entire unmodified guest operating 

system, involves many VM traps, and thus a rapid increase in CPU overhead 

occurs which limits the scalability and efficiency of server consolidation. This 

performance hit can be mitigated by the use of para-virtualized drivers; the 

combination has been called "hybrid virtualization". 

3.12 Virtualization management and considerations 

Virtualization is the foundational technology of cloud computing, using 

hypervisors to divide physical hardware into multiple, isolated Virtual 

Machines (VMs) or containers. It enables efficient, on-demand resource 

allocation, elasticity, and scalability, allowing providers to maximize server 

utilization while offering users flexible, cost-effective computing. Key 

considerations include managing hypervisor performance, ensuring security 

through isolation, and optimizing resource management through automation.  

 

 

https://www.google.com/search?q=hypervisor+performance&sca_esv=f7a79e76d6e111ca&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n4Qb_eCTukBU--_qY3gl-z2W2qU-g%3A1773296493907&ei=bVuyaduBN4-NnesPwMvo8AQ&ved=2ahUKEwiM6qyH3ZmTAxUaRWcHHTi5NtUQgK4QegQIARAC&uact=5&oq=Virtualization+management+and+considerations++in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiQFZpcnR1YWxpemF0aW9uIG1hbmFnZW1lbnQgYW5kIGNvbnNpZGVyYXRpb25zICBpbiBjbG91ZCBjb21wdXRpbmdIlwdQAFi0BXAAeAGQAQCYAeIBoAGwA6oBAzItMrgBA8gBAPgBAfgBApgCAaAC9wHCAgYQABgHGB6YAwCSBwMyLTGgB5EHsgcDMi0xuAf3AcIHAzMtMcgHD4AIAA&sclient=gws-wiz-serp&mstk=AUtExfD9_wJxd0BvuThd5XOv8wGBx3-kdgRFUhfYkNg9VeoGE8AYB9e15ATm5keLaqWN7NQGQwdlbSzG-ax9LPsqEsoEl0y_N0xLy6jjH_LvcrYrt7oEWuwMmQseYPleAMPtbtmFHx4jJCp_JXXZj076kH9cJfQsJ7n1JX_9rRknmFcZuQevrJKMsez_gZ0eIiZQU0NnHj46dW8Y21OHfJ6xWo4SJQp7UaVlFooJ7yGOtUHKGg&csui=3
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Virtualization Management in Cloud Computing 

Effective management involves using software tools to interface with virtual 

environments, simplifying administration and monitoring. Key management 

areas include:  

Centralized Management: Tools provide a single interface to monitor VMs, 

storage, and networks, streamlining operations. 

Resource Allocation: Dynamically adjusting CPU, memory, and storage to 

match demand and optimize utilization. 

Automation & Orchestration: Automating VM provisioning, de-provisioning, 

and self-healing to increase efficiency. 

Live Migration: Moving running VMs between physical servers without 

downtime for maintenance or load balancing. 

Performance Monitoring: Continuously tracking resource usage, I/O 

bottlenecks, and workload demands.  

Key Considerations and Challenges 

Security & Isolation: While virtualization provides isolation, ensuring strict 

security boundaries between VMs is critical to prevent data leakage. 

Capacity Planning: Forecasting future resource requirements to avoid over-

provisioning or bottlenecks. 

Hardware Compatibility: Managing the abstraction layer, ensuring smooth 

interaction between the guest operating system and the host hardware. 

Network/Storage Virtualization: Properly managing virtualized network 

resources (switches, firewalls) and storage pools for flexibility and 

performance.  

Types of Virtualization 

Server Virtualization: Running multiple VMs on a single server. 

Storage Virtualization: Pooling physical storage from multiple devices. 

Network Virtualization: Abstracting network resources. 

Desktop/Application Virtualization: Delivering virtualized desktops (VDI) or 

applications.  

https://www.google.com/search?q=Virtualization+Management+in+Cloud+Computing&sca_esv=f7a79e76d6e111ca&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n4Qb_eCTukBU--_qY3gl-z2W2qU-g%3A1773296493907&ei=bVuyaduBN4-NnesPwMvo8AQ&ved=2ahUKEwiM6qyH3ZmTAxUaRWcHHTi5NtUQgK4QegQIAhAB&uact=5&oq=Virtualization+management+and+considerations++in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiQFZpcnR1YWxpemF0aW9uIG1hbmFnZW1lbnQgYW5kIGNvbnNpZGVyYXRpb25zICBpbiBjbG91ZCBjb21wdXRpbmdIlwdQAFi0BXAAeAGQAQCYAeIBoAGwA6oBAzItMrgBA8gBAPgBAfgBApgCAaAC9wHCAgYQABgHGB6YAwCSBwMyLTGgB5EHsgcDMi0xuAf3AcIHAzMtMcgHD4AIAA&sclient=gws-wiz-serp&mstk=AUtExfD9_wJxd0BvuThd5XOv8wGBx3-kdgRFUhfYkNg9VeoGE8AYB9e15ATm5keLaqWN7NQGQwdlbSzG-ax9LPsqEsoEl0y_N0xLy6jjH_LvcrYrt7oEWuwMmQseYPleAMPtbtmFHx4jJCp_JXXZj076kH9cJfQsJ7n1JX_9rRknmFcZuQevrJKMsez_gZ0eIiZQU0NnHj46dW8Y21OHfJ6xWo4SJQp7UaVlFooJ7yGOtUHKGg&csui=3
https://www.google.com/search?q=Key+Considerations+and+Challenges&sca_esv=f7a79e76d6e111ca&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n4Qb_eCTukBU--_qY3gl-z2W2qU-g%3A1773296493907&ei=bVuyaduBN4-NnesPwMvo8AQ&ved=2ahUKEwiM6qyH3ZmTAxUaRWcHHTi5NtUQgK4QegQIBBAB&uact=5&oq=Virtualization+management+and+considerations++in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiQFZpcnR1YWxpemF0aW9uIG1hbmFnZW1lbnQgYW5kIGNvbnNpZGVyYXRpb25zICBpbiBjbG91ZCBjb21wdXRpbmdIlwdQAFi0BXAAeAGQAQCYAeIBoAGwA6oBAzItMrgBA8gBAPgBAfgBApgCAaAC9wHCAgYQABgHGB6YAwCSBwMyLTGgB5EHsgcDMi0xuAf3AcIHAzMtMcgHD4AIAA&sclient=gws-wiz-serp&mstk=AUtExfD9_wJxd0BvuThd5XOv8wGBx3-kdgRFUhfYkNg9VeoGE8AYB9e15ATm5keLaqWN7NQGQwdlbSzG-ax9LPsqEsoEl0y_N0xLy6jjH_LvcrYrt7oEWuwMmQseYPleAMPtbtmFHx4jJCp_JXXZj076kH9cJfQsJ7n1JX_9rRknmFcZuQevrJKMsez_gZ0eIiZQU0NnHj46dW8Y21OHfJ6xWo4SJQp7UaVlFooJ7yGOtUHKGg&csui=3
https://www.google.com/search?q=Types+of+Virtualization&sca_esv=f7a79e76d6e111ca&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n4Qb_eCTukBU--_qY3gl-z2W2qU-g%3A1773296493907&ei=bVuyaduBN4-NnesPwMvo8AQ&ved=2ahUKEwiM6qyH3ZmTAxUaRWcHHTi5NtUQgK4QegQIBxAB&uact=5&oq=Virtualization+management+and+considerations++in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiQFZpcnR1YWxpemF0aW9uIG1hbmFnZW1lbnQgYW5kIGNvbnNpZGVyYXRpb25zICBpbiBjbG91ZCBjb21wdXRpbmdIlwdQAFi0BXAAeAGQAQCYAeIBoAGwA6oBAzItMrgBA8gBAPgBAfgBApgCAaAC9wHCAgYQABgHGB6YAwCSBwMyLTGgB5EHsgcDMi0xuAf3AcIHAzMtMcgHD4AIAA&sclient=gws-wiz-serp&mstk=AUtExfD9_wJxd0BvuThd5XOv8wGBx3-kdgRFUhfYkNg9VeoGE8AYB9e15ATm5keLaqWN7NQGQwdlbSzG-ax9LPsqEsoEl0y_N0xLy6jjH_LvcrYrt7oEWuwMmQseYPleAMPtbtmFHx4jJCp_JXXZj076kH9cJfQsJ7n1JX_9rRknmFcZuQevrJKMsez_gZ0eIiZQU0NnHj46dW8Y21OHfJ6xWo4SJQp7UaVlFooJ7yGOtUHKGg&csui=3
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Benefits 

Cost Efficiency: Reduced hardware footprint and energy consumption. 

Agility & Scalability: Rapidly creating, modifying, and deleting VMs to match 

workloads. 

Backup & Disaster Recovery: Easier to replicate virtual resources in multiple 

locations.  

3.13 Use case and Example 

Cloud virtualization uses hypervisors to divide physical hardware into 

multiple, isolated virtual machines (VMs), allowing efficient, cost-effective 

resource sharing. Key use cases include running legacy applications, rapid 

DevOps testing, disaster recovery, and hosting scalable, multi-tenant cloud 

services (like AWS EC2 or Azure Virtual Machines).  

Key Use Cases and Examples in Cloud Virtualization: 

Server Virtualization (Consolidation): 

Use Case: Running multiple, isolated operating systems (e.g., Linux and 

Windows) on a single physical server to maximize hardware usage and reduce 

costs. 

Example: A company migrates five underutilized physical servers onto one 

high-performance server using VMware ESXi or Microsoft Hyper-V. 

Development and Testing (DevOps): 

Use Case: Instantly creating, cloning, and destroying isolated environments 

for testing software without requiring new hardware. 

Example: A DevOps team uses Docker containers or AWS EC2 instances to 

test application updates in a sandbox environment that mirrors production. 

Virtual Desktop Infrastructure (VDI): 

Use Case: Providing remote, secure access to desktop environments from any 

device, ideal for remote work. 

https://www.google.com/search?q=Benefits&sca_esv=f7a79e76d6e111ca&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n4Qb_eCTukBU--_qY3gl-z2W2qU-g%3A1773296493907&ei=bVuyaduBN4-NnesPwMvo8AQ&ved=2ahUKEwiM6qyH3ZmTAxUaRWcHHTi5NtUQgK4QegQICRAB&uact=5&oq=Virtualization+management+and+considerations++in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiQFZpcnR1YWxpemF0aW9uIG1hbmFnZW1lbnQgYW5kIGNvbnNpZGVyYXRpb25zICBpbiBjbG91ZCBjb21wdXRpbmdIlwdQAFi0BXAAeAGQAQCYAeIBoAGwA6oBAzItMrgBA8gBAPgBAfgBApgCAaAC9wHCAgYQABgHGB6YAwCSBwMyLTGgB5EHsgcDMi0xuAf3AcIHAzMtMcgHD4AIAA&sclient=gws-wiz-serp&mstk=AUtExfD9_wJxd0BvuThd5XOv8wGBx3-kdgRFUhfYkNg9VeoGE8AYB9e15ATm5keLaqWN7NQGQwdlbSzG-ax9LPsqEsoEl0y_N0xLy6jjH_LvcrYrt7oEWuwMmQseYPleAMPtbtmFHx4jJCp_JXXZj076kH9cJfQsJ7n1JX_9rRknmFcZuQevrJKMsez_gZ0eIiZQU0NnHj46dW8Y21OHfJ6xWo4SJQp7UaVlFooJ7yGOtUHKGg&csui=3
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Example: An organization uses Citrix Virtual Apps and Desktops or Amazon 

WorkSpaces to give employees access to a centralized, secure corporate 

desktop. 

Disaster Recovery and Backup: 

Use Case: Creating fast backups and snapshots of entire virtual machines for 

rapid recovery during outages. 

Example: Using Veeam Backup & Replication to snap and replicate virtual 

servers to a secondary cloud location for quick failover. 

Network Virtualization (SDN): 

Use Case: Abstracting network resources (switches, firewalls) from hardware 

to create flexible, software-defined networks. 

Example: Using VMware NSX or Cisco ACI to segment networks for higher 

security, such as separating development traffic from production traffic.  
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UNIT  IV 

CLOUD STORAGE AND 

RECOVERY 

4.1 Fundamental cloud architectures 

Cloud computing provides on-demand access to virtualized computing 

resources over the internet. Instead of owning and maintaining physical 

infrastructure, organizations use a pay-as-you-go model (via providers like 

AWS, GCP, or Azure) to store data, run applications, and scale dynamically. 

  At its core, cloud computing architecture is a combination of Service-

Oriented Architecture (SOA) and Event-Driven Architecture (EDA). It is 

broadly divided into two main sections that communicate via the internet: the 

Frontend and the Backend. 

 

Figure 4.1 
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1. The Frontend (Client Side) 

The frontend is the visible side of the cloud computing system. It contains all 

the user interfaces and client infrastructure required for end-users to interact 

with the cloud. 

Client Infrastructure: The hardware and software components (like a laptop, 

mobile phone, or web browser) that provide a Graphical User Interface (GUI) 

to access cloud services. 

2. The Backend (Cloud Provider Side) 

The backend is the "cloud" itself. Managed by the service provider, it houses 

the core resources, manages traffic, deploys models, and enforces security. 
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Real-World Applications of Cloud Architecture 

Here is how these architectural components work together in everyday 

platforms: 

1. Online Learning Platforms (e.g., GeeksforGeeks) Behind the scenes of 

educational platforms, strong DevOps and Site Reliability Engineering (SRE) 

practices ensure high availability for students worldwide. 

Storage & Compute: Video tutorials and study materials are reliably hosted in 

object storage like Amazon S3. 

Execution: Small, event-driven backend tasks like instantly grading a coding 

quiz or updating user progress are executed using serverless compute 

functions like AWS Lambda. 

Security: Services like AWS IAM securely manage student logins and access 

permissions. 

2. E-Commerce Websites (e.g., Amazon, Flipkart) When you browse an 

online store, you are interacting with the frontend GUI. 

Infrastructure: Developers use platforms like AWS Elastic Beanstalk to 

orchestrate the backend website infrastructure. 

Networking & Databases: Cloud load balancers distribute massive holiday 

traffic across servers, while managed databases instantly update your shopping 

cart and handle payment processing. 

Storage: Millions of high-resolution product photos are served rapidly from 

cloud storage buckets. 

3. Mobile Food Delivery Apps (e.g., Zomato, Swiggy) When you order food 

via the frontend mobile app, complex cloud routing happens instantly. 

Backend Services: Cloud services notify the restaurant, assign a delivery 

driver, and process the payment simultaneously. 

Databases & Notifications: Platforms like Firebase store user preferences and 

trigger real-time push notifications to track your order. 

Security: Data centers (like AWS or Google Cloud) host the application 

servers, ensuring payment details remain highly encrypted and secure. 
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Key Benefits of Cloud Architecture 

Implementing a well-designed cloud architecture yields significant operational 

advantages: 

Cost Efficiency: Drastically reduces IT operating costs and capital 

expenditures. 

Scalability: Allows resources to instantly scale up during traffic spikes and 

scale down to save money. 

Reliability & Disaster Recovery: Distributes data across multiple geographic 

zones, ensuring high availability and robust disaster recovery. 

Security: Centralizes security protocols, offering enterprise-grade protection 

and compliance. 

Simplified Management: Modularizes the system, making it easier to process 

data, update applications, and manage workloads. 

4.2 Workload Distribution 

In distributed systems, efficient load distribution is crucial for maintaining 

performance, reliability, and scalability. Load-distributing algorithms play a 

vital role in ensuring that workloads are evenly spread across available 

resources, preventing bottlenecks, and optimizing resource utilization. 

  Load-distributing algorithms are techniques used to distribute workloads 

across multiple computing resources in a distributed system. The primary goal 

of these algorithms is to ensure that all resources are utilized efficiently, 

preventing any single resource from becoming a bottleneck. By balancing the 

load, these algorithms enhance system performance, improve response times, 

and ensure high availability and reliability. 

Key Objectives of Load Distributing Algorithms: 

Efficiency: Maximize resource utilization to handle workloads effectively. 

Scalability: Adapt to increasing or varying loads by dynamically distributing 

tasks. 

https://www.geeksforgeeks.org/computer-networks/what-is-a-distributed-system/
https://www.geeksforgeeks.org/system-design/what-is-scalability/


162 
 

Reliability: Ensure the system remains operational by preventing overloads on 

any single resource. 

Fairness: Distribute tasks in a way that no single resource is unduly burdened. 

Common Types of Load Distributing Algorithms: 

Round-Robin: Distributes tasks evenly in a cyclic order. 

Least Connections: Assigns tasks to the resource with the fewest active 

connections. 

Weighted Load Balancing: Distributes tasks based on the relative weights 

assigned to each resource, which could be based on their capacity or 

performance. 

Randomized Load Balancing: Assigns tasks to resources randomly to ensure 

even distribution over time. 

Dynamic Load Balancing: Adjusts distribution in real-time based on current 

load and resource availability. 

Core Components of Load Distributing Algorithms 

1. Load Balancer 

The load balancer is a central component in load distributing algorithms. It 

acts as the intermediary between incoming tasks or requests and the available 

resources in a distributed system. The load balancer's primary function is to 

distribute the workload evenly across all available resources to prevent any 

single resource from becoming a bottleneck. 

Functions: 

 Task Distribution: Routes incoming tasks to different resources based 

on the chosen load distributing algorithm. 

 Health Monitoring: Continuously checks the status of resources to 

ensure they are operational. If a resource fails, the load balancer stops 

sending tasks to it until it recovers. 

 Failover Handling: Redirects tasks from failed or overloaded resources 

to healthy ones to maintain system performance and availability. 

 

https://www.geeksforgeeks.org/system-design/load-balancing-algorithms/
https://www.geeksforgeeks.org/system-design/what-is-load-balancer-system-design/
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Example: 

In a web application, a load balancer can distribute incoming HTTP requests 

across multiple web servers to ensure no single server gets overwhelmed. 

2. Task Scheduler 

The task scheduler determines the order and priority of task execution in a 

distributed system. It decides which tasks should be executed first based on 

various criteria such as task urgency, resource availability, and system load. 

Functions: 

 Prioritization: Assigns priority levels to tasks based on their 

importance or deadline. 

 Queue Management: Maintains a queue of tasks waiting to be executed 

and ensures they are processed in the correct order. 

 Resource Allocation: Allocates resources to tasks based on their 

priority and the availability of resources. 

Example: 

In a cloud computing environment, a task scheduler may prioritize real-time 

processing tasks over batch processing tasks to ensure timely execution. 

3. Resource Monitor 

The resource monitor is responsible for tracking the usage and performance 

metrics of each resource in a distributed system. It collects data on resource 

utilization, such as CPU usage, memory consumption, and network 

bandwidth, to provide insights into the system's current state. 

Functions: 

 Performance Tracking: Continuously monitors resource performance 

to detect any signs of overload or underutilization. 

 Data Collection: Gathers metrics on resource usage and makes them 

available for analysis. 

 Alerting: Sends alerts if a resource is nearing its capacity or if there are 

any performance anomalies. 
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Example: 

In a data center, a resource monitor can track the CPU and memory usage of 

each server to ensure optimal performance and prevent overloading. 

4. Load Distribution Strategy 

The load distribution strategy defines the rules and logic for distributing tasks 

across resources. It determines how the load balancer should allocate tasks to 

achieve optimal performance and resource utilization. 

Common Strategies: 

 Round-Robin: Distributes tasks evenly in a cyclic order, ensuring each 

resource gets an equal number of tasks. 

 Least Connections: Assigns tasks to the resource with the fewest active 

connections, aiming to balance the load more dynamically. 

 Weighted Load Balancing: Distributes tasks based on predefined 

weights assigned to each resource, taking into account their capacity 

and performance. 

 Dynamic Load Balancing: Adjusts task distribution in real-time based 

on current load and resource availability, providing a more responsive 

and adaptive approach. 

Example: In a microservices architecture, a weighted load balancing strategy 

might be used to distribute API requests based on the processing power and 

capacity of each microservice instance. 

Challenges in Load Distribution 

Load distribution in distributed systems is essential for maintaining optimal 

performance, reliability, and scalability. However, implementing effective 

load distribution strategies comes with several challenges: 

Dynamic Workload Variations Explanation: 

Workloads can vary significantly over time, with sudden spikes or drops in 

demand. These variations can be due to seasonal traffic, user behavior 

changes, or unexpected events. 
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Challenge: Designing a load distribution system that can adapt to these 

fluctuations in real-time without overloading any resource or underutilizing 

others. 

Example: An online retail platform experiencing a surge in traffic during a 

flash sale needs to dynamically balance the load to ensure smooth user 

experience and prevent server crashes. 

Heterogeneous Resources 

Explanation: Distributed systems often comprise a mix of resources with 

different capacities, performance characteristics, and capabilities. 

Challenge: Creating load balancing algorithms that account for these 

differences and allocate tasks in a way that maximizes overall system 

efficiency. 

Example: A cloud environment with a mix of high-performance and low-

performance servers requires load balancers to assign tasks based on each 

server’s capacity to avoid bottlenecks. 

Latency and Network Constraints 

Explanation: Network latency and bandwidth limitations can affect the 

performance of distributed systems, especially when tasks need to 

communicate frequently across the network. 

Challenge: Ensuring that load distribution minimizes latency and optimizes 

bandwidth usage to maintain fast and reliable communication between 

distributed components. 

Example: In a distributed database, queries should be routed to the nearest 

replica to reduce latency and improve response times. 

Fault Tolerance and Reliability 

Explanation: Distributed systems must remain operational even when 

individual components fail. Load distribution mechanisms need to handle 

these failures gracefully. 

Challenge: Implementing failover strategies and ensuring that tasks are 

redistributed seamlessly without significant impact on system performance. 
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Example: A distributed web application should automatically reroute traffic 

from a failed server to healthy ones without users experiencing downtime. 

Load Imbalance 

Explanation: Achieving perfect load balance is challenging, especially in 

dynamic and unpredictable environments. 

Challenge: Continuously monitoring and adjusting the load distribution to 

avoid situations where some resources are overloaded while others are idle. 

Example: In a microservices architecture, ensuring that instances of a heavily 

used service do not become bottlenecks while other services remain 

underutilized. 

4.3 Resource Pooling 

A resource pool is a group of resources that can be assigned to users. 

Resources of any kind, including computation, network, and storage, can be 

pooled. It adds an abstraction layer that enables uniform resource use and 

presentation. In cloud data centers, a sizable pool of physical resources is 

maintained and made available to consumers as virtual services.  

   Any resource from this pool may be given to one user or application only, or 

it may even be shared by several users or apps. Additionally, resources are 

dynamically provided according to need rather than being permanently 

allocated to users. As load or demand fluctuates over time, this results in 

efficient resource usage. 

Resource Pooling Architecture  

This architecture is predicated on the utilization of one or more resources from 

a pool of resources, wherein a system groups and manages identical 

synchronized resources. 

Physical Server Pools 

These are a collection of physical servers that are networked together and are 

ready for use right away thanks to the installation of operating systems and 

other essential programmed and/or applications.  
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Figure 4.2 

Virtual Server Pools 

It is a networked collection of virtual servers that have operating systems and 

other required software installed and are ready for use right away. Typically, 

they are set up using one of the many accessible templates that the cloud 

consumer has selected during provisioning. for instance, a cloud user may 

create a pool of low-tier Ubuntu servers with 2 GB of RAM or a pool of mid-

tier Windows servers with 4 GB of RAM.    

 

Figure 4.3 

Cloud Storage Device Pools 

It is a collection of block- or file-based storage structures that house both 

empty and/or populated cloud storage devices. One of the crucial elements 

required for enhancing performance, data management, and protection is 
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storage resources. Users and apps often access it, and it's required to satisfy 

expanding requirements, keep backups, migrate data, etc. 

  Storage pools, which are accessible to users in virtualized mode, are made up 

of file-based, block-based, or object-based storage made up of storage devices 

like discs or tapes.    

 

Figure 4.4 

Network Pools (Interconnect Pools) 

It is a collection of several preset network connectivity devices, such as a 

virtual firewall device pool or physical network switches, that can be used for 

load balancing, redundancy connectivity, etc. Through network infrastructure, 

resources in pools can be linked to one another or to resources in other pools. 

Switches, routers, gateways, and other networking hardware make up network 

pools. These physical networking devices are then used to build virtual 

networks that are provided to clients. These virtual networks can be used by 

customers to further develop their own networks. 

   Data centers typically retain specialized pools of resources of various types. 

They could also be developed specifically for users or apps. Pool management 

and organization become more difficult when resources and pools multiply. 

To meet various resource pooling needs, hierarchical structures can be 

employed to create parent-child, sibling, or nested pools. 

CPU Pools 

These are a collection of processing units that are prepared to be assigned to 

virtual servers and are often divided into separate processing cores. img4  
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 Physical server pools can be used to vertically scale physical servers or 

to provision new physical servers. 

 Each sort of resource can have a specific pool built for it, and smaller 

pools can be made up of larger ones, in which case each one becomes a 

sub-pool. 

 Multiple pools may be formed for different cloud users or apps, which 

might lead to extremely complicated resource pools. 

 As demonstrated in the image below, a hierarchical structure can be 

created to create parent, sibling, and nested pools to make it easier to 

organize various resource pooling requirements. 

4.4 Dynamic Scalability 

The dynamic scalability architecture is an architectural model based on a 

system of predefined scaling conditions that trigger the dynamic allocation of 

IT resources from resource pools. Dynamic allocation enables variable 

utilization as dictated by usage demand fluctuations, since unnecessary IT 

resources are efficiently reclaimed without requiring manual interaction. 

   The automated scaling listener is configured with workload thresholds that 

dictate when new IT resources need to be added to the workload processing. 

This mechanism can be provided with logic that determines how many 

additional IT resources can be dynamically provided, based on the terms of a 

given cloud consumer’s provisioning contract. 

The following types of dynamic scaling are commonly used: 

Dynamic Horizontal Scaling – IT resource instances are scaled out and in to 

handle fluctuating workloads. The automatic scaling listener monitors requests 

and signals resource replication to initiate IT resource duplication, as per 

requirements and permissions. 

Dynamic Vertical Scaling – IT resource instances are scaled up and down 

when there is a need to adjust the processing capacity of a single IT resource. 
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For example, a virtual server that is being overloaded can have its memory 

dynamically increased or it may have a processing core added. 

Dynamic Relocation – The IT resource is relocated to a host with more 

capacity. For example, a database may need to be moved from a tape-based 

SAN storage device with 4 GB per second I/O capacity to another disk-based 

SAN storage device with 8 GB per second I/O capacity. 

   The dynamic scalability architecture can be applied to a range of IT 

resources, including virtual servers and cloud storage devices. Besides the core 

automated scaling listener and resource replication mechanisms, the following 

mechanisms can also be used in this form of cloud architecture: 

Cloud Usage Monitor – Specialized cloud usage monitors can track runtime 

usage in response to dynamic fluctuations caused by this architecture. 

Hypervisor – The hypervisor is invoked by a dynamic scalability system to 

create or remove virtual server instances, or to be scaled itself. 

Pay-Per-Use Monitor – The pay-per-use monitor is engaged to collect usage 

cost information in response to the scaling of IT resources. 

4.5 Elastic Resource Capacity 

Cloud elasticity refers to the ability of a cloud environment to dynamically and 

automatically expand or compress infrastructural resources based on sudden 

fluctuations in demand. 

Key Characteristics: 

Dynamic Adjustment: Automatically provisions extra compute, storage, or 

network resources (CPU, Memory, Bandwidth) when client access expands, 

and reduces them when traffic drops. 

Cost Efficiency: Maximizes resource utilization and minimizes infrastructure 

costs. It is most commonly associated with public cloud pay-per-use models 

where you only pay for the duration resources are consumed. 

Horizontal Scaling: Typically relies on scale-out arrangements (adding or 

removing instances dynamically) rather than upgrading existing hardware. 
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Best For: Unpredictable workloads or scenarios where resource requirements 

fluctuate up and down suddenly for specific time intervals. It is not practical 

for environments requiring a persistent infrastructure for a constant heavy 

workload. 

Mission-Critical Performance: Ensures that applications maintain performance 

requirements during sudden spikes, preventing potential business losses due to 

downtime or latency. 

Example: Consider an online shopping site. During the Christmas festive 

season, the transaction workload suddenly spikes. For this specific period, 

resources need to scale up to handle the traffic. Once the holiday season ends, 

the deployed resources are automatically withdrawn. Cloud elasticity perfectly 

addresses this temporary, dynamic need. 

Difference Between Cloud Elasticity and Scalability: 

 

4.6 Service Load Balancing 

A load balancer is a device that acts as a reverse proxy and distributes network 

or application traffic across a number of servers. Load adjusting is the 

approach to conveying load units (i.e., occupations/assignments) across the 

organization which is associated with the distributed system. Load adjusting 

should be possible by the load balancer. The load balancer is a framework that 

can deal with the load and is utilized to disperse the assignments to the 
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servers. The load balancers allocates the primary undertaking to the main 

server and the second assignment to the second server. 

 

Figure 4.5 

Purpose of Load Balancing in Distributed Systems: 

Security: A load balancer provide safety to your site with practically no 

progressions to your application. 

Protect applications from emerging threats: The Web Application Firewall 

(WAF) in the load balancer shields your site. 

Authenticate User Access: The load balancer can demand a username and 

secret key prior to conceding admittance to your site to safeguard against 

unapproved access. 

Protect against DDoS attacks: The load balancer can distinguish and drop 

conveyed refusal of administration (DDoS) traffic before it gets to your site. 

Performance: Load balancers can decrease the load on your web servers and 

advance traffic for a superior client experience. 

SSL Offload: Protecting traffic with SSL (Secure Sockets Layer) on the load 

balancer eliminates the upward from web servers bringing about additional 

assets being accessible for your web application. 

Traffic Compression: A load balancer can pack site traffic giving your clients 

a vastly improved encounter with your site. 

Load Balancing Approaches: 

 Round Robin  

 Least Connections  
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 Least Time  

 Hash  

 IP Hash  

Classes of Load Adjusting Calculations: 

Following are a portion of the various classes of the load adjusting 

calculations. 

Static: In this model assuming any hub/node is found with a heavy load, an 

assignment can be taken arbitrarily and move the undertaking to some other 

arbitrary system. . 

Dynamic: It involves the present status data for load adjusting. These are 

better calculations than static calculations. 

Deterministic: These calculations utilize processor and cycle attributes to 

apportion cycles to the hubs. 

Centralized: The framework states data is gathered by a single hub.  

 

Figure 4.6 

Advantages of Load Balancing: 

 Load balancers minimize server response time and maximize 

throughput. 

 Load balancer ensures high availability and reliability by sending 

requests only to online servers 

 Load balancers do continuous health checks to monitor the server’s 

capability of handling the request. 
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Migration: 

Another important policy to be used by a distributed operating system that 

supports process migration is to decide about the total number of times a 

process should be allowed to migrate.  

 

Figure 4.7 

Migration  Models: 

 Code section 

 Resource section 

 Execution section 

 

Figure 4.8 

Code section: It contains the real code.  

Resource fragment: It contains a reference to outer resources required by the 

interaction. 
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Execution section: It stores the ongoing execution condition of interaction, 

comprising private information, the stack, and the program counter. 

Powerless movement: In the powerless relocation just the code section will be 

moved. 

Solid relocation: In this movement, both the code fragment and the execution 

portion will be moved. The relocation additionally can be started by the 

source. 

4.7 Cloud Bursting 

Cloud bursting is the practice of dynamically scaling public cloud resources to 

run workloads when on-premises data center resources are at their peak 

capacity. The overflow traffic “bursts” to a public cloud without disrupting 

service. This allows organizations to handle big changes in workloads without 

maintaining excess cloud resources. 

   Cloud bursting provides several advantages, such as the ability to handle 

spikes and fluctuations in traffic and to pay for additional cloud resources only 

when they are needed. 

How cloud bursting works 

Cloud bursting can be triggered automatically (when demand reaches a certain 

threshold) or manually (by request). When a cloud burst is triggered, the 

application switches over into the public cloud with no interruption in service. 

When the traffic spike is over, it can be moved back into the data center. 

There are several techniques for handling cloud bursting: 

 Manual bursting requires the manual provisioning and deprovisioning 

of public cloud resources and is usually used for temporary 

deployments 

 Automated bursting provisions public cloud resources automatically 

when capacity reaches a limit defined by IT. With this form of cloud 

bursting, IT uses cloud tools to set policies or capacity limits that 

dictate when cloud bursting occurs. 

https://www.vmware.com/topics/public-cloud
https://www.vmware.com/topics/data-center


176 
 

 Distributed load balancing operates workloads simultaneously across 

the public cloud and on-premises data centers. Load-

balancing operations share traffic between the two. This form of cloud 

bursting requires a standby deployment to run in the public cloud so 

that it can scale up as needed. 

Cloud bursting benefits 

Cloud bursting offers a number of advantages for organizations looking to 

optimize their IT infrastructure. Some of these benefits include: 

Cost savings: Cloud bursting allows organizations to pay for public cloud 

resources only when they’re needed, relying on their own on-premises 

infrastructure the rest of the time. This is particularly effective when 

businesses deal with occasional spikes in traffic, where it would be costly and 

impractical to maintain the level of resources required for maximum demand 

when actual usage most of the time is much lower. 

Flexibility: The use of cloud bursting enables organizations to handle spikes in 

demand and dynamically scale up or down as needed. This allows them to free 

up resources and quickly adjust to fluctuations in traffic. 

Business continuity: By preventing applications from crashing during periods 

of peak demand or system failures, cloud bursting helps avoid service 

disruptions. Using public cloud resources provides an added layer of 

redundancy, allowing businesses to redirect workloads to the public cloud 

when needed seamlessly. From the user side, there are no interruptions. 

Cloud bursting challenges 

Despite its advantages, there are several challenges that can make the use of 

cloud bursting difficult or impractical in certain situations. Organizations that 

are thinking about using cloud bursting should be sure to consider the 

following issues: 

Security: Cloud bursting introduces security challenges due to the movement 

of data and applications between different environments. Organizations must 

carefully assess the security practices of their public cloud provider and ensure 

https://www.vmware.com/topics/load-balancing
https://www.vmware.com/topics/load-balancing
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that it meets their standards. Implementing strong encryption and security 

protocols can help mitigate the issue. 

Compliance: For organizations in industries with strict compliance standards 

(such as healthcare and finance), the use of a public cloud may not meet 

compliance standards, especially when transferring data across borders. For 

this reason, cloud bursting may not be a good fit for workloads with regulatory 

compliance requirements. 

Incompatibility: Bursting between an on-premises data center or private 

cloud and a public cloud that uses different technologies, virtualization 

platforms, or management tools may lead to potential compatibility issues and 

interoperability challenges. To address this issue, organizations should 

consider cloud native solutions that can seamlessly run and manage a multi-

cloud architecture. 

4.8 Elastic Disk Provisioning 

Elastic disk provisioning in distributed systems is a cloud computing 

mechanism that dynamically allocates, resizes, or removes storage capacity 

on-demand based on workload requirements. It leverages thin-provisioning to 

allocate storage space only when data is written, enabling cost-efficient 

scaling (pay-per-use) and high reliability through automated monitoring and 

management.  

Key Aspects and Mechanisms 

Dynamic Scaling: Storage can grow or shrink in real-time, often without 

downtime, allowing systems to handle fluctuating data workloads without 

over-provisioning. 

Thin Provisioning: Instead of allocating the full maximum size upfront, it 

allocates storage space on-demand, optimizing resource utilization. 

Technological Components: 

Virtualization/Containers: Hypervisors and container engines (e.g., Docker, 

Kubernetes) are used to manage virtual disks, such as PersistentVolumes. 

https://www.vmware.com/topics/private-cloud
https://www.vmware.com/topics/private-cloud
https://www.vmware.com/topics/cloud-native
https://www.vmware.com/topics/multi-cloud
https://www.vmware.com/topics/multi-cloud
https://www.google.com/search?q=thin-provisioning&sca_esv=835c64f8191b445a&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n6avlzcrt_wivdnAxGsop1Bw5AV9w%3A1773307243567&ei=a4WyaZmZIrbBjuMPwYOdoAE&ved=2ahUKEwiFuvbthJqTAxXNzjgGHWmIEhgQgK4QegQIARAC&uact=5&oq=elastic+disk+provisioning+in+distributed+system&gs_lp=Egxnd3Mtd2l6LXNlcnAiL2VsYXN0aWMgZGlzayBwcm92aXNpb25pbmcgaW4gZGlzdHJpYnV0ZWQgc3lzdGVtMgUQABjvBTIFEAAY7wUyCBAAGIAEGKIEMggQABiABBiiBDIFEAAY7wVIzRZQAFieDnAAeAGQAQCYAaUBoAGTA6oBAzAuM7gBA8gBAPgBAfgBApgCA6ACyAPCAgYQABgHGB7CAgoQIRigARjDBBgKmAMAkgcDMC4zoAejEbIHAzAuM7gHyAPCBwcyLTEuMS4xyAcigAgA&sclient=gws-wiz-serp
https://www.google.com/search?q=Thin+Provisioning&sca_esv=835c64f8191b445a&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n6avlzcrt_wivdnAxGsop1Bw5AV9w%3A1773307243567&ei=a4WyaZmZIrbBjuMPwYOdoAE&ved=2ahUKEwiFuvbthJqTAxXNzjgGHWmIEhgQgK4QegQIAxAC&uact=5&oq=elastic+disk+provisioning+in+distributed+system&gs_lp=Egxnd3Mtd2l6LXNlcnAiL2VsYXN0aWMgZGlzayBwcm92aXNpb25pbmcgaW4gZGlzdHJpYnV0ZWQgc3lzdGVtMgUQABjvBTIFEAAY7wUyCBAAGIAEGKIEMggQABiABBiiBDIFEAAY7wVIzRZQAFieDnAAeAGQAQCYAaUBoAGTA6oBAzAuM7gBA8gBAPgBAfgBApgCA6ACyAPCAgYQABgHGB7CAgoQIRigARjDBBgKmAMAkgcDMC4zoAejEbIHAzAuM7gHyAPCBwcyLTEuMS4xyAcigAgA&sclient=gws-wiz-serp&mstk=AUtExfB8W1Y0ytKd4cU9-Xfduqmr8tuFoBv1zPZxoqmh8kJEApzbrDvycNqnDOKx2ITO9x685ZLT39CtRdKDv962pWmwDJcEojREFTIuJhv_Et-aDY48gnZ-9fxg2lT3m1CWnZ4QlXcdm7JRT6FQ1uv4rkH5THluenstn2Tf2DDMD5ebGdJudiMYnZYxiSgNTcEDgx7p_M4TRYVJzS_U8ZbAwXZ7zTef6E4XFL8ebccyyByYCQ&csui=3
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Storage Pool Management: Tools like OpenEBS or TopoLVM can manage 

local disks within distributed systems, providing dynamic volume resizing and 

snapshots. 

Monitoring Tools: Real-time monitoring is crucial for tracking usage data for 

billing and triggering automated scaling actions. 

Benefits: 

Cost Optimization: Users pay only for the storage they actually consume, 

rather than the total provisioned capacity. 

Improved Performance: Enables high availability through shared disks (e.g., 

Huawei Cloud Stack 8.5.1). 

Simplified Management: Reduces the manual overhead of disk partitioning 

and capacity planning.  

Applications in Distributed Systems 

Cloud Data Centers: Used to dynamically manage storage for virtual machine 

(VM) instances, balancing workloads and ensuring data resilience. 

Containerized Environments: Kubernetes environments use dynamic 

provisioning to provision volumes for applications on-the-fly. 

IoT & Edge Computing: Provides flexible storage at the edge to handle large 

volumes of generated data. 

Big Data/High-Performance Computing (HPC): Used for creating and scaling 

storage for distributed file systems.  

Common Challenges 

Complexity: Requires robust, automated management tools (e.g., OpenStack, 

Kubernetes) to handle storage changes without causing service disruptions. 

Data Integrity: Maintaining data consistency and preventing data loss during 

rapid scaling operations.  

4.9 Redundant Storage 

Data redundancy occurs when multiple copies of the same data are stored 

across different locations, formats or systems. While unintentional data 
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redundancy can lead to inefficiencies, such as increased storage costs and data 

inconsistency, intentional data redundancy is a core component of 

effective data management. It is particularly valuable today as organizations 

manage large data sets and increasing volumes of data. Redundant copies of 

data are often central to database design and schema, helping ensure high 

availability, data integrity and consistency. 

Intentional vs. unintentional data redundancy 

In database management, there are 2 types of data redundancy: intentional and 

unintentional: 

Intentional 

Organizations deliberately implement data redundancy to improve system 

availability and protect against data loss. By helping ensure that systems 

continue to function even in the event of hardware failures, intentional data 

redundancy enhances data consistency and meets high-availability 

requirements. These advantages make it especially valuable in relational 

database management systems (DBMS) and data warehouses. 

Unintentional 

Unintentional data redundancy arises when systems inadvertently 

create duplicate data, which leads to inefficiencies. For example, redundant 

copies of data can increase storage costs, cause discrepancies in data 

analysis and degrade performance due to the time-consuming process of 

maintaining unnecessary copies of data. 

Benefits of intentional data redundancy 

Intentional data redundancy offers several key benefits that can improve data 

quality, security and availability: 

Data integrity: Redundant copies of data help systems recover from 

errors, hardware failures or discrepancies. If a piece of data becomes 

corrupted, systems can quickly access a clean, uncorrupted version from 

another copy, improving data access and uptime. 

https://www.ibm.com/topics/data-management
https://www.ibm.com/topics/database-schema
https://www.ibm.com/think/topics/high-availability
https://www.ibm.com/think/topics/high-availability
https://www.ibm.com/topics/data-integrity
https://www.ibm.com/topics/relational-databases
https://www.ibm.com/topics/relational-databases
https://www.ibm.com/topics/data-warehouse
https://www.ibm.com/topics/data-quality
https://www.ibm.com/topics/data-quality
https://www.ibm.com/topics/data-security
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Data consistency: Synchronized copies of critical data help maintain updates 

across all copies of data, preventing data inconsistency. This is especially 

important in environments that require high levels of data consistency, such 

as cloud storage or enterprise resource planning (ERP) systems.  

Data security: Redundant copies of data safeguard against data corruption, loss 

or breaches. Storing data across different locations or storage systems helps 

ensure that if one system is compromised, the data is still accessible from 

another secure source. 

Operational efficiency: Intentional data redundancy improves operational 

efficiency by reducing downtime. With redundant copies of data in place, 

businesses can maintain data access and productivity, even when hardware 

failures or disruptions occur. 

Tools and techniques for intentional data redundancy 

To implement intentional data redundancy effectively, organizations use 

several tools and techniques, such as data replication, RAID configurations 

and distributed file systems: 

RAID configurations 

Redundant array of independent disks (RAID) combines multiple hard disk 

drives into a single unit. This data storage technology improves data 

redundancy and fault tolerance, which is a system’s ability to continue 

functioning even during component failures.  

  RAID 1, for instance, mirrors data between 2 drives, helping ensure that if 

one drive fails, the data remains available. RAID configurations balance 

performance, storage capacity and parity, making them ideal for environments 

with large data sets. 

Distributed file systems 

Distributed file systems (DFS) store data across multiple machines or nodes, 

automatically replicating data to help ensure redundancy and high availability. 

This fault-tolerant architecture means that if one node or disk fails, data can 

https://www.ibm.com/topics/cloud-storage
https://www.ibm.com/topics/enterprise-resource-planning
https://www.ibm.com/topics/operational-efficiency?_gl=1*nvxgee*_ga*ODMxNDA4MTQ4LjE3MjQ4MzEwNDg.*_ga_FYECCCS21D*MTczMjAwMzM4OC45Mi4xLjE3MzIwMDY1NzYuMC4wLjA.
https://www.ibm.com/topics/operational-efficiency?_gl=1*nvxgee*_ga*ODMxNDA4MTQ4LjE3MjQ4MzEwNDg.*_ga_FYECCCS21D*MTczMjAwMzM4OC45Mi4xLjE3MzIwMDY1NzYuMC4wLjA.
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still be accessed from other nodes, helping ensure that data access remains 

uninterrupted. 

Data replication 

Data replication involves creating copies of data across different locations to 

help ensure data availability. It can be real-time (synchronous) or delayed 

(asynchronous). Data replication is crucial for providing continuous access to 

data, particularly in disaster recovery scenarios. 

Risks of unintentional data redundancy 

Unintentional data redundancy poses several risks that can impact data quality, 

performance and security, such as: 

Increased storage costs: Storing redundant copies of data across multiple 

systems or locations increases storage space requirements. This drives up 

storage costs, especially in cloud environments where pricing is often based on 

the volume of data storage used.  

Data inconsistency: When data updates or deletions are not properly 

synchronized, inconsistencies can occur. These discrepancies can cause errors 

in information retrieval and data analysis, undermining the integrity of the 

system and leading to incorrect reporting or decision-making. 

Data corruption and loss: Redundant copies of data, if not properly managed, 

can increase the risk of data corruption. For instance, if corruption is not 

detected and is replicated across all copies of data, it affects the entire data set. 

Inadequate replication or backup processes can also leave critical data 

vulnerable to loss. 

Performance degradation: While replication can help ensure data consistency, 

it can also introduce latency when updates are made across multiple copies. 

This can slow down data retrieval, particularly in systems handling large data 

sets or high transaction volumes. 

Security and compliance risks: Redundant data increases the number of 

potential vulnerabilities, making systems more susceptible to cyberattacks. 

Multiple copies of data can also violate data minimization principles in 

https://www.ibm.com/topics/data-replication
https://www.ibm.com/topics/cloud-computing
https://www.ibm.com/topics/data-storage
https://www.ibm.com/think/topics/information-retrieval
https://www.ibm.com/topics/latency
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regulations such as the General Data Protection Regulation (GDPR) and 

the California Consumer Privacy Act (CCPA). 

4.10 Advanced Cloud Architectures 

Advanced cloud architecture involves designing highly scalable, flexible, and 

resilient systems using microservices, serverless computing, containerization 

(Kubernetes), and hybrid/multi-cloud setups. It enables, for example, "zero 

downtime" through automated failover and "AI-driven analytics" by 

leveraging, for instance, "cloud-native technologies". This architecture focuses 

on optimizing performance, cost-efficiency, and security through automation 

and DevOps, often adopting a Supercloud approach to integrate multiple 

providers.  

Key Components of Advanced Cloud Architecture 

Microservices & Containerization: Applications are broken down into small, 

independent services packaged in containers (e.g., Docker, Kubernetes) for 

efficiency and scalability. 

Serverless Computing: Functions (like AWS Lambda) run code on-demand, 

eliminating infrastructure management and optimizing costs. 

Hybrid & Multi-Cloud Strategies: Combining private clouds with public 

providers (AWS, Azure, GCP) to balance data control with agility, or using 

multiple public clouds to avoid vendor lock-in. 

Edge Computing: Processing data closer to the user to reduce latency and 

improve response times. 

Infrastructure as Code (IaC) & Automation: Utilizing tools to automate 

deployment and management, enhancing consistency and reducing manual 

errors.  

Architectural Techniques for High Reliability 

Zero Downtime Architecture: Uses dynamic migration and failover across 

servers to maintain service availability. 

https://www.ibm.com/cloud/compliance/gdpr-eu
https://www.ibm.com/topics/ccpa-compliance
https://www.slideshare.net/slideshow/cloud-computing-architectures/158630126
https://www.slideshare.net/slideshow/cloud-computing-architectures/158630126
https://cloud.google.com/learn/what-is-cloud-architecture
https://www.youtube.com/watch?v=WC84iEJozTM
https://www.google.com/search?q=Microservices+%26+Containerization&sca_esv=835c64f8191b445a&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n6ZXVlH7os0Q0-_OkYc3TZJRQxJLA%3A1773307540944&ei=lIayaeaqOaePseMP0eWGoAs&oq=Advanced+Cloud+Architectures+in+cloud+&gs_lp=Egxnd3Mtd2l6LXNlcnAiJkFkdmFuY2VkIENsb3VkIEFyY2hpdGVjdHVyZXMgaW4gY2xvdWQgKgIIADIGEAAYFhgeMgsQABiABBiGAxiKBTIFEAAY7wUyCBAAGIAEGKIEMgUQABjvBUjYU1AAWOtDcAF4AZABAJgBnQKgAZARqgEFMC43LjS4AQHIAQD4AQH4AQKYAgygAq0SqAIKwgIXEAAYgAQYkQIYtAIY5wYYigUY6gLYAQHCAhAQABgDGLQCGOoCGI8B2AEBwgIFEAAYgASYAxDxBeMEHGkc9FbMugYECAEYB5IHBTEuMy44oAf8OLIHBTAuMy44uAedEsIHBjItMi4xMMgHfIAIAA&sclient=gws-wiz-serp&mstk=AUtExfA2lIpa5PhsJutjaZU-1cSJ1EJN8fWGTfWJCGW4Ci1ygFQ81VNfu1XdjsbFrFBOMTdn9XAUALH8DM1fEXWcnR3tVrZcN2kjzNcE3mznviCpXUgrrUFDdjYSGj5qfxvag7VjmiXbWtCf8Q5BvpLIkHIO5UUcyjMkP4VS3W7NAm-M4qllZ2_dp4Zfe-JSnWLqxwOOKz2XjmNZFbp_5LT-cmWqQ0lTAuNgAE3E-06Mcr_LFA&csui=3&ved=2ahUKEwjvyKi5vpqTAxUQdvUHHXZOBlIQgK4QegQIBBAB
https://www.google.com/search?q=Serverless+Computing&sca_esv=835c64f8191b445a&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n6ZXVlH7os0Q0-_OkYc3TZJRQxJLA%3A1773307540944&ei=lIayaeaqOaePseMP0eWGoAs&oq=Advanced+Cloud+Architectures+in+cloud+&gs_lp=Egxnd3Mtd2l6LXNlcnAiJkFkdmFuY2VkIENsb3VkIEFyY2hpdGVjdHVyZXMgaW4gY2xvdWQgKgIIADIGEAAYFhgeMgsQABiABBiGAxiKBTIFEAAY7wUyCBAAGIAEGKIEMgUQABjvBUjYU1AAWOtDcAF4AZABAJgBnQKgAZARqgEFMC43LjS4AQHIAQD4AQH4AQKYAgygAq0SqAIKwgIXEAAYgAQYkQIYtAIY5wYYigUY6gLYAQHCAhAQABgDGLQCGOoCGI8B2AEBwgIFEAAYgASYAxDxBeMEHGkc9FbMugYECAEYB5IHBTEuMy44oAf8OLIHBTAuMy44uAedEsIHBjItMi4xMMgHfIAIAA&sclient=gws-wiz-serp&mstk=AUtExfA2lIpa5PhsJutjaZU-1cSJ1EJN8fWGTfWJCGW4Ci1ygFQ81VNfu1XdjsbFrFBOMTdn9XAUALH8DM1fEXWcnR3tVrZcN2kjzNcE3mznviCpXUgrrUFDdjYSGj5qfxvag7VjmiXbWtCf8Q5BvpLIkHIO5UUcyjMkP4VS3W7NAm-M4qllZ2_dp4Zfe-JSnWLqxwOOKz2XjmNZFbp_5LT-cmWqQ0lTAuNgAE3E-06Mcr_LFA&csui=3&ved=2ahUKEwjvyKi5vpqTAxUQdvUHHXZOBlIQgK4QegQIBBAD
https://www.google.com/search?q=Hybrid+%26+Multi-Cloud+Strategies&sca_esv=835c64f8191b445a&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n6ZXVlH7os0Q0-_OkYc3TZJRQxJLA%3A1773307540944&ei=lIayaeaqOaePseMP0eWGoAs&oq=Advanced+Cloud+Architectures+in+cloud+&gs_lp=Egxnd3Mtd2l6LXNlcnAiJkFkdmFuY2VkIENsb3VkIEFyY2hpdGVjdHVyZXMgaW4gY2xvdWQgKgIIADIGEAAYFhgeMgsQABiABBiGAxiKBTIFEAAY7wUyCBAAGIAEGKIEMgUQABjvBUjYU1AAWOtDcAF4AZABAJgBnQKgAZARqgEFMC43LjS4AQHIAQD4AQH4AQKYAgygAq0SqAIKwgIXEAAYgAQYkQIYtAIY5wYYigUY6gLYAQHCAhAQABgDGLQCGOoCGI8B2AEBwgIFEAAYgASYAxDxBeMEHGkc9FbMugYECAEYB5IHBTEuMy44oAf8OLIHBTAuMy44uAedEsIHBjItMi4xMMgHfIAIAA&sclient=gws-wiz-serp&mstk=AUtExfA2lIpa5PhsJutjaZU-1cSJ1EJN8fWGTfWJCGW4Ci1ygFQ81VNfu1XdjsbFrFBOMTdn9XAUALH8DM1fEXWcnR3tVrZcN2kjzNcE3mznviCpXUgrrUFDdjYSGj5qfxvag7VjmiXbWtCf8Q5BvpLIkHIO5UUcyjMkP4VS3W7NAm-M4qllZ2_dp4Zfe-JSnWLqxwOOKz2XjmNZFbp_5LT-cmWqQ0lTAuNgAE3E-06Mcr_LFA&csui=3&ved=2ahUKEwjvyKi5vpqTAxUQdvUHHXZOBlIQgK4QegQIBBAF
https://www.google.com/search?q=Edge+Computing&sca_esv=835c64f8191b445a&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n6ZXVlH7os0Q0-_OkYc3TZJRQxJLA%3A1773307540944&ei=lIayaeaqOaePseMP0eWGoAs&oq=Advanced+Cloud+Architectures+in+cloud+&gs_lp=Egxnd3Mtd2l6LXNlcnAiJkFkdmFuY2VkIENsb3VkIEFyY2hpdGVjdHVyZXMgaW4gY2xvdWQgKgIIADIGEAAYFhgeMgsQABiABBiGAxiKBTIFEAAY7wUyCBAAGIAEGKIEMgUQABjvBUjYU1AAWOtDcAF4AZABAJgBnQKgAZARqgEFMC43LjS4AQHIAQD4AQH4AQKYAgygAq0SqAIKwgIXEAAYgAQYkQIYtAIY5wYYigUY6gLYAQHCAhAQABgDGLQCGOoCGI8B2AEBwgIFEAAYgASYAxDxBeMEHGkc9FbMugYECAEYB5IHBTEuMy44oAf8OLIHBTAuMy44uAedEsIHBjItMi4xMMgHfIAIAA&sclient=gws-wiz-serp&mstk=AUtExfA2lIpa5PhsJutjaZU-1cSJ1EJN8fWGTfWJCGW4Ci1ygFQ81VNfu1XdjsbFrFBOMTdn9XAUALH8DM1fEXWcnR3tVrZcN2kjzNcE3mznviCpXUgrrUFDdjYSGj5qfxvag7VjmiXbWtCf8Q5BvpLIkHIO5UUcyjMkP4VS3W7NAm-M4qllZ2_dp4Zfe-JSnWLqxwOOKz2XjmNZFbp_5LT-cmWqQ0lTAuNgAE3E-06Mcr_LFA&csui=3&ved=2ahUKEwjvyKi5vpqTAxUQdvUHHXZOBlIQgK4QegQIBBAH
https://www.google.com/search?q=Infrastructure+as+Code+%28IaC%29+%26+Automation&sca_esv=835c64f8191b445a&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n6ZXVlH7os0Q0-_OkYc3TZJRQxJLA%3A1773307540944&ei=lIayaeaqOaePseMP0eWGoAs&oq=Advanced+Cloud+Architectures+in+cloud+&gs_lp=Egxnd3Mtd2l6LXNlcnAiJkFkdmFuY2VkIENsb3VkIEFyY2hpdGVjdHVyZXMgaW4gY2xvdWQgKgIIADIGEAAYFhgeMgsQABiABBiGAxiKBTIFEAAY7wUyCBAAGIAEGKIEMgUQABjvBUjYU1AAWOtDcAF4AZABAJgBnQKgAZARqgEFMC43LjS4AQHIAQD4AQH4AQKYAgygAq0SqAIKwgIXEAAYgAQYkQIYtAIY5wYYigUY6gLYAQHCAhAQABgDGLQCGOoCGI8B2AEBwgIFEAAYgASYAxDxBeMEHGkc9FbMugYECAEYB5IHBTEuMy44oAf8OLIHBTAuMy44uAedEsIHBjItMi4xMMgHfIAIAA&sclient=gws-wiz-serp&mstk=AUtExfA2lIpa5PhsJutjaZU-1cSJ1EJN8fWGTfWJCGW4Ci1ygFQ81VNfu1XdjsbFrFBOMTdn9XAUALH8DM1fEXWcnR3tVrZcN2kjzNcE3mznviCpXUgrrUFDdjYSGj5qfxvag7VjmiXbWtCf8Q5BvpLIkHIO5UUcyjMkP4VS3W7NAm-M4qllZ2_dp4Zfe-JSnWLqxwOOKz2XjmNZFbp_5LT-cmWqQ0lTAuNgAE3E-06Mcr_LFA&csui=3&ved=2ahUKEwjvyKi5vpqTAxUQdvUHHXZOBlIQgK4QegQIBBAJ
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Cloud Balancing: Distributes workloads across multiple clouds for improved 

reliability and performance. 

Resilient Disaster Recovery: Automated, geo-redundant systems to ensure 

data availability during failures. 

Data Sovereignty Controls: Architectures that manage where data is stored to 

comply with local regulations.  

Benefits 

Scalability & Agility: Rapidly adjust resources to meet demand. 

Cost Optimization: Pay-as-you-go models and efficient resource utilization. 

Enhanced Security: Robust, automated security measures built into the 

architecture.  

4.11 Hypervisor clustering 

A hypervisor (or Virtual Machine Monitor, VMM) is software that lets 

multiple operating systems run on a single physical machine. It manages 

hardware resources (CPU, memory, storage) and allocates them to virtual 

machines (VMs) without interference. This improves hardware utilization, 

reduces costs, and provides flexibility in cloud and server environments. 

How It Works 

A hypervisor runs on hardware or a host OS to create and manage virtual 

machines (VMs), each with its own virtual CPU, memory, storage, and 

network. It intercepts guest OS requests and translates them to physical 

hardware, ensuring isolation, security, and stability. 

 

Figure 4.9 
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Types of Hypervisor 

There are two main types of hypervisors, each with a different architecture: 

1. Type 1 Hypervisor  

A Type 1 hypervisor runs directly on the host's hardware. It doesn't rely on a 

host operating system. This architecture offers better performance and security 

because there is no intermediary OS. It's the standard for enterprise-level data 

centers and cloud providers like Amazon Web Services (AWS) and Microsoft 

Azure. 

Examples: VMware ESXi, Microsoft Hyper-V, KVM (Kernel-based Virtual 

Machine), and Xen. 

Pros: 

 High performance (direct hardware access). 

 Strong security (no intermediate OS layer). 

 Suitable for mission-critical workloads. 

Cons: 

 Requires dedicated hardware. 

 Setup and management are complex compared to Type-2. 

2. Type 2 Hypervisor 

A Type 2 hypervisor runs on top of a conventional operating system (like 

Windows, macOS, or Linux). It's essentially an application within the host OS. 

This type is generally used for desktop virtualization, development, and testing 

environments where a user needs to run multiple OSs on their personal 

computer. Performance is slightly lower than Type 1 due to the overhead of 

the host OS. 

Examples: Oracle VM VirtualBox, VMware Workstation, and Parallels 

Desktop. 

Pros: 

 Easy to install and use. 

 Useful for development, testing, and malware analysis. 

 Provides good host–guest integration features. 
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Cons: 

 Slower performance (no direct hardware access). 

 Security depends on the host OS; compromise of host may affect 

guests. 

 

Figure 4.10 

HYPERVISOR REFERENCE MODEL 

There are 3 main modules coordinates in order to emulate the underlying 

hardware:  

DISPATCHER: The dispatcher behaves like the entry point of the monitor and 

reroutes the instructions of the virtual machine instance to one of the other two 

modules.  

ALLOCATOR: The allocator is responsible for deciding the system resources 

to be provided to the virtual machine instance. It means whenever a virtual 

machine tries to execute an instruction that results in changing the machine 

resources associated with the virtual machine, the allocator is invoked by the 

dispatcher.  

INTERPRETER: The interpreter module consists of interpreter routines. 

These are executed, whenever a virtual machine executes a privileged 

instruction.  

4.12 Load balanced virtual server instances 

Cloud load balancing is the method of distributing workloads and computing 

properties across multiple resources (such as servers, virtual machines, or 
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containers). As internet traffic continues to grow rapidly (historically doubling 

annually), managing workload demands is critical. Load balancing ensures no 

single resource is overburdened, improving overall performance, availability, 

and scalability. 

 

Figure 4.11 

The Server Overload Problem and Solutions 

When web traffic spikes, servers can easily become overloaded. There are two 

primary ways to solve this: 

Single-Server Solution (Vertical Scaling/Upgrading): Upgrading the existing 

server to a higher-performance machine. 

Drawback: Expensive, arduous, and the new server may also eventually 

overload. 

Multiple-Server Solution (Horizontal Scaling/Clustering): Building a scalable 

service system across a cluster of servers and distributing the traffic. 

Advantage: Highly cost-effective and much more scalable. 

Levels of Implementation 

Load balancing can be implemented at various layers of the technology stack 

to handle specific types of traffic: 

Network Load Balancing (Layer 4): Balances network traffic across multiple 

servers or instances. It ensures incoming traffic is distributed evenly at the 

transport level. 
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Application Load Balancing (Layer 7): Balances the workload across multiple 

instances of an application. It inspects the content of the traffic to ensure each 

instance receives an equal and appropriate share of requests. 

Database Load Balancing: Distributes incoming queries evenly across 

available database servers to prevent database bottlenecks. 

Types Of Load Balancers 

 

Major Load Balancing Techniques & Examples 

Direct Routing Requesting Dispatching: A real server and the load balancer 

share a virtual IP address. The load balancer accepts request packets via an 

interface configured with this virtual IP and routes them directly to the 

selected back-end servers. 

Dispatcher-Based Cluster: A dispatcher uses smart load balancing—evaluating 

server availability, current workload, capability, and user-defined criteria—to 

decide where to send TCP/IP requests. To the consumer, the cluster acts as a 

single virtual service on one IP address. 

Linux Virtual Server (LVS): An open-source, enhanced load balancing 

solution used to build highly scalable and available network services (HTTP, 

POP3, FTP, VoIP). It acts as the primary entry point for a server cluster and 

executes IPVS for Layer-4 switching in the Linux kernel. 

Advantages vs. Disadvantages 
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4.13 Non-Disruptive service relocation 

Non-disruptive service relocation in cloud computing enables moving running 

applications or virtual machines (VMs) between physical servers, data centers, 

or cloud providers with zero downtime. Using technologies like live 

migration, containerization, and hypervisor-level replication (e.g., VMware to 

AWS), services remain fully operational and accessible, minimizing user 

impact.  

Key Mechanisms and Strategies 

Live VM Migration: Transfers active memory and state from one physical 

host to another without shutting down the VM. 

Hypervisor-level "Relocate": Moves entire VMs from on-premises to cloud-

based hypervisors (e.g., VMware Cloud on AWS) without changing code. 

Containerization: Packages applications for portability, allowing swift 

movement between environments. 

Storage Replication/Migration: Ensures data consistency during movement, 

such as Google Cloud's non-disruptive bucket migration.  

Benefits and Use Cases 

Zero Downtime: Ensures continuity for business-critical applications during 

maintenance or migrations. 

Cloud Balancing: Redistributes workloads across multiple clouds to improve 

performance and manage costs. 

Rapid Migration: Enables moving large, complex, or tightly coupled 

workloads in days rather than months. 

Disaster Recovery: Facilitates moving services away from faulty or 

compromised hardware.  

https://www.google.com/search?q=Live+VM+Migration&sca_esv=835c64f8191b445a&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n54quiFK46r0GyfVsQLDmtO6uXGNQ%3A1773323132052&ei=fMOyaYLxAsTg1e8Pubyl-Q0&ved=2ahUKEwjYu4uA15qTAxXLzjgGHXBrIXgQgK4QegQIAxAB&uact=5&oq=Non-Disruptive+service+relocation+in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiNE5vbi1EaXNydXB0aXZlIHNlcnZpY2UgcmVsb2NhdGlvbiBpbiBjbG91ZCBjb21wdXRpbmcyBhAAGAcYHjILEAAYgAQYhgMYigUyCBAAGIAEGKIEMgUQABjvBTIFEAAY7wVIlBVQzwVY5xFwAXgBkAEAmAHgAaABzwiqAQUwLjUuMbgBA8gBAPgBAfgBApgCBaACygbCAgoQABiwAxjWBBhHmAMAiAYBkAYIkgcFMS4xLjOgB7QpsgcFMC4xLjO4B74GwgcFMi0xLjTIBymACAA&sclient=gws-wiz-serp&mstk=AUtExfCCLdtx_zOKDml1IybYMGViQnod2OoCAjO7KmSq8ywEZ1hZ7Yl4uK2FKURVrxDsRThYwiFOzYjEV3H5VDznf_iUaskMn_HqO5wOx9NPGQNwQDohC5fpuLI2uSGVBxn9yny4SwI4F4_TSvFg3NBMr3Wd7gfEorqxszg-NfFNTk648qT7j88xMwueThczKiTjXONH2fpROdX0w3uC0NXagBMenlIlcb4EyczNXW7iPELwkw&csui=3
https://www.google.com/search?q=Hypervisor-level+%22Relocate%22&sca_esv=835c64f8191b445a&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n54quiFK46r0GyfVsQLDmtO6uXGNQ%3A1773323132052&ei=fMOyaYLxAsTg1e8Pubyl-Q0&ved=2ahUKEwjYu4uA15qTAxXLzjgGHXBrIXgQgK4QegQIAxAD&uact=5&oq=Non-Disruptive+service+relocation+in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiNE5vbi1EaXNydXB0aXZlIHNlcnZpY2UgcmVsb2NhdGlvbiBpbiBjbG91ZCBjb21wdXRpbmcyBhAAGAcYHjILEAAYgAQYhgMYigUyCBAAGIAEGKIEMgUQABjvBTIFEAAY7wVIlBVQzwVY5xFwAXgBkAEAmAHgAaABzwiqAQUwLjUuMbgBA8gBAPgBAfgBApgCBaACygbCAgoQABiwAxjWBBhHmAMAiAYBkAYIkgcFMS4xLjOgB7QpsgcFMC4xLjO4B74GwgcFMi0xLjTIBymACAA&sclient=gws-wiz-serp&mstk=AUtExfCCLdtx_zOKDml1IybYMGViQnod2OoCAjO7KmSq8ywEZ1hZ7Yl4uK2FKURVrxDsRThYwiFOzYjEV3H5VDznf_iUaskMn_HqO5wOx9NPGQNwQDohC5fpuLI2uSGVBxn9yny4SwI4F4_TSvFg3NBMr3Wd7gfEorqxszg-NfFNTk648qT7j88xMwueThczKiTjXONH2fpROdX0w3uC0NXagBMenlIlcb4EyczNXW7iPELwkw&csui=3
https://www.google.com/search?q=Containerization&sca_esv=835c64f8191b445a&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n54quiFK46r0GyfVsQLDmtO6uXGNQ%3A1773323132052&ei=fMOyaYLxAsTg1e8Pubyl-Q0&ved=2ahUKEwjYu4uA15qTAxXLzjgGHXBrIXgQgK4QegQIAxAF&uact=5&oq=Non-Disruptive+service+relocation+in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiNE5vbi1EaXNydXB0aXZlIHNlcnZpY2UgcmVsb2NhdGlvbiBpbiBjbG91ZCBjb21wdXRpbmcyBhAAGAcYHjILEAAYgAQYhgMYigUyCBAAGIAEGKIEMgUQABjvBTIFEAAY7wVIlBVQzwVY5xFwAXgBkAEAmAHgAaABzwiqAQUwLjUuMbgBA8gBAPgBAfgBApgCBaACygbCAgoQABiwAxjWBBhHmAMAiAYBkAYIkgcFMS4xLjOgB7QpsgcFMC4xLjO4B74GwgcFMi0xLjTIBymACAA&sclient=gws-wiz-serp&mstk=AUtExfCCLdtx_zOKDml1IybYMGViQnod2OoCAjO7KmSq8ywEZ1hZ7Yl4uK2FKURVrxDsRThYwiFOzYjEV3H5VDznf_iUaskMn_HqO5wOx9NPGQNwQDohC5fpuLI2uSGVBxn9yny4SwI4F4_TSvFg3NBMr3Wd7gfEorqxszg-NfFNTk648qT7j88xMwueThczKiTjXONH2fpROdX0w3uC0NXagBMenlIlcb4EyczNXW7iPELwkw&csui=3
https://www.google.com/search?q=Storage+Replication%2FMigration&sca_esv=835c64f8191b445a&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=757&sxsrf=ANbL-n54quiFK46r0GyfVsQLDmtO6uXGNQ%3A1773323132052&ei=fMOyaYLxAsTg1e8Pubyl-Q0&ved=2ahUKEwjYu4uA15qTAxXLzjgGHXBrIXgQgK4QegQIAxAH&uact=5&oq=Non-Disruptive+service+relocation+in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiNE5vbi1EaXNydXB0aXZlIHNlcnZpY2UgcmVsb2NhdGlvbiBpbiBjbG91ZCBjb21wdXRpbmcyBhAAGAcYHjILEAAYgAQYhgMYigUyCBAAGIAEGKIEMgUQABjvBTIFEAAY7wVIlBVQzwVY5xFwAXgBkAEAmAHgAaABzwiqAQUwLjUuMbgBA8gBAPgBAfgBApgCBaACygbCAgoQABiwAxjWBBhHmAMAiAYBkAYIkgcFMS4xLjOgB7QpsgcFMC4xLjO4B74GwgcFMi0xLjTIBymACAA&sclient=gws-wiz-serp&mstk=AUtExfCCLdtx_zOKDml1IybYMGViQnod2OoCAjO7KmSq8ywEZ1hZ7Yl4uK2FKURVrxDsRThYwiFOzYjEV3H5VDznf_iUaskMn_HqO5wOx9NPGQNwQDohC5fpuLI2uSGVBxn9yny4SwI4F4_TSvFg3NBMr3Wd7gfEorqxszg-NfFNTk648qT7j88xMwueThczKiTjXONH2fpROdX0w3uC0NXagBMenlIlcb4EyczNXW7iPELwkw&csui=3
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This "relocate" strategy (often considered the 7th 'R' of migration) provides a 

fast, "lift-and-shift" method that keeps operations running while moving to 

more efficient, scalable infrastructure.  

4.14 Zero-downtime 

Zero downtime deployments refer to the practice of updating software without 

causing any disruption to the application's availability. This means that users 

can continue to access and use the application during the deployment process, 

resulting in an uninterrupted experience. Key Components of Zero Downtime 

Deployments include: 

Rolling Updates: Gradually replacing instances of the application without 

taking the entire system offline. 

Blue-Green Deployments: Maintaining two production environments (blue 

and green) where one is active while the other is idle, allowing for seamless 

switching during updates. 

Canary Releases: Deploying new features to a small subset of users first, 

monitoring performance before a full rollout. 

Importance of Zero Downtime Deployments in Distributed Systems 

Zero downtime deployments are crucial in distributed systems for several 

reasons: 

Enhanced User Experience: Users expect continuous availability. Any 

downtime can lead to frustration and loss of trust. 

Business Continuity: For businesses operating online, even minor downtimes 

can result in significant revenue loss. Zero downtime ensures that services 

remain operational. 

Competitive Advantage: Companies that can deploy updates without affecting 

service gain a competitive edge in delivering new features and improvements 

rapidly. 

Agility in Development: Development teams can deploy more frequently and 

with greater confidence, knowing that they won't disrupt service. 
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Reduced Risk: By allowing for gradual rollouts and monitoring, zero 

downtime deployments reduce the risk of large-scale failures during updates. 

Challenges of Downtime in Deployments 

Deployments often come with inherent risks and challenges that can lead to 

downtime: 

Technical Complexity: Managing the intricacies of deployment in distributed 

systems can be challenging due to dependencies and service interactions. 

Rollback Mechanisms: If a deployment fails, rolling back to a previous 

version without causing downtime can be difficult. 

Data Migration Issues: Changes to the database schema or data structure 

during deployments may cause inconsistencies or failures. 

Service Dependencies: Dependencies among services can lead to cascading 

failures if not handled correctly during updates. 

Monitoring and Alerts: Insufficient monitoring can make it difficult to detect 

and respond to issues that arise during a deployment. 

Strategies for Zero Downtime Deployments 

To achieve zero downtime deployments, several strategies can be employed: 

1. Rolling Updates 

This strategy involves updating instances of the application one at a time or in 

small batches. As new instances are deployed, old instances are taken offline 

gradually. 

Advantages: Minimizes the impact on users, as only a portion of the 

application is being updated at any time. 

Considerations: Requires careful monitoring to ensure that updated instances 

are functioning correctly before proceeding. 

2. Blue-Green Deployments 

In this strategy, two identical environments (blue and green) are maintained. 

One environment is live while the other is idle. Deployments occur in the idle 

environment, and once verified, traffic is switched to the new version. 
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Advantages: Provides a quick rollback option, as the old version remains 

intact. 

Considerations: Requires additional infrastructure resources to maintain two 

environments. 

3. Canary Releases 

A canary release involves deploying a new version of the application to a 

small percentage of users first. This allows for monitoring performance and 

gathering feedback before a wider rollout. 

Advantages: Reduces risk by validating new features with a limited audience. 

Considerations: Requires robust monitoring to assess the impact on the canary 

group. 

4. Feature Toggles 

Feature toggles allow developers to deploy code with new features turned off. 

This enables testing in production environments without exposing users to 

unfinished features. 

Advantages: Provides flexibility in releasing features at the right time. 

Considerations: Requires careful management of toggles to prevent technical 

debt. 

Implementation Techniques 

Implementing zero downtime deployments involves various techniques 

tailored to specific needs: 

Load Balancers: Utilizing load balancers helps distribute traffic across 

multiple instances of an application, facilitating smooth transitions during 

deployments. Load balancers can direct users to available instances while 

others are being updated. 

Database Versioning: Implementing database versioning strategies allows for 

schema changes without downtime. Techniques include backward-compatible 

changes and using shadow tables during migrations. 

https://www.geeksforgeeks.org/system-design/what-is-load-balancer-system-design/
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Graceful Shutdowns: Implementing graceful shutdown procedures ensures 

that applications can finish processing ongoing requests before shutting down, 

preventing errors during the transition. 

Health Checks: Health checks are crucial for monitoring the status of 

application instances. Automated health checks ensure that only healthy 

instances serve traffic, allowing for rapid detection of issues. 

Continuous Integration and Continuous Deployment (CI/CD): Leveraging 

CI/CD pipelines allows for automated testing and deployment, streamlining 

the process and ensuring that deployments can happen quickly and reliably. 

Tools and Technologies 

A variety of tools and technologies can facilitate zero downtime deployments: 

Kubernetes: Kubernetes provides orchestration capabilities for containerized 

applications, supporting rolling updates, canary deployments, and blue-green 

deployments with built-in health checks. 

Docker: Docker containers allow for consistent environments, making it easier 

to manage deployments across different stages of development and 

production. 

AWS Elastic Beanstalk: AWS Elastic Beanstalk automates the deployment 

process, allowing for zero downtime with support for rolling updates and load 

balancing. 

Spinnaker: Spinnaker is a multi-cloud continuous delivery platform that 

enables advanced deployment strategies, including canary releases and blue-

green deployments. 

Jenkins: Jenkins, as a CI/CD tool, can automate the deployment process, 

facilitating rolling updates and feature toggles through scripted pipelines. 

Best Practices 

To ensure the success of zero downtime deployments, consider the following 

best practices: 

Automate Deployments: Use CI/CD tools to automate the deployment process, 

reducing human error and improving consistency. 

https://www.geeksforgeeks.org/system-design/graceful-shutdown-in-distributed-systems-and-microservices/
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Monitor Performance: Implement robust monitoring and alerting systems to 

detect issues in real-time during deployments. 

Test in Production: Employ feature toggles and canary releases to validate 

changes in production without exposing all users to potential issues. 

Document Procedures: Maintain comprehensive documentation of deployment 

procedures, including rollback plans, to facilitate quick responses in case of 

failures. 

Educate Teams: Ensure that development and operations teams are well-

trained in deployment strategies and tools to foster collaboration and 

understanding. 

   Zero downtime deployments are essential for maintaining the reliability and 

availability of distributed systems. By employing effective strategies, 

implementation techniques, and leveraging the right tools, organizations can 

achieve seamless updates without interrupting user experiences. As user 

expectations continue to rise, mastering zero downtime deployments will be 

critical for any organization aiming to stay competitive in a rapidly evolving 

digital landscape. 

4.15 Resource reservation 

Resource Reservation Protocol (RSVP) is used in real-time systems for an 

efficient quality band transmission to a particular receiver. It is generally used 

by the receiver side for the fast delivery of the transmission packets from the 

sender to the receiver. Features of Resource Reservation Protocol: 

 RSVP is receiver initiated. Receiver node in the real time system 

initiates the protocol. 

 RSVP is simplex(unidirectional). The receiver node just receives the 

packets and does not want to send any data. 

 Quality of Service is provided by RSVP protocol. 

 Admission Control is used in RSVP at each hop in the network 

topology. 
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 Classification, buffer management, and scheduling is managed 

efficiently by RSVP 

 It dynamically adapts to the change in route for the efficient message 

transfer. 

 It is actually not a routing protocol. It depends upon other routing 

protocols. 

 RSVP operates at the Transport layer of the OSI model and is used to 

reserve resources for a specific flow of data between a sender and 

receiver. 

 It can be used for both unicast and multicast communication. 

 RSVP uses soft state mechanism, which means that it periodically 

refreshes the state information for a particular flow of data. 

 It supports different types of traffic, including constant bit rate, 

variable bit rate, and on-demand traffic. 

 RSVP can be used in conjunction with Differentiated Services 

(DiffServ) to provide Quality of Service (QoS) in a network. 

 It uses a signaling message called RSVP PATH message to request for 

resources and RSVP RESV message to reserve resources for a 

particular flow. 

 RSVP can support multiple QoS levels for a particular flow of data. 

 It is widely used in multimedia applications such as video 

conferencing, streaming, and online gaming. 

Flowspec is used in RSVP to determines the different parameters like 

bandwidth, link strength, congestion, etc for smooth and collisionless 

communication and data transfer. Filterspec is used in RSVP for filtering of 

the packets. It is used to route the packets according to its destination type as a 

fixed or shared receiver.  
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Types of messages used in RSVP connection establishment: 

Reservation Message (resv): The receiver sends the Reservation Message 

(resv) to the sender, which specifies all the required resources and parameters 

for the reservation to establish. 

Path Message (path): Upon receiving the reservation message from the 

receiver, the sender records all the necessary resources to be reserved and 

records the path. The sender multicasts a Path Message (path) to all the 

receivers, which specifies the routing details of the packet. It also contains all 

the necessary specifications about the reservation to be made for the receiver. 

Reservation Messages Transfer: 

 

Figure 4.12 

Path Messages Transfer: 

 

Figure 4.13 

The data sent by the sender in Resource Reservation Protocol is encrypted to 

prevent the data sent to the receiver from breach. Error reporting is done at the 

sender side in Resource Reservation Protocol for making the necessary 
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changes in the communication strategy. In case of failure in RSVP, the 

admission state of the hop is sent to the requester for handling the necessary 

packets. In RARP the routers record the necessary forward and reverse routing 

state. The router may also make the necessary changes in the path message 

sent by the sender to the receiver to indicate the actual resource availability. 

Advantages of Resource Reservation Protocol (RRP) in Real-Time 

Systems: 

Predictable Resource Allocation: RRP allows for the reservation of system 

resources in advance, ensuring predictable and guaranteed resource 

availability for real-time tasks. This enables the system to meet timing 

constraints and ensure timely execution of critical tasks. 

Deterministic Behavior: RRP provides deterministic behavior in real-time 

systems by allocating fixed resources to specific tasks. This determinism 

allows for precise timing analysis and ensures that tasks can meet their 

deadlines with high accuracy. 

Quality of Service Guarantees: RRP enables the system to provide quality of 

service guarantees by reserving resources based on the requirements of real-

time tasks. It ensures that tasks receive the necessary resources and can 

operate within specified timing constraints, leading to reliable system 

behavior. 

Resource Optimization: RRP allows for efficient resource utilization by 

reserving resources only when they are needed. This prevents resource 

wastage and maximizes resource availability for other tasks, leading to overall 

improved system performance. 

Disadvantages of Resource Reservation Protocol (RRP) in Real-Time 

Systems: 

Increased Resource Overhead: Implementing RRP requires additional 

resources for reservation and management, including memory for storing 

reservation information, computational power for scheduling and resource 

allocation decisions, and communication overhead for maintaining the 
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reservation protocol. This can increase the overall resource overhead of the 

system. 

Limited Flexibility: RRP relies on static resource reservations, which may 

limit the flexibility and adaptability of the system. Changes in task 

requirements or dynamic workload variations may require manual 

reconfiguration of reservations, leading to inflexibility in resource allocation. 

Scalability Challenges: RRP may face scalability challenges in large-scale 

real-time systems with a high number of tasks and complex resource 

dependencies. As the number of tasks and resource requirements increase, 

managing and coordinating the reservations can become more challenging and 

may impact system performance. 

Reservation Conflicts and Deadlock Risks: In systems where multiple tasks 

contend for the same resources, conflicts, and deadlocks may arise if the 

reservation protocol is not carefully designed and managed. Resolving 

conflicts and avoiding deadlocks requires careful coordination and scheduling 

decisions, which can add complexity to the system design. 

4.16 Dynamic failure detection and recovery 

Below is the importance of failure detection and recovery in distributed 

systems: 

1. Importance of Failure Detection 

Minimizing Downtime: Failing systems can be identified early hence 

minimizing time lost in a system and increasing its availability and reliability. 

Preventing Data Loss: Any form of failure that may go undetected will result 

in either loss of data or even corruption of the data, which is completely 

undesirable. 

Maintaining System Performance: It is recommendable to diagnose 

performance decline early enough so that remedies can be initiated to avoid 

the issue going out of hand. 
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Enhancing User Experience: Since errors are identified and corrected fast, the 

users face less interference and this makes them more confident in the system. 

2. Importance of Failure Recovery 

System Resilience: Proper recovery measures keep the system viable in that it 

is always capable of recovering from failed instances in the shortest time 

possible. 

Continuous Operation: Recovery processes help the system to keep going after 

a failure and in most cases, the functioning of the system is not interrupted. 

Protecting Revenue: To businesses, timeliness in recovery is crucial for 

operations because failures lead to lost revenues from downtime or poor 

service quality. 

Preserving Reputation: Companies that handle failure recovery effectively, 

enjoy the perception of being reliable and prompt in meeting customers' needs. 

Types of Failures in Distributed Systems 

Below are the types of failures in distributed systems: 

1. Method Failure 

 A type of failure that affects a distributed system is the method failure 

where a particular function or operation in a system cannot perform as 

required. 

 Such failures may be attributed to, the presence of bugs in the code, 

wrong logic, or the wrong inputs being fed into the program. 

 Their failure results in wrong answers, or can cause the specific service 

or component based on the method to freeze. 

 Addressing method failures, in general, entails debugging to examine 

the code’s failure points and designing various scenarios and 

conditions to check if it performs as expected. 

2. System Failure 

 System failure is whereby the node, or one of the subsystems that 

make up the distribution system, shuts or malfunctions. 

https://www.geeksforgeeks.org/system-design/resilient-system-system-design/
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 The failures may originate from faulty hardware, operating system 

crashes and other high-severity software failures. 

 A system failure is a situation, where one or many nodes or 

components of the system stop operating, which may affect the 

efficiency and availability of the whole system. 

 Some of the ways by which system failures can be recovered include 

resetting the node, backups or failing over. 

3. Secondary Storage Device Failure 

 Secondary storage device failure is a term that shows that there is a 

problem with a hard disk or SSD, where the device is not working as 

expected. Such failures may involve loss or corruption of data which is 

adverse to the distributed system since it is inaccessible. 

 The causes of damages can be mechanical ones such as physical 

impact, as well as wearing and tear, or even firmware problems. 

 To reduce the probability of secondary storage device failures, the 

systems employ a variety of methods such as redundancy; for instance, 

RAID settings, data backup, and replication procedures in case one 

storage device goes bad. 

4. Communication Medium Failure 

 Communications media failure on the other hand refers to the 

breakdown of the links through which nodes in a distributed system are 

connected. 

 Communication medium failures include a breakdown of the network 

in which certain elements like packet transmission may be lost or they 

experience high levels of delay, or a network may be split into 

portions, or there may be complete blackouts on the network. 

 These failures can cause the nodes to not communicate coordinate or 

synchronize and this can cause the node or the system to be in an 

inconsistent state or the system may crash. 
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Fundamentals of Failure Detection 

Fundamentals of Failure Detection include: 

Anomaly Detection: Anomaly detection deals with the process of detecting 

inconsistencies that are present within a given system in terms of its 

behavioural patterns. They use statistical methods, machine learning methods 

or rule-based systems to identify suspicious activities to point out the failures. 

The use of this method is quite helpful when problems are least expected and 

latent or when the threshold level of the normal range of a particular variable 

is not effective in identifying the problem. 

Heartbeat Mechanism: The heartbeat mechanism implies the exchange of 

signals called heartbeats between the system components to check if they are 

fully functional. If a component stops sending a ‘heartbeat’ it is considered 

failed and an alarm will be raised. This easy but effective method proves to be 

very useful in identifying failed components, especially in large applications. 

Health Checks: Health checks are ultimately small tests carried out on the 

different constituents of the system to confirm that they are fit to perform their 

duties. Such checks can be as simple as a ping command to check the 

connectivity to as comprehensive as checking data integrity and application 

returns. Preventive health checks assist in identifying system problems early, 

which is important in ensuring the system’s operational reliability to attend to 

healthcare services provision for society. 

Error Logs and Monitoring: Error logs and monitoring entail the process of 

aggregating log data to identify error messages, system warnings, and other 

forms of anomalies. Applications such as the ELK stack that includes 

Elasticsearch, Logstash and Kibana to centralize logs and make real-time 

analyses, which is beneficial in understanding the state of the system and 

diagnosing failures. 

Threshold Alerts: Performance monitoring is done by determining certain 

levels which signal the occurrence of various performances such as CPU and 

memory utilization, and response time. When these metrics go a little higher 

https://www.geeksforgeeks.org/system-design/what-are-heartbeat-messages/
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than the standards that have been set, then an alert will be raised to show that 

there is a failure or a performance issue. This is proactive performance as it 

assists in solving certain issues before they cause great harm to the system. 

Failure Detection Mechanisms 

Below is the failure detection mechanism in system design: 

Health Checks 

Description: Scheduled procedures to confirm the state of the part. These 

could be basic packets of data or corridor bumpers or can contain detailed 

instructions like asking for data from a database or an API. 

Example: Efficient web server health check can be as simple as an HTTP 

request to a site’s page, a response to which should be received within a set 

time. 

Error Detection 

Description: Some are monitoring logs files and error messages that signify 

that the failure or that it is behaving abnormally. 

Example: Server logs of a web server may contain codes (for example, 500 

Internal Server Error) that need some attention. 

Threshold Monitoring 

Description: Defining fixed limits for various parameters, like the CPU load, 

the amount of used-up memory, or response times. When these values are 

crossed, then alarms are given out. 

Example: In the case of CPU usage, if the serve reaches a specified 

percentage, for instance, 90% for some time, an alarm is triggered about poor 

performance. 

Redundancy Checks 

Description: Overseeing standby facilities or equipment that are used if 

another primary facility or gear is out of order. 

Example: In a database cluster, check to make sure replicas are healthy and 

ready to step in if the primary database is no longer accessible. 

 

https://www.geeksforgeeks.org/system-design/redundancy-system-design/
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Dependency Monitoring 

Description: Depending on the task, components or services outside the 

system might be required, which are then checked to confirm that are up and 

running. 

Example: Keeping track of third-party API calls that the service applies, to 

make sure the calls are correct. 

Failure Detection Algorithms in Distributed Systems 

Below are the main failure detection algorithms: 

1. Heartbeat Algorithms 

Description: Components are active and occasionally, send a ‘heartbeat 

message’ to either a monitoring system or another component. 

Common Algorithms: 

Simple Heartbeat: A simple form of the failure detection mechanism that 

declines if a ‘heartbeat message’ is not received in a specific period. 

Timestamps: Other significant messages are heartbeat messages, and it has 

timestamps; in this case, the system will determine if the interval between 

heartbeat messages is over a certain limit. 

Two-way Heartbeats: Both components send and anticipate heartbeats from 

each other and hence increase the level of robustness. 

2. Timeout-Based Algorithms 

Description: These algorithms are based on timeouts, that is, failures are 

identified through timeouts. In case, a response is not received within the set 

time the system concludes that it has failed. 

Common Algorithms: 

Fixed Timeout: It has a statically generated timeout value. In case a 

component does not respond within this period, the identification of it as failed 

is made. 

Adaptive Timeout: It also uses timeout value to eliminate false positives or 

when the condition of the network is bad or after response time has exceeded. 
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3. Ping/Echo Algorithms 

Description: Still another part of the application constructs a ping message and 

sends it to another and then waits for an echo. It is indeed interesting to note 

that if the echo is not received within the stipulated time failure is predicted. 

Common Algorithms: 

ICMP Ping: Uses ICMP to send ping requests. 

Application-level Ping: This one sends ping messages at the application level, 

thus providing more detailed tests. 

4. Consensus Algorithms 

Description: In distributed systems, it is employed the reach an agreement on 

the state of the system helping in failure detection. 

Common Algorithms: 

Paxos: Achieves a consensus as to which value to return out of multiple 

choices among the nodes that have been distributed even when some of them 

fail. 

Raft: Reduces the levels of complexity when agreeing on the state changes by 

employing the leader-based approach. 

Byzantine Fault Tolerance (BFT): Manages arbitrary failures of any type 

including malicious behavior and guarantees the consensus of distributed 

systems. 

5. Statistical and Machine Learning Algorithms 

Description: These algorithms work with a data set to identify signs of failure 

that should be considered in a model. 

Common Algorithms: 

Z-score: Structurally differentiates the relevant parameters that greatly differ 

from the average values. 

Regression Models: Makes a forecast of the expected activities and gives 

alerts when there are variations from these standards. 

Neural Networks: Training and identification of abnormal behaviour. 

https://www.geeksforgeeks.org/operating-systems/consensus-algorithms-in-distributed-system/
https://www.geeksforgeeks.org/operating-systems/paxos-algorithm-in-distributed-system/
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Clustering Algorithms: Organises similar data and also identifies extreme 

values. 

Recovery Strategies in Distributed Systems 

Below are some recovery strategies in distributed systems 

Failover: 

Description: The process of transferring to the backup system or subsystem if 

the initial system or subsystem has stopped working. 

Example: This is in the context of a server cluster whereby, if one of the 

servers tends to fail, the job is shifted to another server in the cluster. 

Replication: 

Description: Use of duplicates of data in different systems or places such that 

data can be available whenever it is needed. 

Example: It is database replication in which data is constantly transferred from 

a primary database to one or several other secondary databases. 

Load Balancing: 

Description: The act of spreading out processing through multiple sub-systems 

to avoid the stressing of one system and duplication of others. 

Example: A web application might apply load balancing to distribute the 

number of received requests to various servers. 

Data Backups: 

Description: Creating a mirror of the data to another storage system to avoid 

loss of contacts. 

Example: A backup of a database at a different location every day to cater for 

the data in an instance where it is lost. 

Redundancy: 

Description: The utilization of duplicate subassemblies to have redundancy in 

case one fails to work properly. 

Example: Presence of dual power supply in a server in a manner that if one 

fails then the other will be able to power the server. 

 

https://www.geeksforgeeks.org/system-design/failover-mechanisms-in-system-design/
https://www.geeksforgeeks.org/system-design/data-replication-strategies-in-system-design/
https://www.geeksforgeeks.org/system-design/what-is-load-balancer-system-design/
https://www.geeksforgeeks.org/system-design/redundancy-system-design/
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Implementation Considerations For Designing Reliable Failure Detection 

Below are the implementation considerations for designing reliable failure 

detection in distributed systems: 

1. Accuracy 

Definition: The accuracy of the means used to classify actual failures without 

producing false alarms or misses. 

Strategies: 

Threshold Tuning: Establish more that allows for the significant use of 

computational resources and their limits at potential levels of system activity 

(response time, CPU usage). 

Multi-Metric Analysis: This is principally to ensure that failure conditions are 

well measured by different parameters to reduce of risk of having critical 

measures that work as a single point of failure. 

Historical Baselines: Set procedural standards of norms and ensure the 

recognition of variances. 

2. Redundancy and Diversity 

Definition: Applying several independent techniques to failure identification. 

Strategies: 

Multiple Detectors: Use heartbeat messages, health checks, and anomaly 

detectors to have multiple failure detectors cross-checking. 

Geographical Redundancy: Ensure that detectors of failures are not clustered 

in one region or area as this will have consequences of a related problem. 

3. Context Awareness 

Definition: Failing is one thing but knowing the type of failure that can occur 

and the environment that comes with it. 

Strategies: 

Application Context: Smaller applications should therefore be approached 

differently compared to larger applications by making adjustments on the 

types of detection mechanisms to be used based on the environment in 

question. 
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Dependency Awareness: Managing failure and knowing what is dependent on 

such a failure within the system. 

Failure Detection and Recovery in Real-world Systems 

Below is how failure detection and recovery is implemented in real-world 

systems: 

1. Cloud Computing 

Failure Detection: 

Heartbeat Mechanism: AWS, Google Cloud and Azure cloud providers can 

use heartbeat signals from instances to the control plane and vice versa. 

Health Checks: Periodic checks on Virtual machines/s and services to 

ascertain that they are running all the time. 

Recovery: 

Auto-Scaling: Scaling up and down instances on their own as the workload 

increases or decreases and taking necessary action on the health status. 

Failover: Immediate switching to the available and healthy instances in other 

different zones or regions. 

2. Distributed Databases 

Failure Detection: 

Consensus Algorithms: Some of the databases such as Apache Cassandra and 

Google Spanner use consensus algorithms (for example Paxos, Raft) to 

achieve consensus on node failures. 

Quorum Reads/Writes: To check that the majority of the nodes are always 

available for performing read and write operations for consistency. 

Recovery: 

Replication: The information is synchronized always on many nodes and data 

centres to have a standby in case some fail to work. 

Automatic Repair: Subprocesses that run in the background to find and correct 

differences between the replicas of the data checked by the system. 
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3. Telecommunications 

Failure Detection: 

Network Monitoring: Ongoing scanning of the activities within the network as 

well as the structures of the infrastructure to identify problems. 

Error Detection Codes: Employing error detection codes such as CRC to 

detect data packets that have been corrupted. 

Recovery: 

Redundant Links: Focusing on network redundancy through the 

implementation, of multiple links and paths for traffic in case of a failure. 

Automatic Rerouting: Proactive routing protocols (for example OSPF and 

BGP) for steering traffic around failed components on a network. 

4. E-Commerce Platforms 

Failure Detection: 

Application Monitoring: This can be called monitoring tools for the 

application, such as New Relic, Datadog, or Prometheus, aimed at the 

identification of failures. 

User Behavior Monitoring: Supervising users’ activity logs and single 

transactions in search of problems. 

Recovery: 

Graceful Degradation: Providing the functionality that the system is to 

partially work even when some elements of the service are not working (e.g., 

providing only static pages). 

Blue-Green Deployments: Having two production environments, for example, 

blue and green environments for switching in case of a problem with the 

deployment. 

Open Source Failure Detection Tools 

Below are some open source detection tools: 
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1. Nagios 

Description: Another significant open source application that works as the 

monitoring solution is Nagios, which offers enterprises overall services and 

host monitoring, as well as checks for server performance. 

Features 

 Supervision of network services (HTTP, SMTP, POP3, NNTP, PING 

and many more). 

 Interception of the resources in the host system (processor load, disk 

space among others and system logs). 

 An open plugin framework that does not require much effort to write 

its service checks. 

 Other functionalities to notify the users of developing problems 

through E-mail, MMS, or other means. 

 Through developing a web dashboard and reporting on the website. 

2. Prometheus 

Description: Prometheus is an open-source system and application monitoring 

and alerting toolkit that is built to be reliable and scalable. It is used mainly for 

observing the containerized applications and the microservices. 

Features 

 Multi-dimensional structure with time series data that are keyed on the 

metric name and optional key/value pairs. 

 Flexible query language (PromQL) for working with the metrics. 

 Alert manager for handling and managing the alerts and notifications. 

 Analyzing the exporters and integrations in different systems and 

services. 

 Support of service discovery and dynamic cloud settings. 

3. Zabbix 

Description: Zabbix is an open-source solution for IT companies and 

businesses that is used for networks and application monitoring. 
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Features 

 This is a distributed monitoring solution with a central web-based 

administration. 

 Agent-based and agentless monitoring. 

 Option of personalized notification and alerting. 

 The identifying of other network devices and network services in the 

network. 

 Data visualization with the possibility to configure tractable 

dashboards and generate reports. 

4. Sensu 

Description: Sensu is a versatile and highly extendible open-source system 

monitoring agent developed for complex cloud-oriented environments and 

microservices architectures. 

Features 

 API-driven configuration and operation. 

 Verify whether it is used for the monitoring and health check of the 

services. 

 Event processing flow, which enables handling and responding to the 

monitoring events. 

 Compatibility with other similar pieces of software, namely, 

monitoring and alerting software. 

 These are plugins and the ability to have custom extensions. 

4.17 Bare-metal provisioning 

A bare metal server is a physical computer server dedicated exclusively to a 

single tenant or user, providing full access to all its hardware resources. Unlike 

virtualized servers that share resources among multiple users, a bare metal 

server offers direct access to the underlying hardware without any 

virtualization layer. This means there is no overhead from a hypervisor, 
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allowing the user to achieve maximum performance, reliability, and control 

over the server environment. 

Key Characteristics of Bare Metal Servers: 

Dedicated Resources: All the hardware components, such as CPU, RAM, 

storage, and network interfaces, are dedicated to a single user. This eliminates 

the "noisy neighbor" effect seen in shared environments. 

High Performance: With direct access to the physical hardware and no 

virtualization overhead, bare metal servers can deliver optimal performance 

for compute-intensive applications and workloads. 

Customizability: Users have full control over the server’s hardware and 

software configurations. This includes the ability to install any operating 

system, hypervisor, or application that meets their specific needs. 

Security and Isolation: Because the server is dedicated to a single tenant, it 

offers enhanced security and isolation compared to multi-tenant virtualized 

environments. This is particularly important for sensitive and mission-critical 

applications. 

Reliability: Bare metal servers often provide higher reliability and 

predictability in performance, as there is no contention for resources from 

other users. 

Advantages of Bare Metal Servers 

Below are the advantages of using Bare Metal Servers: 

Raw Performance: It provides direct access to the physical hardware, which 

results in a huge boost in performance as there is no overhead from the 

Virtualization process. This advantage makes it a first choice for intensive 

computing environments. 

Predictable Resource Allocation: As bare metal servers have their dedicated 

resources allocated to them, systems that require stable and reliable processing 

power and resources, bare metal servers become their first choice. 

Customization and Control: In the case of Bare Metal Servers, users have full 

control over their configuration. They can make changes according to their 

https://www.geeksforgeeks.org/system-design/reliability-in-system-design/
https://www.geeksforgeeks.org/system-design/reliability-in-system-design/
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needs without any issues. This independent nature is beneficial when the 

system requires some unique kind of resources and configuration to work 

properly. 

Security: Bare Metal servers provide a high degree of security as it doesn't 

share it resources with others like Virtualization. So all the hardware and 

resources stays in the same place and used by people of particular 

organization. 

Licensing Cost Optimization: Bare Metal servers can be more cost-effective 

than that of Virtualized systems. As the organizations will only pay for the 

resources they want to install, without renting or thinking about other tenants. 

Disadvantages of Bare Metal Servers 

Below are the disadvantages of using Bare Metal Servers: 

Limited Scalability: As the bare metal servers use physical servers or 

resources, scalability is one of the main drawbacks of Bare Metal Servers. 

Unlike cloud based servers or virtualized servers, bare metal server can't scale 

instantly or in less cost. Physical resources must be brought and installed to 

scale it. 

Higher Upfront Costs: Installation of the bare metal server from scratch can be 

costlier than that of virtualized resources, as in that there is no need to by any 

physical equipments. Also it is costlier to mantain the physical resources and 

keep them running all the time. 

Resource Underutilization: As bare metal servers are specifically allocated for 

single user or application. Sometimes, the resources of that server remains 

underutilized, because of the different workload at different time. 

Longer Deployment Times: Provisioning and allocating the resources and then 

deploying them takes a lot more time as compared to virtual machines. This 

can be a drawback when rapid scalability is needed or quick deployment is 

required for certain applications. 

Complex Managemen: Managing bare metal servers is alos a hectic task, as it 

require hardware maintenance, updates, troubleshooting etc. This complexity 

https://www.geeksforgeeks.org/system-design/what-is-scalability/
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can increase the time and skill requirements of the system administrators, 

which can eventually impact the efficiency of operation. 

Use Cases of Bare Metal Servers 

Below are the popular use cases of using Bare Metal Servers: 

High Performance Computing (HPC): 

 Bare Metal servers promotes high performance computing scenarios, 

such as scientific simulations, data analysis, financial modeling etc. 

 The direct access to the hardware resources unlocks the maximum 

computational power without any overhead caused by Virtualization. 

Content Delivery Networks (CDN): 

Bare Metal Servers are used in CDN environments due to their dedicated 

hardware which ensures consistent performance in case of distributing and 

caching contents across various different locations. 

Machine Learning and AI Workloads: 

 Applications which involves tasks related to Machine Learning and AI 

needs heavy and stable processing power all the times. 

 Due to the raw processing power and efficient resource allocation Bare 

Metal server provides, it is the first choice for them. 

 Tasks like training and deploying complex models can be accelerated 

when a dedicated hardware has been used. 

Resource-Intensive Web Applications: 

 Web Applications which deal with a lot of traffic can utilise the 

dedicated hardware or resources bare metal server provides. 

 One of that type of Web Application can be an E-commerce website, 

which deals with a lot of traffic every day. 

Security-Sensitive Applications: 

 Bare Metal servers are preffered when the security of the application is 

taken into consideration. 

https://www.geeksforgeeks.org/system-design/what-is-content-delivery-networkcdn-in-system-design/
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 As there is only one user using those physical resources, the chances of 

any vulnerability arising is much more less as compared to the 

virtualized or cloud based servers. 

 It is preffered by people who work in the field of Financial Services or 

Health Services. 

Network Infrastructure and Virtual Network Functions (VNFs): 

Bare Metal server provide the necessary performance and isolation for 

network related tasks such as routing, load balancing, use of firewall etc. 

The Process of Setting Up and Deploying a Bare Metal Server 

The process of procuring and deploying a bare metal server consists of various 

important steps. They are given below: 

Step 1: Define the Requirements 

The first step is to define the requirements clearly. Identify the performance, 

storage and network related requirements. Also identify the hardware 

requirements like CPU, RAM, Storage type etc. 

Step 2: Choose a Provider 

The next step is to choose a Bare Metal Service provider based on the cost or 

the services they are providing, and also keeping in mind about the 

requirements of the organization. 

Step 3: Select Hardware and Operating System Configuration 

The next step is to select the proper hardware configuration based on the 

requirements of the organization. Hardware elements like RAM, Storage, 

Processor Speed, Network Configuration etc. should be considered. After 

selecting the hardware, now its time to select the operating system which 

would be beneficial for the application which will use the server. The 

organization should keep in mind about any other peripherals or extra plug-ins 

they might need to add to make the application better and they are also 

supported by that operating system. 
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Step 4: Setup and Provisioning of the Physical Resources 

After selecting all the necessary hardware and physical resources, it's time to 

aseemble them together to make the Server running. The following step we 

follow are: 

 In this step the physical server is being prepared with the hardwares 

such as RAM, Storage etc. selected in the previous step. 

 After configuring the physical resources, it's time to install the 

operating system which will be used by the application, and even after 

installation of the OS, the user or organization might do some changes 

keeping in mind about the requirements of the application they are 

planning to run. 

 After finishing the setup, the organization might provide unique 

credentials such as login credentials to use and access devices 

associated with the bare metal servers. 

Step 5: Using the Server 

After getting the credentials, users can use the devices to access the bare metal 

servers and create and deploy applications using the resources. But, they 

should also implement a backup and recovery strategy to recover the 

important data, if anything unexpected thing happens with the server and the 

data get lost. 

  They should also maintain the server well by updating the running 

applications, using proper security measures, applying patches, updating the 

OS etc. 

4.18 Rapid provisioning 

Rapid deployment in cloud computing refers to the swift provisioning, 

configuration, and deployment of applications and services in a cloud 

environment. This approach leverages the flexibility, scalability, and 

efficiency of cloud infrastructure to accelerate the development and release 

https://www.primetechnologiesglobal.com/blog/what-is-rapid-deployment-in-cloud-computing
https://www.primetechnologiesglobal.com/services/custom-web-app
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cycles, enabling organizations to respond quickly to market demands and 

business needs. 

Key Characteristics of Rapid Deployment 

1. Speed and Efficiency: Rapid deployment significantly reduces the time 

required to set up and launch applications compared to traditional on-premises 

setups. - Automated tools and templates enable faster configuration and 

provisioning of resources. 

2. Scalability: Cloud environments provide on-demand scalability, allowing 

resources to be adjusted quickly based on the application's needs. - This 

ensures that applications can handle varying loads without significant delays 

or downtime. 

3. Automation: Automation tools such as Infrastructure as Code (IaC) 

facilitate the rapid deployment of infrastructure and applications. - Continuous 

Integration and Continuous Deployment (CI/CD) pipelines automate the build, 

test, and deployment processes. 

4. Flexibility: Cloud platforms offer a variety of services and resources that 

can be rapidly deployed and integrated into applications. - Developers can 

quickly experiment with new features and services without the need for 

extensive manual setup. 

5. Cost-Effectiveness: Pay-as-you-go pricing models in cloud computing 

ensure that organizations only pay for the resources they use, reducing upfront 

costs. - Rapid deployment minimizes the time and labor costs associated with 

manual provisioning and setup. 

Benefits of Rapid Deployment in Cloud Computing 

1. Accelerated Time-to-Market: By reducing the time needed to deploy 

applications, organizations can bring products and services to market faster, 

gaining a competitive edge. 

2. Improved Agility: Organizations can quickly adapt to changing market 

conditions and customer demands by rapidly deploying updates and new 

features. 
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3. Enhanced Collaboration: Cloud-based deployment fosters better 

collaboration among development, operations, and QA teams through shared 

tools and environments. 

4. Resource Optimization: Rapid deployment allows for efficient utilization of 

resources, ensuring that applications run optimally without unnecessary 

overhead. 

5. Risk Reduction: Automation and standardized deployment processes reduce 

the risk of human error, leading to more reliable and consistent deployments. 

Key Technologies Enabling Rapid Deployment 

1. Infrastructure as Code (IaC): Tools like Terraform, AWS CloudFormation, 

and Azure Resource Manager allow for the automated provisioning and 

management of cloud infrastructure using code. 

2. CI/CD Pipelines: Platforms like Jenkins, GitLab CI, and CircleCI automate 

the build, test, and deployment processes, ensuring rapid and reliable delivery 

of software. 

3. Containerization: Docker and Kubernetes enable the packaging and 

deployment of applications in lightweight, portable containers, facilitating 

rapid and consistent deployments across environments. 

4. Serverless Computing: Services like AWS Lambda, Azure Functions, and 

Google Cloud Functions allow developers to deploy code without managing 

servers, speeding up the deployment process. 

5. Cloud Management Platforms: Tools like AWS Management Console, 

Azure Portal, and Google Cloud Console provide comprehensive dashboards 

and management capabilities for rapid deployment and scaling of resources. 

4.19 Storage workload management 

Storage workload management in cloud computing is a dynamic architecture 

that optimizes performance and cost by distributing data, Logical Unit 

Numbers (LUNs), and I/O operations across available cloud storage devices. It 

utilizes automated tools, AI-based analytics, and resource pools to manage 

https://www.google.com/search?q=Logical+Unit+Numbers+%28LUNs%29&sca_esv=df890eccffbfa804&rlz=1C1CHNY_enIN1030IN1030&sxsrf=ANbL-n6fWzzVIlHgvGOcucVlOe6QsWlARg%3A1773330419146&ei=89-yaZi9CJeW4-EP4deJwQI&ved=2ahUKEwi4wvzC25qTAxWQsVYBHbbADnwQgK4QegQIARAC&uact=5&oq=Storage+workload+management+in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiLlN0b3JhZ2Ugd29ya2xvYWQgbWFuYWdlbWVudCBpbiBjbG91ZCBjb21wdXRpbmcyBhAAGAcYHjILEAAYgAQYhgMYigUyCxAAGIAEGIYDGIoFMgsQABiABBiGAxiKBTIIEAAYgAQYogQyBRAAGO8FMgUQABjvBTIFEAAY7wVI6ixQAFiKInAAeACQAQCYAb4BoAHsBKoBAzAuNLgBA8gBAPgBAfgBApgCBKACswXCAgcQABiABBgNwgIGEAAYDRgewgIIEAAYCBgNGB6YAwCSBwUwLjMuMaAH6x-yBwUwLjMuMbgHswXCBwcyLTEuMi4xyAc3gAgA&sclient=gws-wiz-serp
https://www.google.com/search?q=Logical+Unit+Numbers+%28LUNs%29&sca_esv=df890eccffbfa804&rlz=1C1CHNY_enIN1030IN1030&sxsrf=ANbL-n6fWzzVIlHgvGOcucVlOe6QsWlARg%3A1773330419146&ei=89-yaZi9CJeW4-EP4deJwQI&ved=2ahUKEwi4wvzC25qTAxWQsVYBHbbADnwQgK4QegQIARAC&uact=5&oq=Storage+workload+management+in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiLlN0b3JhZ2Ugd29ya2xvYWQgbWFuYWdlbWVudCBpbiBjbG91ZCBjb21wdXRpbmcyBhAAGAcYHjILEAAYgAQYhgMYigUyCxAAGIAEGIYDGIoFMgsQABiABBiGAxiKBTIIEAAYgAQYogQyBRAAGO8FMgUQABjvBTIFEAAY7wVI6ixQAFiKInAAeACQAQCYAb4BoAHsBKoBAzAuNLgBA8gBAPgBAfgBApgCBKACswXCAgcQABiABBgNwgIGEAAYDRgewgIIEAAYCBgNGB6YAwCSBwUwLjMuMaAH6x-yBwUwLjMuMbgHswXCBwcyLTEuMi4xyAc3gAgA&sclient=gws-wiz-serp
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storage capacity, ensure data availability, and prevent bottlenecks across 

hybrid or multi-cloud environments.  

Key aspects of storage workload management include: 

Core Components: Involves storage capacity systems, resource pools for 

aggregating devices, storage capacity monitors for scaling, and LUN 

migration techniques. 

Performance Optimization: Utilizes auto-scaling and data placement strategies 

to match workload needs (e.g., high IOPS) with appropriate storage types, 

reducing latency. 

Techniques: Key methods include data compression, deduplication, and tiered 

storage to improve efficiency, reduce costs, and support sustainability. 

Management Tools: Amazon Web Services (AWS), Microsoft Azure, and 

Google Cloud Platform provide tools for monitoring and automation to 

prevent overspending and ensure compliance. 

Types of Workloads: Managed workloads include storage-intensive 

applications, databases, file systems (e.g., Filestore), and backup/archival 

systems.  

Effective management ensures that data is accessible, secure, and cost-

efficiently stored, allowing for dynamic adaptation to changing demand. 
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https://www.google.com/search?q=LUN+migration&sca_esv=df890eccffbfa804&rlz=1C1CHNY_enIN1030IN1030&sxsrf=ANbL-n6fWzzVIlHgvGOcucVlOe6QsWlARg%3A1773330419146&ei=89-yaZi9CJeW4-EP4deJwQI&ved=2ahUKEwi4wvzC25qTAxWQsVYBHbbADnwQgK4QegQIBBAB&uact=5&oq=Storage+workload+management+in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiLlN0b3JhZ2Ugd29ya2xvYWQgbWFuYWdlbWVudCBpbiBjbG91ZCBjb21wdXRpbmcyBhAAGAcYHjILEAAYgAQYhgMYigUyCxAAGIAEGIYDGIoFMgsQABiABBiGAxiKBTIIEAAYgAQYogQyBRAAGO8FMgUQABjvBTIFEAAY7wVI6ixQAFiKInAAeACQAQCYAb4BoAHsBKoBAzAuNLgBA8gBAPgBAfgBApgCBKACswXCAgcQABiABBgNwgIGEAAYDRgewgIIEAAYCBgNGB6YAwCSBwUwLjMuMaAH6x-yBwUwLjMuMbgHswXCBwcyLTEuMi4xyAc3gAgA&sclient=gws-wiz-serp&mstk=AUtExfDMqV9y5_1dFa7ZkX9UTJY5AXvTwDpiiBPGWfAznMX18fBFY6skqSoK9j7P6ktQkMaDpF5NbJyxJVyreSUlUUAf5WD40KmYBUwfDv9jOqmhm5BIMcrJcCMIt4BSwtOrsTZw2Zl4ZRuVguIauaY9jLHt3pJ_lAVbYKrT3dZlQMF0qRCvnO3uPKTHGwwUqlmA-xqas8zZCbezeJf0zNJxMLVa25uvSvhXGEZvC20-wSuzxw&csui=3
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UNIT  V 

CLOUD PLATFORMS AND 

APPLICATIONS 

5.1 Cloud platform 

Cloud computing is a transformative technology that enables users to access 

computing resources—such as servers, storage, databases, and applications—

over the internet on a pay-as-you-go basis. Cloud platforms provide 

developers and enterprises with scalable infrastructure and frameworks to 

build, deploy, and manage applications efficiently without managing 

underlying hardware directly. 

 

Figure 5.1 

Cloud services are typically offered in three main models: 

Infrastructure as a Service (IaaS): Provides virtualized computing resources 

such as servers, networks, and storage. 

Platform as a Service (PaaS): Offers a development and deployment 

environment for building applications. 

Software as a Service (SaaS): Delivers ready-to-use software applications over 

the internet. 

Types of Cloud Platforms 

Public Cloud: Services delivered over the internet by third-party providers 

(e.g., AWS, Azure). 
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Private Cloud: Dedicated, secure infrastructure for a single organization. 

Hybrid Cloud: A mix of public and private, allowing data sharing between 

them.  

Main Functions and Benefits 

Scalability & Flexibility: Instantly scale resources up or down based on 

demand. 

Cost Efficiency: Eliminates upfront hardware costs, switching to operating 

expenses (OpEx). 

Development Speed: Accelerates app development and deployment with pre-

built tools. 

Data Management: Facilitates secure storage, backup, recovery, and analytics.  

Leading Cloud Platforms 

Amazon Web Services (AWS): Largest provider, broadest service range. 

Microsoft Azure: Strong enterprise and Windows integration. 

Google Cloud Platform (GCP): Leader in AI, machine learning, and data 

analytics. 

Others: IBM Cloud, Alibaba Cloud, Oracle Cloud.  

5.2 Microsoft Azure 

Microsoft Azure, launched in 2010, is a widely used cloud computing 

platform that simplifies building, deploying, and managing applications. It 

offers services like compute, storage, networking, analytics, databases, 

cognitive services, and IoT. With a “Pay-As-You-Go” pricing model, Azure 

provides scalable virtual resources without heavy upfront infrastructure costs. 

 Microsoft’s cloud platform, similar to AWS and Google Cloud. 

 Provides virtual machines, analytics, monitoring tools, and fast data 

processing. 

 Eliminates the need for large physical infrastructure and investment. 

 Cost-effective model where users pay only for the resources they 

consume. 

https://cloud.ibm.com/docs/overview?topic=overview-whatis-platform
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Microsoft Azure Working 

Microsoft Azure is a public and private cloud platform that enables developers 

and IT professionals to build, deploy, and manage applications. It relies on 

virtualization, where a hypervisor abstracts hardware to run multiple virtual 

machines with different operating systems. 

 Uses hypervisors to run multiple virtual machines on a single physical 

server. 

 Supports operating systems like Windows and Linux within virtual 

environments. 

 Operates massive data centers with interconnected servers to ensure 

scalability and performance. 

Microsoft Azure Architecture 

Microsoft Azure is a global cloud platform that enables users to build, deploy, 

and manage applications and services across scalable infrastructure. Azure 

relies on virtualization and software-defined networking (SDN) to optimize 

resource usage and performance. Its architecture evolves continuously to meet 

growing demands, emphasizing effective design, scalability, and resource 

management. 

 Provides tools for application development, hosting, data storage, IoT, 

and machine learning. 

 Supports diverse languages such as JavaScript, Python, PHP, HTML5, 

and C#. 

 Uses global data centers, virtualization, and SDN for scalability and 

efficient infrastructure. 

 Enables secure online storage for various data types with remote 

accessibility. 

 Encourages use of reference architectures, design principles, and cloud 

design patterns for reliable, scalable systems. 
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Figure 5.2 

The 3 Service Categories Provided by Microsoft Azure 

Microsoft Azure is a cloud computing platform that offers the following three 

categories of services: 

 Infrastructure as a service ( IaaS ) 

 Platform as a service (PaaS) 

 Software as a service (SaaS) 

Infrastructure as a service (IaaS) 

Virtual machines, storage, and networking will come under the category of 

infrastructure as a service but the users have to do manually the build and 

deploy of the applications. Azure will support a wide range of operating 

systems because of its Hyper-hypervisor. 

Platform as a service (PaaS) 

Azure app service, Azure functions, and logic apps are some services that are 

offered by Azure under the platform as a service. This service will provide 

autoscaling and load balancing and also there will be a pre-configured 

environment for the application. 

https://www.geeksforgeeks.org/devops/what-is-microsoft-azure-functions/
https://www.geeksforgeeks.org/cloud-computing/load-balancing-in-cloud-computing/
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Software as a service (SaaS) 

Office 365, Dynamics 365, and Azure Active Directory are some of the 

services provided by Microsoft Azure under Software as a Service (SaaS) the 

complete application will be managed by the Microsoft azure including 

deploying, scaling and load balancing. 

Microsoft Azure Use cases 

Following are the some the use cases that Microsoft Azure Used. 

Deployment Of applications: You can develop and deploy the application in 

the azure cloud by using the service called Azure App Service and Azure 

Functions after deploying the applications end users can access it. 

Identity and Access Management: The application and data which is deployed 

and stored in the Microsoft Azure can be secured with the help of Identity and 

Access Management. It's commonly used for single sign-on, multi-factor 

authentication, and identity governance. 

Data Storage and Databases: You can store the data in Microsoft azure in 

service like blob storage for unstructured data, table storage for NoSQL 

data, file storage, and Azure SQL Database for relational databases. The 

service can be scaled depending on the amount of data we are getting. 

DevOps and Continuous Integration/Continuous Deployment 

(CI/CD): Azure DevOps will provide some tools like including version 

control, build automation, release management, and application monitoring. 

Various Azure Services 

Following are some of the services Microsoft Azure offers: 

Compute: Includes Virtual Machines, Virtual Machine Scale Sets, Functions 

for serverless computing, Batch for containerized batch workloads, Service 

Fabric for microservices and container orchestration, and Cloud Services for 

building cloud-based apps and APIs. 

Networking: With Azure, you can use a variety of networking tools, like the 

Virtual Network, which can connect to on-premise data centers; Load 

Balancer; Application Gateway; VPN Gateway; Azure DNS for domain 

https://www.geeksforgeeks.org/devops/azure-active-directory/
https://www.geeksforgeeks.org/software-engineering/software-as-a-service-saas/
https://www.geeksforgeeks.org/devops/auto-scaling-vs-load-balancer/
https://www.geeksforgeeks.org/devops/microsoft-azure/
https://www.geeksforgeeks.org/dbms/introduction-to-nosql/
https://www.geeksforgeeks.org/dbms/introduction-to-nosql/
https://www.geeksforgeeks.org/devops/how-devops-works/
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hosting, Content Delivery Network, Traffic Manager, ExpressRoute dedicated 

private network fiber connections; and Network Watcher monitoring and 

diagnostics 

Storage: Includes Blob, Queue, File, and Disk Storage, as well as a Data Lake 

Store, Backup, and Site Recovery, among others. 

Web + Mobile: Creating Web + Mobile applications is very easy as it includes 

several services for building and deploying applications. 

Containers: Azure has a property that includes Container Service, which 

supports Kubernetes, DC/OS or Docker Swarm, and Container Registry, as 

well as tools for microservices. 

Databases: Azure also included several SQL-based databases and related tools. 

Data + Analytics: Azure has some big data tools like HDInsight 

for Hadoop Spark, R Server, HBase, and Storm clusters 

AI + Cognitive Services: With Azure developing applications with artificial 

intelligence capabilities, like the Computer Vision API, Face API, Bing Web 

Search, Video Indexer, and Language Understanding Intelligent. 

Internet of Things: Includes IoT Hub and IoT Edge services that can be 

combined with a variety of machine learning, analytics, and communications 

services. 

Security + Identity: Includes Security Center, Azure Active Directory, Key 

Vault, and Multi-Factor Authentication Services. 

Developer Tools: Includes cloud development services like Visual Studio 

Team Services, Azure DevTest Labs, HockeyApp mobile app deployment and 

monitoring, Xamarin cross-platform mobile development, and more. 

Azure for Disaster Recovery and Backup 

A full range of disaster recovery (DR) and backup services are available from 

Microsoft Azure to help shield your vital data and apps from interruptions. 

With the help of these services, you may quickly restore your data and 

applications in the event of a disaster by replicating them to a secondary cloud 

https://www.geeksforgeeks.org/devops/introduction-to-kubernetes-k8s/
https://www.geeksforgeeks.org/devops/introduction-to-docker-swarm-mode/
https://www.geeksforgeeks.org/data-science/hadoop-an-introduction/
https://www.geeksforgeeks.org/software-testing/what-is-an-api/
https://www.geeksforgeeks.org/devops/microsoft-azure-using-azure-key-vaults/
https://www.geeksforgeeks.org/devops/microsoft-azure-using-azure-key-vaults/
https://www.geeksforgeeks.org/cloud-computing/implementing-multi-factor-authentication-mfa-in-azure-ad/
https://www.geeksforgeeks.org/cloud-computing/azure-site-recovery-disaster-recovery-on-the-cloud/
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site. Azure backup services also protect your data from ransomware attacks, 

unintentional deletion, and corruption. 

Key Azure DR and Backup Services 

Azure Site Recovery: Your on-premises virtual machines (VMs) can be 

replicated to Azure more easily with the help of this solution. You may easily 

failover your virtual machines (VMs) to Azure in the event of a disaster and 

keep your business running. Azure VM replication to an alternative Azure 

region is also supported by Azure Site Recovery. 

Azure Backup: If you want to protect the data which is present in the cloud 

then you need to use the Azure Backup service. It offers a single area to 

monitor backup jobs, manage backup policies, and recover data. Azure pricing 

and costs. 

Azure Competition 

Following are the some of the competitors of Microsoft Azure: 

Amazon Web Services (AWS): Market leader offering a wide range of cloud 

services with extensive global infrastructure. 

Google Cloud Platform (GCP): It known for its innovative services like Big 

Query and TensorFlow, with a strong focus on data analytics and machine 

learning. 

IBM Cloud: It offers a comprehensive suite of cloud services, 

including AI, blockchain, and IoT solutions, with a focus on enterprise clients. 

Oracle Cloud Infrastructure (OCI): IT focuses on enterprise-grade cloud 

solutions, including databases, applications, and infrastructure services, 

leveraging Oracle's expertise in enterprise software. 

Azure Use-cases that helps in Business 

Azure can help our business in the following ways: 

Capital less: We don’t have to worry about the capital as Azure cuts out the 

high cost of hardware. You simply pay as you go and enjoy a subscription-

based model that’s kind to your cash flow. Also, setting up an Azure account 

https://www.geeksforgeeks.org/cloud-computing/what-are-azure-virtual-machines/
https://www.geeksforgeeks.org/devops/how-to-set-up-azure-site-recovery/
https://www.geeksforgeeks.org/artificial-intelligence/what-is-artificial-intelligence-ai/
https://www.geeksforgeeks.org/ethical-hacking/types-of-blockchain/
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is very easy. You simply register in Azure Portal and select your required 

subscription and get going. 

Less Operational Cost: Azure has a low operational cost because it runs on its 

servers whose only job is to make the cloud functional and bug-free, it’s 

usually a whole lot more reliable than your own, on-location server. 

Cost Effective: If we set up a server on our own, we need to hire a tech 

support team to monitor them and make sure things are working fine. Also, 

there might be a situation where the tech support team is taking too much time 

to solve the issue incurred in the server. So, in this regard is way too pocket-

friendly. 

Easy Back-Up and Recovery options: Azure keeps backups of all your 

valuable data. In disaster situations, you can recover all your data in a single 

click without your business getting affected. Cloud-based backup and 

recovery solutions save time, avoid large up-front investments and roll up 

third-party expertise as part of the deal. 

Easy to implement: It is very easy to implement your business models in 

Azure. With a couple of on-click activities, you are good to go. Even there are 

several tutorials to make you learn and deploy faster. 

Better Security: Azure provides more security than local servers. Be carefree 

about your critical data and business applications. As it stays safe in the Azure 

Cloud. Even, in natural disasters, where the resources can be harmed, Azure is 

a rescue. The cloud is always on. 

Work from anywhere: Azure gives you the freedom to work from anywhere 

and everywhere. It just requires a network connection and credentials. And 

with most serious Azure cloud services offering mobile apps, you’re not 

restricted to which device you’ve got to hand. 

Increased collaboration: With Azure, teams can access, edit and share 

documents anytime, from anywhere. They can work and achieve future goals 

hand in hand. Another advantage of Azure is that it preserves records of 

activity and data. Timestamps are one example of Azure’s record-keeping. 

https://www.geeksforgeeks.org/devops/data-backup-and-recovery-with-azure-blob-storage/
https://www.geeksforgeeks.org/devops/data-backup-and-recovery-with-azure-blob-storage/
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Timestamps improve team collaboration by establishing transparency and 

increasing accountability. 

Azure Cloud Shell 

Azure PowerShell is an extension of Windows PowerShell that allows users to 

manage Azure’s vast features through the PowerShell interface. Developers 

use cmdlets—pre-written scripts—to perform complex tasks like deploying 

virtual machines (VMs) or creating cloud services from the command line. 

Azure PowerShell (APS) can also automate processes through scripting. 

With Azure Cloud Shell, you can: 

 Execute commands and scripts on your Azure resources using a unified 

command-line interface that offers features like tab completion and 

command history. 

 Manage your Azure subscription with a comprehensive set of 

commands that allow you to create, list, and delete subscriptions, as 

well as control user access keys. 

 Begin interactive tutorials to learn how to use common features, such 

as creating virtual machines or virtual networks. 

How to Access Azure Shell? 

Azure Cloud Shell provides a convenient way to manage and develop Azure 

resources directly from your browser. You can access it through the Azure 

portal at https://portal.azure.com by clicking the Cloud Shell icon in the top 

navigation bar. It offers both Bash and PowerShell environments, allowing 

you to run command-line tasks without installing any tools locally 

Azure Security 

Azure Security encompasses the various tools and features provided by 

Microsoft on its Azure cloud platform to ensure security. According to 

Microsoft, these tools include a comprehensive range of physical, 

infrastructure, and operational controls designed to protect its cloud services. 

As a public cloud computing platform, Azure supports a diverse array of 

programming languages, operating systems, frameworks, and devices. Users 

https://portal.azure.com/
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can access Azure’s services and resources from anywhere as long as they have 

an internet connection. 

Azure Security Best Practices 

The Azure Security documentation serves as a valuable resource for security 

recommendations and best practices. Here are some key tips to help you 

enhance your security posture: 

Implement Role-Based Access Control (RBAC): Use Azure Security Center’s 

RBAC to manage permissions effectively. Familiarize yourself with the five 

built-in roles (Subscription Owner, Resource Group Owner, Subscription 

Contributor, Resource Group Contributor, and Reader) and two specific 

security roles (Security Administrator and Security Reader), each with 

different levels of access. 

Regularly Monitor the Azure Security Center Dashboard: Keep an eye on the 

dashboard for a centralized view of your Azure resources, which also provides 

actionable recommendations. 

Establish Security Policies: Implement security policies to prevent misuse of 

resources. Azure can automatically generate a security policy tailored to your 

subscription. 

Upgrade to Azure Security Center Standard: By upgrading your subscription, 

you can access advanced features such as identifying and resolving security 

vulnerabilities, leveraging analytics for threat detection, and enabling quick 

responses to security incidents. 

Utilize Azure Key Vault: Store your keys securely in Azure Key Vault, which 

is specifically designed to manage secrets like passwords and database 

credentials. 

Implement a Web Application Firewall: Protect your applications from 

common threats and vulnerabilities by installing a web application firewall. 

Enable Azure Multi-Factor Authentication (MFA): Use MFA, particularly for 

administrative accounts, to add an extra layer of security. 
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Encrypt Virtual Hard Disks: Ensure the confidentiality of your data by 

encrypting virtual hard disk files. 

Connect Azure Virtual Machines via Virtual Networks: Enhance security by 

placing Azure VMs on virtual networks when connecting to other networked 

devices. 

Leverage Azure DDoS Protection: Utilize Azure’s Distributed Denial of 

Service (DDoS) services to safeguard against and mitigate DDoS attacks. 

Features of Azure 

Azure offers a comprehensive array of features designed to enhance data 

protection and application management: 

Data Protection: Azure ensures the security of your data through various 

methods, including replication, snapshots, and encryption. These options allow 

for data protection across multiple regions globally, providing an added layer 

of security against natural disasters, cyberattacks, or hardware failures. By 

storing data in various data centers worldwide, Azure guarantees that your 

information remains safe, even if one location experiences an incident. 

Azure Site Recovery: This feature gives you full control over data replication 

processes, allowing you to define the level of detail and metrics to monitor. 

You can customize the replication schedule based on your business 

requirements, ensuring your data remains secure and accessible. 

Development Flexibility: Azure supports a wide range of capabilities for 

building, deploying, and managing applications that can run on any device at 

any time. Users can choose their preferred programming languages and 

frameworks, enabling horizontal scaling by adding servers or distributing the 

load across multiple servers. 

App Services and Mobile Management: Azure offers hosting through App 

Services, allowing you to quickly deploy updates and new features to your 

applications without downtime. It also supports mobile device management 

(MDM) for apps tailored to mobile users. 
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Active Directory Integration: Azure Active Directory (AAD) enhances 

security by connecting user profiles with applications, enabling seamless sign-

in experiences. Through Active Directory synchronization, user accounts, 

groups, and permissions are automatically managed between on-premises 

Active Directory and Azure Active Directory, streamlining user management 

and policy enforcement within your organization. 

   By leveraging these features, Azure enables businesses to build resilient, 

scalable, and secure applications tailored to their needs. 

5.3 Amazon Web Services 

Amazon Web Services (AWS) is the world’s most comprehensive and broadly 

adopted cloud platform. Started in 2006, it allows individuals, companies, and 

governments to access technology services such as computing power, storage, 

and databases on an on-demand basis. 

   Instead of buying, owning, and maintaining physical data centers and 

servers, you can access technology services from AWS and pay only for what 

you use. This is akin to flipping a light switch: you pay for the electricity 

(compute power) when you need it, and turn it off when you don't. 

The AWS Global Infrastructure 

The backbone of AWS is its massive global infrastructure. Understanding this 

is key to architecting resilient applications. 

1. Regions: A Region is a physical location in the world where AWS clusters 

data centers. (e.g., us-east-1 in N. Virginia or ap-south-1 in Mumbai). 

 Why it matters: You choose a region to optimize latency (closeness to 

users), minimize costs (prices vary by region), and meet data 

sovereignty/compliance laws. 

2. Availability Zones (AZs): Each Region consists of multiple, isolated 

locations known as Availability Zones. 

 An AZ is one or more discrete data centers with redundant power, 

networking, and connectivity. 
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Why it matters: If you run your app in just one data center and it floods, your 

app dies. If you run it across multiple AZs, your app stays online even if one 

building fails. 

3. Edge Locations: These are smaller data centers located in major cities 

worldwide, used primarily for Amazon CloudFront (CDN) to cache content 

closer to end-users to reduce latency. 

The Shared Responsibility Model: 

Security is the top priority at AWS. To maintain it, AWS operates under 

a Shared Responsibility Model. 

Security OF the Cloud (AWS Responsibility): AWS protects the infrastructure 

that runs all the services offered in the AWS Cloud. This includes the 

hardware, software, networking, and facilities. 

Security IN the Cloud (Customer Responsibility): You are responsible for 

your data. This includes encryption, network configuration (firewalls), identity 

management (IAM), and OS patching. 

Core AWS Services 

AWS offers over 200 services. Here are the fundamental ones you must know 

to get started. 

1. Compute Services 

Amazon EC2 (Elastic Compute Cloud): Resizable virtual servers. You choose 

the OS (Linux/Windows) and the hardware power (CPU/RAM). It is the 

workhorse of AWS. 

AWS Lambda: Serverless compute. You upload your code, and Lambda runs 

it only when triggered (by an event like a file upload). You don't manage any 

servers. 

AWS Elastic Beanstalk: Platform as a Service (PaaS) for deploying web apps. 

You upload code, and AWS handles the deployment (capacity provisioning, 

load balancing, auto-scaling). 
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2. Storage Services 

Amazon S3 (Simple Storage Service): Object storage for files (images, videos, 

backups). It allows you to store and retrieve any amount of data from 

anywhere on the web. 

Amazon EBS (Elastic Block Store): Block storage (virtual hard drives) that 

you attach to EC2 instances. It is persistent storage for your virtual servers. 

Amazon Glacier: Extremely low-cost storage for data archiving and long-term 

backup. 

3. Database Services 

Amazon RDS (Relational Database Service): Managed SQL databases. It 

supports engines like MySQL, PostgreSQL, Oracle, SQL Server, and Amazon 

Aurora (AWS's high-performance proprietary engine). 

Amazon DynamoDB: A managed NoSQL database service that provides fast 

and predictable performance with seamless scalability. 

4. Networking Services 

Amazon VPC (Virtual Private Cloud): Lets you provision a logically isolated 

section of the AWS Cloud where you can launch resources in a virtual 

network you define. 

Amazon CloudFront: A Content Delivery Network (CDN) that speeds up 

distribution of your static and dynamic web content to users. 

Amazon Route 53: A highly available and scalable cloud Domain Name 

System (DNS) web service. 

  From startups to large enterprises like Netflix, Airbnb, and NASA, AWS is 

widely adopted for its flexibility, scalability, and security. 

Real-World Use Cases of AWS 

AWS services are used by both startups and large enterprises based on their 

specific needs. Startups use AWS to overcome hardware infrastructure costs 

and deploy applications efficiently. Whereas large scale companies are using 

AWS cloud services for the management of their Infrastructure to completely 

focus on the development of products widely. 
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Figure 5.3 

Here are some real-world use cases of AWS services: 

Netflix: The large streaming giant using AWS for the storage and scaling of 

the applications for ensuring seamless content delivery with low latency 

without interruptions to millions of users globally. 

Airbnb: By utilizing AWS, Airbnb manages the various workloads and 

provides scalable and reliable infrastructure for its virtual marketplace and 

lodging offerings. 

NASA's Jet Propulsion Laboratory: It takes the help of AWS services to 

handle and analyze large-scale volumes of data related to vital scientific 

research missions and space exploration. 

Capital One: A financial Company that is utilizing AWS for its security and 

compliance while delivering innovative banking services to its customers. 

AWS Pricing Overview 

 

Figure 5.4 
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AWS (Amazon Web Services) follows a pay-as-you-go pricing model, 

offering flexibility and scalability for businesses of all sizes. Pricing varies 

depending on the services you use, and AWS provides multiple options to help 

optimize costs. Here’s an overview of key AWS pricing features and models: 

1. Pay-as-You-Go Pricing 

AWS charges for usage-based billing, meaning you only pay for what you use. 

This pricing model is based on factors like: 

 Compute (e.g., EC2 instances) 

 Storage (e.g., S3) 

 Data transfer 

 Requests and service usage (e.g., Lambda invocations) 

 This model is ideal for businesses with variable workloads. 

2. On-Demand Instances 

On-Demand Instances let you pay for compute capacity by the hour or second 

(depending on the instance type) with no long-term commitments or upfront 

payments. This option is ideal for: 

 Applications with short-term, irregular, or unpredictable workloads 

 First-time AWS users testing the platform 

 Projects that cannot be interrupted 

 These instances offer maximum convenience and are perfect for 

development, testing, and prototyping workloads. 

3. Reserved Pricing 

For predictable usage, you can commit to a long-term contract (1 or 3 years) 

with reserved instances for services like EC2, RDS, and Redshift. This offers: 

 Up to 75% cost savings compared to on-demand pricing. 

 Flexible payment options (All upfront, Partial upfront, or No upfront). 

4. Spot Instances 

Spot Instances allow you to bid on unused EC2 capacity. Prices fluctuate 

based on supply and demand, and you can save up to 90% compared to on-

demand prices. 

https://www.geeksforgeeks.org/cloud-computing/what-is-elastic-compute-cloud-ec2/
https://www.geeksforgeeks.org/devops/amazon-rds-introduction-to-amazon-relational-database-system/
https://www.geeksforgeeks.org/devops/amazon-redshift/
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 Great for batch processing, data analysis, or flexible workloads. 

5. Free Tier 

AWS offers a Free Tier for new users, providing access to a limited set of 

services for free, such as: 

 750 hours/month of EC2 (t2.micro instance) for the first 12 months. 

 5GB of standard S3 storage. 

 1 million Lambda requests/month. 

 This is an excellent way for businesses to explore AWS without 

incurring costs. 

6. AWS Pricing Calculator 

AWS provides a Pricing Calculator to estimate costs based on your specific 

usage. It helps you project the total cost of your cloud infrastructure by 

selecting services and configurations relevant to your business. 

7. Cost Management and Optimization 

AWS offers tools like AWS Cost Explorer and AWS Budgets to: 

 Track usage and manage expenses. 

 Set custom budgets and receive alerts when approaching limits. 

5.4 Google Cloud 

Google Cloud Platform (GCP) is a cloud computing service by Google that 

helps businesses, developers, and enterprises run applications, store data, and 

manage workloads on a secure, scalable, and high-performance infrastructure. 

Whether you're building a website, handling large datasets, or running AI 

models, GCP provides the tools and flexibility to do it efficiently. 

   What makes GCP stand out is its global network, strong security, and 

seamless integration with other Google services. It offers everything from 

virtual machines and Kubernetes for containerized applications to data 

analytics and machine learning tools like BigQuery and TensorFlow. 

Companies of all sizes use GCP to cut costs, improve performance, and scale 

their operations without worrying about server management. 
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In this guide, we’ll cover what GCP is, its key features, benefits, pricing, and 

why businesses are choosing it for cloud computing. Whether you're a startup 

looking for affordable cloud solutions or an enterprise aiming for efficiency 

and scalability, GCP has something to offer. 

Regions and Zones 

Let's start at the finest grain level (i.e. the smallest or first step in the 

hierarchy), the Zone. A zone is an area where Google Cloud Platform 

Resources like virtual machines or storage are deployed.  

 

Figure 5.5 

For example, when you launch a virtual machine in GCP using Compute 

Engine, it runs in a zone you specify (suppose Europe-west2-a). Although 

people consider a zone as being sort of a GCP Data Center, that's not strictly 

accurate because a zone doesn't always correspond to one physical building. 

You can still visualize the zone that way, though.  

   Zones are grouped into regions which are independent geographic areas and 

much larger than zones (for example- all zones shown above are grouped into 

a single region Europe-west2) and you can choose what regions you want your 

GCP resources to be placed in. All the zones within a neighbourhood have fast 

network connectivity among them. Locations within regions usually have trip 

network latencies of under five milliseconds.  

   As a part of developing a fault-tolerant application, you'll need to spread 

your resources across multiple zones in a region. That helps protect against 
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unexpected failures. You can run resources in different regions too. Lots of 

GCP customers do this, both to bring their applications closer to users around 

the world, and also to guard against the loss of a whole region, say, due to a 

natural disaster.  

   A few GCP Services supports deploying resources in what we call a Multi-

Region. For example, Google Cloud Storage, lets you place data within the 

Europe Multi-Region. What that means is that it is stored redundantly in a 

minimum of two different geographic locations, separated by at least 160 

kilometers within Europe. Previously, GCP had 15 regions. Visit 

cloud.google.com to ascertain what the entire is up to today.  

History of Google Cloud Platform 

Starting from 1998 with the launch of Google Search. google has developed 

one of the largest and most powerful IT Infrastructures in the world. Today, 

this infrastructure is used by billions of users to use services such as Gmail, 

YouTube, Google Photos, and Maps. In 2008, Google decided to open its 

network and IT infrastructure to business customers, taking an infrastructure 

that was initially developed for consumers' applications to public service and 

launching the Google Cloud platform. Over the next decade, Google expanded 

its offerings. Key milestones included the launch of BigQuery in 2010 for 

serverless analytics, Cloud Storage in 2013 and Compute Engine in 2014 

offering Infrastructure-as-a-Service (IaaS). The debut of Google Kubernetes 

Engine (GKE) in the same year revolutionized container management setting 

GCP apart as a leader in cloud innovation. Today GCP is a powerhouse in 

cloud computing offering cutting-edge solutions that empower businesses to 

innovate, scale and succeed in a digital-first world. 

How to Interact with Google Cloud Services 

Google Cloud Platform (GCP) offers three primary methods for interacting 

with its services and resources: 

 

 

https://www.geeksforgeeks.org/devops/google-cloud-platform-tutorial/
https://www.geeksforgeeks.org/devops/google-cloud-platform-running-queries-in-bigquery/
https://www.geeksforgeeks.org/devops/google-kubernetes-engine/
https://www.geeksforgeeks.org/devops/google-kubernetes-engine/
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1. Google Cloud Console 

The Google Cloud Console is a web-based, graphical interface that allows you 

to manage and configure your GCP projects and resources. You can either 

create a new project or select an existing one to use resources within the 

project. The console provides an easy-to-navigate dashboard to monitor and 

control various Google Cloud services. 

2. Command-Line Interface (CLI) 

For those who prefer command-line operations, Google Cloud provides the 

Cloud SDK, which includes the gcloud CLI. This tool allows you to manage 

GCP resources directly from a terminal window. For example, to create a 

Compute Engine virtual machine (VM), you can use the `gcloud compute 

instances create` command. You can use the gcloud CLI in two ways: 

 Install it locally on your computer. 

 Use Cloud Shell, a browser-based terminal environment accessible 

directly from the Google Cloud Console, eliminating the need for local 

installation. Cloud Shell provides features such as a built-in code 

editor, 5 GB of persistent storage, and pre-installed tools, including the 

gcloud CLI. It supports multiple programming languages like Java, 

Python, Go, Node.js, and more. 

3. Client Libraries 

Google Cloud also offers client libraries that simplify resource management 

and application development. These libraries expose APIs tailored to specific 

languages such as Python and Node.js, allowing you to interact with GCP 

services more intuitively. Client libraries are available for: 

 App APIs for accessing services with less code and seamless 

integration with GCP. 

 Admin APIs for managing resources, ideal for building automation 

tools. 

Additionally, these libraries can be used for services like Google Maps, Drive, 

and YouTube. 
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Higher-Level Services on Google cloud 

Here are some of the higher-level services offered by Google Cloud Platform: 

Big Data and Analytics Services: Big Data and Analytics Services offer 

insights from large volumes of data to help businesses make informed 

decisions. 

Machine Learning and AI Services: Machine learning and AI services are 

technologies that enable computers to learn from data and perform tasks 

without being explicitly programmed. 

Serverless Computing: Serverless computing is a cloud computing model 

where the cloud provider manages the infrastructure, allowing developers to 

focus solely on writing and deploying code without worrying about servers. 

Use Cases of Google Cloud Platform 

Google Cloud Platform is well suited for the build and deploy and manage the 

applications. 

E-commerce: You deploy and manage the e-commerce websites by 

autoscaling and load balancing you can manage the millions of users and 

transactions. 

Media and entertainment: You can store the static and dynamic data can 

deliver it to the across the world with out any latency to the end users. 

Financial services: Google Cloud Platform is well suited for the sinical 

application because of the level of security it is offering. 

Healthcare: You can store the data of patient and take care the outcomes of the 

health of patient. 

Security in Google Cloud Platform 

Google Cloud Platform offers following security options. 

Encryption: Google cloud platform offers security like encryption at rest and 

in transit for all of your data. 

Access control: You can control the access to the individual users like which 

services they can access and which service they can't depending on the use 

cases. 
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Network Security: You can create the VPC where you can secure the 

application by deploying the application in the private network and also you 

can configure the firewalls and security groups etc. 

Identity-Aware Proxy (IAP): With IAP, users may manage application access 

according to their context and identity. It aids in preventing unwanted access. 

Future of Google Cloud Platform 

Google Cloud Platform (GCP) is evolving constantly by expanding its 

resources and increasing its regions and availability zone across the world 

which make it mote available for the users to use reduces the latency. GCP is 

upgrading itself according to the market trends GCP play an major role in the 

upcoming years it will play major role it will helps for the businesses to thrive 

in the increasingly data-driven and interconnected world. 

 Artificial intelligence (AI) and Machine Learning (ML) 

 Edge computing 

 Data analytics and data management 

 Cybersecurity 

 Sustainability 

GCP Pricing and Free Tier 

Google was the primary major Cloud provider to bill by the second instead of 

rounding up to greater units of your time for its virtual machines as a service 

offering. This may not sound like a big deal, but charges for rounding up can 

really add up for customers who are creating and running lots of virtual 

machines. Per second billing is obtainable for a virtual machine use through 

Compute Engine and for several other services too.  

   Compute Engine provides automatically applied use discounts which 

are discounts that you simply get for running a virtual machine for a big 

portion of the billing month. When you run an instance for at least 25% of a 

month, Compute Engine automatically gives you a reduction for each 

incremental minute you employ it. Here's one more way Compute Engine 

saves you money.  

https://www.geeksforgeeks.org/cloud-computing/how-to-create-vpc-network-in-gcp/#:~:text=VPC%20allows%20users%20to%20create,Google%20Cloud%20Platform(GCP).
https://www.geeksforgeeks.org/machine-learning/how-artificial-intelligence-ai-and-machine-learningml-transforming-endpoint-security/
https://www.geeksforgeeks.org/devops/introduction-to-google-compute-engine/
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Normally, you choose a virtual machine type from a typical set of those 

values, but Compute Engine also offers custom virtual machine types, in order 

that you'll fine-tune the sizes of the virtual machines you use. That way, 

you'll tailor your pricing for your workloads.  

Free Tier: Google Cloud Platform offers a generous free tier with limited 

usage of various services, allowing users to explore and experiment with GCP 

without incurring charges. The free tier typically includes a certain amount of 

usage for services like Compute Engine, App Engine, Cloud Storage, 

BigQuery, and more. 

GCP Open APIs and Avoiding Vendor Lock-in 

Some people are afraid to bring their workloads to the cloud because they're 

afraid they'll get locked into a specific vendor. But in many ways, Google 

gives customers the power to run their applications elsewhere, if Google 

becomes not the simplest provider for his or her needs. Here are some samples 

of how Google helps its customers avoid feeling locked in. GCP services 

are compatible with open source products. For example, take Cloud Bigtable, 

a database that uses the interface of the open-source database Apache HBase, 

which provides customers the advantage of code portability. Another example, 

Cloud Data provides the open-source big data environment Hadoop, as a 

managed service, etc. 

Google Cloud Certification Paths 

Google Cloud Platform offers wide range of certifications to validate you 

skills some of the certifications as mentioned follows. 

Foundational: It is an basic certification to test your basics on google cloud 

platform like features, benefits and use cases of google cloud. 

Associate Cloud Engineer: Associate Cloud Engineer this certification will 

test your fundamentals on google cloud platform which are like deploying and 

maintaining the projects. 

https://www.geeksforgeeks.org/data-engineering/hadoop-an-introduction/
https://www.geeksforgeeks.org/cloud-computing/introduction-to-google-associate-cloud-engineer-exam/
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Professional Cloud Architect: Professional Cloud Architect will test you depth 

knowledge on the complete overview of the services implementation of and 

managing the services of google cloud. 

Professional Cloud DevOps Engineer: Professional Cloud DevOps Engineer 

will test you knowledge on the services like deployment automation and 

scaling the application at the sudden loads. 

Professional Cloud Network Engineer: Professional Cloud Network 

Engineer will validates the you ability on the desging of the networks for the 

business use in cloud environments. 

5.5 IBM Cloud  

IBM Cloud is a comprehensive suite of cloud computing services offering 

IaaS and PaaS, with a strong focus on hybrid multicloud, security, and 

enterprise AI. It provides over 190 services—including bare metal servers, 

Kubernetes, and serverless—designed for high-performance, secure 

workloads, particularly in regulated industries like finance and healthcare.  

Key Components and Features: 

Hybrid Cloud Strategy: Built on Red Hat OpenShift, allowing users to deploy 

and manage applications across on-premises, public cloud, and edge 

environments. 

Infrastructure as a Service (IaaS): Offers high-performance bare metal servers, 

virtual servers (VPC), and advanced networking. 

Platform as a Service (PaaS): Features IBM Cloud Kubernetes Service 

and Cloud Foundry to build and scale cloud-native applications. 

Security & AI: Emphasizes built-in security and compliance for enterprise 

data, along with AI-powered tools. 

Global Reach: Operates a worldwide network of data centers to ensure low 

latency and high availability.  

 

 

https://www.geeksforgeeks.org/devops/introduction-to-devops/
https://www.geeksforgeeks.org/gfg-academy/how-to-become-a-cloud-network-engineer/
https://www.geeksforgeeks.org/gfg-academy/how-to-become-a-cloud-network-engineer/
https://www.google.com/search?q=IBM+Cloud&sca_esv=fdce72ec2cff0cb3&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=712&sxsrf=ANbL-n5hxmLL5TAtW6f16RzbVNiOlrMTow%3A1773378302286&ei=_pqzadqcEZmSseMPzM_qgAM&ved=2ahUKEwjTqYGGjZyTAxWmTmwGHRktKnIQgK4QegYIAQgAEAU&uact=5&oq=IBM+Cloud+in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiHElCTSBDbG91ZCBpbiBjbG91ZCBjb21wdXRpbmcyBhAAGAcYHjILEAAYgAQYkQIYigUyBhAAGAcYHjIGEAAYCBgeMgYQABgIGB4yBhAAGAgYHjIGEAAYCBgeMgYQABgIGB4yCxAAGIAEGIYDGIoFMgsQABiABBiGAxiKBUiMD1CrB1i1CnABeAGQAQCYAYwBoAGDAqoBAzAuMrgBA8gBAPgBAZgCA6ACvwLCAgoQABiwAxjWBBhHwgIHEAAYgAQYDcICCBAAGAcYCBgewgIIEAAYCBgNGB6YAwCIBgGQBgiSBwMxLjKgB_MQsgcDMC4yuAepAsIHAzMtM8gHMIAIAA&sclient=gws-wiz-serp
https://www.google.com/search?q=Hybrid+Cloud+Strategy&sca_esv=fdce72ec2cff0cb3&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=712&sxsrf=ANbL-n5hxmLL5TAtW6f16RzbVNiOlrMTow%3A1773378302286&ei=_pqzadqcEZmSseMPzM_qgAM&ved=2ahUKEwjTqYGGjZyTAxWmTmwGHRktKnIQgK4QegYIAQgAEAw&uact=5&oq=IBM+Cloud+in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiHElCTSBDbG91ZCBpbiBjbG91ZCBjb21wdXRpbmcyBhAAGAcYHjILEAAYgAQYkQIYigUyBhAAGAcYHjIGEAAYCBgeMgYQABgIGB4yBhAAGAgYHjIGEAAYCBgeMgYQABgIGB4yCxAAGIAEGIYDGIoFMgsQABiABBiGAxiKBUiMD1CrB1i1CnABeAGQAQCYAYwBoAGDAqoBAzAuMrgBA8gBAPgBAZgCA6ACvwLCAgoQABiwAxjWBBhHwgIHEAAYgAQYDcICCBAAGAcYCBgewgIIEAAYCBgNGB6YAwCIBgGQBgiSBwMxLjKgB_MQsgcDMC4yuAepAsIHAzMtM8gHMIAIAA&sclient=gws-wiz-serp
https://cloud.ibm.com/docs/overview?topic=overview-whatis-platform
https://www.google.com/search?q=Infrastructure+as+a+Service+%28IaaS%29&sca_esv=fdce72ec2cff0cb3&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=712&sxsrf=ANbL-n5hxmLL5TAtW6f16RzbVNiOlrMTow%3A1773378302286&ei=_pqzadqcEZmSseMPzM_qgAM&ved=2ahUKEwjTqYGGjZyTAxWmTmwGHRktKnIQgK4QegYIAQgAEA8&uact=5&oq=IBM+Cloud+in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiHElCTSBDbG91ZCBpbiBjbG91ZCBjb21wdXRpbmcyBhAAGAcYHjILEAAYgAQYkQIYigUyBhAAGAcYHjIGEAAYCBgeMgYQABgIGB4yBhAAGAgYHjIGEAAYCBgeMgYQABgIGB4yCxAAGIAEGIYDGIoFMgsQABiABBiGAxiKBUiMD1CrB1i1CnABeAGQAQCYAYwBoAGDAqoBAzAuMrgBA8gBAPgBAZgCA6ACvwLCAgoQABiwAxjWBBhHwgIHEAAYgAQYDcICCBAAGAcYCBgewgIIEAAYCBgNGB6YAwCIBgGQBgiSBwMxLjKgB_MQsgcDMC4yuAepAsIHAzMtM8gHMIAIAA&sclient=gws-wiz-serp
https://www.google.com/search?q=Platform+as+a+Service+%28PaaS%29&sca_esv=fdce72ec2cff0cb3&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=712&sxsrf=ANbL-n5hxmLL5TAtW6f16RzbVNiOlrMTow%3A1773378302286&ei=_pqzadqcEZmSseMPzM_qgAM&ved=2ahUKEwjTqYGGjZyTAxWmTmwGHRktKnIQgK4QegYIAQgCEAE&uact=5&oq=IBM+Cloud+in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiHElCTSBDbG91ZCBpbiBjbG91ZCBjb21wdXRpbmcyBhAAGAcYHjILEAAYgAQYkQIYigUyBhAAGAcYHjIGEAAYCBgeMgYQABgIGB4yBhAAGAgYHjIGEAAYCBgeMgYQABgIGB4yCxAAGIAEGIYDGIoFMgsQABiABBiGAxiKBUiMD1CrB1i1CnABeAGQAQCYAYwBoAGDAqoBAzAuMrgBA8gBAPgBAZgCA6ACvwLCAgoQABiwAxjWBBhHwgIHEAAYgAQYDcICCBAAGAcYCBgewgIIEAAYCBgNGB6YAwCIBgGQBgiSBwMxLjKgB_MQsgcDMC4yuAepAsIHAzMtM8gHMIAIAA&sclient=gws-wiz-serp
https://www.geeksforgeeks.org/cloud-computing/how-to-host-a-website-on-ibm-cloud/
https://www.google.com/search?q=Security+%26+AI&sca_esv=fdce72ec2cff0cb3&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=712&sxsrf=ANbL-n5hxmLL5TAtW6f16RzbVNiOlrMTow%3A1773378302286&ei=_pqzadqcEZmSseMPzM_qgAM&ved=2ahUKEwjTqYGGjZyTAxWmTmwGHRktKnIQgK4QegYIAQgCEAQ&uact=5&oq=IBM+Cloud+in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiHElCTSBDbG91ZCBpbiBjbG91ZCBjb21wdXRpbmcyBhAAGAcYHjILEAAYgAQYkQIYigUyBhAAGAcYHjIGEAAYCBgeMgYQABgIGB4yBhAAGAgYHjIGEAAYCBgeMgYQABgIGB4yCxAAGIAEGIYDGIoFMgsQABiABBiGAxiKBUiMD1CrB1i1CnABeAGQAQCYAYwBoAGDAqoBAzAuMrgBA8gBAPgBAZgCA6ACvwLCAgoQABiwAxjWBBhHwgIHEAAYgAQYDcICCBAAGAcYCBgewgIIEAAYCBgNGB6YAwCIBgGQBgiSBwMxLjKgB_MQsgcDMC4yuAepAsIHAzMtM8gHMIAIAA&sclient=gws-wiz-serp
https://www.ibm.com/solutions/cloud
https://www.ibm.com/think/topics/cloud-computing
https://www.google.com/search?q=Global+Reach&sca_esv=fdce72ec2cff0cb3&rlz=1C1CHNY_enIN1030IN1030&biw=1600&bih=712&sxsrf=ANbL-n5hxmLL5TAtW6f16RzbVNiOlrMTow%3A1773378302286&ei=_pqzadqcEZmSseMPzM_qgAM&ved=2ahUKEwjTqYGGjZyTAxWmTmwGHRktKnIQgK4QegYIAQgCEAg&uact=5&oq=IBM+Cloud+in+cloud+computing&gs_lp=Egxnd3Mtd2l6LXNlcnAiHElCTSBDbG91ZCBpbiBjbG91ZCBjb21wdXRpbmcyBhAAGAcYHjILEAAYgAQYkQIYigUyBhAAGAcYHjIGEAAYCBgeMgYQABgIGB4yBhAAGAgYHjIGEAAYCBgeMgYQABgIGB4yCxAAGIAEGIYDGIoFMgsQABiABBiGAxiKBUiMD1CrB1i1CnABeAGQAQCYAYwBoAGDAqoBAzAuMrgBA8gBAPgBAZgCA6ACvwLCAgoQABiwAxjWBBhHwgIHEAAYgAQYDcICCBAAGAcYCBgewgIIEAAYCBgNGB6YAwCIBgGQBgiSBwMxLjKgB_MQsgcDMC4yuAepAsIHAzMtM8gHMIAIAA&sclient=gws-wiz-serp
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Key Services: 

Compute & Containers: Virtual Private Cloud (VPC), bare metal, Red Hat 

OpenShift. 

Data & Storage: Object Storage, Block Storage, and File Storage. 

AI & Analytics: Watson for artificial intelligence.  

Pricing Models: 

Pay-As-You-Go: Flexible, no-long-term-contract pricing. 

Subscription: Platform-wide discounts for committed usage. 

Reservations: Discounted rates for long-term capacity.  

  IBM Cloud, formerly known partly as SoftLayer, continues to focus on 

providing specialized, secure, and open-source-based cloud solutions for 

large-scale enterprise needs.  

5.6 Cloud Linux 

Cloud Linux is a specialized Linux distribution crafted for shared hosting 

environments, aiming to improve stability, security, and resource 

management. It achieves this through Lightweight Virtual Environment (LVE) 

technology, which isolates users to prevent resource spikes and security risks 

from impacting others on the same server. This targeted approach enhances 

server performance and reliability for hosting providers and their clients. 

Features of Cloud Linux 

The following are the features of Cloud Linux: 

1. Lightweight Virtualized Environment (LVE) 

Cloud Linux’s LVE technology isolates each user on a shared server, ensuring 

that no one user can monopolize the server’s resources like CPU, memory, or 

disk I/O. By creating separate environments for each user, LVE ensures that 

one account’s heavy resource usage doesn’t slow down or crash the server, 

allowing for better stability and fair resource distribution across all users. 

 

 

https://www.ibm.com/products/cloud
https://www.ibm.com/products/cloud/pricing
https://www.geeksforgeeks.org/linux-unix/what-are-linux-distributions/


243 
 

2. Resource Allocation and Limits 

With Cloud Linux, hosting providers can set limits on resources for each user 

account. This means that no single user can over consume CPU, RAM, or disk 

space, which helps maintain overall server performance and stability. By 

having clear resource boundaries, Cloud Linux ensures that every user gets 

their fair share of server resources, preventing any one account from 

negatively affecting others. 

3. Secure Links 

Cloud Linux includes a feature called Secure Links, which protects the server 

from unauthorized access through symbolic link (sym link) exploitation. 

Essentially, it blocks malicious users from creating links that could give them 

access to restricted files or directories. This added layer of security helps 

protect sensitive data from being tampered with or accessed by unauthorized 

users. 

4. Active Community and Support 

Cloud Linux is supported by a strong community of developers and users, 

offering a wealth of knowledge and resources. Comprehensive documentation 

and troubleshooting guides are available, making it easier for both hosting 

providers and users to find solutions to issues. If you encounter problems or 

need insights, the active Cloud Linux community is a valuable resource for 

support. 

5. Backup and Disaster Recovery 

Cloud Linux provides built-in backup and disaster recovery solutions to 

protect critical data against issues like hardware failures, user mistakes, or 

even cyber-attacks. These tools ensure that data is regularly backed up and can 

be quickly restored, allowing hosting providers to maintain business continuity 

and minimize downtime in the event of an unforeseen problem. 

6. Multi-Tenancy Support 

Cloud Linux supports multi-tenancy, allowing multiple hosting accounts to 

run securely and independently on the same server. This isolation prevents 
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conflicts or security issues between users, making it perfect for shared hosting 

environments. Each user can operate within their own secure space, while the 

server remains stable and well-managed. 

How Cloud Linux helps shared hosting environments 

Cloud Linux is an operating system tailored for shared hosting environments, 

designed to boost security, stability, and overall performance. It offers a range 

of features that benefit web hosting providers and their clients by isolating 

individual accounts, preventing problems from affecting other users on the 

same server. Here's how Cloud Linux makes shared hosting environments 

better: 

1. Better Security with LVE (Lightweight Virtual Environment) 

One of the key features of Cloud Linux is LVE technology, which creates 

isolated environments for each user account. This means that each website 

runs in its own "container", limiting the impact of any single account’s 

performance issues or security breaches. If one user’s website starts 

misbehaving, it doesn’t bring down the entire server, keeping other sites safe 

and running smoothly. 

2. Fair Resource Allocation 

In a shared hosting setup, all websites share the same server resources, such as 

CPU, RAM and disk space. Cloud Linux prevents any one user from hogging 

too many resources by limiting how much each user can use. This keeps the 

server balanced and ensures that every user’s website gets its fair share of 

resources, improving performance for all. 

3. Protecting User Data with CageFS 

Cloud Linux includes CageFS, which creates a virtualized file system for each 

user. This adds a layer of security by isolating users from each other, so they 

can’t access or tamper with other accounts' files. It’s a powerful way to 

prevent unauthorized access and ensure that users can only see their own data. 
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4. Increased Server Stability 

By isolating each account and controlling how much resource each user can 

consume, Cloud Linux helps prevent server crashes and downtime. If one 

account experiences problems, such as excessive resource usage, Cloud Linux 

can limit or suspend that account without affecting others. This means the 

server stays stable and reliable for everyone. 

5. Easy to Use with Popular Control Panels 

Cloud Linux works seamlessly with hosting control panels like cPanel and 

Plesk. This makes it easy for hosting providers to manage server settings and 

user accounts. Whether you're a hosting provider or a user, it simplifies 

managing shared hosting environments without extra complexity. 

6. Optimizing Performance 

Cloud Linux allows hosting providers to set limits on the number of processes 

or connections a user can create, ensuring that no single account can overload 

the server. This is especially important in high-traffic situations where 

performance can suffer if one site is using more than its share of resources. 

7. Reducing Security Risks 

Cloud Linux helps reduce risks from Denial of Service (DoS) attacks 

and brute-force login attempts by limiting the number of processes or login 

attempts for each user. This makes it harder for malicious actors to overwhelm 

the server or gain unauthorized access. 

5.7 APIs 

APIs, or Application Programming Interfaces, are the invisible backbone of 

modern software development. They enable applications and systems to 

communicate and share data efficiently. 

 Enable seamless interaction between applications, platforms, and 

services. 

 Power everyday features such as weather updates, payments, and e-

commerce checkouts. 
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This is exactly how APIs work in software the API takes a request, sends it to 

the server, retrieves the data, and returns the response. 

 

Figure 5.6 

Why Do We Need APIs? 

APIs are critical to building scalable, flexible, and connected systems. Here’s 

why developers rely on them: 

Reusability: Avoid reinventing the wheel by leveraging existing APIs (e.g., 

Google Maps API, Stripe Payments API). 

Efficiency: Save development time by integrating ready made functionalities. 

Scalability: Enable modular, distributed systems that can grow easily. 

Integration: Connect multiple platforms web, mobile, IoT, or analytics. 

Automation: APIs allow machines to talk to machines without manual input. 

Example: If you want to show weather updates in your app, instead of building 

a weather system, you can simply use the OpenWeatherMap API to fetch the 

data instantly. 

How Do APIs Work? 

APIs operate through a request response cycle between a client and a server 

Request: The client sends a request to an API endpoint (URI). 

Processing: The API forwards the request to the server. 

Response: The server processes and sends back the requested data. 

Delivery: The API returns the server’s response to the client. 

  This communication happens over the HTTP/HTTPS protocol, with 

additional security via headers, tokens, or cookies. 
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Types of API Architectures 

API architectures define how systems communicate and exchange data, each 

offering different levels of flexibility, performance, and structure based on 

application needs. 

1. REST (Representational State Transfer): 

REST is a simple, flexible API architecture that uses HTTP methods (GET, 

POST, PUT, DELETE) for communication. 

Data Format: JSON, XML. 

2. SOAP (Simple Object Access Protocol): 

SOAP is a more rigid protocol that requires XML based messaging for 

communication. Strict and secure protocol using XML for structured 

messaging. 

Data Format: XML 

3. GraphQL: 

Modern query language that lets clients fetch only the data they need. 

Data Format: JSON 

4. gRPC: 

High performance framework using Protocol Buffers (Protobuf). 

Data Format: Binary 

Types of APIs 

APIs are categorized based on their accessibility, usage, and purpose. 

 

https://www.geeksforgeeks.org/node-js/rest-api-introduction/
https://www.geeksforgeeks.org/computer-networks/basics-of-soap-simple-object-access-protocol/
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What are REST APIs? 

REST stands for Representational State Transfer, and follows the constraints 

of REST architecture allowing interaction with RESTful web services. It 

defines a set of functions (GET, PUT, POST, DELETE) that clients use to 

access server data. The functions used are: 

 GET (retrieve a record) 

 PUT (update a record) 

 POST (create a record) 

 DELETE (delete the record) 

Its main feature is that REST API is stateless, i.e., the servers do not save 

clients' data between requests. 

API Integration 

API Integration connects two or more systems so they can exchange data 

automatically. 

For example: 

 Connecting your e-commerce store to a payment gateway (Stripe API). 

 Syncing CRM software (like Salesforce) with a marketing platform. 

In today’s cloud driven ecosystem, API integrations are the backbone of 

automation and interoperability. 

API Testing 

API Testing ensures that APIs function as intended focusing on logic, 

performance, and security rather than UI. 

Types of Testing: 

 Unit Testing 

 Integration Testing 

 Security Testing 

 Performance Testing 

https://www.geeksforgeeks.org/software-testing/unit-testing-software-testing/
https://www.geeksforgeeks.org/software-testing/software-engineering-integration-testing/
https://www.geeksforgeeks.org/software-testing/security-testing/
https://www.geeksforgeeks.org/software-testing/performance-testing-software-testing/
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 Functional Testing 

Restrictions of Using APIs 

When an API is made it's not really released as software for download and it 

has some policies governing its use or restricting its use to everyone, usually, 

there are three main types of policies governing APIs, are: 

Private APIs: Internal use only (e.g., company microservices). 

Partner APIs: Shared with specific partners under agreement. 

Public: You should be aware of them cause you can only find these APIs in 

the market for your own use if you don't own specific API access from some 

entity that owns private these APIs for their private use.  

Advantages of APIs 

Efficiency: Enable faster development using reusable components. 

Integration: Seamlessly connect different systems and services. 

Automation: Reduce manual effort by automating workflows. 

Scalability: Simplify distributed and modular system design. 

Innovation: Unlock new functionalities and integrations. 

Disadvantages of APIs 

High Cost: Developing and maintaining APIs requires expertise. 

Security Risks: Exposed endpoints can be vulnerable to attacks. 

Versioning Challenges: Managing updates without breaking compatibility. 

Dependency Risk: Relying on third-party APIs introduces failure points. 

5.8 Microservices 

Microservices are an architectural approach to developing software 

applications as a collection of small, independent services that communicate 

with each other over a network. Instead of building a monolithic application 

where all the functionality is tightly integrated into a single codebase, 

microservices break down the application into smaller, loosely coupled 

services. 

https://www.geeksforgeeks.org/software-testing/software-testing-functional-testing/
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Can be written in a variety of programming languages, and frameworks, and 

each service acts as a mini-application on its own. 

  A small, loosely coupled service that is designed to perform a specific 

business function and each microservice can be developed, deployed, and 

scaled independently. 

 

Figure 5.7 

Working 

The working of microservices architecture focuses on dividing the application 

into small, independent services that collaborate to perform different business 

functions. 

 Each microservice handles a particular business feature, like user 

authentication or product management, allowing for specialized 

development. 

 Services interact via APIs, facilitating standardized information 

exchange and integration. 

 Each service runs independently and communicates with other services 

through lightweight protocols such as HTTP or messaging systems. 

 Requests from users are routed to the appropriate microservice, which 

processes the request and may interact with other services or databases 

to return the response. 
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Figure 5.8 

Components 

Main components of microservices architecture include: 

1. Microservices 

Microservices are independent, loosely coupled services designed around 

specific business functions. 

 Handle a single, well-defined capability. 

 Can be developed and deployed independently. 

2. API Gateway 

The API Gateway serves as a centralized entry point for all external client 

requests. 

 Manages request routing and authentication 

 Forwards requests to appropriate microservices 

3. Service Registry and Discovery 

Service Registry and Discovery keeps track of available services and their 

locations. 

 Stores service network addresses. 

 Enables dynamic inter-service communication. 

4. Load Balancer 

 A Load Balancer distributes incoming traffic across service instances. 

 Improves availability and reliability. 

https://www.geeksforgeeks.org/system-design/what-is-api-gateway-system-design/
https://www.geeksforgeeks.org/java/service-discovery-and-service-registry-in-microservices/
https://www.geeksforgeeks.org/system-design/load-balancer-system-design-interview-question/
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 Prevents service overload. 

5. Containerization 

Containerization packages microservices and their dependencies into 

containers. 

 Docker encapsulates services consistently 

 Kubernetes manages scaling and orchestration 

6. Event Bus / Message Broker 

An Event Bus or Message Broker enables asynchronous communication 

between services. 

 Supports publish–subscribe messaging 

 Decouples service interactions 

7. Database per Microservice 

In the Database per Microservice pattern, each microservice owns and 

manages its own dedicated database to maintain data autonomy. 

 Ensures data isolation and loose coupling between services. 

 Enables independent scaling and technology choices per service. 

8. Caching 

Caching improves performance by storing frequently accessed data closer to 

services. 

 Reduces database load 

 Decreases response latency 

9. Fault Tolerance and Resilience 

Fault tolerance and resilience mechanisms enable the system to continue 

functioning even when some components fail. 

 Uses techniques such as circuit breakers, retries, and fallbacks. 

 Maintains overall system stability and availability. 

Design Patterns for Microservices Architecture 

Below are the main design pattern of microservices: 

 

 

https://www.geeksforgeeks.org/system-design/containerization-architecture-in-system-design/
https://www.geeksforgeeks.org/system-design/what-are-message-brokers-in-system-design/
https://www.geeksforgeeks.org/system-design/database-per-service-pattern-for-microservices/
https://www.geeksforgeeks.org/system-design/caching-system-design-concept-for-beginners/
https://www.geeksforgeeks.org/system-design/fault-tolerance-in-system-design/
https://www.geeksforgeeks.org/system-design/resilient-system-system-design/
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1. API Gateway Pattern 

API Gateway pattern simplifies the client’s experience by hiding the 

complexities of multiple services behind one interface. It can also handle tasks 

like authentication, logging, and rate limiting, making it a crucial part of 

microservices architecture. 

2. Service Registry Pattern 

Service Registery pattern is like a phone book for microservices. It maintains a 

list of all active services and their locations (network addresses). When a 

service starts, it registers itself with the registry. 

  Other services can then look up the registry to find and communicate with it. 

This dynamic discovery enables flexibility and helps services interact without 

hardcoding their locations. 

3. Circuit Breaker Pattern 

In circuit breaker pattern If a service fails repeatedly, the circuit breaker trips, 

preventing further requests to that service. After a timeout period, it allows 

limited requests to test if the service is back online. This reduces the load on 

failing services and enhances system resilience. 

4. Saga Pattern 

Saga pattern is useful for managing complex business processes that span 

multiple services. Instead of treating the process as a single transaction, the 

saga breaks it down into smaller steps, each handled by different services. 

  If one step fails, compensating actions are taken to reverse the previous steps. 

This way, you maintain data consistency across the system, even in the face of 

failures. 

5. Event Sourcing Pattern 

In Event Sourcing Pattern, Each event describes a change that occurred, 

allowing services to reconstruct the current state by replaying the event 

history. This provides a clear audit trail and simplifies data recovery in case of 

errors. 

 

https://www.geeksforgeeks.org/system-design/api-gateway-patterns-in-microservices/
https://www.geeksforgeeks.org/system-design/what-is-service-registry-in-microservices/
https://www.geeksforgeeks.org/system-design/what-is-circuit-breaker-pattern-in-microservices/
https://www.geeksforgeeks.org/system-design/saga-design-pattern/
https://www.geeksforgeeks.org/system-design/event-sourcing-pattern/
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6. Strangler Pattern 

Strangler pattern allows for a gradual transition from a monolithic application 

to microservices. New features are developed as microservices while the old 

system remains in use. 

  Over time, as more functionality is moved to microservices, the old system is 

gradually "strangled" until it can be fully retired. This approach minimizes risk 

and allows for a smoother migration. 

7. Bulkhead Pattern 

Similar to compartments in a ship, the bulkhead pattern isolates different 

services to prevent failures from affecting the entire system. 

  If one service encounters an issue, it won’t compromise others. By creating 

boundaries, this pattern enhances the resilience of the system, ensuring that a 

failure in one area doesn’t lead to a total system breakdown. 

8. API Composition Pattern 

When you need to gather data from multiple microservices, the API 

composition pattern helps you do so efficiently. 

  A separate service (the composition service) collects responses from various 

services and combines them into a single response for the client. This reduces 

the need for clients to make multiple requests and simplifies their interaction 

with the system. 

9. CQRS Design Pattern 

CQRS Design Pattern divides the way data is handled into two parts: 

commands and queries. Commands are used to change data, like creating or 

updating records, while queries are used just to fetch data. This separation 

allows you to tailor each part for its specific purpose. 

5.9 Docker 

Docker is an OS-level virtualization (or containerization) platform, which 

allows applications to share the host OS kernel instead of running a separate 

guest OS like in traditional virtualization. This design makes Docker 

https://www.geeksforgeeks.org/system-design/strangler-pattern-in-micro-services-system-design/
https://www.geeksforgeeks.org/system-design/bulkhead-pattern/
https://www.geeksforgeeks.org/system-design/api-composition-pattern-in-microservices/
https://www.geeksforgeeks.org/system-design/api-composition-pattern-in-microservices/
https://www.geeksforgeeks.org/system-design/cqrs-command-query-responsibility-segregation/
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containers lightweight, fast, and portable, while keeping them isolated from 

one another. 

 Written in the Go programming language. 

 Supports Windows, macOS, and Linux installations (Docker Engine 

runs natively on Linux). 

 Solves the “works on my machine” problem by ensuring code runs 

identically across environments. 

 Unlike VMware (hardware-level virtualization), Docker operates at 

the OS level. 

Before Docker: 

Deploying applications across environments was often difficult, dependencies, 

configs, and OS variations caused “works here but not there” headaches. 

 

Figure 5.9 

Docker’s Solution: 

Standardizes the runtime environment by bundling everything (app + 

dependencies) into containers. 

 Portability: Runs anywhere in local machine, cloud, on-prem servers. 

 Consistency: Same behavior in development, testing, and production. 

 Lightweight: No full OS per app; containers share the host kernel. 

 Scalability: Ideal for microservices and orchestrators like Kubernetes 

and Docker Swarm. 

 Efficiency: Starts in seconds, uses fewer system resources. 



256 
 

Components of Docker 

The following are the some of the key components of Docker: 

Docker Engine: Docker Engine has a core part docker daemon , that handles 

the creation and management of containers. 

Docker Image: Docker Image is a read-only template that is used for creating 

containers, containing the application code and dependencies. 

Docker Hub: It is a cloud based repository that is used for finding and sharing 

the container images. 

Dockerfile: It is a file that describes the steps to create an image quickly. 

Docker Registry : It is a storage distribution system for docker images, where 

you can store the images in both public and private modes. 

Docker Engine 

 

Figure 5.10 

The Docker Engine is the core component that enables Docker to run 

containers on a system. It follows a client-server architecture and is 

responsible for building, running, and managing Docker containers. 

https://www.geeksforgeeks.org/devops/what-is-docker-engine/
https://www.geeksforgeeks.org/devops/what-is-docker-image/
https://www.geeksforgeeks.org/devops/what-is-docker-engine/
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 The Docker Engine Daemon (dockerd) runs in the background, 

listening to API requests and managing objects like images, containers, 

networks, and volumes. 

 The Docker Client (docker CLI) communicates with the daemon using 

a REST API. It provides the execution environment where Docker 

Images are instantiated into live containers. 

 Without the Docker Engine, Docker images cannot be built or 

containers executed. 

 The Client sends Docker commands (docker build, docker run, etc.). 

 The Daemon receives these commands and performs container 

operations. 

 The REST API is the interface enabling this communication. 

In short, the Docker Engine is the runtime that makes containerization possible 

by connecting the Docker client with the daemon to build and manage 

containers efficiently. 

Dockerfile 

The Dockerfile uses DSL (Domain Specific Language) and contains 

instructions for generating a Docker image. Dockerfile will define the 

processes to quickly produce an image. While creating your application, you 

should create a Dockerfile in order since the Docker daemon runs all of the 

instructions from top to bottom. 

 The Dockerfile is the source code of the image. 

 (The Docker daemon, often referred to simply as "Docker," is a 

background service that manages Docker containers on a system.) 

 It is a text document that contains necessary commands which on 

execution help assemble a Docker Image. 

 Docker image is created using a Dockerfile. 

https://www.geeksforgeeks.org/devops/what-is-docker-daemon/
https://www.geeksforgeeks.org/devops/what-is-docker-client/
https://www.geeksforgeeks.org/cloud-computing/what-is-dockerfile/
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Figure 5.11 

Docker Architecture and Working 

Docker makes use of a client-server architecture. The Docker client talks with 

the docker daemon which helps in building, running, and distributing the 

docker containers. The Docker client runs with the daemon on the same 

system or we can connect the Docker client with the Docker daemon remotely. 

With the help of REST API over a UNIX socket or a network, the docker 

client and daemon interact with each other. To know more about working of 

docker refer to the Architecture of Docker . 

 

Figure 5.12 

Docker CLI 

 Command-line interface to interact with Docker 

 Common commands: docker run, docker build, docker pull 

Docker Rest API 

 HTTP API used by the CLI and other tools 

 Facilitates communication with the Docker daemon 

Docker Daemon 

 Handles images, containers, networks, and volume 

https://www.geeksforgeeks.org/devops/architecture-of-docker/
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 Core service that manages Docker objects 

High-Level Runtime 

 Manages container lifecycle operations 

 Tasks include create, start, stop, and delete containers 

Docker Image 

A Docker Image is a file made up of multiple layers that contains the 

instructions to build and run a Docker container. t acts as an executable 

package that includes everything needed to run an application — code, 

runtime, libraries, environment variables, and configurations. 

How it Works: 

 The image defines how a container should be created. 

 Specifies which software components will run and how they are 

configured. 

 Once an image is run, it becomes a Docker Container. 

Relation to Containers: 

 Docker Image → Blueprint (static, read-only). 

 Docker Container → Running instance of that image (dynamic, 

executable) 

Docker Hub 

 

Figure 5.13 

https://www.geeksforgeeks.org/devops/what-is-docker-image/
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Docker Hub is a repository service and it is a cloud-based service where 

people push their Docker Container Images and also pull the Docker 

Container Images from the Docker Hub anytime or anywhere via the internet. 

Generally it makes it easy to find and reuse images. It provides features such 

as you can push your images as private or public registry where you can store 

and share Docker images. 

  Mainly DevOps team uses the Docker Hub. It is an open-source tool and 

freely available for all operating systems. It is like storage where we store the 

images and pull the images when it is required. When a person wants to 

push/pull images from the Docker Hub they must have a basic knowledge of 

Docker. 

Docker Commands 

Through introducing the essential docker commands, docker became a 

powerful software in streamlining the container management process. It helps 

in ensuring a seamless development and deployment workflows. The 

following are the some of docker commands that are used commonly: 

Docker Run: It used for launching the containers from images, with specifying 

the runtime options and commands. 

Docker Pull: It fetches the container images from the container registry like 

Docker Hub to the local machine. 

Docker ps : It helps in displaying the running containers along with their 

important information like container ID, image used and status. 

Docker Stop : It helps in halting the running containers gracefully shutting 

down the processes within them. 

Docker Start: It helps in restarting the stopped containers, resuming their 

operations from the previous state. 

Docker Login: It helps to login in to the docker registry enabling the access to 

private repositories. 

 

https://www.geeksforgeeks.org/devops/what-is-docker-hub/
https://www.geeksforgeeks.org/devops/docker-instruction-commands/


261 
 

5.10 Kubernetes 

Before Kubernetes, Docker and Docker Swarm transformed how developers 

package applications. It allowed them to bundle an application and its 

dependencies into a single, portable unit called a container. This worked fine 

for small-scale deployments, but when applications grew to hundreds or 

thousands of containers the following problems appeared: 

 Scalability Issues 

 Multi-Cloud Deployments 

 Security & Resource Management 

 Rolling Updates & Zero Downtime Deployments 

This is the problem Kubernetes was created to solve. It acts as the "brain" 

or orchestrator for your containers, handling the complex task of managing 

them at scale automatically. 

Kubernetes 

Kubernetes, often shortened to K8s (K, 8 letters, s), is an open-source platform 

that automates the deployment, scaling, and management of containerized 

applications. 

Origin: Developed by Google, inspired by internal systems Borg and Omega. 

Launch: Officially released in 2014. 

CNCF Donation: Donated to the Cloud Native Computing Foundation 

(CNCF) in 2015, which now maintains it. 

Adoption: Widely used across major cloud providers today. 

Name Meaning: Kubernetes comes from Greek, meaning “helmsman” or 

“pilot”, symbolizing its role in steering applications. 

   Think of Kubernetes as an orchestra conductor. Each container is a 

musician. While you can manage a few musicians yourself, you need a 

conductor to coordinate an entire orchestra to play a complex symphony. You 

simply give the conductor the sheet music (your desired configuration), and 

they ensure every musician plays their part correctly, replacing someone who 

falls ill and bringing in more players. 
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Some features of K8s: 

Automated Scheduling – Efficiently places containers on nodes for optimal 

resource use. 

Self-Healing – Automatically restarts, replaces, and reschedules failed 

containers. 

Rollouts & Rollbacks – Manages application updates and reverts when 

needed. 

Scaling & Load Balancing – Supports horizontal scaling and distributes 

traffic. 

Resource Optimization – Monitors and ensures efficient resource utilization. 

Monolithic Vs Microservices 

In the past, applications were built using a monolithic architecture, where 

everything was interconnected and bundled into one big codebase. This made 

updates risky for example, if you wanted to change just the payment module in 

an e-commerce app, you had to redeploy the entire application. A small bug 

could crash the whole system. 

 

Figure 5.14 

To overcome this, the industry moved toward microservices, where each 

feature (like payments, search, or notifications) is built and deployed 

independently. This made applications more flexible and scalable. 
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But with microservices came a new challenge instead of running one big app, 

companies now had to manage hundreds or thousands of small containerized 

services. Containers solved the packaging problem, but without a way to 

orchestrate them, things got messy. That’s where Kubernetes came in acting 

like a smart manager that automates deployment, scaling, and coordination of 

all those microservices. 

Terminologies in K8s 

Think of Kubernetes as a well-organized company where different teams and 

systems work together to run applications efficiently. Here’s how the key 

terms fit into this system: 

1. Pod 

A Pod is the smallest unit you can deploy in Kubernetes. It wraps one or more 

containers that need to run together, sharing the same network and storage. 

Containers inside a Pod can easily communicate and work as a single unit. 

2. Node 

A Node is a machine (physical or virtual) in a Kubernetes cluster that runs 

your applications. Each Node contains the tools needed to run Pods, including 

the container runtime (like Docker), the Kubelet (agent), and the Kube proxy 

(networking). 

3. Cluster 

A Kubernetes cluster is a group of computers (called nodes) that work together 

to run your containerized applications. These nodes can be real machines or 

virtual ones. 

There are two types of nodes in a Kubernetes cluster: 

 Master node (Control Plane): 

 Think of it as the brain of the cluster. 

It makes decisions, like where to run applications, handles scheduling, and 

keeps track of everything. 

Worker nodes: 

 These are the machines that actually run your apps inside containers. 

https://www.geeksforgeeks.org/devops/kubernetes-pods/
https://www.geeksforgeeks.org/devops/kubernetes-node/
https://www.geeksforgeeks.org/devops/kubernetes-cluster/
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 Each worker node has a Kubelet (agent), a container runtime (like 

Docker or containerd), and tools for networking and monitoring. 

4. Deployment 

A Deployment is a Kubernetes object used to manage a set of Pods running 

your containerized applications. It provides declarative updates, meaning you 

tell Kubernetes what you want, and it figures out how to get there. 

5. ReplicaSet 

A ReplicaSet ensures that the right number of identical Pods are running. 

6. Service 

A Service in Kubernetes is a way to connect applications running inside your 

cluster. It gives your Pods a stable way to communicate, even if the Pods 

themselves keep changing. 

7. Ingress 

Ingress is a way to manage external access to your services in a Kubernetes 

cluster. It provides HTTP and HTTPS routing to your services, acting as a 

reverse proxy. 

8. ConfigMap 

A ConfigMap stores configuration settings separately from the application, so 

changes can be made without modifying the actual code. 

  Imagine you have an application that needs some settings, like a database 

password or an API key. Instead of hardcoding these settings into your app, 

you store them in a ConfigMap. Your application can then read these settings 

from the ConfigMap at runtime, which makes it easy to update the settings 

without changing the app code. 

9. Secret 

A Secret is a way to store sensitive information (like passwords, API keys, or 

tokens) securely in a Kubernetes cluster. 

 

 

 

https://www.geeksforgeeks.org/devops/kubernetes-deployment/
https://www.geeksforgeeks.org/devops/kubernetes-creating-a-replicaset/
https://www.geeksforgeeks.org/devops/kubernetes-service/
https://www.geeksforgeeks.org/devops/what-is-kubernetes-ingress/
https://www.geeksforgeeks.org/devops/kubernetes-configmap/
https://www.geeksforgeeks.org/devops/kubernetes-secrets/
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10. Persistent Volume (PV) 

A Persistent Volume (PV) in Kubernetes is a piece of storage in the cluster 

that you can use to store data and it doesn’t get deleted when a Pod is removed 

or restarted. 

11. Kubelet 

A Kubelet runs on each Worker Node and ensures Pods are running as 

expected. 

12. Kube-proxy 

Kube-proxy manages networking inside the cluster, ensuring different Pods 

can communicate. 
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