
Conferences  > 2025 3rd International Confer... 

Zero Trust Network and Cloud Security Architecture: A New Wave of Access
Control Techniques

Publisher: IEEE Cite This  PDF

Ramakrishnan. B ; C. Meenakshi All Authors

65
Full
Text Views

Abstract

Document Sections

I. INTRODUCTION

II. LITARETURE REVIEW

III. TECHNIQUES

IV. RESULT AND

DISCUSSION

V. CONCLUSION

Authors

References

Keywords

Metrics

More Like This

Footnotes

Abstract:

The usage of cloud computing and network infrastructure demands security frameworks that go beyond simple

perimeter-based tactics. Zero Trust Architecture (ZTA) prevents undesired access with its severe system entrance

limitations and real-time user verification procedures. The study evaluates four machine learning models for zero trust

anomaly detection: AdaBoost, with an accuracy of 67.84%, Random Forest, with an accuracy of 96.48%, XGBoost, with

an accuracy of 95.23% in conjunction with KNN, with an accuracy of 77.39%. Random Forest and "XGBoost"

outperform KNN and AdaBoost when analysing AUC scores that approach 1.00 and 0.99. The results of the study show

that passwords have inadequate security, underscoring the necessity of biometric solutions and various authentication

factors for system security.
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