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Abstract. Android is the most rapidly expanding mobile computer platform, 
which has been targeted by a variety of malware. It can be effectively identified 
using Deep Learning (DL) techniques. Typical feature selection algorithms dis-
regard feature correlation which has been solved by using wrapper-based feature 
selection models. Wrapper-based techniques take a lot of time to select feature sub-
sets. In this paper, Nature-Inspired Based Ensemble Feature Selection (NIEFS), 
and Stacked Deep Learning Ensemble Classifier Fusion (SDLECF) classifier has 
been introduced for combination of DL methods with increased detection accu-
racy. NIEFS model is developed based on a variety of evolutionary computation 
approaches, such as the Cauchy Operator Squirrel Search Algorithm (COSSA), 
Lévy Flight Pigeon-Inspired Optimization (LEFPIO), and Fuzzy Membership 
Grasshopper Optimization Algorithm (FMGOA) for eliminating redundant or 
unnecessary features. The outputs of various approaches have been integrated 
using Mutual Information (MI). SDLECF is introduced by merging many models 
(Bidirectional Gated Recurrent Unit (Bi-GRU), Sparse Autoencoder based Deep 
Neural Network (SAE-DNN), Bidirectional Long Short-Term Memory (BDL-
STM), and Mean Weight Deep Belief Network (MWDBN)) to attain highest mal-
ware detection performance. Bi-GRU can handle data sequences in both forward 
and backward direction. SAE-DNN includes of three components like an encoder, 
a decoder, and a classification. BDLSTM classifier is a category of Recurrent 
Neural Network (RNN) which works on both forward and backward directions. 
MWDBN includes of Multiple Restricted Boltzmann Machine (RBM) layers for 
classification. Finally, classifier performance was measured using MATrix LAB-
oratory R2020a (MATLABR2020a) and the metrics like Precision (Pre), Recall 
(Rec), F-measure (FM), and Weighted F-measure (WFM). 
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1 Introduction 

In people’s daily lives, mobile phones have grown in importance. Android has emerged 
as the top mobile operating system recently with a significantly bigger share of the global 
market [1]. Numerous android apps, including those for banking, gaming, leisure, edu-
cation, and more, can include malware [2]. Android malware samples are more advanced 
than those that were previously identified in terms of avoiding antivirus detection through 
encryption and code obfuscation. 

A common signature-based detection method is used to find malware [3]. Since the 
database only has a small number of signatures, signature-based detection techniques 
are unable to identify unknown malware. It showed a few issues, including the lowest 
accuracy and slow detection speed. Small variations in the signature may cause malware 
detection technologies to ignore malicious software. Machine Learning (ML) algorithms 
have been used by numerous researchers to overcome these issues in recent years [4]. 

ML is the process of discovering unusual events or observations that, due to their 
statistical differences from the majority of observations, may give rise to concerns. 
Depending on the analytical method, ML detection can be divided into three categories: 
dynamic, hybrid, and static. Analyzing static data such as the executable file and source 
code obtained without executing the application is the main goal of static analysis. While 
the Android application is operating, the dynamic analysis approach gathers behavior 
data and turns it into features. By analyzing the application and extracting both static and 
dynamic data, the hybrid analysis improves recognition accuracy by combining static 
and dynamic analysis. Furthermore, a few of the most advanced malicious programs 
are able detect when they are working in virtual environments and avoid detection. 
By depending more on human knowledge and individual decision-making, traditional 
machine learning algorithms demonstrate their inefficiency [5]. 

Theoretical and highly non-linear patterns are better learned by Deep Learning (DL) 
models, which aid in automatically learning features and capturing the significant fea-
tures of complicated data, improving generalization on new data. DL techniques are usu-
ally more appropriate than traditional ML techniques for collecting semantic data within 
Android applications [6]. The most crucial features are chosen during classification to 
maximize detection accuracy and reduce misclassification error. Feature Selection (FS) 
is a procedure which assessing suitable feature sets to eliminate unnecessary features 
from the trained model. 

Typically, there are three types of FS methods: 1) filter, 2) wrapper, and 3) embed-
ding approaches [7]. With filter approaches, the selection is carried out step-by-step 
without the use of an induction algorithm using the general features of the training data. 
A predictor is optimized as part of the selection process in a wrapper-based approach. 
Consequently, a wrapper technique outperforms a filter method in terms of classifica-
tion performance. Overlay techniques, which are distinguished by a deeper connection 
between feature selection and classifier, include embedded methods as a subset. One of 
the main problems with FS for the conventional methods is determining the ideal subset. 
An exhaustive generation of all possible subsets could be used to find the optimal subset. 
In recent years, metaheuristics have been demonstrated to be effective and successful 
[8]. Nature-Inspired (NI), metaheuristics are based on natural phenomena and make up 
most algorithms.
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An effective way to increase the generalization ability of classification systems is 
through ensemble learning [9]. Ensemble learning combines the results of several classi-
fiers to enhance detection is more accurate than single classifier [10, 11]. DL techniques 
are used to create a prediction model that integrates several models has been researched 
extensively [12–14]. Stacking, Adaboost, Random Forest (RF), and bagging are the most 
widely used ensemble techniques. 

In this paper, Nature-Inspired Based Ensemble Feature Selection (NIEFS) and the 
Stacked Deep Learning Ensemble Classifier Fusion (SDLECF) is introduced for AMD. 
NIEFS model is introduced for discarding irrelevant or redundant features from dataset. 
SDLECF is introduced by combining the several models (Bi-GRU, SAE-DNN, BDL-
STM, and MWDBN) which aim to improve detection performance. Finally, classi-
fiers results was measured using MATLABR2020a and the metrics Precision (Pre), 
Recall (Rec), F-measure (FM), and Weighted F-measure (WFM). Proposed method 
considerably improves results when compare to other deep models. 

2 Related Works 

Lu et al., [15] suggested a hybrid DL model that integrates the Gate Recurrent Unit 
(GRU) and Deep Belief Network (DBN) for AMD. Static features, such as resource and 
semantic features are extracted by decompiling the Android Package Kit (APK) file. One-
hot encoding is used to create a binary feature vector from the static features. Dynamic 
features are extracted by keeping attention on the relevant API calls while the APK. 
Static and dynamic features are familiar to DBN and GRU. Back Propagation Neural 
Network (BPNN) with the training data has been introduced from DBN and GRU. The 
most popular optimization technique for back propagation is gradient descent for param-
eter fine-tuning. According to experimental data, the AMD model based on hybrid DL 
algorithms has an increased detection effect on obfuscated malware and higher detection 
accuracy. VirusShare provided the non-obfuscated malware dataset, while PRAGuard 
provided the obfuscated malware dataset. Metrics like accuracy, precision, and recall 
are used to evaluate the results. 

Ibrahim et al., [16] created a Gated Recurrent Unit (GRU) for AMD. DL model that 
uses the most helpful experimental aspects of Android applications as inputs is proposed 
via static analysis. GRU component using the fuzzy hash is compared with RNN the 
model can identify similarities in Android apps. The University of New Brunswick 
provides CICMalDroid 2020, which includes 17,341 present and sophisticated Android 
examples. Results are measured using four metrics like accuracy, precision, recall, and 
F1-score.
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Al Ogaili et al., [17] created a hybrid mobile malware detection framework that 
makes use of Ant Colony Optimization (ACO) and Deep Neural Network (DNN). ACO 
model is introduced which dynamically lowers the dimensionality of features and prevent 
dimensionality. DNN is introduced to train the selected features and a self-optimizing 
feedback loop to iteratively enhance the selection process. CICMalDroid2020 dataset, 
the proposed approach obtains highest results in terms of metrics like precision, recall, 
F1-score, accuracy, and Matthews Correlation Coefficient (MCC). 

Dong et al., [18] proposed Deep Convolutional Neural Network (D-CNN) for AMD. 
Firstly, Min-Max approach is introduced to normalize, the authorization features. Addi-
tionally, it is employed to guarantee the data’s representativeness and uniformity. Sec-
ondly, dimensionality reduction and over-fitting prevention are achieved by the ACO 
approach. Thirdly, CNN and DNN are used to train high-level abstract representation 
to construct multiscale feature representation, which will improve the detection accu-
racy of the model and improve its protections versus new malicious attacks. The Drebin 
and Google Play Store databases are used for the experiments. More thorough and 
accurate malware detection becomes feasible by the hybrid structure of D-CNN, which 
demonstrates a more detailed considerate of the data structure and it achieves a greater 
accuracy. 

Alhussen [19] developed a Long Short-Term Memory (LSTM) to detect malware on 
the Android operating system. First, the Drebin-215 dataset records a variety of features 
of Android apps, including permission requests, API calls, and other traits associated with 
the activity of the program to Android malware detection. Second, the class imbalance 
problem is addressed by the Synthetic Minority Over-sampling Technique (SMOTE), 
which generates synthetic samples by interpolating among instances of the minority 
class which currently exists. This increases the minority class representation without 
creating duplicate samples. Lastly, the goal of hyperparameter adjusting and strong data 
preprocessing methods is to improve the efficiency of LSTM and NN in detecting and 
preventing different types of malware using precision, recall, F1-score, and accuracy. 

Xu et al., [20] proposed a Multilayer Perceptron (MLP) and LSTM for AMD. LSTM 
is applied to the semantic structure of Android bytecode to avoid missing the specifics of 
method-level bytecode semantics. Based on the discovery that the majority of malware 
is to be effectively identified using information from xml files, MLP is applied to the xml 
files to improve efficiency. There are 47,525 benign and 62,915 malicious implemen-
tations of DeepRefiner. According to the experimental findings, DeepRefiner performs 
noticeably better than anti-virus and StormDroid scanners. DeepRefiner is effective for 
detecting malicious apps that have been obfuscated including True Positive Rate (TPR), 
False Positive Rate (FPR), and Accuracy.
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Wang et al., [21] presented a hybrid model based on Convolutional Neural Net-
works (CNN) and Deep Autoencoders (DAE) for AMD. Firstly, several CNNs and 
high-dimensional properties of Android applications (apps) are introduced to increase 
detection accuracy. Secondly, Relu is utilized to improve sparseness and “dropout” in 
the serial CNN architecture (CNN-S) to avoid over-fitting. To improve feature extrac-
tion capabilities, the full-connection layer is paired with the convolutional and pooling 
layers. DAE can quickly acquire adaptable patterns and it is utilized as a CNN pre-
training technique. Experimentation, totally dataset consists of 13,000 malicious apps 
and 10,000 benign apps. True Positive Rate (TPR)/recall, False Positive Rate (FPR), 
Accuracy (ACC), Positive Predictive Value (PPV), and F-score are used to evaluate 
performance of the structures. 

Mahdavifar et al., [22] presented a semi-supervised learning method based on the 
Pseudo-Label Stacked Auto-Encoder (PLSAE). This has been applied for both labeled 
and unlabeled cases. Feature vectors are created using a hybrid approach that combines 
static and dynamic analysis. CICMalDroid2020 comprises of 17,341 current instances 
with 5 different Android app types are used to perform the experimentation. Next, accu-
racy and efficiency of the results are compared with modern techniques. According to 
experimental data, the proposed model performs better than ML algorithms and other 
semi-supervised methods. 

Mahindru et al., [23] proposed feature selection approach that aids in choosing appro-
priate features. Firstly, categorize their ability to identify malware, t-test and univariate 
logistic regression to the gathered feature dataset. Secondly, correlation analysis and 
multivariate linear regression stepwise forward selection are used to assess the accu-
racy of the chosen features. Thirdly, a NN using ML techniques and three ensemble 
approaches are employed to create malware detection models utilizing the generated 
features as input. Finally results show that the malware detection model by implement-
ing the proposed approach with selected features produced higher results on F-measure 
and accuracy. 

3 Methodology 

In this paper, Nature-Inspired Based Ensemble Feature Selection (NIEFS) and the 
Stacked Deep Learning Ensemble Classifier Fusion (SDLECF) is introduced for fea-
ture selection and classification of AMD. NIEFS model, irrelevant and redundant fea-
tures are removed to enhance the detection accuracy. SDLECF is introduced which aims 
to increase detection performance by integrating several models (Bi-GRU, SAE-DNN, 
BDLSTM, and MWDBN). SDLECF, base classifiers and second level classifiers are 
consequently developed on a set of examples using N-fold cross validation. Finally, the 
effectiveness of AMD techniques is assessed using Pre, Rec, FM, and WFM. Figure 1 
depicts the overall flow of proposed system.
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Fig. 1. PROPOSED FRAMEWORK
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3.1 Dataset Collection 

The AMD approaches were evaluated using two datasets drawn from three sets of 
example Android apps. The features of the dataset are explained in detail in Table 1 
[24]. 

Table 1. Datasets for Experimentation 

Datasets Samples Malware class Benign class Features 

Drebin-215 15036 5560 9476 215 

Malgenome-215 3799 1260 2539 215 

3.2 Nature-Inspired Based Ensemble Feature Selection (NIEFS) 

Feature–Class Mutual Information (FCMI) and Feature–Feature Mutual Information 
(FFMI), which mix several feature subsets, are the ensemble approach used by NIEFS 
to increase classifier accuracy. Whereas non-redundant features are chosen using FFMI, 
relevant features are chosen using FCMI. Without taking into account redundant or 
unnecessary features in terms of prediction dataset, the coming together process just 
chooses unique features from various feature subsets. Thus, some relevant and non-
redundant features are chosen using the NIEFS approach. Eq. (1) shows the fitness 
function to assess solutions. 

fitness = αγR(D) + β
|R|
|C| (1) 

where γR(D) is denoted as the classification error rate, |R| is denoted as the cardinality 
of the chosen subset and |C| denoted as the features in the dataset, the dual parameters ∈ 
0,1 and =1− is represented as the impact of subset length and detection accuracy [25]. 

FMGOA: FMGOA method is used to choose the best features from the AMD dataset, 
which mimics grasshoppers natural foraging and swarming behaviors via Eq. (2)  [26]. 

GPi = r1SIi + r2GFi + r3Ai (2) 

Three random vectors are r1 ∈ [0, 1], r2 ∈ [0, 1], and r3 ∈ [0, 1]. For the purpose of feature 
selection, GPi standsfor the ith grasshopper position, SIi for gravitational force, repre-
sented by GFi, and wind advection, represented by Ai grasshopper social interaction. 
Membership functions that are triangular (TMF) is used to generate random values to 
GPi. As a result, Eq. (3) gives an adequate testable relationship between intensification 
and diversity [26]  as  Eq  . (3). 

c = cmax − t 
cmax − cmin 

tmax
(3) 

where cmax and cmin is represented as the maximum and minimum values of c, respec-
tively, and tis stands for the current iteration and tmax for the maximum number of 
iterations required to finish the FS process. The current position of a grasshopper is 
changed by taking into account its prior positions within the swarm, the global best 
location, and its current location [26, 27].
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3.3 Lévy Flight Pigeon-Inspired Optimization (LEFPIO) 

LEFPIO algorithm derives from the behavior of pigeons that needs both local optimum 
knowledge and global optimization. Using the behavior of pigeons in identifying the best 
features from the AMD dataset, PIO is compose d of two operators: the operators for the 
map, compass, and landmarks. For maximum malware detection in Android analysis, 
these operators can support both the local and the global best position. 

(1). Map and compass operator: The feature position Xi and the velocity Vi of pigeon 
i in a D-dimension search space are defined by this operator [28]. 

(2). Landmark operator: Every generation, this operator reduces the pigeon popula-
tion by half. The remaining pigeons fly straight to the greatest detection rate in the 
classifier to obtain the finest functionalities with AMD. Lévy flight is more success-
ful than Brown motion while looking for an unknown and large-scale space since 
its variance grows faster. Lévy flying may be used to replicate pigeon search habits 
[29]. 

Step 1: Set up the settings for the LEFPIO method, such as the feature space dimension 
D, population size Nop, maximum iteration number Icmax, and starting set of pigeons at 
random. 

Step 2: Assess the pigeons’ fitness function. 
Step 3: Lévy flight operator is used to create novel pigeons. 
Step 4: Elite operation is introduced individual with best selected features. 
Step 5: If Np creating pigeons, proceed to Step 6. If not, move on to Step 3. 
Step 6: When the current number of iterations, Nc, approaches Icmax, output the 

features. Else, go to Step 3. 

Cauchy Operator Squirrel Search Algorithm (COSSA) Glide technique used by 
squirrels during their dynamic foraging is emulated by the squirrel search algorithm, 
which helps choose the best features from the AMD dataset [30]. Particularly well-
suited for glide movement, flying squirrels are a kind of rodent that lives in trees and 
is mostly active at night. There is a belief that squirrel gliding is the most intricate 
and energy-efficient type of aerodynamic motion [30]. The optimal utilization of food 
resources is also achieved by its dynamic foraging behavior [30]. Four prerequisites 
must be met in order to use the COSSA, 

1. There are n squirrels and n trees in a deciduous forest with individual squirrel per 
tree. 

2. A hickory tree and Nfs (1 < Nfs < n) acorn trees comprise these n trees; the rest trees 
are u sual trees.

3. The woodland is home to just three different kinds of trees. Acorn trees have a general 
food supply in the form of acorn nuts, regular trees have no food, and hickory trees 
have the greatest food source in the form of hickory nuts. 

4. Using dynamic foraging behavior, each squirrel looks for the best feature with the 
highest detection rate on its own, and the food resources that are accessible are chosen 
depending on the detection rate. 

Mutual Information (MI) MI is introduced with the NIEFS approach to select the 
optimal features from the subset. To extent uncertainty in X resulting from knowledge
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of Y is known as I(X, Y) in information theory [31]. It is described as follows as Eq. (4), 

I(X, Y) = 
x,y 

p(x, y)log2 
p(x, y) 

p(x ), p(y)
(4) 

where p(x, y) is a joint probability distribution function for X and Y, and the individual 
ratio distribution for X and Y are p(x) and p(y). 

Feature-class relevance: It is described as the extent of FCMI within a feature(fe) and 
a class label C. 

Feature-feature relevance: It is described as the extent of FFMI between any two 
features (feiand fej). 

A heuristic based on empirical research is used to determine the value of K. First, a 
classifier is used to determine the classification accuracy of the highest-ranked feature 
in the proposed technique. The technique calculates classification accuracy for each 
subset of features. If a portion of K highly regarded features yields the highest accuracy 
in classification when contrasted with another subset with K + 1 extremely ranked 
features, then the subset of K extremely valued features as final feature s ubset.

3.4 Stacked Deep Learning Ensemble Classifier Fusion (SDLECF) 

SDLECF is developed based on classifiers model that combines the predictions from 
multiple DL methods like Bidirectional Gated Recurrent Unit (Bi-GRU), SAE-DNN, 
BDLSTM, and Mean Weight Deep Belief Network (MWDBN) by feeding their outputs 
as input to a stacking meta-model which then makes the final detection. SDLECF clas-
sifiers of DL methods are trained at lowest level using N-fold cross-validation. Highest 
level, ranking techniques are used to choose the best pair to construct the final model. 

3.4.1 Model Establishment 

To construct the training set, multilevel ensemble classifier, and during the training phase, 
it is assessed on a test set. Later on in the testing process, it is assessed. Each DL classifier 
with their malware detection accuracy is tested at the lower level using an N-fold cross 
validation [32]. The features f1,  f2,  …,  fk have been used to get probabilities from the 
fundamental DL methods. After appending the first class designation as Eq. (5)  [32], 

V̇(x) = {f1, f2,  .  .  .  ,  fk, l}, ∀k ∈ {1 to 4}, , l ∈ {0, 1} (5) 

Level will use Dbase and V̇(x), ∀x ∈ X. During the model construction, Base DL methods 
can now achieve final malware detection by introducing majority voting. During the 
reclassification process, each scheme in S is assigned a Z-weight determined by V̇(x), 
x ∈ X for respectively [32]. 

3.4.2 Base DL Classifiers 

AMD has used the most basic DL classifiers for classification.
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Bidirectional Gated Recurrent Unit (Bi-GRU) Classifier: In the Bi-GRU model, the 
update gate, dTS , takes the position of the input and forget gates of the LSTM network. 
The model is assisted by the update gate in identifying the historical malware detection 
data that must be supplied with the upcoming malware detection data. Fig. 2 mentions 
the architecture of Bi-GRU model. 

GRU GRU GRU 

GRU GRU GRU 

Backward 

Forward 

Output 

Input 

1 2 

Fig. 2. Architecture of Bi-Gru Model 

The vanishing-gradient issue is reduced by this procedure [33]. Eq. (6) provides a 
mathematical specification for the update gate dTS , 

dTS = σ Wed × hTS−1, fTS + bd (6) 

where the input matrix (chosen features) at time step (TS) is marked as f TS , the sigmoid 
activation function is stated as σ, the weight matrix is represented as Wed , the bias matrix 
is indicated as bd , and the hidden state at the earlier time step (TS – 1) is indicated as 
hTS − 1. The reset gate (pTS) in the Bi-GRU model is used to regulate the historical time-
series malware detection dataset, which is in charge of the network short-term memory 
when it is concealed. Eq. (7) expresses the pTS , 

pTS = σ Wep × hTS−1, fTS + bp (7) 

where bp and Wep is denoted as the matrix of bias and the weight in pTS .  Eq.  (8) then 
specifies the hidden state candidate (h̃TS ), 

h̃TS = tanh Weh × hTS−1 pTS , fTS + bh (8)
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where stands for the dot multiplication operation, tanh is denoted as the tangent 
activation function, and bh and Weh is denoted as the bias and weight matrices of the 
memory cell state. Eq. (9), which shows the linear interpolation of h̃TS and hTS − 1 yields 
the output (hTS − 1 ),

hTS = (1 − dTS ) hTS − 1 + dTS
∼
hTS (9) 

The forward GRU in the Bi-GRU model retrieves data about previous malware from the 
historical malware data, while the backward GRU retrieves data about future malware 
from the same historical malware data [34]. Eq. (10), which specifies the Bi-GRU (OTS) 
model, 

OTS = A 
−→
h TS , 

←−
h TS (10) 

where A is denoted as the output of the forward and backward directions. Furthermore,←−
h TS&

−→
h TS is used to represent the hidden states of both forward and backward GRU. 

Sparse Autoencoder Based Deep Neural Network (SAE-DNN) SAE-DNN model 
learns a shared encoding representation for malware detection with supervised classifi-
cation and unsupervised reconstruction. The reconstruction error serves as the basis for 
malware detection. 

SAE: An “encoder” and a “decoder” network make up an AE and AE is a symmetrical 
neural network. The “encoder” network decreases the dimensional of input malware 
dataset to a restricted set of features, and “decoder” network rebuilds the dataset from 
the selected features. Fig. 3 displays an AE with a symmetrical structure. 

x 

a 

( 1, 1) ( 2, 2) 

Input Layer Hidden Layer Output Layer 

Encoder Decoder 

Fig. 3. Structure of Autoencoder (AE)
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Eq. (11) describes the encoder, which converts the input D-dimensional malware 
detection dataset x into its hidden representation a = a1, a2,  …  , aD1 from the input layer 
to the hidden layer, 

a = σ (W1x + b1) (11) 

where σ, W1, b1 is denoted as the encoder activation function, weight matrix, and bias 
vector, respectively. The input x is then reconstructed to x̂ by the decoder from the hidden 
to the output, using the feature vector an in eq. (12), 

x̂ = σ (W2a + b2) (12) 

where W2, b2 are the bias vector and the decoder weight matrix. By including a sparse 
limitation for the network training, an SAE, a variation of the autoencoder, promotes the 
extraction of discriminative features [35]. SAE is used to reduce the cost function with 
input samples x i ,i = 1, …, N by eq. (13), 

Fcost = 
1 

N 

N 

i=1 

xi − x̂i 2 + 
λ 
2 

W 2 + βRsparse (13) 

where the reconstruction error is represented by the xi − x̂i 2, the L2 regularization 
term is represented by the W 2, SAE weight matrix is represented by W, the sparsity 
regularization by Rsparse, and the corresponding terms importance is controlled by the 
coefficients λ and β. It has been discovered that when hidden neurons are kept mostly 
hidden, they react to various patterns present in the data; this means that the charac-
teristics that are recovered are discriminative. Taking into consideration all of the input 
malware samples xi, i = 1, · · ·  , N in Eq. (14), let p̂j be the average activation of the jth 

hidden of the SAE hidden layer, 

p̂j = 
1 

N 

N 

i=1 
ai,j (14) 

where the jth element of the ith hidden representation ai, j = 1, · · ·  , D1 is denoted by 
ai, j. To determine whether pj is near a desired tiny sparsity percentage p in Eq. (15), 
the Kullback-Leibler (KL) divergence function to compute the sparsity regularization 
Rsparse in Eq. (13), 

Rsparse = D1 

j=1 
KL p p̂j = D1 

j=1 
plog 

p 

p̂j 
+ (1 − p)log 

1 − p 
1 − ˆ pj

(15) 

When all p̂j are equal p, the KL function is zero; when they diverge, it rises. 

Deep Neural Network (DNN): As seen in Fig. 4, DNN is composed of 3 steps: an 
encoder, a decoder, and a classification. The encoder, several layers of non-linear trans-
formations is used to extract high-level representations from the dataset. Both the clas-
sifier and the decoder use the extracted representations as input. While the classification 
forecasts the input dataset label, the decoder searches to rebuild the input dataset.
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Fig. 4. Structure of Deep Neural Network (DNN) 

More specifically, the DNN construction consists of following functions, 

Encoder: The malware sample x is fed into the encoder, which uses L hidden layers, 
L ∈ N+, to extract the high-level representation of x. Let us consider that the hidden 
representations as a(1), ..., a(L) and hidden dimensions D1,  …,  DL are described as 
follows, (i) Sparse-over complete demonstration at the initial hidden layer, which has 
been demonstrated to be capable of extracting free basis functions for input datasets [36], 
(ii) Compressed representation with dimension Dl,  l  = 1 to L, and it must be smaller 
than Dl − 1. Input layer and the total hidden layer make use of ReLU activation function. 
The L2 regularization is used to limit the encoder weights, and the λ is described in Eq.
(13) to each hidden layer to perform feature extraction. 

Decoder: The number of hidden layers and their dimensions are correctly balanced 
among the encoder and decoder. The decoder, a(L) is used to recover the input x. All 
hidden layers, ReLU as activation function, and the sigmoid activation function in output 
layer for reconstruction. The decoder weights are constrained by the L2 regularization. 

Classification: To explain the C-class, the softmax layer is used with C neurons which 
characterize different situations. The output of the softmax layer, given the representation 
a(L), is a vector [ŷ1, ̂y2,....,, ̂  yC ]. Given each sample x in Eq. (16), the kth unit of the output, 
ŷk , k ∈ {1 to C} is commonly thought of as a value related to the conditional probability
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in the kth condition, 

ŷk = exp(zk ) 
C 
j=1 exp zj 

(16) 

where zk is the previous to softmax activation function as kth condition in Eq. (17) with 
0 ≤ ŷk ≤ 1, C 

k=1ŷk = 1, 

zk = wk .a
(L) + bk (17) 

where the weights and biases of the kth softmax layer neuron are denoted by wk and 
bk. On the hidden layer a(L), dropout regularization is used to avoid overfitting. During 
forward and backpropagation, dropout randomly sets a percentage pdrop of the hidden 
neurons to zero. Consequently, zk is calculated using Eq. (18) with dropout, 

zk = wk . a(L) ◦ r + bk (18) 

where r ∈ RD L is a masking vector of Bernoulli probability, pdrop of being 0 and ◦ is the 
multiplication operator. Only the unmasked neurons are used for gradient backpropaga-
tion. Each label yi in the training set (xi, yi ), i = 1, …, N is converted into a one-hot 
C-dimensional vector (yi,  1, yi,  2,  …yi, C), i = 1, …, N using Eq. (19), which is linked to 
the neurons of the softmax layer, 

yi,k = 1, yi = k 
0 , else

(19) 

Reducing the following cost function in Eq. (20) is the DNN training goal over the 
training set, 

Fcost = 
η1 

N 

N 

i=1 
xi − x̂i 2 + 

λ 
2 

W 2 + β 
L 

j=1 
R 

(j) 
sparse − 

η2 

N 

N 

i=1 

C 

k=1 
yi,k logŷi,k (20) 

where the reconstruction error is represented by the xi − x̂i 2.  The  λ, β, η1, η2 are coef-
ficients measuring the significance of the related terms, W is the weight matrix, R(j) 

sparse 
is the sparsity regularization on the jth hidden layer, and W 2 is the L2 regularization. 
A test sample xtest is recognized as unidentified in terms of novelty detection if the size 
of its reconstruction error exceeds a predetermined threshold δ, 

etest = xtest − x̂test 2
> δ (21) 

AMD samples from previously identified C classes are linked to both malware and normal 
situations to build and train a DNN. The DNN initially determines if a test data sample 
falls into one of the previously recognized C classes. If so, an unidentified condition is 
provided; if not, the DNN classifies the test sample into one of C previously identified 
classifications. Fig. 5 displays the flow chart for the proposed approach utilizing the 
SAE-DNN.
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Data Samples 

Samples belong to classes Samples do not belong to classes 

Training set Test set 

Train SAE-DNN 

Feed SAE-DNN to test 

samples 

Belong to 

already known 

classes? 

Benign Malware 

No Yes 

Fig. 5. Flowchart of SAE-DNN 

Bidirectional Long Short-Term Memory (BDLSTM) Algorithm A variant of the 
Recurrent Neural Network (RNN) is called LSTM. The LSTM cell input is xt at each 
iteration t, and its output is indicated by ht . Ct − 1 denoted as the cell output state of the 
previous time step, whereas Ĉt and Ct is denoted as the current cell input and output 
states. Long-term dependences of the sequence AMD dataset can be modeled by LSTM 
to the structure of celled gates. Gates are used to regulate the LSTM cell states by 
permitting optional data flow. The it , f t , ot is denoted as the input gate, forget gate, and 
output gate, respectively [37]. Eqs. (22–25) are used to calculate the values of the cell 
input state and gates, 

it = σg(Wixt + Uiht−1 + bi) (22) 

ft = σg Wf xt + Uf ht−1 + bj (23) 

ot = σg(Woxt + Uoht−1 + bo) (24)
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Ĉt = σg(Wcx1 + Ucht−1 + bc) (25) 

Weight matrices of input gate, the forget gate, the output gate, and the input cell state are 
represented by the symbols Wi, Wf , Wo, Wc. The weight matrices input, forget, output, 
and input cell state are represented by the symbols Ui, Uf , Uo, Uc. The associated bias 
vectors are indicated by the letters bi, bf , bo, bc. 

The Bidirectional Recurrent Neural Network (BDRNN) concept is the basis for 
BDLSTM. Two RNNs, each of which is coupled to the same output layer, receive each 
training sequence both forwards and backwards in BDRNN. BDLSTM uses a forward 
LSTM and a backward LSTM layer to analyze sequence dataset. These two hidden layers 
are coupled to the output layer. Fig. 6 displays the BDLSTM standard topology. Eqs. 
(22–25) declare that the LSTM layer output ht and cell output state Ct are determined 
using eqs. (26–27) at each iteration t, 

Ct = ft ∗ Ct−1 + 
∼ 
Ct ∗ it (26) 

ht = ot ∗ tanh (C t)(27)

Fig. 6. Bidirectional Long Short-Term Memory (BDLSTM) 

MWDBN MWDBN, a probabilistic productive network, is composed of several layers 
of Restricted Boltzmann Machines (RBM). Eq. (28), functions are associated with the 
following probability conditional functions, and they can produce cells i and j based on 
the joint probability distribution function, 

maximize{θ} 1 
m 

m 

l=1 

log P vl (28) 

The training dataset dimensions are referred to by the word, where v stands for the 
visible layer. θ = {bi,  aj,  mwij}, is the notation used, where mwij is the average weight
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that connects the apparent cell with the hidden cell j. The symbols ai and bj represent the 
unit biases. The desired function, which includes a log-likelihood term, must has been 
increased via a gradient descent. 

3.4.3 Ranking Algorithms 

Ranked Aggregate of per class Performance based scheme (RAPC) calculates the cumu-
lative early per-class rankings of primary classifier accuracy. This strategy prioritizes a 
clear classifier that performs well in both categories [38]. Ranked Aggregate of aver-
age accuracy and Class Differential based scheme (RACD) is a method for determining 
an overall ranking by combining the initial rankings of standard performance reliabil-
ity with the performance variances between groups [38]. The accuracy levels for each 
malware and benign classifications are used while analyzing the data. 

4 Results and Analysis 

In this section, performance comparison of methods are measured among datasets like 
Malgenome-215 (https://figshare.com/articles/dataset/Android_malware_dataset_for_ 
machine_learning_1/5854590) and Drebin 215 (https://figshare.com/articles/dataset/ 
Android_malware_dataset_for_machine_learning_2/5854653 are used to test the effec-
tiveness of classifiers in this section. MATLABR2020a is used to implement and assess 
AMD methods. All methods were tested using a Windows 7 Enterprise 64-bit machine 
with 32GB of RAM and a 3.10GHz Intel Xeon CPU. 

4.1 Evaluation Metrics 

In this section the following evaluation metrics has been used to assess the performance 
of AMD detection methods, 

Precision: Precision indicates the percentage of accurate positive predictions obtained 
from the model by eq. (29), 

Precision (Pre) = TP 

TP + FP
(29) 

Recall: Recall is denoted as the percentage of properly detected malware applications 
compared with all malicious apps. It has been described by eq. (30), 

Recall (Rec) = 
TP 

TP + FN
(30) 

where True Positive (TP) is denoted as the amount for malware which had been correctly 
recognized as malware by model, True Negative (TN) is denoted as the amount of 
accurately predicted benign as benign, False Positive (FP) is denoted as the amount of 
benign that were wrongly expected as malware, False Negative (FN) is denoted as the 
fraction of malware in the set that were incorrectly categorized as benign.

https://figshare.com/articles/dataset/Android_malware_dataset_for_machine_learning_1/5854590
https://figshare.com/articles/dataset/Android_malware_dataset_for_machine_learning_1/5854590
https://figshare.com/articles/dataset/Android_malware_dataset_for_machine_learning_2/5854653
https://figshare.com/articles/dataset/Android_malware_dataset_for_machine_learning_2/5854653


Android Malware Detection (AMD) 483

F-Measure (FM): FM is denoted as the harmonic mean of Pre and Rec, it is represented 
by eq. (31), 

FM = 
2.Pre.Rec 

Pre + Rec
(31) 

WFM is defined as the weighted total of FM and the number of examples in each class. 
Fm and Fb are are the FM for the M and B classes, whereas Nm and Nb are are the number 
of occurrences in each M and B class, Eq. (32) has been used to WFM, 

WFM = 
Fm.Nm + Fb.Nb 

Nm + Nb
(32) 

These measures were employed to assess the performance of AMD methods against two 
benchmark datasets (Malgenome 215, and Drebin 215). 

4.2 Results Comparison 

Evaluation results of Malgenome 215 among detecting methods are discussed in Table 2. 

Table 2. Evaluation Metrics Comparison of Detection Classifiers (Malgenome 215 Dataset) 

METRICS IG + V-
Perceptron

IG-DroiFusion FMGOA-
DroiFusion 

NIEFS-Bi-GRU NIEFS-SAE-DNN NIEFS-BDLSTM NIEFS
-SECF 

NIEFS
-SDLECF 

PreB(%) 89.19 91.72 92.14 92.89 93.47 94.32 95.19 96.78 

RecB(%) 91.37 92.68 93.45 93.92 94.48 95.24 96.25 97.02 

PreM(%) 90.26 92.19 92.97 93.43 94.20 95.35 96.67 97.38 

RecM(%) 90.85 91.58 92.15 92.93 93.71 95.30 96.33 97.45 

FM(%) 90.41 92.05 92.67 93.29 93.96 95.05 96.11 97.16 

WFM (%) 91.57 92.88 93.45 94.32 94.96 95.70 96.70 97.77 

Evaluation results of Drebin 215 among detection techniques are discussed in Table 3. 

Table 3. Evaluation Metrics Comparison of Detection Classifiers (Drebin 215 Dataset) 

METRICS IG + V-
Perceptron

IG-DroiFusion FMGOA-
DroiFusion 

NIEFS-Bi-GRU NIEFS-SAE-DNN NIEFS-BDLSTM NIEFS
-SECF 

NIEFS
-SDLECF 

PreB(%) 93.40 93.83 94.89 95.61 96.40 97.25 98.15 98.92 

RecB(%) 94.17 94.55 95.17 95.98 96.66 97.43 98.66 99.09 

PreM(%) 93.45 94.28 95.39 95.45 96.73 97.18 98.48 99.20 

RecM(%) 93.26 94.12 94.68 95.72 96.55 97.69 98.63 99.41 

FM (%) 93.57 94.19 95.03 95.69 96.58 97.38 98.47 99.15 

WFM (%) 93.88 94.74 95.41 96.10 96.96 97.57 98.68 99.24
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(a). PRECISION ANALYSIS OF BENIGN CLASS 

(b). PRECISION ANALYSIS OF MALWARE CLASS 

Fig. 7. Precision Results Comparison of Detection Methods
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(a). RECALL ANALYSIS OF BENIGN CLASS 

(b). RECALL ANALYSIS OF MALWARE CLASS 

Fig. 8. Recall Results Comparison of Detection Methods 

Figure 7 shows a precision study of malware detection techniques using the 
malgenome 215 and drebin215 datasets. Fig. 7(a) displays the precision analysis of 
detection techniques for the benign class, while Fig. 7(b) does the same for the mal-
ware class. The outcomes are measured between the various selection methods like 
IG, FMGOA and NIEFS with detection methods. Malgenome 215 dataset, maximum
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precision findings of 96.78% is achieved by SDLECF model while the other meth-
ods such as IG + V-Perceptron, IG-DroiFusion, FMGOA-DroiFusion, NIEFS-Bi-GRU, 
NIEFS-SAE-DNN, NIEFS-BDLSTM, and NIEFS-SECF gives the precision results of 
89.19%, 91.72%, 92.14%, 92.89%, 93.47%, 94.32%, and 95.19% for benign class (See 
Table 2).Drebin215 dataset, precision score of 98.92% by SDLECF model whereas 
other techniques such as IG + V-Perceptron, IG-DroiFusion, FMGOA-DroiFusion, 
NIEFS-Bi-GRU, NIEFS-SAE-DNN, NIEFS-BDLSTM, and NIEFS-SECF gives the pre-
cision results of 93.40%, 93.83%, 94.89%, 95.61%, 96.40%, 97.25%, and 98.15% for 
benign class (See Table 3).Fig. 7(b) malgenome 215 dataset, SDLECF model gives 
increased precision results of 97.38% whereas other techniques such as IG + V-
Perceptron, IG-DroiFusion, FMGOA-DroiFusion, NIEFS-Bi-GRU, NIEFS-SAE-DNN, 
NIEFS-BDLSTM, and NIEFS-SECF gives the precision results of 90.26%, 92.19%, 
92.97%, 93.43%, 94.20%, 95.35%, and 96.67% for malware class (See Table 2). 
Drebin215 dataset, 99.20% is the maximum precision achieved by the SDLECF model; 
other techniques such as IG + V-Perceptron, IG-DroiFusion, FMGOA-DroiFusion, 
NIEFS-Bi-GRU, NIEFS-SAE-DNN, NIEFS-BDLSTM, and NIEFS-SECF gives the pre-
cision results of 93.45%, 94.28%, 95.39%, 95.45%, 96.73%, 97.18%, and 98.48% for 
malware class (See Table 3). 

Figure 8 illustrates recall study of malware detection algorithms to malgenome 
215 and drebin215 dataset. Figure 8(a) displays the recall analysis of detection tech-
niques for the benign class, while Fig. 8(b) provides the same information for the 
malware class. Malgenome 215 dataset, SDLECF has the greatest recall outcomes of 
97.02%, whereas other approaches such as IG+V-Perceptron, IG-DroiFusion, FMGOA-
DroiFusion, NIEFS-Bi-GRU, NIEFS-SAE-DNN, NIEFS-BDLSTM, and NIEFS-SECF 
gives the recall results of 91.37%, 92.68%, 93.45%, 93.92%, 94.48%, 95.24%, and 
96.25% for benign class (See Table 2). Drebin215 dataset, SDLECF has the great-
est recall outcomes of 99.09%, whereas other approaches like as IG + V-Perceptron, 
IG-DroiFusion, FMGOA-DroiFusion, NIEFS-Bi-GRU, NIEFS-SAE-DNN, NIEFS-
BDLSTM, and NIEFS-SECF gives the recall results of 94.17%, 94.55%, 95.17%, 
95.98%, 96.66%, 97.43%, and 98.66% for benign class (See Table 3). Fig. 8(b) 
malgenome 215 dataset, SDLECF has the greatest recall outcomes of 97.45%, whereas 
other approaches like as IG + V-Perceptron, IG-DroiFusion, FMGOA-DroiFusion, 
NIEFS-Bi-GRU, NIEFS-SAE-DNN, NIEFS-BDLSTM, and NIEFS-SECF gives the 
recall results of 90.85%, 91.58%, 92.15%, 92.93%, 93.71%, 95.30%, and 96.33% 
for malware class (See Table 2).Drebin215 dataset, SDLECF model offers the 
greatest recall outcomes of 99.41%; other techniques, such as IG + V-Perceptron, 
IG-DroiFusion, FMGOA-DroiFusion, NIEFS-Bi-GRU, NIEFS-SAE-DNN, NIEFS-
BDLSTM, and NIEFS-SECF gives the recall results of 93.26%, 94.12%, 94.68%, 
95.72%, 97.69%, and 98.63% for malware class (See Table 3).
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Fig. 9. FM Results Comparison of Detection Methods 

Fig. 10. WFM Results Comparison of Detection Methods 

Malware detection methods to malgenome 215 and drebin215 dataset of FM are illus-
trated in Fig. 9. Malgenome 215 dataset, SDLECF has the greatest f-measure outcomes of 
97.16%, whereas other approaches such as IG+ V-Perceptron, IG-DroiFusion, FMGOA-
DroiFusion, NIEFS-Bi-GRU, NIEFS-SAE-DNN, NIEFS-BDLSTM, and NIEFS-SECF
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gives the f-measure results of 90.41%, 92.05%, 92.67%, 93.29%, 93.96%, 95.05%, 
and 96.11% (See Table 2). Drebin215 dataset, SDLECF model provides the great-
est f-measure outcomes of 99.15%; other approaches such as IG + V-Perceptron, 
IG-DroiFusion, FMGOA-DroiFusion, NIEFS-Bi-GRU, NIEFS-SAE-DNN, NIEFS-
BDLSTM, and NIEFS-SECF gives the f-measure results of 93.57%, 94.19%, 95.03%, 
95.69%, 96.58%, 97.38%, and 98.47% (See Table 3). A Malware detection method to 
malgenome 215 and drebin215 dataset of WFM is illustrated in Fig. 10. Malgenome 215 
dataset, With the greatest WFM scores of 97.77% for the SDLECF model, other tech-
niques including IG + V-Perceptron, IG-DroiFusion, FMGOA-DroiFusion, NIEFS-Bi-
GRU, NIEFS-SAE-DNN, NIEFS-BDLSTM, and NIEFS-SECF gives the WFM results 
of 91.57%, 92.88%, 93.45%, 94.32%, 94.96%, 95.70%, and 96.70% (See Table 2). 
Drebin215 dataset, WFM values for the SDLECF model are the highest at 99.24%, other 
techniques like IG + V-Perceptron, IG-DroiFusion, FMGOA-DroiFusion, NIEFS-Bi-
GRU, NIEFS-SAE-DNN, NIEFS-BDLSTM, and NIEFS-SECF gives the WFM results 
of 93.88%, 94.74%, 95.41%, 96.10%, 96.96%, 97.57%, and 98.68% (See Table 3). 

5 Conclusion 

In this paper, proposed a novel Stacked Deep Learning Ensemble Classifier Fusion 
(SDLECF) framework for AMD. SDLECF framework is based on algorithms are Bi-
GRU, SAE-DNN, BDLSTM, and MWDBN that allow higher-level fusion using a 
stacked generalization. Nature-Inspired Based Ensemble Feature Selection (NIEFS) 
is based on LEFPIO, COSSA, and FMGOA to generate optimal feature subset from 
the dataset. Lévy flying, pigeon behaviors are simulated based on PIO. COSSA, tent 
chaotic map is introduced which replicates the dynamic foraging activity of squirrels. 
FMGOA, imitates the life behaviour of grasshopper swarms with Triangular Member-
ship Function (TMF). Mutual Information (MI) is used to combine an output of multiple 
different approaches to create the final optimum subset of features. Bi-GRU, SAE-DNN, 
BDLSTM, and MWDBN classifiers are combined to create the SDLECF system. In the 
Bi-GRU model, the update gate is replaced alternated of the input and forget gates in 
the Long Short-Term Memory (LSTM) network. In a bi-GRU model, the forward GRU 
obtains information about previous malware from the historical malware data, while the 
backward GRU obtains information regarding future malware from identical historical 
malware data. SAE-DNN is introduced to discover a mutual encoding for both supervised 
classification and unsupervised reconstruction. Bidirectional Recurrent Neural Network 
(BDRNN) is the concept from which BDLSTM. For malware detection, each training 
sample proceeds both forward and backward to two RNNs in BDRNN, which are both 
connected to the same output layer. Ranking Algorithm is used to combine the results 
of individual methods. SDLECF and existing classifiers are simulated using two sepa-
rate datasets (Malgenome-215 and Drebin 215) in terms of Pre, Rec, FM, and WFM. 
Future work, online learning, and Reinforcement Learning (RL) approaches have been 
introduced for AMD. Instead of using ensemble learning model, parallel ensemble learn-
ing methods has been introduced for handling high dimensional and multidimensional 
dataset to handle both dynamic and hybrid features.
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