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[General Patent Information: In order to obtain patent protection, your invention must demonstrate the following:

New (or novel):  The invention must be new, that is, it has not been previously used, sold or described publicly.

Useful:  The invention must have an actual use and not be just a subject for additional research.

Non-obvious:  The invention must not be obvious at the time of conception to another person having ordinary skill in the art]. 

 [Note: Please include the names of all co-inventors.  Co-inventors include any individual who has conceived or contributed to an essential element of the invention, either independently or jointly with others, during the evolution of the technology or reduction to practice]


1. Applicant(s) Particulars
Name : Click here to enter text.
Filed in the name of Individual/Institute/ Company/Colleges
1. [bookmark: Text1]Address:  Pv Vaithiyalingam Rd, Velan Nagar, Krishnapuram, Pallavaram, Chennai, Tamil Nadu 600117                                                                                                    
1. Email id:    Vels@Vistas.Ac.In.
1. Phone    :  + 9144 – 2266 2503    



2. Inventor(s) Particulars
Name 		:  D. Gayathri
Designation	:  Research Scholar
Address	:  No. 15-B,Mandaveli 3rd Street,Madhavaram,Chennai-600060                                                                                                     
Dr. Raghavendran,
Assistant Professor,
School Of Computing Sciences,
Vistas
Email id	:  Gayathri.D1992@Gmail.Com
(Please add additional name of the inventors if needed)

3. Is the work bound by any agreement / contract / MOU?
Yes ☒		No ☐
(If yes please give details.)

4. Whether your invention relates to a 
Product☒ / Process☐/ Design ☐/ All ☐
5. Whether the work been Displayed/ Reported / Published / Presented anywhere?                        YES   ☒/ NO ☐(If YES please provide details)
6. Patentability Search
a) Prior-Art search☒/ Patentability search☐/ Freedom to Operate☐/ Assignee search☐/ Validity search☐/ None ☐

b) List of Keywords related to your invention 
Ethereum Smart Contract Graph Embedded And Pyramid Network (ESCGE-PN) Differentiable Permutation Invariant Ethereum Smart Contract Graph Embedding-Based Neural Network ,Feature Fusion Pyramid Network Cosine Similarity-Based Face Recognition 

7. Details of the Invention 
(Kindly provide fullest known information) 
a) Title of the Invention 
Secured Patient Medical Record Through Blockchain Integrated With Face Recognition Based Access Control Text

b) Background of the Invention
· Kindly provide details of the existing model of this invention and their drawbacks
· Mention how the drawbacks are treated in the present invention through novel approach
     
The evolution of Ethereum Smart Contract featured by advancements in deep learning presents an unparalleled chance to transform blockchain technology applications in healthcare. Nevertheless, the deployment of these in healthcare is still in its infancy with several existing methods failing to fully address the complicated associations between patient medical records and corresponding image access via facial recognition. Therein lie the central motive for this work to grasp the potentiality of Ethereum Smart Contract with sophisticated learning-based face recognition to the distinctive requisites of each patient
Using Independent Multi Layer Perceptrons (Mlps) With The Aid Of Solidity Scripting Language Via Evm Sample Patient Medical Records Accessed Only By The Intended Recipient, Therefore Improving The Overall Data Confidentiality Of The Escge-Pn Technique By 7% And 11% Than The Lbac, 2d-3d Facial Image Analysis Using Machine Learning. Finally By Forming The Smart Graph Embedded Results Via Neural Network Reduces Number Of Sample Patient Medical Records Not Modified Through Any Intruders, Therefore Improving Data Integrity Using Escge-Pn Technique By 5% And 12% Than The Lbac, 2d-3d Facial Image Analysis Using Machine Learning.The Improvement In Recognition Accuracy And Recognition Error Using Escge-Pn Method Was Due To The Application Of Feature Fusion Pyramid Network Cosine Similarity-Based Face Recognition For Patient Information Access. Here, Initially To Detect Face Statistical Non-Maximum Suppression Function Was Applied That Redundant Minimized Frame Accurately.Interference Of Shadow Areas Were Discarded By Employing Feature Fusion Pyramid Network-Based Feature Extraction, Therefore Ensuring Accurate Recognition Using Escge-Pn Technique By 5% And 11% Than The Lbac, 2d-3d Facial Image Analysis Using Machine Learning.Face Recognition Was Done Using Cosine Similarity Function That By Means Of Cosine Function Angle Measurements Were Made That In Turn Reduced The Recognition Error Of Escge-Pn Technique By 31% And 38% Than The Lbac, 2d-3d Facial Image Analysis Using Machine Learning. 

c) Novel features of your Invention
•	Our Proposed Differentiable Permutation Invariant Ethereum Smart Contract Graph Embedding-Based Neural Network Makes Managing Healthcare Records Using Permutation Invariant Operator To Accept Arbitrary Samples And Maps Patient Records With The Corresponding Face Images To Form Blocks In Blockchain. 
•	We Then Propose Novel Feature Fusion Pyramid Network Cosine Similarity-Based Face Recognition For Patient Information Access, Which Uses Blockchain Along With The The Feature Fusion Pyramid Network To Address Security Concerns And Enables Selective Sharing Of Medical Records Between Doctors And Patients

d) When and where the invention was developed
e) Abstract of the invention
Technological Evolutions Have Been Made In Numerous Areas To Name A Few Being, Agriculture, Industry And Specifically Healthcare Systems. Healthcare Has Experienced Several Remarkable Alternates As The Comprehensive Transformation From Document-Based Storage To Electronic Health Records (EHR). The Centralized Mechanisms Utilized By Medical Institutions For The Electronic Medical Records (EMR) Management And Transfer Can Be Highly Susceptible To Security And Privacy Menaces. In This Work To Securitize Patient Record And Access Using A Method Called Ethereum Smart Contract Graph Embedded And Pyramid Network (ESCGE-PN) Is Proposed. In This Paper, We First Design A Graph Embedding-Based Neural Network And Incorporate It Into Differentiable Permutation Invariant Ethereum Smart Contract To Securitize Patient Medical Record. Our Proposed Differentiable Permutation Invariant Ethereum Smart Contract Graph Embedding-Based Neural Network Makes Managing Healthcare Records Using Permutation Invariant Operator To Accept Arbitrary Samples And Maps Patient Records With The Corresponding Face Images To Form Blocks In Blockchain. We Then Propose Novel Feature Fusion Pyramid Network Cosine Similarity-Based Face Recognition For Patient Information Access, Which Uses Blockchain Along With The The Feature Fusion Pyramid Network To Address Security Concerns And Enables Selective Sharing Of Medical Records Between Doctors And Patients. To Measure The ESCGE-PN Methods Performance, Four Different Performance Metrics, Data Confidentiality, Data Integrity, Recognition Accuracy And Recognition Error Are Validated And Analyzed. As A Result, ESCGE-PN Method Achieved A Higher Performance Compared To Other State-Of-The-Art Methods     

f) Advantages of your invention.
The Motivation Behind This Research Materializes The Pivotal Requirement To Gather The Sophisticated Issues Overlooked By Healthcare Sector. Traditional Healthcare Sectors Though Ensure Improvement In Latency And Authentication Time However The Confidentiality And Integrity Rate Of Users Were Not Analyzed. The Evolution Of Ethereum Smart Contract Featured By Advancements In Deep Learning Presents An Unparalleled Chance To Transform Blockchain Technology Applications In Healthcare. Nevertheless, The Deployment Of These In Healthcare Is Still In Its Infancy With Several Existing Methods Failing To Fully Address The Complicated Associations Between Patient Medical Records And Corresponding Image Access Via Facial Recognition. Therein Lie The Central Motive For This Work To Grasp The Potentiality Of Ethereum Smart Contract With Sophisticated Learning Based Face Recognition To The Distinctive Requisites Of Each Patient.     

g) Limitation of your invention (if any)
No

h) Provide Detailed Description of the technical field to which the invention belongs 

· Kindly mention List of elements or parts used in the invention, their functionality, usage and detailed description about that element or part
· Kindly mention how the part are connected with each other. Further  connections includes ( chemical means or electrically or mechanically or  by any other means).
· In case of any alternative way or method to perform the act of invention please do mention.
Feature Fusion Pyramid Network Cosine Similarity-Based Face Recognition For Patient Information Access, Which Uses Blockchain Along With The The Feature Fusion Pyramid Network To Address Security Concerns And Enables Selective Sharing Of Medical Records Between Doctors And Patients
· In case of any process; kindly provide the process in steps and also mention any other alternative steps or process to perform the act


i) Diagrammatic representation of the invention with different views such as top view, front view, exploded view, etc. (if any)
j)  Flowchart for the process (if any)
(Use separate sheets for diagrams and flowchart)
Additional information and documentation if any, may also be provided in a separate sheet, if this document is not sufficient
_______________________________________________________________________



Declaration  
I / We certify and declare that all the information provided is true and correct to the best of my / our knowledge and belief.  
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