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Control with Obfuscation
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ABSTRACT 
The metaverse, a virtual world that simulates reality, is develop
ing quickly and is about to become widely incorporated into 
human existence in a number of areas, including healthcare, 
education, and transportation. Utilizing the core principles of 
traditional classroom training, its online counterpart offers 
increased flexibility, accessibility, inclusivity, and cost-efficiency. 
Advancements in technology and educational tools automate 
data collection, enabling precise assessment of knowledge, tail
ored learning experiences, and targeted faculty interventions to 
accommodate diverse learner needs. The onset of global 
technological advancements accelerated the adoption of virtual 
learning solutions, prompting a significant transformation in 
teaching methods. This paper proposes a novel avatar- 
authenticated metaverse environment, leveraging cloud com
puting benefits and incorporating techniques such as Improved 
Key Management (IKM), Enhanced Information Flow Control 
(EIFC), with an obfuscation process. The EIFC method, coupled 
with obfuscation, introduces the Red Fox-Adapted Tuna Swarm 
Optimization algorithm (RFATSO) to optimally choose an 
improved Blowfish key from a series of sub-keys in the 
improved Blowfish algorithm. Experimental evaluation against 
established techniques showcases the effectiveness of the pro
posed approach in revolutionizing educational practices.
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Introduction

The rapid advancement and proliferation of cutting-edge technologies have ush
ered in the concept of the metaverse, viewed as the next evolutionary phase of 
the Internet (S�anchez-Adame et al. 2023). This metaverse is a virtual environ
ment that mimics the real world and allows users to interact with others by 
manipulating virtual avatars through wearable technology such as VR or AR 
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equipment. Coined by Neal Stephenson in his 1992 science fiction novel “Snow 
Crash” (Wang et al. 2023; Yang et al. 2022), the term “metaverse” blends “meta” 
(suggesting transcendence) with “universe,” indicating a synthetic realm linked 
to reality, capable of replicating real-life scenarios (Xu et al. 2023). 
Developments in VR, AR, IoT, AI, and DT have transformed the metaverse 
from an abstract idea into a tangible reality, offering users immersive experien
ces that transcend temporal and spatial limitations (Truong and Le 2023).

The emergence of robust metaverse platforms has influenced various 
technological domains connected to the internet, facilitated by seamless 
and widespread access to computing resources (Joo-Eon 2021; Khowaja 
et al. 2023). It’s important to note that the metaverse refers specifically to a 
computer-generated environment, distinct from metaphysical or spiritual 
realms, encompassing services like augmented reality, lifelogging, mirror 
worlds, and virtual worlds (Joshi and Pramod 2023). Notably, META, the 
parent company of Facebook, Instagram, and WhatsApp, is actively pro
moting the concept of the metaverse (Deveci et al. 2024). The term 
“Metaverseþ” has also gained attraction, impacting fields such as the inter
net, education, finance, and industrial IoT (Deveci et al. 2024).

Integrating the metaverse into education, especially E-learning, presents a 
significant opportunity for transformation. It offers a shared virtual space 
where users interact through digital avatars, enhancing traditional online 
learning with immersive experiences. However, addressing challenges like 
privacy, digital equity, and technological readiness is crucial to ensure fair 
access and maximize the educational benefits of the metaverse (Ren et al. 
2023). Blockchain technology, with its decentralized foundation and trans
parent operational ethos, presents a potential solution to these challenges 
(Zhang et al. 2023). Yet, employing blockchain for metaverse trust manage
ment remains an emerging research area (Le et al. 2023).

The transformative nature of blockchain, characterized by decentralization, 
transparency, immutability, and the elimination of intermediaries, has 
reshaped transactional and informational exchange paradigms (Wang et al. 
2021). Decentralized systems, while advantageous, face security challenges, 
with malicious entities seeking to exploit vulnerabilities continually 
(Aldweesh 2023). To address these challenges, this research proposes estab
lishing a novel avatar-authenticated metaverse environment by utilizing the 
benefits of cloud computing. Further, its efficacy is enhanced by employing 
advanced techniques such as IKM and EIFC with an obfuscation process. 
This initiative aims to enhance trust and security within the metaverse envi
ronment. The major contribution of this research is summarized as follows:

� Proposes an Improved Key Management (IKM) Process during the 
login stage, ensuring secure mutual authentication between users and 
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CSPs by utilizing an enhanced Blowfish key for data encryption, with a 
novel XOR-based encryption method involving an improved chaotic key 
derived from a modified cubic map.

� Proposing an Enhanced Information Flow Control (EIFC) mechanism 
utilizing an obfuscation process to strengthen the security of avatar-to- 
avatar interactions within a metaverse environment. The core innov
ation lies in the incorporation of a proxy for encrypting the avatar data 
using the improved Blowfish key (kb) via an obfuscation process, which 
enhances the overall cryptographic complexity.

� Introducing the Red Fox-Adapted Tuna Swarm Optimization 
(RFATSO) algorithm, which integrates the strengths of Tuna Swarm 
Optimization (TSO) and Red Fox Optimization (RFO) to achieve opti
mal sub-key selection in the Improved Blowfish algorithm. The 
enhancements focus on refining the search space during both the spiral 
foraging and parabolic foraging phases, resulting in improved conver
gence accuracy, robustness, and contributes to enhancing the efficiency 
and security.

� Implements an Improved Blowfish Algorithm where the function F is 
modified to enhance security properties. The improved key expansion 
and the utilization of an XOR-based key mixing process during data 
encryption significantly enhance the algorithm’s resistance against 
cryptanalysis.

The research on developing a novel avatar-authenticated metaverse envi
ronment is structured into five sections, each focusing on different aspects 
of the study. Initially, the Literature Review section involves a thorough 
examination of existing approaches to metaverse-based applications. 
Subsequently, the Proposed Methodology of Metaverse Environment with 
Avatar Authentication Protocol section elaborates on the establishment of 
the avatar-authenticated metaverse environment, employing improved key 
management and information flow control with obfuscation processes. The 
experimental findings are then extensively discussed in the Results and 
Discussion section, while a brief conclusion summarizing the overall scope 
of the research is provided in the Conclusion section.

Literature Review

Oh et al. (2023) have developed a system facilitated secure content trading 
within the metaverse through blockchain technology. It guaranteed secure 
content handling and data integrity, leveraging smart contracts for trust
worthy transactions. User experience was enhanced by searchable encryp
tion, simplifying content discovery. Through performance analyses, the 
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system’s security was evaluated, demonstrating its resilience in dynamic 
metaverse settings compared to comparable systems.

Kim et al. (2023) have suggested an authentication scheme for the meta
verse utilized blockchain with verifiable credentials and decentralized iden
tifiers. It addressed privacy issues by enabling safe identity verification 
without disclosing private information to service providers. The scheme 
withstood security attacks and preserved privacy through AVISPA simula
tion, BAN logic, and ROR model analyses. Researchers demonstrated its 
superior performance and efficiency compared to other schemes in the 
metaverse environment.

Awan et al. (2023) have introduced sought to enhance security within 
distributed systems, focusing on the Metaverse. In order to mitigate threats 
like Sybil attacks, it used a probabilistic trust model that gave system nodes 
weights based on their behavior and entity reputation. Blockchain integra
tion created a solid basis of trust, and smart contracts lessened dishonest 
behavior and the need for middlemen. A decentralized dispute resolution 
framework promoted fairness. Implementing this approach in real-time 
blockchain outperformed existing methods, showcasing improved threat 
detection and adaptability.

Ryu et al. (2022) have developed a system model to ensure secure com
munication and transparent management of user identification in the meta
verse, employing blockchain technology. To protect relationships among 
users and platforms, as well as between avatars, their suggested system 
model includes a mutual authentication approach utilizing biometric infor
mation and ECC. Security analysis using AVISPA, ROR model, and BAN 
logic validated the scheme’s efficacy. Comparative analysis revealed that the 
suggested system has the ability to secure metaverse environments since it 
has broader security features and cheaper computation and transmission 
costs than existing schemes.

Xu et al. (2023) have presented a trustless architecture for a blockchain- 
enabled metaverse, aiming to streamline resource integration and allocation 
by combining hardware and software elements. Researchers presented an 
OTCE method relying on local trust assessment. Employing a hypergraph 
model, the system evaluated the trustworthiness of user groups using graph 
analytics. This empowered groups to establish security protocols autono
mously, without interference from unrelated nodes. OTCEs supported 
expansive and adaptable application environments, maintaining robust 
security measures.

Zhang et al. (2022) have proposed an authentication protocol that off
loads computational tasks from clients to servers, resulting in a substantial 
reduction in client workload and overall latency. Security analysis employ
ing the ROR model and GNY logic affirmed the protocol’s resilience. 
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Comparative experiments confirmed its low-latency advantage. The proto
col was implemented in EIoT electricity transaction systems within a 
Metaverse context, demonstrating its efficacy in practical scenarios.

Gong et al. (2023) have proposed RSMS to uphold service reliability and 
security in the Metaverse without compromising performance. The two proto
cols that make up RSMS are a group authentication protocol for creating and 
maintaining safe service groups and a blockchain-based mutual authentication 
protocol for various Metaverse service resource nodes, confirming their 
dependability. Security analyses were undertaken, and the lightweight nature of 
RSMS was shown to positively influence Metaverse service throughput.

Seo and Park (2024) have developed an innovative approach merging block
chain and substitution cipher methods to enhance metaverse security. This 
method entailed creating rule tables for encryption and decryption, emphasiz
ing resilience against security threats like brute-force attacks. Performance tests 
demonstrated quicker encryption and decryption compared to asymmetric key 
algorithms. Findings highlighted the effectiveness and efficiency of this 
approach for secure and efficient data handling in the metaverse.

Hassan et al. (2025) have established an improved privacy-preserving 
authentication method that protects against a variety of threats by utilizing 
blockchain, biohashing, elliptic curve cryptography, and a physically unclon
able function. The developed framework has multiple stages, such as pass
word change, avatar creation, and user and avatar authentication, and it is 
not dependent on a single central authority. To provide decentralization, 
interoperability, and privacy-preserving characteristics like user anonymity 
and untraceability, the created approach makes use of blockchain, ECC, bio
hashing, and PUF. The ProVerif, Scyther, and Burrows Abadi Needham 
(BAN) logic were used to evaluate the security of the created technique.

Belfqih and Abdellaoui (2025) have developed a decentralized authentica
tion system that uses the IPFS data management framework and blockchain 
technology to provide safe, instantaneous communication between Internet 
of Things devices. The proposed protocol uses the elliptic curve cryptog
raphy, Ethereum blockchain, smart contracts, and ASCON encryption to 
ensure the secrecy, availability, and integrity of sensitive IoT data. The 
mutual authentication process employs asymmetric key pairs, public key 
registration on the blockchain, and the Diffie-Hellman key exchange algo
rithm to generate a shared secret that, when combined with a unique iden
tifier, enables secure device verification. IPFS is also used for secure data 
storage, with the content identifier (CID) encrypted using ASCON and 
integrated into the blockchain for authentication and traceability.

Furthermore, the compiled research is concisely displayed in Table 1, 
offering a streamlined overview of their features and limitations to enhance 
comprehension.
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Table 1. Characteristics and drawbacks of existing approaches to metaverse-based 
applications.
Author (citation) Methodology Characteristics Drawbacks

Oh et al. (2023) Safe content exchange 
with blockchain 
technology in the 
metaverse

The system made use of 
searchable encryption 
to successfully allow 
search functions, guard 
against unwanted 
access using content 
encryption, and stop 
unauthorized content 
exposure.

Though, this framework 
could have 
computational 
overhead associated 
with implementing 
searchable encryption, 
which might impact 
system performance, 
particularly in 
scenarios with large 
volumes of data or 
high user traffic.

Kim et al. (2023) The metaverse’s 
authentication system 
made use of 
blockchain technology 
with decentralized IDs 
and verifiable 
credentials.

By using secure 
authentication and a 
key agreement 
between the user and 
the service provider, 
this created a secure 
communication 
channel was created 
that protected against 
various threats.

This approach didn’t 
consider the possible 
security issues that 
arose in the 
blockchain.

Awan et al. (2023) MSBC-CTrust The improvements in 
detecting threats and 
promptly addressing 
them validated the 
model’s robustness 
and flexibility.

A limitation found in this 
framework was the 
potential scalability 
challenges associated 
with blockchain 
technology, particularly 
when managing trust 
for a large number of 
virtual entities within 
the dynamic and 
expansive environment 
of the Metaverse.

Ryu et al. (2022) Mutual authentication 
scheme

This scheme incurred 
reduced 
communication and 
computation expenses 
and offered a broader 
array of security 
features compared to 
current schemes.

This model could be 
susceptible to 
biometric data 
inaccuracies.

Xu et al. (2023) Trustless architecture for 
a blockchain-enabled 
metaverse

This architecture offered 
an effective means of 
coordinating hardware 
and software.

The proposed metaverse 
architecture would be 
effective through the 
construction of a 
demo metaverse.

Zhang et al. (2022) LLAKEP By altering the time- 
consuming crypto
graphic processes 
needed in the 
algorithms for both 
ends of 
communication, this 
protocol reduced the 
computational strain 
on devices with lower 
processing capacity.

This protocol would be 
efficient if it were 
designed to include 
low-latency AKE 
protocols tailored 
specifically for 
Metaverse scenarios.

Gong et al. (2023) RSMS The design considered 
the features of 

Real-time monitoring and 
security evaluations of 

(continued)
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Research Gap

A review of recent works related to metaverse security highlights notable pro
gress in blockchain-based authentication and privacy mechanisms, yet also 
reveals critical gaps that the proposed approach aims to address. For instance, 
leveraging searchable encryption (Oh et al. 2023) for secure content trading 
which enhances privacy but incurs significant computational overhead when 
scaled to high-volume environments. In contrast, the proposed method main
tains low overhead by optimizing cryptographic efficiency through the 
Improved Blowfish algorithm and RFATSO-based key selection. Similarly, 
while the verifiable credentials and decentralized identifiers are employed for 
secure communication (Kim et al. 2023), their framework does not account 
for the inherent vulnerabilities in blockchain infrastructure itself. On the con
trary, the proposed model mitigates such risks by incorporating obfuscation 
layers and improved information flow control (EIFC) to ensure layered 

Table 1. Continued.
Author (citation) Methodology Characteristics Drawbacks

Metaverse services and 
the characteristics of 
entities within the 
Metaverse service 
system framework. 
Furthermore, 
simulation experiments 
and security analysis 
confirmed the 
effectiveness of the 
mechanism.

registered nurses were 
necessary to more 
quickly identify 
suspect RNs.

Seo and Park (2024) SBAC The approach employed 
a substitution cipher 
and demonstrated 
improved encryption 
and decryption 
performance when 
compared to 
conventional 
cryptographic 
algorithms, excelling in 
terms of both memory 
usage and elapsed 
times.

Some limitations of this 
approach included the 
time required for data 
splitting and the 
intricacy associated 
with employing 
multiple smart 
contracts for data 
storage.

Hassan et al. (2025) PRIDA-ME It provides strong 
interoperability across 
metaverse platforms.

Scalability remains a 
challenge, and reliance 
on distributed identity 
storage may cause 
synchronization delays.

Belfqih and Abdellaoui 
(2025)

ASCON The protocol meets its 
goals, which makes it 
scalable and 
appropriate for safe 
Internet of Things 
applications.

The main limitation is the 
increased 
computational and 
storage overhead on 
IoT devices due to the 
complexity of 
blockchain, IPFS, and 
Ascon-based encryp
tion protocols.
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security, beyond blockchain reliance. The MSBC-CTrust model (Awan et al. 
2023) focuses on threat detection but faces scalability issues due to the 
resource-intensive nature of blockchain in large-scale metaverse ecosystems. 
A low-cost mutual authentication scheme (Ryu et al. 2022) that relies on bio
metric inputs introduces vulnerability due to potential inaccuracies. In con
trast, the proposed approach augments biometric data with an improved 
chaotic key and XOR-based encryption, enhancing both robustness and 
accuracy. Further, existing architectures in Xu et al. (2023) and Zhang et al. 
(2022) stress efficient hardware-software coordination and reduced crypto
graphic load. While beneficial, these approaches fall short in delivering end-to- 
end security within the avatar-to-avatar interaction model that is central to the 
metaverse. The proposed model fills this gap by introducing an obfuscation- 
based EIFC mechanism specifically tailored for secure interactions among ava
tars. In terms of protocol-level enhancements, solutions such as RSMS (Gong 
et al. 2023) and SBAC (Seo and Park 2024) offer tailored designs and improved 
encryption speed, but either lack real-time entity monitoring or involve over
head due to multi-contract execution. Additionally, approaches like PRIDA-ME 
(Hassan et al. 2025) and ASCON (Belfqih and Abdellaoui 2025) address inter
operability and IoT-level security but struggle with synchronization and storage 
overheads. In contrast, the proposed protocol, however, is designed with scal
ability, using lightweight cryptographic operations and an optimization algo
rithm (RFATSO) that ensures efficient key generation even in high-demand 
scenarios. Overall, the proposed framework not only advances theoretical 
understanding through algorithmic innovation but also ensures cryptographic 
efficiency, and making it more suitable for deployment in metaverse environ
ments than the existing solutions.

Proposed Methodology of Metaverse Environment with Avatar 
Authentication Protocol

Education is the process through which individuals acquire knowledge, 
skills, values, beliefs, and habits through various forms of learning. It plays 
a crucial role in personal development, societal progress, and economic 
prosperity by empowering individuals to navigate the complexities of the 
modern world and contribute meaningfully to their communities and soci
eties. E-learning, facilitated by electronic technologies such as the internet 
and digital devices, aims to enhance access, flexibility, and effectiveness of 
learning experiences by delivering educational practices, tools, and resour
ces through digital platforms.

The metaverse, a collective virtual shared space, has seen a rise in inter
est and development driven by advancements in VR, AR, AI, blockchain 
technology, and connectivity. This emergence presents significant 
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implications for education, offering transformative opportunities to enhance 
teaching and learning experiences. However, it also poses challenges related 
to security, privacy, digital literacy, and equitable access that must be 
addressed to realize its full potential in education.

Researchers are exploring transformative approaches to E-learning via 
the metaverse, one of which is avatar-based interaction. Avatar-based inter
action allows users to engage in virtual environments represented by digital 
avatars, enhancing the learning experience with a sense of presence, iden
tity, and interaction within the virtual space. Educators can leverage avatars 
to create dynamic and engaging E-learning environments tailored to the 
diverse needs and preferences of learners in the digital age.

The ongoing evolution of the metaverse environment drives continuous 
improvement in avatar-based interaction, enhancing usability, functionality, 
and security. Developers work to optimize avatar authentication processes, 
improve avatar customization options, and enhance communication fea
tures to provide users with a seamless and enjoyable experience. This 
research aims to harness the potential of avatar-based interaction to revolu
tionize E-learning and create transformative educational experiences within 
the metaverse. Figure 1 depicts a visual representation of E-learning facili
tated through a metaverse environment.

Overview of Avatar-Authenticated Metaverse Environment

The proposed avatar-authenticated metaverse environment comprises four 
entities: blockchain, user, certificate authority, and service provider.

� Blockchain- The proposed avatar-authenticated metaverse environment 
makes use of a public blockchain, known for its decentralized structure. 
With this configuration, there is no need for a central authority because 
every node can join the network on its own. This makes it possible for 
everyone to view and add to the ledger. To reach a consensus on a sin
gle record of transactions, proof-based consensus techniques like proof 
of stake and proof of work are employed. The blockchain functions 
under the presumption of a reliable consensus mechanism and only 
maintains authentication-related data, especially DID documents.

� User- In order to get VCs, users create DIDs on the blockchain and 
give them to the CA along with their personal information. They then 
register with CSPs for access to the metaverse using minimal informa
tion. Interaction within the virtual environment involves avatars, with 
users employing DIDs, VCs, and public keys for secure authentication. 
This ensures secure interactions without revealing additional personal 
information. DIDs are unique identifiers created by users themselves, 
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offering an alternative to centralized authentication authorities. VCs 
enable people to store and distribute identity information without 
depending on centralized systems by representing and validating their 
identities and permissions digitally.

� Certificate Authority- CA is a trustworthy organization in charge of 
setting up and distributing system parameters. Before granting a creden
tial, it verifies the user’s personal information and DID, confirming facts 
such as age and occupation. These credential values undergo authentica
tion among users/avatars within the metaverse environment.

� Cloud Service Provider- Users utilize DIDs to register for CSP services, 
with CSPs verifying user identities upon access. Furthermore, throughout 
the avatar authentication phase, CSPs oversee the exchange of request and 
response messages within their specific virtual environments.

Figure 1. A scenario of E-learning conducted via a metaverse environment.
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The methodology proposed herein adopts a systematic approach delineated 
into four phases, as outlined below. Additionally, the visual depiction of the 
processes executed within these phases is portrayed in Figure 2.

i. User setup phase- The user creates a DID during this phase, and the 
CA verifies the user’s private data by providing a verifiable credential.

ii. User registration phase- Following the user setup phase, the user signs 
up with the CSP utilizing their DID in the user registration phase. 
Before making the user’s avatar in the virtual world, the CSP first veri
fies the validity of the user’s DID.

iii. Login phase utilizing IKM process- After the registration of user into the 
E-learning space within the metaverse, the user attempts to connect with 

Figure 2. Procedural flow in avatar-authenticated metaverse environment.
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the CSP, both parties verify each other’s identity by employing an IKM 
process. They create a secure communication channel through the session 
key they decide upon after successfully verifying each other’s legitimacy.

iv. Avatar authentication phase employing EIFC with an obfuscation 
process- The user engages with other avatars in the metaverse environ
ment. The user provides VCs with the necessary personal information 
needed for the avatar authentication process in order to ensure safe 
avatar-to-avatar interactions. An obfuscation method and an EIFC 
mechanism are used to authenticate avatar-avatar interactions. 
Additionally, a novel optimization algorithm known as the RFATSO 
algorithm is implemented to optimally choose an improved Blowfish 
key from a series of sub-keys in the improved Blowfish algorithm.

Before executing the mentioned phases, CA engages in initializing system 
parameters, a process aimed at securely configuring and disseminating 
cryptographic keys, certificates, and other security-related parameters to 
ensure the system’s secure operation. By initializing these parameters 
through a CA, organizations can guarantee the secure conduct of crypto
graphic operations and establish trust in communication between entities. 
The parameters initialized by the CA include the following steps:

� System Parameter Setup- Initially, CA establishes the system parameters. 
This involves generating large prime numbers ði, jÞ; specifying an addi
tive group gA; defining an elliptic curve ci over fi; determining a gener
ator G for the curve, and selecting appropriate one-way hash functions 
H: Additionally, the CA generates a secret key Sck

CA and computes a 
corresponding public key Puk

CA:

� Parameter Sharing- Subsequently, the CA shares the system parameters, 
denoted as P ¼ i, j, gA, ci, G, Puk

CA, hð:Þ
� �

; with the network.

This process ensures that cryptographic operations are conducted 
securely and fosters trust among network entities.

User Setup Phase
The user creates their decentralized identification during the user setup 
step, and CA provides VC to validate the user’s personal data. This stage is 
conducted via a secure connection. The detailed steps explained below with 
corresponding illustration (Figure 3) ensure that the user’s personal details 
are confirmed and maintained with integrity.

Step 1: The user, ux initiates the process by providing a unique identifier (idx), 
a password (pwx), and biometric information (ibio

x ). Subsequently, ux chooses 
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an arbitrary number Sck
x 2 Zl as a private key, then the User, ux processes 

genðibio
x Þ ¼ Rx, cxf g, hpwx ¼ hðidxkpwxkRxÞ, Puk

x ¼ Sck
x:G: Following this, ux 

creates their own Didx; which points to the location of the user’s (ux) decen
tralized identifier document, docx ¼ Didx, Puk

x
� �

on the blockchain.
Step 2: ux requests the CA to issue a credential by transmitting Didx along 

with personal information (iper
x ). The CA verifies ux’s personal information 

and validates Didx: Upon verification, the CA issues a vcx denoted as 
Didx, DidCA, Claim, SiCAðClaimÞ, Exx
� �

; attesting to ux’s personal details 
such as occupation and age. Subsequently, the CA forwards vcx to ux: After 
confirming the validity of vcx; ux computes hvcx ¼ vcx � hðRxkidxkhpwxÞ: ux 

then stores Didx, hvcx, cxf g on the device.

User Registration Phase
The user uses their decentralized identity to register with CSP within the 
user registration step. The user’s avatar is generated in virtual space once 
CSP verifies the legitimacy of the user’s decentralized identification. A 

Figure 3. Functioning of the user setup phase.
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secure channel is used for the entire operation. The detailed steps explained 
below with corresponding illustration (Figure 4) ensure the secure registra
tion of the user and the subsequent generation of their avatar.

Step 1: The user ux initiates the process by providing their identity (idx), 
password (pwx), and biometric information (ibio

x ). From this, ux computes 
Rxf g ¼ repðibio

x , cxÞ; hpwx ¼ hðidxkpwxkRxÞ and Ax ¼ hðSck
x, Puk

CSPÞ; and 
finally computes regx ¼ hðDidxkhpwxkAxÞ: ux then sends Didx, hpwx, regxf g

to the cloud service provider (CSP).
Step 2: CSP verifies the validity of the decentralized identifier (Didx) and 

retrieves the corresponding public key (Puk
x) from the blockchain. If valid, CSP 

computes A0x ¼ hðSck
CSP, Puk

xÞ; reg0x ¼ hðDidxkhpwxkAxÞ; and verifies if regx 

matches reg0x: If the comparison is correct, CSP chooses a random value Bx 2

Zl and evaluates bx ¼ hðBxkridxkSck
CSPÞ and ridx ¼ hðDidxkhpwxkSck

CSPÞ: CSP 
then sends ridx, bxf g to ux and stores ridx, Didx, bxf g securely in a database.

Step 3: User, ux computes hridx ¼ ridx � hðidxkhpwxkRxÞ and 
hbx ¼ bx � hðhpwxkRxkidxÞ: ux also computes ax ¼ hðridxkbxkRxkhpwxÞ;

and stores hridx, hbx, axf g in user’s (ux) XR devices.

Figure 4. Functioning of the user registration phase.
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Login Phase
When user ux tries to access CSP, both parties engage in mutual authenti
cation. After mutual authentication is successful and a session key is estab
lished, ux and CSPs communicate securely using this session key. To 
facilitate this, an IKM process is proposed in this phase, which is efficient 
than the existing key management process (Matthew, Muhammed, and 
Varadarajan 2019). The login phase is seen in Figure 5, and the specific 
procedures involved are described below.

Step 1: User ux initiates the login process by entering their identity (idx), 
password (pwx), and biometric information (ibio

x ). ux then computes various 

Figure 5. Functioning of login phase.
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parameters, including Rxf g ¼ repðibio
x , cxÞ; hpwx ¼ hðidxkpwxkRxÞ; and 

rid0x ¼ hridx � hðidxkhpwxkRxÞ: ux also computes other values such as 
vcx ¼ hvcx � hðRxkidxkhpwxÞ; b0x ¼ hbx � hðhpwxkRxkidxÞ; a0x ¼ hðrid0xkb0xk
R0xkhpw0xÞ; and the condition ax ¼ a0x is also checked. If the equation holds 
true, ux selects a random value (Yx) and a current timestamp (t1), and 
evaluates ms1 ¼ ðDidxkYxÞ� hðridxkb0xkt1Þ and ms2 ¼ hðridxkYxkb0xk
Didxkt1Þ: Subsequently, ux sends ridx, ms1, ms2, t1f g to CSP.

Step 2: CSP, upon receiving the message from ux; generates a current time
stamp (t2) and verifies its freshness. CSP retrieves the value bxf g from the 
database using ridx and calculates values such as ðDid0xkY 0xÞ ¼ ms1 � h 
ðridxkbxkt1Þ and ms02 ¼ hðridxkY 0xkbxkDid0xkt1Þ: CSP then checks the 
validity of ms02 ¼ ms2; selects a random value DCSP 2 Zl; and computes 
new values including ridnew ¼ hðDidxkDCSPkbxÞ; ms3 ¼ ðDCSPkridnewÞ� h 
ðYxkDidxkbxÞ; Scu−CSP ¼ hðYxkDCSPkbxkDidxÞ and ms4 ¼ hðYxkDCSPkridxk

ridnewkScu−CSPkt2Þ; in addition, CSP forwards ms3, ms4, t2f g to ux:

Step 3: Upon receiving the messages from CSP, ux verifies the freshness of 
t3 and computes additional values such as ðD0CSPkridnewÞ ¼

ms3 � hðYxkDidxkbxÞ; Scu−CSP ¼ hðYxkD0CSPkbxkDidxÞ and ms04 ¼
hðYxkD0CSPkridxkridnewkScu−CSPkt2Þ: ux then check the validity of ms04 ¼
ms4; calculates hrid0x ¼ ridnew � hðidxkhpwxkRxÞ; and update hridx 
accordingly.

Improved Key Management Process. In this research, an Improved Key 
Management (IKM) process is introduced to enhance the mutual authenti
cation process during the login phase between users and CSP. To guarantee 
safe access to CSP services, the user and CSP must mutually authenticate. 
Upon successful mutual authentication and agreement on a session key, a 
secure communication channel is established between the user ux and the 
CSP. The procedural steps followed in this process are as follows.

1. The user ux’s data is encrypted at the user’s end using an initial round 
key (k1), generated by an Improved Blowfish algorithm. This key, k1, 
is retained by the user ux:

2. The encrypted data is then transmitted to a proxy.
3. Within the proxy, the encrypted data undergoes further encryption 

using another key, denoted as k2, which is derived from an Improved 
Chaotic map. The improved chaotic key k2 is obtained from the 
expression, which is shown in Eq. (1) where ðsXmð1 − XmÞÞ denotes 

logistic map and 
�

seXm :ð1−eXm Þ

eXm

�
represents the modified cubic map 

(Tewfik, Nacira, and Amina 2022) in which s is a positive and it 
ranges between 0 to 4.
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Xmþ1 ¼
sXm 1 − Xmð Þð Þ þ seXm : 1−eXmð Þ

eXm

� �h i

mod1

h i

2
(1) 

4. Subsequently, key k2 is transmitted back to the user ux:

5. At the user ux’s end, keys k1 and k2 are utilized in an XOR encryption 
process.

6. Then, the CSP requests data of the user ux from the proxy.
7. Upon the CSP’s request for the user ux’s data, the proxy responds by 

transmitting the user ux’s re-encrypted data to the CSP.
8. To decrypt the user ux’s data, the CSP requests the user ux to provide 

the XOR-encrypted key.
9. Upon receiving this request, the user ux promptly sends the XOR- 

encrypted key to the CSP.
10. It enables the CSP to retrieve the user ux’s data.

This mutual authentication process between the user and the CSP signifi
cantly enhances the security of the login phase. By employing cryptographic 
techniques and utilizing proxy intermediaries, the IKM process establishes 
a robust framework for ensuring the authentication and trust between users 
and CSPs in cloud environments. The security of the login procedure is 
reinforced by the IKM process’s smooth operation, which also highlights 
how well it protects user data and provides safe channels of communica
tion between users and CSPs. Furthermore, the event is illustrated graphic
ally in Figure 6 to aid with comprehension.

Avatar Authentication Phase
In the virtual environment, a user’s ux interaction with other avatars uy 
requires secure authentication. To ensure the authenticity of the interac
tions between avatars, the user provides authenticated credentials to verify 
personal information. In this research, an enhanced information flow con
trol mechanism with an obfuscation process is utilized during the avatar 
authentication phase to guarantee secure authentication. Furthermore, a 
novel optimization algorithm called the RFATSO algorithm is introduced 
to choose the optimal key from a series of sub-keys in the improved 
Blowfish algorithm within this phase. Figure 7 illustrates the avatar authen
tication phase, with the detailed steps outlined below.

Step 1: ux initiates the interaction by sending a request containing their 
decentralized identifier (Didx) to uy: Upon receiving the request, uy 
retrieves the public key Puk

x
� �

associated with Didx; generates a random 
value (Ny), and timestamps the interaction (t4). Subsequently, uy calculates 
values including ny ¼ Ny:G; au1 ¼ Ny:Puk

y; ms5 ¼ vcy:hðDidxkDidykau1kt4Þ;
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and ms6 ¼ :hðvcykDidykau1kt4Þ: uy then sends Didy, ms5, ms6, ny, t4
� �

back 
to ux:

Step 2: Upon receiving the message Didy, ms5, ms6, ny, t4
� �

; ux verifies the 
validity of the timestamp t4 and retrieves the public key Puk

y

n o
associated 

with Didy from the blockchain. ux proceeds to compute values including 
au01 ¼ ny:Sck

x; vcy ¼ ms5:hðDidxkDidykau01kt4Þ; ms06 ¼ :hðvcykDidykau01kt4Þ

and verifies the authenticity of the received message by checking equation 
equal or not (ms06 ¼ ms6) and signature (SiCAðClaimÞ) of the vcy: Following 
this, ux generates a random value (qx) and computes Qx ¼ qx:G;
au2 ¼ qx:Puk

y; ms7 ¼ vcx:hðDidxkDidykau2kt5Þ; Sck
xy ¼ hðau1kau2Þ; and 

ms8 ¼ hðvcxkDidxkau2khðau1kau2Þkt5Þ: ux then sends ms7, ms8, qx, t5f g

to uy:

Step 3: Upon receiving the message ms7, ms8, qx, t5f g; uy verifies the fresh
ness of the timestamp t5 and computes au02 ¼ qx:Puk

y; vcx ¼ ms7:h 
ðDidxkDidykau02kt5Þ; and ms08 ¼ hðvcxkDidxkau02khðau1kau02Þkt5Þ: Finally, 
uy ensures that if the computed values match with the received ones i.e., 
ms08 ¼ ms8 and verifies the signature SiCAðClaimÞ of vcx:

Enhanced Information Flow Control Mechanism Using Obfuscation Process. 
Information flow control is an essential aspect of computer security, which 

Figure 6. A scenario of an interaction between user and CSP.
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aims to regulate how information moves within a system to prevent 
unauthorized or unintended data disclosures (Zhang et al. 2021). It enfor
ces policies that restrict access, modification, and transmission of informa
tion, ensuring data security.

The research employs a novel Enhanced Information Flow Control 
(EIFC) mechanism with an obfuscation process to enhance the security of 
avatar-to-avatar interactions in a metaverse environment. The key proced
ural steps followed in this mechanism are listed below, and these steps are 
visually illustrated in Figure 8.

1. In this environment, each user/avatar receives a VC issued by a CA to 
verify the source of user data.

Figure 7. Functioning of the avatar authentication phase.
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2. Initially, the CA shares an optimal key i.e., an improved Blowfish key 
(kb) with both the user (avatar) ux and the proxy. This key (kb) is opti
mally chosen from a series of sub-keys in the improved Blowfish algo
rithm using RFATSO algorithm.

3. When the avatar ux with vcx initiates interaction with other avatars, it 
sends data ms8 to the proxy for encryption.

4. The proxy encrypts the avatar ux’s data using the improved Blowfish 
key (kb) via an obfuscation process.

5. The obfuscated data (ciphertext) is then sent to the cloud and stored 
there.

Figure 8. A scenario of avatar-to-avatar interaction.
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6. If another user (avatar) uy wants to communicate with avatar ux; it 
shares its vcy with the proxy to authenticate itself.

7. The avatar uy then requests the proxy to retrieve the data of the avatar 
ux stored in the cloud.

8. After verifying the authenticity of the avatar uy through its vcy; the 
proxy sends the ciphertext data stored in the cloud along with the 
improved Blowfish key (kb) to the avatar uy:

By employing an EIFC mechanism with an obfuscation process, the system 
enhances the security of avatar-to-avatar interactions. One key advantage lies 
in the issuance of VC by a CA, which verifies the authenticity of user data 
sources, thus preventing unauthorized access. Additionally, the utilization of 
an improved Blowfish key (kb) optimally chosen through the RFATSO algo
rithm, enhances encryption efficiency and resilience against potential attacks. 
The obfuscation process further improves data protection by obscuring sensi
tive information, reducing the risk of interception or exploitation. Moreover, 
storing ciphertext data in the cloud ensures data persistence and accessibility 
while maintaining confidentiality (Li et al. 2021). By integrating these compo
nents, the system establishes a trusted environment for avatar interactions, 
supporting a secure and trustworthy metaverse environment conducive to 
immersive and collaborative experiences.

Improved Blowfish Algorithm. Blowfish is a symmetric block cipher algorithm 
that encrypts data in 64-bit blocks. It operates using a Feistel network and 
consists of two main parts: key expansion and data encryption (Parihar 
and Kulshrestha 2016). The conventional Blowfish algorithm is susceptible 
to certain cryptanalytic attacks, particularly when dealing with weak keys. 
So, in this research, an improved Blowfish algorithm is proposed by 
improving function F, which leads this algorithm to the development of 
more advanced block ciphers with improved security properties. This 
improved Blowfish algorithm is utilized in EIFC for obfuscating data 
(Manikandasaran, Arockiam, and Malarchelvi 2019) through the RFATSO 
algorithm for choosing an optimal key from a series of sub-keys.

Key Expansion:

� The key expansion process breaks down a key of up to 448 bits into 
sub-key arrays totaling 4168 bytes.

� This algorithm uses a large number of sub-keys:
� The z-array consists of 18, 32-bit sub-keys: z1, z2, … , z18.
� Four 32-bit S-boxes, each consisting of 256 entries: S1,0, S1,1, … , 

S1,255; S2,0, S2,1, … , S2,255; S3,0, S3,1, … , S3,255; S4,0, S4,1, … , 
S4,255.
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� Steps to generate sub-keys:
� Initialize the z-array and S-boxes with a fixed string derived from 

the hexadecimal digits of pi.
� XOR each 32-bit segment of the key with successive sub-keys (z1, 

z2, … , possibly up to z14) until the entire z-array has been XORed 
with key bits.

Data Encryption:

� Blowfish operates on a 16-round Feistel network during encryption.
� Each round involves key-dependent permutation and data-dependent 

substitution, with operations like XORs or additions on 32-bit words.
� Four indexed array data lookup tables are created for each round.
� Improved function F:
� Divide the 64-bit data element E into two 32-bit halves: EL and ER.
� The process carried out in improved function F is shown below.

Decryption:

� Decryption follows the same process as encryption, but with z1, z2, … , 
z18 used in reverse order.

� The improved function F (Quilala, Sison, and Medina 2018) is as fol
lows (Figure 9), where � - left shift operation and � - right shift oper
ation:

F ¼ S1½a�� S4½d�ð Þ �ð Þ þ S2½b� �ð Þ �ð Þ� S3½c� �ð Þmod232ð Þ (2) 

Red Fox-Adapted Tuna Swarm Optimization Algorithm. The RFATSO algo
rithm is a novel swarm-based metaheuristic optimization algorithm pro
posed through modification to the conventional TSO algorithm (Xie et al. 
2021) using the RFO algorithm (Połap and Wo�zniak 2021). Inspired by the 
foraging behaviors of tuna, such as spiral and parabolic foraging schemes, 
TSO seeks to emulate the intelligent hunting techniques of these marine 
predators. The RFATSO algorithm adapts these natural foraging behaviors 

For each of the 16 rounds:
EL¼ EL � zi
ER¼ F(EL) � ER
Swap EL and ER

After the 16 rounds, undo the last swap:
Swap EL and ER
ER¼ ER � z17
EL¼ EL � z18

Recombine EL and ER.
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into an optimization algorithm and enhances its efficiency in selecting an 
optimal key, known as the improved Blowfish key (kb), by incorporating 
modifications introduced by the RFO algorithm. Specifically, the RFATSO 
algorithm selects an optimal key from a series of sub-keys in the improved 
Blowfish algorithm, which is used to obfuscate the data of the avatar. 
Additionally, the algorithm is utilized in the EFIC mechanism during the 
avatar authentication phase for data obfuscation. By mimicking the collect
ive intelligence and cooperative hunting methods of tuna, the RFATSO 
algorithm aims to efficiently search for optimal solutions in complex opti
mization problems. Assume that the sub-keys in the improved Blowfish 
algorithm as tunas.
Objective Function & Solution Encoding

Objective Function: The objective function aims to minimize the correl
ation between the original message and the decrypted message using the 
optimal key. Mathematically, the objective function can be defined as:

FObj ¼ min Correlation between Original message and Decrypted messageð Þ

(3) 

Solution Encoding: The solution encoding in the RFATSO algorithm 
represents the selection of an improved Blowfish key from a series of sub- 
keys in the improved Blowfish algorithm. Each solution in the population 
corresponds to a potential key configuration.

The section below shows the proposed algorithm’s mathematical frame
work in an elaborated manner, providing a detailed explanation of its 
workings.

Figure 9. Improved function F.
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Initialization:
RFATSO algorithm initiates the optimization process by creating initial 

populations randomly and uniformly within the defined search space (Eq. 
(4)). This stage sets the foundation for subsequent iterations where the 
algorithm will evolve and refine these initial solutions to find optimal out
comes.

Vin
O ¼ rd: Ub − Lbð Þ þ Lb, O ¼ 1, 2, :::, p (4) 

In Eq. (4), the nth initial individual is represented as Vin
n ; is generated 

within the search space boundaries defined by Ub (upper boundary) and Lb 
(lower boundary). The algorithm involves p tuna populations, each initial
ized using a uniformly distributed random vector rd ranging from 0 to 1.

Spiral Foraging:
It is a predatory scheme observed in certain marine species, such as 

tuna, when hunting schooling fish like sardines and herring. When the 
prey detects predators, they form dense formations and constantly 
change direction to evade capture. In response, the tuna group adopts a 
tight spiral formation to chase and capture the prey. While individual 
fish within the school may lack a strong sense of direction, they adjust 
their swimming direction based on the movements of nearby fish, grad
ually forming a cohesive group with a shared goal of hunting. 
Additionally, the tuna exchange information with neighboring individu
als, with each fish following the lead of the one before it, facilitating 
information sharing and coordination within the school. This scheme 
allows the tuna to effectively hunt and capture their prey in a coordi
nated manner. Mathematically, the spiral foraging scheme is described 
using formulas that model the movement and coordination of the tuna 
school as they pursue their prey.

VITEþ1
O ¼

Cw1 : VITE
best þ g: VITE

best − VITE
O

�
�

�
�

� �
þ Cw2 :VITE

O , O ¼ 1

Cw1 : VITE
best þ g: VITE

best − VITE
O

�
�

�
�

� �
þ Cw2 :VITE

O−1, O ¼ 1, 2, :::, p

8
><

>:
(5) 

Cw1 ¼ I þ 1 − Ið Þ:
ITE

ITEmax
(6) 

Cw2 ¼ 1 − Ið Þ − 1 − Ið Þ:
ITE

ITEmax
(7) 

g ¼ eSb: cos 2pSð Þ (8) 
b ¼ e3 cos ITEmaxþ1=ITEð Þ−1ð Þpð Þ (9) 

In which each individual VITEþ1
O in the next iteration ITEþ 1 is deter

mined based on the current best individual VITE
O and the previous individ

ual. The movement is influenced by weight coefficients Cw1 and Cw2 ; which 
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determine the tendency of individuals to move toward the best individual 
and the previous one. Additionally, a constant g controls the extent to 
which individuals follow the best and previous ones in the initial phase. 
The iteration number ITE is tracked, with a maximum number of iterations 
denoted by ITEmax: Finally, a random number S between 0 and 1 is used to 
introduce randomness into the movement process.

The scheme of spiral foraging, where tuna move in a spiral around a 
target, is effective for exploiting the search space around the target. 
However, blindly following the optimal individual can be ineffective if it 
fails to find the target. To address this, a random coordinate in the search 
space is generated as a reference point for the spiral search. This allows 
each individual to explore a wider area, enhancing the algorithm’s global 
exploration ability. In summary, by introducing random coordinates as 
reference points, the RFATSO algorithm improves its ability to explore 
diverse areas of the search space beyond just focusing on the current opti
mal solution.

VITEþ1
O ¼

Cw1 : VITE
rd þ g: VITE

rd − VITE
O

�
�

�
�

� �
þ Cw2 :VITE

O , O ¼ 1

Cw1 : VITE
rd þ g: VITE

rd − VITE
O

�
�

�
�

� �
þ Cw2 :VITE

O−1, O ¼ 1, 2, :::, p

8
><

>:

(10) 

Here, the random reference points in the search space are represented 
by VITE

rd :

Initially, the algorithm emphasizes global exploration, so random individ
uals are used as reference points. As iterations progress, the algorithm 
shifts toward local exploitation by transitioning the reference points from 
random individuals to optimal individuals. This approach aligns with the 
typical behavior of metaheuristic algorithms, which start with extensive glo
bal exploration before focusing on precise local exploitation. In summary, 
RFATSO dynamically adjusts the reference points of spiral foraging to bal
ance between global exploration and local exploitation as the iteration pro
gresses.

VITEþ1
O ¼

Cw1 : VITE
rd þ g: VITE

rd − VITE
O

�
�

�
�

� �
þ Cw2 :VITE

O , O ¼ 1, if rd <
ITE

ITEmax

Cw1 : VITE
rd þ g: VITE

rd − VITE
O

�
�

�
�

� �
þ Cw2 :VITE

O−1, O ¼ 1, 2, :::, p, if rd <
ITE

ITEmax

Cw1 : VITE
best þ g: VITE

best − VITE
O

�
�

�
�

� �
þ Cw2 :VITE

O , O ¼ 1, if rd �
ITE

ITEmax

Cw1 : VITE
best þ g: VITE

best − VITE
O

�
�

�
�

� �
þ Cw2 :VITE

O−1, O ¼ 1, 2, :::, p, if rd �
ITE

ITEmax

8
>>>>>>>>>>><

>>>>>>>>>>>:

(11) 
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Parabolic Foraging:
In addition to spiral formation, tunas utilize a cooperative feeding 

scheme called parabolic foraging. In this approach, tunas form a parabolic 
shape around a reference point, which is the food they are hunting. 
Simultaneously, they search the area around themselves for food. Both 
schemes, spiral and parabolic foraging, are executed concurrently with an 
equal probability of 50% for each. The mathematical model representing 
this dual approach is described by Eq. (12) Where J represents a randomly 
generated number with a value of either 1 or −1.

VITEþ1
O ¼

VITE
best þ rd: VITE

best − VITE
O

� �
þ J:K2: VITE

best − VITE
O

� �
, if rd < 0:5

J:K2:VITE
O , if rd � 0:5

(

(12) 

K ¼ 1 −
ITE

ITEmax

� � ITE
ITEmaxð Þ

(13) 

To enhance the RFATSO algorithm’s capability, Eq. (12) representing the 
mathematical model of tuna’s parabolic foraging scheme is combined and 
simplified, resulting in Eq. (15). Additionally, a condition from the RFO 
algorithm (Eq. (17)) is substituted into Eq. (15), leading to a simplified 
form expressed in Eq. (23) and it replaces Eq. (12). This process aims to 
update the representation of the combined schemes and conditions within 
the RFATSO algorithm, potentially improving its performance and effect
iveness in optimizing solutions.

2VITEþ1
O ¼ VITE

best þ rdVITE
best − rdVITE

O þ J:K2VITE
best − J:K2VITE

O þ J:K2VITE
O (14) 

2VITEþ1
O ¼ VITE

best þ rdVITE
best − rdVITE

O þ J:K2VITE
best (15) 

Foxnew
n−1 ¼ dRFox: sin ϑ1ð Þ þ dRFox: sin ϑ2ð Þ þ :::þdRFox: sin ϑn−1ð Þ þ Foxactual

n−1 (16) 

Foxactual
n−1 ¼ Foxnew

n−1 − dRFox: sin ϑ1ð Þ − dRFox: sin ϑ2ð Þ − ::: − dRFox: sin ϑn−1ð Þ
� �

(17) 

Substitution of a condition from the RFO algorithm into Eq. (15) is 
shown below where VITE

O ¼ Foxactual
n−1 , VITEþ1

O ¼ Foxnew
n−1 & RFox ¼ RTuna:

2VITEþ1
O ¼ VITE

best þ rdVITE
best − rd VITEþ1

O − dRTuna: sin ϑ1ð Þ − dRTuna: sin ϑ2ð Þ
�

−::: − dRTuna: sin ϑn−1ð Þ� þ J:K2VITE
best

(18) 

2VITEþ1
O ¼ VITE

best þ rdVITE
best þ J:K2VITE

best − rdVITEþ1
O

þ rddRTuna: sin ϑ1ð Þ þ rddRTuna: sin ϑ2ð Þ þ :::þrddRTuna: sin ϑn−1ð Þ
(19) 

2VITEþ1
O ¼ VITE

best 1þ rd þ J:K2ð Þ − rdVITEþ1
O

þrddRTuna: sin ϑ1ð Þ þ rddRTuna: sin ϑ2ð Þ þ :::þrddRTuna: sin ϑn−1ð Þ
(20) 

2VITEþ1
O þ rdVITEþ1

O ¼ VITE
best 1þ rdþ J:K2ð Þ

þrddRTuna: sin ϑ1ð Þ þ rddRTuna: sin ϑ2ð Þ þ :::þrddRTuna: sin ϑn−1ð Þ

(21) 
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VITEþ1
O 2þ rdð Þ ¼ VITE

best 1þ rdþ J:K2ð Þ

þ rddRTuna: sin ϑ1ð Þ þ rddRTuna: sin ϑ2ð Þ þ :::þrddRTuna: sin ϑn−1ð Þ

(22) 

VITEþ1
O ¼

VITE
best 1þ rd þ J:K2ð Þ þ rddRTuna: sin ϑ1ð Þ

þ rddRTuna: sin ϑ2ð Þ þ :::þrddRTuna: sin ϑn−1ð Þ

� �

2þ rd½ �
(23) 

Tuna engage in cooperative hunting using two different foraging schemes 
to locate their prey. In the optimization process of RFATSO, the population 
is initially generated randomly within the search space. In each iteration, 
individuals randomly select one of the two foraging schemes or choose to 
regenerate their position in the search space based on a probability param
eter, PP: The specific value of PP will be determined during parameter setting 
simulation experiments. Throughout the optimization process, all individuals 
in the population of RFATSO are continuously updated and evaluated until a 
termination condition is met. Finally, the optimal individual and its corre
sponding objective value are returned. Algorithm 1 shows the pseudo-code.

Algorithm 1. Pseudocode of RFATSO
Input maximum iteration ITEmax and size of population p of the RFATSO  

algorithm
Initialize tunas’ population randomly
Allocate free parameters I and PP
while ITE < ITEmax

Evaluate tunas’ objective value
Update VITE

best
for (each tuna) do

Update Cw1 , Cw2 and K
if ðrd < PPÞ then

Update the position VITEþ1
O using Eq. (4)

else if ðrd � PPÞ then
if ðrd < 0:5Þ then

if ITE
ITEmax

< rd
� �

then
Update the position VITEþ1

O using Eq. (10)
else if ITE

ITEmax
� rd

� �
then

Update the position VITEþ1
O using Eq. (5)

else if ðrd � 0:5Þ then
Update the position VITEþ1

O using Eq. (23)
end for

ITE ¼ ITEþ 1
end while
Return the best solution Vbest and the best objective value FObjðVbestÞ
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Results and Discussion

Simulation Procedure

The proposed Avatar-Authenticated Metaverse Environment was simulated 
using PYTHON, with the Python version specified as “Python 3.7.” 
Additionally, the simulation utilized an “Intel(R) Core (TM) i5-1035G1 CPU 
@ 1.00 GHz 1.19 GHz” processor and had “20.0 GB” of installed RAM.

Simulation Configuration
In a metaverse environment where users access virtual services hosted by a 
service provider (SP) through wearable devices such as VR and AR, mutual 
authentication techniques originally developed for IoT environments can be 
effectively applied. In this setting, a Certificate Authority (CA) receives the 
user’s Decentralized Identifier (DID) and personal information, both of 
which require verification. Upon successful validation, the CA issues a 
digital credential to the user, certifying their identity. Initially, the user 
registers with the SP using their DID. When the user later attempts to 
access metaverse services, the SP verifies the user’s identity using the previ
ously issued credential and the associated DID. The user generates their 
own DID and corresponding private key, and this DID is published on a 
blockchain network, which is used solely to store DID documents, having 
no personal or biometric data is stored on-chain, ensuring privacy. The 
authentication process begins with the user submitting a unique identifier, 
password, and biometric information. The user also selects an arbitrary 
number to serve as their private key and transmits their DID along with 
their personal information to the CA to request a credential. The CA then 
verifies the user’s identity and validates the submitted DID before issuing 
the credential.

Performance Analysis

The evaluation encompassed both the Improved Blowfish and traditional 
encryption methodologies, emphasizing key factors such as encryption and 
decryption times, latency, and Key Sensitivity. It also examined various 
attack types, including CCA, SCA, CPA, KPA, EDA, KCA, and FIA. 
Additionally, the Improved Blowfish scheme underwent a comparative ana
lysis with state-of-the-art encryption techniques like ECC (Ryu et al. 2022), 
ASCON (Belfqih and Abdellaoui 2025), AES (Seo and Park 2024), and ASB 
(Kim et al. 2023). Furthermore, a comprehensive assessment contrasted the 
Improved Blowfish scheme with established encryption approaches such as 
Blowfish, Elgamal, AES, RSA, Fernet, and MECC (Sriramulu 2025). 
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Simultaneously, convergence analysis was conducted for both the RFATSO 
and conventional approaches, including SSOA, ACO, PSO, TSO, and RFO.

Attack Analysis

In the evaluation of the Improved Blowfish authentication model for 
avatar-authenticated metaverse environments, a comprehensive analysis was 
conducted, contrasting its resilience against a range of conventional encryp
tion methods, including Blowfish, Elgamal, ASCON (Belfqih and 
Abdellaoui 2025), AES (Seo and Park 2024), AES, RSA, Fernet, ECC (Ryu 
et al. 2022), ASB (Kim et al. 2023), and MECC (Sriramulu 2025). This ana
lysis is depicted in both Figures 10 and 11, providing a visual representa
tion of the comparison. Specifically, the Improved Blowfish model is 
scrutinized under various attack models such as CCA, CPA, EDA, FIA, 
KCA, KPA and SCA. Moreover, the analysis encompassed a study of the 
model’s performance across different levels of data variation, ranging from 
10% to 100%. Moreover, it is imperative that the model achieves lower 
attack ratings to ensure efficacious authentication performance. CCA is a 
cryptographic exploit where an adversary endeavors to obtain the 

Figure 10. Attack analysis on improved blowfish and conventional methods (a) CCA, (b) CPA, 
(c) EDA, and (d) FIA.
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decryption of selected ciphertexts, aiming to reveal details about the secret 
key or decrypt further ciphertexts. In this context, the Improved Blowfish 
approach exhibits a CCA attack rate of 0.147 at a data variation of 10%, 
meanwhile, other methods such as Blowfish, Elgamal, ASCON (Belfqih and 
Abdellaoui 2025), AES (Seo and Park 2024), AES, RSA, Fernet, ECC (Ryu 
et al. 2022), ASB (Kim et al. 2023), and MECC (Sriramulu 2025) recorded 
the highest CCA attack ratings. An adversary can obtain the encryption of 
certain plaintexts by a cryptographic attack known as a CPA, which gives 
them knowledge about the encryption scheme and possibly the secret key. 
For data variation at 100%, the Improved Blowfish approach demonstrated 
the minimal CPA rate of 0.156. Conversely, traditional methods exhibited 
higher CPA ratings: Blowfish ¼ 0.297, Elgamal¼ 0.288, ASCON (Belfqih 
and Abdellaoui 2025)¼ 0.241, AES (Seo and Park 2024)¼ 0.211, 
AES ¼ 0.298, RSA ¼ 0.254, Fernet ¼ 0.266, ECC (Ryu et al. 2022)¼ 0.236, 
ASB (Kim et al. 2023)¼ 0.298, and MECC (Sriramulu 2025)¼ 0.177.

Unauthorized communication interception allows adversaries to monitor 
or listen in on information sent between parties without the required 
authorization. This is known as an EDA attack. Mainly, the Improved 

Figure 11. Attack analysis on improved blowfish and conventional methods (a) KCA, (b) KPA, 
and (c) SCA.
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Blowfish method showcased its superiority by achieving the least EDA rate 
of 28.792 when subjected to a data variation of 25%. This highlights its 
robustness in mitigating unauthorized interception of communication. 
Additionally, compared to conventional strategies, which yielded higher 
EDA ratings, the Improved Blowfish approach demonstrates its efficacy in 
enhancing security measures. An adversary purposefully introduces mis
takes or flaws into a system in order to jeopardize its confidentiality, avail
ability, or integrity. This type of attack is known as an FIA attack. During 
the evaluation of Figure 10, it became evident that the Improved Blowfish 
scheme displayed diminishing FIA ratings with decreasing data variation. 
Notably, the Improved Blowfish approach consistently generated the least 
FIA ratings compared to conventional methods. Specifically, the FIA rat
ings for the Improved Blowfish approach are 29.058, 29.433, 29.919, and 
29.980, respectively.

Continuing the examination of the attack analysis, it’s noteworthy to 
observe that the performance of both the Improved Blowfish scheme and 
conventional methods across different attack scenarios is depicted in Figure 
11. The KCA and KPA are cryptographic exploits aimed at compromising 
encryption systems. In a KCA attack, adversaries exploit correlations 
between specific aspects of the cryptographic key and observable data to 
deduce or compromise the key. Conversely, in a KPA attack, adversaries 
possess samples of both the plaintext and its corresponding encrypted 
form, aiming to deduce the encryption key or uncover patterns in the 
encryption algorithm. At a data variation of 75%, the Improved Blowfish 
method demonstrated superior performance with the lowest KCA and KPA 
scores of 0.166 and 0.141, respectively. In comparison, other methods, 
including Blowfish, Elgamal, ASCON (Belfqih and Abdellaoui 2025), AES 
(Seo and Park 2024), AES, RSA, Fernet, ECC (Ryu et al. 2022), ASB (Kim 
et al. 2023), and MECC (Sriramulu 2025) demonstrated significantly higher 
KCA ratings. An SCA is a kind of attack that uses inadvertent information 
breaches, including power usage or electromagnetic emissions, to deduce 
sensitive data or cryptographic keys. Especially at a data variation of 100%, 
the SCA attack value of the Improved Blowfish scheme is recorded at 
29.843, whereas conventional methods like Blowfish, Elgamal, ASCON 
(Belfqih and Abdellaoui 2025), AES (Seo and Park 2024), AES, RSA, 
Fernet, ECC (Ryu et al. 2022), ASB (Kim et al. 2023), and MECC 
(Sriramulu 2025) displays higher SCA ratings of 39.285, 38.753, 32.54, 
38.519, 38.519, 35.293, 39.234, 34.563, 36.131 and 30.795, respectively. The 
results of the analysis revealed that the Improved Blowfish authentication 
model consistently achieved lower attack ratings compared to conventional 
methods across all evaluated attack scenarios and levels of data variation. 
This improvement is primarily attributed to the implementation of an IKM 
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Process during the login phase and the incorporation of EIFC throughout 
the authentication phase. Additionally, the adoption of a Hybrid 
Optimization Algorithm for key generation significantly enhances the 
robustness and efficiency of security measures. These advancements solidify 
the superiority of the Improved Blowfish approach in defending against 
potential threats and ensuring enhanced security within the metaverse 
environment.

Analysis on Encryption and Decryption Time

Encryption time refers to the duration required to convert plaintext into 
ciphertext using cryptographic algorithms, while decryption time denotes 
the duration needed to reverse this process, transforming ciphertext back 
into plaintext within a cryptographic system. Figure 12a and 12b provide a 
detailed examination of the decryption and encryption time for both the 
Improved Blowfish method and conventional strategies, offering valuable 
insights into their performance within the Avatar-Authenticated Metaverse 
Environment. A critical aspect of an efficacious authentication approach is 
the ability to minimize both encryption and decryption time. Particularly, 
at a data variation of 75%, the Improved Blowfish approach demonstrated 
the shortest decryption time of 0.346 s, outperforming conventional meth
ods including Blowfish, Elgamal, ASCON (Belfqih and Abdellaoui 2025), 
AES (Seo and Park 2024), AES, RSA, Fernet, ECC (Ryu et al. 2022), ASB 
(Kim et al. 2023), and MECC (Sriramulu 2025). This highlights the effi
ciency of the Improved Blowfish method in decrypting data within the 
Avatar-Authenticated Metaverse Environment. Additionally, the Improved 
Blowfish method demonstrated the most efficient encryption time at 0.362 s 
at a data variation of 10%. Conversely, conventional methods such as 

Figure 12. Validation on improved blowfish and conventional strategies (a) decryption time 
and (b) encryption time.
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Blowfish (0.514 s), Elgamal (0.655 s), ASCON (Belfqih and Abdellaoui 2025) 
(0.352 s), AES (Seo and Park 2024) (0.517 s), AES (0.517 s), RSA (0.532 s), 
Fernet (0.484 s), ECC (Ryu et al. 2022) (0.803 s), ASB (Kim et al. 2023) 
(0.582 s), and MECC (Sriramulu 2025) (0.430 s) recorded comparatively 
longer encryption times. Therefore, the analysis of encryption and decryp
tion times in the Avatar-Authenticated Metaverse Environment underscores 
the superiority of the Improved Blowfish approach over conventional meth
ods. This enhancement is primarily attributed to the EIFC throughout the 
authentication phase and the utilization of a Hybrid Optimization 
Algorithm for key generation. These enhancements collectively contribute 
to reduced encryption and decryption times, thus enhancing the efficiency 
and performance of the encryption process in the metaverse environment.

Analysis on Key Sensitivity and Latency

Key sensitivity in authentication signifies the degree to which cryptographic 
keys are vulnerable to compromise, underscoring the need for stringent key 
management practices to safeguard against security breaches. Figure 13a
illustrates the comparison of key sensitivity analysis between the Improved 
Blowfish method and conventional approaches for the Avatar- 
Authenticated Metaverse Environment. Minimizing key sensitivity ratings is 
essential for establishing an effective authentication protocol in metaverse 
environments. In particular, the Improved Blowfish model achieved a lower 
key sensitivity rate of 0.178 (data variation ¼ 100%), while conventional 
strategies (Blowfish, Elgamal, ASCON (Belfqih and Abdellaoui 2025), AES 
(Seo and Park 2024), AES, RSA, Fernet, ASB (Kim et al. 2023), and MECC 
(Sriramulu 2025)) scored higher key sensitivity ratings, ranging from 0.182 
to 0.290. Latency in an authentication scheme refers to the time delay from 
initiation to completion of the authentication process, essential for ensuring 

Figure 13. Validation on improved blowfish and conventional methods (a) key sensitivity and 
(b) latency.
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swift and efficient access to resources while verifying user identity or access 
credentials. Figure 13b explains the latency analysis conducted on both 
Improved Blowfish and conventional methodologies for the Avatar- 
Authenticated Metaverse Environment. At a data variation of 75%, the 
Improved Blowfish scheme achieves a latency of 0.167. Despite this, 
Blowfish, Elgamal, ASCON (Belfqih and Abdellaoui 2025), AES (Seo and 
Park 2024), AES, RSA, Fernet, ECC (Ryu et al. 2022), ASB (Kim et al. 
2023), and MECC (Sriramulu 2025) recorded the lowest latency ratings of 
0.216, 0.207, 0.175, 0.264, 0.210, 0.280, 0.231, 0.257 and 0.187, respectively. 
This superiority is evident in the consistently low levels of both key sensi
tivity and latency observed in the Improved Blowfish scheme, highlighting 
its effectiveness in enhancing security and performance compared to tradi
tional approaches.

Convergence Analysis

The convergence analysis of the RFATSO method is compared with that of 
SSOA, ACO, PSO, TSO and RFO for Avatar-Authenticated Metaverse 
Environment, as illustrated in Figure 14. Furthermore, the analysis extends 
to different numbers of iterations. In the initial (0th) iteration, all algo
rithms exhibited higher cost ratings. However, as the iterations progressed, 
the cost ratings decreased. Nonetheless, the RFATSO scheme consistently 
achieved lower cost values compared to conventional methodologies. At the 
25th iteration, the RFATSO scheme notably attained the lowest cost rate of 
0.1305, whereas SSOA, ACO, PSO, TSO, and RFO registered higher cost 
ratings, with values of 0.1346, 0.1337, 0.1319, 0.1326, and 0.1314, respect
ively. Overall, these findings highlight the efficacy of the RFATSO approach 
in enhancing authentication protocols and optimizing cost functions within 
the metaverse environment.

Figure 14. Convergence analysis on RFATSO and conventional methods.
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Performance Analysis of the Improved Blowfish over Traditional Methods by 
Key Variation

The performance analysis presented in Figure 15 highlights the effectiveness 
of the Improved Blowfish algorithm over traditional encryption methods, 
including Blowfish, ElGamal, ASCON, AES, RSA, Fernet, ECC, and ASB by 
varying key sizes (16, 32, 64, and 128 bits) and evaluating against several 
attack vectors and performance metrics. Across all measures, the Improved 
Blowfish consistently shows lower correlation rates, indicating higher resist
ance to cryptanalytic attacks. In the case of Chosen Ciphertext Attack 
(CCA), the proposed model shows the lowest correlation of 0.125 at key 
size 128, significantly outperforming Blowfish 0.148 and RSA 0.187. For 
Chosen Plaintext Attack (CPA), Improved Blowfish achieves a correlation 
of 0.125, while AES and ElGamal reach higher values of 0.146 and 0.184 
respectively. Under Known Ciphertext Attack (KCA), the Improved 
Blowfish again performs best with a correlation rate of 0.125 at 128 key size 
bits, compared to ECC 0.187. Regarding KPA, the proposed algorithm 
delivers a strong performance with a rate of 0.121, much lower than 
ASCON (0.127) and Fernet (0.223). In EDA, Improved Blowfish maintains 
an optimal value of 0.120, whereas RSA and ElGamal show variability with 
values of 0.128 and 0.135. For FIA, the model resists data tampering effect
ively with a correlation rate of 0.152, while traditional Blowfish and ASB 
register 0.165 and 0.235 respectively. In terms of Side-Channel Attack 
(SCA), the proposed approach demonstrates minimal vulnerability, achiev
ing a correlation rate of 0.121 at key size 128. Finally, for key sensitivity, 
the Improved Blowfish algorithm exhibits strong performance with a rate 
of 0.123, indicating stable encryption behavior, while conventional algo
rithms like RSA and ECC lag behind at 0.129 and 0.196. Overall, the find
ings confirm that the Improved Blowfish algorithm offers a robust and 
consistent cryptographic solution across multiple security metrics and vary
ing key lengths.

The analysis of encryption and decryption time at 16-bit key variation 
presented in Table 2 shows that the Improved Blowfish algorithm achieves 
the fastest performance, with both encryption and decryption times at just 
0.003 s, significantly outperforming all other methods. Traditional Blowfish 
shows the slowest times, with 0.685 s for encryption and 1.509 s for decryp
tion, making it inefficient for time-sensitive applications. ElGamal and ECC 
exhibit moderate performance, with encryption times of 0.016 and 0.013 s 
respectively. AES and RSA show relatively higher encryption times of 0.193 
and 0.134 s, with decryption times of 0.103 and 0.056 s. Fernet, while 
slightly faster, still lags behind the proposed method with 0.149 s of encryp
tion time. ASCON and ASB also perform better than conventional algo
rithms, with encryption times of 0.051 and 0.099 s, but are still noticeably 
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Figure 15. Performance analysis of the improved blowfish algorithm over conventional models 
by varying the key sizes (a) CCA, (b) CPA, (c) KCA, (d) KPA, (e) EDA, (f) FIA, (g) SCA, and (h) key 
sensitivity.
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slower than Improved Blowfish. Overall, the proposed model demonstrates 
superior efficiency, making it ideal for resource-constrained environments.

Statistical Study on Key Sensitivity

The detailed statistical analysis aims to rigorously evaluate the effectiveness 
of different approaches, with a focus on minimizing key sensitivity across 
various metrics. The goal is to ensure highly precise outcomes through a 
meticulous evaluation process. This thorough examination involves scruti
nizing key statistical metrics, including “Best, Minimum, Worst, Maximum, 
and Standard Deviation.” By assessing these fundamental statistical meas
ures, the analysis provides a comprehensive understanding of the models’ 
performance in estimating the Avatar-Authenticated Metaverse 
Environment. Table 3 provides a detailed statistical analysis comparing 
various aspects of the Improved Blowfish method with those of Blowfish, 
Elgamal, AES, RSA, Fernet, ASB (Kim et al. 2023), ASCON (Belfqih and 
Abdellaoui 2025), AES (Seo and Park 2024), and MECC (Sriramulu 2025) 
in the context of the avatar-authenticated metaverse environment. This 
analysis encompasses key sensitivity measures, offering valuable insights 
into the comparative performance of each approach. Considering the best 
statistical metric, the key sensitivity of the Improved Blowfish scheme is 
recorded at 0.179. However, conventional schemes obtained the highest key 
sensitivity ratings, with values such as Blowfish ¼ 0.290, Elgamal ¼ 0.228, 
ASCON (Belfqih and Abdellaoui 2025)¼ 0.201, AES (Seo and Park 
2024)¼ 0.280, AES ¼ 0.280, RSA ¼ 0.286, Fernet ¼ 0.224, ECC (Ryu et al. 
2022)¼ 0.277, ASB (Kim et al. 2023)¼ 0.226, and MECC (Sriramulu 
2025)¼ 0.182, respectively. Additionally, for the mean statistical metric, the 
Improved Blowfish scheme achieved the lowest sensitivity rate of 0.165, 
whilst Blowfish, Elgamal, ASCON (Belfqih and Abdellaoui 2025), AES (Seo 
and Park 2024), AES, RSA, Fernet, ECC (Ryu et al. 2022), ASB (Kim et al. 
2023), and MECC (Sriramulu 2025) registered higher key sensitivity 
ratings.

Table 2. Analysis of encryption and decryption time at 16-bit key variation.
Methods Encryption time Decryption time

Improved Blowfish 0.003 0.003
BLOWFISH 0.685 1.509
ELGAMAL 0.016 0.051
AES 0.193 0.103
RSA 0.134 0.056
FERNET 0.149 0.042
ECC 0.013 0.049
ASB 0.099 0.049
ASCON 0.051 0.022
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Conclusion

This research presented a comprehensive and secure avatar-authenticated 
metaverse environment tailored to enhance e-learning platforms by leveraging 
cloud computing. The proposed framework introduces several key innova
tions that collectively strengthen authentication, data privacy, and communi
cation integrity. First, an Improved Key Management process was introduced 
during the login phase, ensuring mutual authentication between users and 
CSPs. This was achieved through an improved Blowfish key-based encryption, 
incorporating a novel XOR-based encryption mechanism that utilizes a cha
otic key generated from a modified cubic map, thereby significantly increasing 
resistance to unauthorized access. Second, an Enhanced Information Flow 
Control mechanism was proposed, incorporating an obfuscation process to 
safeguard avatar-to-avatar interactions within the metaverse. The innovation 
lies in the use of a proxy-based encryption scheme, where avatar data is 
encrypted using the improved Blowfish key (kb) via obfuscation, effectively 
elevating the complexity and confidentiality of information flow. Third, the 
RFATSO algorithm was introduced, which synergizes the exploration 
strengths of TSO and RFO. This hybrid optimization technique enhanced the 
selection of optimal sub-keys during the encryption process by refining the 
search space in both spiral foraging and parabolic foraging phases, thereby 
improving convergence accuracy, robustness, and overall security efficiency. 
The framework is designed for lightweight implementation, making it suitable 
for resource-constrained metaverse devices such as VR/AR wearables and 
IoT-enabled systems. Especially at a data variation of 100%, the SCA attack 
value of the Improved Blowfish scheme is recorded at 29.843, whereas con
ventional methods like Blowfish, Elgamal, AES, RSA, Fernet, ECC, ASB, and 
MECC displays higher SCA ratings of 39.285, 38.753, 38.519, 35.293, 39.234, 
34.563, 36.131, and 30.795, respectively. Moreover, the system’s use of decen
tralized identifiers (DIDs) and credential-based authentication ensures secure, 
privacy-preserving user access in dynamic virtual environments. These com
bined strengths confirm the approach’s real-world viability and highlight its 

Table 3. Statistical assessment on key sensitivity.
Statistical metrics Best Mean Standard deviation Worst Median

Improved Blowfish 0.179 0.165 0.011 0.149 0.167
Blowfish 0.290 0.254 0.041 0.187 0.270
Elgamal 0.228 0.205 0.015 0.186 0.202
AES 0.280 0.251 0.027 0.208 0.259
RSA 0.286 0.249 0.027 0.216 0.247
Fernet 0.224 0.200 0.014 0.188 0.194
ECC (Ryu et al. 2022) 0.277 0.227 0.035 0.189 0.220
ASB (Kim et al. 2023) 0.226 0.216 0.010 0.199 0.218
ASCON (Belfqih and Abdellaoui 2025) 0.182 0.180 0.012 0.168 0.201
MECC (Sriramulu 2025) 0.182 0.171 0.011 0.153 0.174
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potential for scalable and secure deployment in next-generation metaverse 
platforms. Furthermore, future research will focus on implementing the pro
posed approach in a real-time metaverse environment.

Nomenclature 

ASB Authentication Scheme using Blockchain 
AES Advanced Encryption Standard 
IKM Improved Key Management 
EIFC Enhanced Information Flow Control 
RFATSO Red Fox-Adapted Tuna Swarm Optimization algorithm 
VR Virtual Reality 
AR Augmented Reality 
IoT Internet of Things 
AI Artificial Intelligence 
DT Digital Twins 
CSP Cloud Service Provider 
ROR real-or-random model 
AVISPA Automated Validation of Internet Security Protocols and Applications 
BAN Burrows–Abadi–Nikoogadam 
ECC Elliptic Curve Cryptography 
OTCE On-Demand Trusted Computing Environment 
RSMS Reliable and Secure Metaverse Service 
GNY Gong–Needham–Yahalom 
EIoT Energy Internet of Things 
AKE Authenticated Key Exchange 
RN Resource Node 
SBAC Substitution Cipher Access Control 
LLAKEP Low-Latency Authentication and Key Exchange Protocol 
MECC Modified Elliptic Curve Cryptography 
DID Decentralized Identifier 
VC Verifiable credential 
CA Certificate Authority 
TSO Tuna Swarm Optimization 
RFO Red Fox Optimization 
RSA Rivest–Shamir–Adleman 
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