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Abstract:
The necessity for security to protect the privacy of everyone who frequently uses PCs, cell phones, and IOT devices
has increased along with the quick development and expansion of technology. Thus, logs have become a vital tool and
greatest buddy for developers and other IT administrators in current technological age. Application logs have been
used for a variety of tasks, such as business analytics, security compliance, debugging, and monitoring. Thus, Log4j is
a popular open-source Java software library used by developers to monitor the activity of their software applications.
Alibaba Cloud security researchers published a notification on December 9, 2023, alerting the public to a new Zero-Day
vulnerability affecting the Java logging package log4j, tagged as CVE-2021-44228. With a severity score of 10.0 (the
highest rating) this vulnerability allows hosts running software that makes use of this log4j version to execute simple
remote code execution.
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I. Introduction
Common Vulnerabilities and Exposures is a standard list of security flaws and known vulnerabilities in hardware
and software systems that are made available to the public. To discover, prioritize, and manage vulnerabilities
across many businesses and industries, CVE offers a standard language. The CVE Numbering Authority (CNA)
assigns CVE entries, which are frequently updated as new vulnerabilities are found and countered. By proactively
discovering and fixing system vulnerabilities before attackers may use them, CVE enables organizations to
strengthen their cybersecurity posture. The most popular programming language, which is Java, was developed in
the year 1995. Java programming language is used by more than 3 billion devices and counting throughout the
world and Oracle owns Java. It provides a wide range of functions across multiple platforms, including mobile
applications (especially for Android), desktop applications, online applications, gaming infrastructure (including
servers), and general application servers. In this Java language, Log4j is a popular choice among developers and
QA testers for logging their applications. It is implemented widely in the Tech industry which includes major giant
corporations like Panasonic, eBay, Microsoft, etc. On December 9th, 2021, security experts at Alibaba Cloud
issued an important advisory on a newly discovered Zero-Day vulnerability, officially known as CVE-2021-44228
[9] [10]. This vulnerability affects the log4j logging package used in Java environments. Notably, it has a maximum
CVSS score of 10.0, signifying severity. Its ability to enable remote code execution on systems running software
that is dependent on the compromised version of log4j is particularly concerning [11]. However, the Log4j version
2.23.1 has been released, providing a solution to this vulnerability. However, the logging package's widespread
use is the reason for the vulnerability's extreme threat [12]. A recent article from Portswigger stated that the
vulnerability could persist for a decade. This package is used as a dependent in the code of millions of apps and
software vendors.
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