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Abstract

Electronic government (e-government) is the application of communication and information technologies aimed at
improving the efficiency of public services provided to citizens and organizations. The e-government is a most com-
plicated system that requires to be distributed, protected as well as privacy-preserved and malfunction of these systems
is expensive both socially and economically. Therefore, blockchain technology facilitates the execution of high protected
as well as privacy-preserving approaches wherein transactions are not underneath a third party control managements.
Utilizing blockchain technology, current data and fresh data are saved in the sealed compartment of blocks that is dis-
tributed across a network in demonstrable manner. The information privacy and security are improved by blockchain
technology, wherein data are distributed and encrypted across whole network. Here, SpinalNet_KeyGen is newly pre-
sented for privacy-preserved data sharing (PPDS) in e-governance system. The entities considered in this research are
citizen, private agency, government agency (GA) and support GA. Initialization, delegates and witness voting, key gen-
eration wherein secret key is generated using SpinalNet, new node creation, user registration, data encryption and
protection, authentication, decryption, validation and data sharing are the steps followed in this work. The devised
scheme follows three groups of communication. Moreover, SpinalNet_KeyGen achieved minimal values of computational
time and memory usage about 37.526 s and 37.9 MB. However, it is difficult to consider all security parameters in the
proposed method.
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I Introduction

An incorporation of information technology (IT) into the business offers public services accessible online and increases
government effectiveness, thus integration is known as e-governance (Assiri et al., 2020). The e-governance is a term
that has been spreading nowadays, but it has increased traction in present years, wherein like transformative and digital
government, it is frequently utilized as replacement or substitution for “electronic government (e-government)” term
(Bannister & Connolly, 2012; Ranjith Kumar & Bhalaji, 2021). The privacy and security is important in various application
fields, like medical systems, energy, transportation, etc. (Khowaja et al., 2023; Li et al., 2022; Srinivas & Mohan, 2022).
The e-government method collect, stores and processes an important quantity of secret information about employees,
products, citizens, researches, customers, financial grade among others, utilizing electronic computers. Even though, e-
governance is promising, there are still security and privacy challenges that should be considered when developing these
systems (Wang et al., 2023; Yang et al., 2023). The blockchain technology is better choice for securing e-governance
(Assiri et al., 2020). Blockchain has aroused as satisfactory interpretation to administer guarded regionalized system for
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the transferring of data (Mukhopadhyay et al., 2016; Nakamoto, 2008; Ranjith Kumar & Bhalaji, 2021). Blockchain
comprises of distributed, sequential chain of blocks and continually rising as finished blocks are added to it with newer
group of records (Mukhopadhyay et al., 2016).

In blockchain technology, the blocks contain details and transactions from prior blocks. The distinct linear path from
an initial block forever posted to present block exists since all blocks include hash of prior block (Mukhopadhyay et al.,
2016). It is immutably distributed ledger that enables safe transactions amongst distributed entities (Boualouache et al.,
2021; Dorri et al., 2017). Blockchain has been revealed a count of most important features that include immutability,
privacy as well as security and thus, it is a helpful technology for addressing the challenges related to it (Dorri et al.,
2017). Public and consortium blockchains are the two kinds of structures for blockchain. In a public blockchain, all
entities can construct as well as verify the blocks whereas in consortium blockchain only a set of authorized members are
able to perform (Boualouache et al., 2021; Dai et al., 2020). The hybrid blockchain is an incorporation of public as well as
consortium or private blockchains (Jain & Jalia, 2021). In consortium or permissioned blockchain, count of nodes taking
part in consensus is very few and hence this kind of blockchain is able to attain very rapid consensus (Dai et al., 2020;
Malik et al., 2022).

A ledger offers the auditing trail of supply chain occurrence, hence paying traceability and provenance of products.
As the events are connected with digital identifier of supply chain contributors, every peer accessing a ledger has entire
details about product, its trading flows or participants associated to activities of supply chain (Malik et al., 2022). The
authentication is a process to determine something or someone it is declaring is a vital element of any dependable online
system that controls transactions or sensitive data (Lim et al., 2018). The data of government generally involve private
information (Shailaja & Guru Rao, 2019) of enterprises or individuals. The current research utilizes privacy protection
technology (Mandala & Chandra Sekhara Rao, 2019) to learn the leakages of sensitive details, which may present on
government data. The anonymity-enabled techniques (Sei et al., 2017; Shyamala Susan & Christopher, 2016; Sweeney,
2002), encryption-enabled techniques (Gomez Marmol et al., 2012; Lu et al., 2012; Omori & Yamashita, 2020; Shen
et al., 2020; Vu et al., 2020), and differential privacy-enabled techniques (Dwork July 10-14, 2006, Proceedings, Part
II 33; Dwork et al. March 4-7, 2006, Proceedings 3) are the three general kinds of privacy security techniques. The e-
governance is a method that intends to improve government’s capability for simplifying every process, which involves
businesses, government, citizens, and so forth. The quick development of digitalized technologies has frequently created
a need for establishment of e-governance method. If the data of government is shared without accurate safety measure,
private details are leaked easily. In addition, an encryption function brings several computational overhead that makes
the encryption complicated for applying resource-constrained scenarios (Piao et al., 2021). Moreover, anonymity-enabled
techniques generally lack severe privacy protection guarantees for larger data. These challenges motivated to design a new
technique for PPDS in e-governance system.

The basic purpose of this work is to design PPDS approach with SpinalNet_KeyGen in e-governance system. The
data protection stage is using data transformation, encryption, XOR operation, hashing function and interpolation. In
key generation step, the secret key is generated utilizing SpinalNet. The three groups of communication devised scheme
follows in namely government to business (G2B), government to government (G2G) and government to citizen (G2C).

Contribution of this research:

o SpinalNet_KeyGen for PPDS in e-governance system: For enhancing the privacy the data protection stage is
using data transformation, encryption, XOR operation, hashing function and interpolation. Also, in key generation
step, the secret key is generated utilizing SpinalNet.

The beneath sections are organized as: The existing schemes reviewed are interpreted in Section 2, SpinalNet_KeyGen
technique is explicated in Section 3 and results achieved by designed approach are elucidated in Section 4 and Section 5
elucidates conclusion of SpinalNet_KeyGen.

2 Literature Survey

Ranjith Kumar and Bhalaji (2021) developed Chameleon Hashing method for privacy preservation in the e-governance. It
has the capability for assuring data authentication and confidentiality as well as it increases confidence of public zones.
This method failed to consider security against damaging outcomes of the quantum computing in blockchain field. Wang
et al. (2019) devised electronic health records (EHR) sharing for privacy preservation through consortium blockchain
obtained highest computational effectiveness, but the consumption of gas was increased. Boualouache et al. (2021) intro-
duced utility-based delegated byzantine fault tolerance (U-DBFT) for privacy preservation in 5G-based vehicular fog
computing provided rapid as well as consistent consensus procedures, even though privacy level was decreased. Malik
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et al. (2022) presented PrivChain for protecting sensible data on the blockchain utilizing zero knowledge evidences. It
offered traceability and provenance without showing sensible details to the end-consumers or else entities of supply chain.

Assiri et al. (2020) represented the hierarchical method that involves the utilization of blockchain among de-militarized
zone (DMZ) as well as Secured Intranet zone. It was facilitated finest and securable management of significant operations
within an organization. This method failed to leverage on the blockchain technology for securing e-governance system in
past. Piao et al. (2021) devised local differential privacy (LDP)-based method for protecting private details when sharing
the statistics between government organizations. It efficiently reduced statistical mistakes and improved the usefulness of
data afterwards privacy security with several distributions as well as sizes of data domain. This technique did not consider
ensuring usefulness and sensitivity of the data in case of multi-value sensitive characteristics. Chen et al. (2020) introduced
GovChain for facilitating seamless data sharing across the government organizations. This scheme was highly efficient and
feasible, even though it only concerned a performance of the smart contracts that are running on blockchain. Elisa et al.
(2018) designed blockchain-enabled e-government framework for ensuring information privacy and security, but failed to
explore the whole potent in real-time environment.

Wang et al. (2021) implemented a BlockSLAP method for cryptography-based authentication to the smart grid. Here,
cutting-edge based blockchain approach was used to offer the security. Also, it removed the common attacks in the practical
environment. However, dynamic and batch verification issues were possible. Zhang et al. (2021) established data sharing
and storage approach for blockchain-enabled mobile-edge computing. Here, a unique signature private key was utilized
for the edge node for homomorphic encryption and data signature. This approach avoided data floods and enhanced
the fault tolerance. However, cost of this model was high. Guo et al. (2024) established an approach, named federated
and encrypted data store via consortium blockchains (FedEDB) for supporting the privacy-preserving and multi-owner
queries. Here, for the security purpose a practical key aggregation scheme was constructed. This scheme offered reliable
and secured outcomes with fairness. However, the number of blockchain nodes or data owners increased, the system faced
performance bottlenecks due to the increased query complexity and the verification process. Uma Maheswari et al. (2024)
established an average hybrid leader optimization (AHLO)-PrivPresKey Gen scheme for secure data sharing based on
blockchain. Various safety operators, such as one time password token, passwords, segmenting interpolation, and 3 Data
Encryption Standard were used by the AHLO-PrivPresKey Gen scheme. Also, the privacy of the model was improved
by different functionalities, like keys, Chebyshev polynomial, and dyadic product and the AHLO was utilized for the key
generation. It reduced the user’s clarification burden during the information-sharing process, but the computational cost
associated with encryption and smart contract execution was high.

2.1 Challenges

The methods above reviewed faced some demerits in case of privacy preservation in e-governance systems that are
elucidated as follows.

e Chameleon Hashing method in Ranjith Kumar and Bhalaji (2021) was designed for privacy preservation in a system
of e-governance did not consider the development of blockchain modernism like Ethereum in public region for
improving security and privacy of data.

e In Wang et al. (2019), HER sharing was developed for privacy preservation through consortium blockchain attained
devised security goals, but still it failed to implement the model on Hyper-ledger Fabric as well as perfect smart
contracts to run the approaches of the data sharing.

e The technique termed U-DBFT designed in Boualouache et al. (2021) for privacy preservation in 5G-based vehic-
ular fog computing was failed to examine adaptive methods that consider extra parameters like traffic density and
mobility in optimized smart contract (OSC) creation.

e PrivChain introduced in Malik et al. (2022) acquired minimum overheads for evidence verification as well as
encryption related chores, though it did not investigate other variants of the zero knowledge evidences like
Bulletproofs.

3 Proposed Spinalnet_Keygen for PPDS in E-Governance System

Here, SpinalNet_KeyGen is presented for PPDS in an e-governance system. In this work, citizen, support government
agency (GA), private agency and GA. This model consists of four layers such as consortium blockchain, service access,
ledger storage and network layer. The service access layer consists of e-government user details and diverse devices to
provide computing resources, accessing and credential data storages. In consortium blockchain layer, participants are
pre-chosen government organizations that are responsible to validate transactions as well as authenticate e-government
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Figure 1. Pictorial view of SpinalNet_KeyGen.

user registration with a consortium blockchain network. A network layer provides connectivity among ledger storage
servers, consortium blockchain layer, government and e-government users. A ledger storage layer is provided for enabling
storage as well as duplication of users and the government details. The steps followed are initialization, delegates and
witness voting, user registration, new node creation, key generation, authentication, validation, data protection and data
sharing. In key generation step, SpinalNet_KeyGen is utilized for secret key generation. The data protection is on basis of
data transformation, XOR operation, encryption, decryption, hashing function and interpolation. The devised technique
follows communication in G2C, G2G and G2B groups. The G2C exchanges data amongst people and legislature, G2G
specifies the communication happening among government sections as well as associations whereas G2B refers to data
trade communications. Figure 1 demonstrates pictorial view of devised SpinalNet_KeyGen for PPDS in e-governance
system.
Table 1 reveals the description of symbols utilized this article.

3.1 Set of Phases

The phases involved are initialization, delegates and witness voting, new node forming, key generation, user registration,
data protection, authentication, encryption, decryption, validation and data sharing.
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Table 1. Description of Symbols.

Symbol Description
Y.z, ¥y Random number
n() Hashed function
N, ID of new node
Ny, Password of new node
N, New node
Nk Private key of new node
B, Public key of newer node
SK Secret key
R Record
G, ID of support agency
Gy Password of support agency
E\,E),E3 E4 Verification messages
v, ID of Private agent
Vw Password of private agent
Q Message
U, Uy, U Authentication messages
M Timestamp
Z ID of citizen
Zy Password of citizen
T() Encryption function
Y, Yeo-Johnson data transformation
k Key
c Chebyshev polynomial
Hw, Hw, Session passwords
aRa Records
Private agent l _ Support GA I

Initialize random numbers
y,z—[0,2]

#i — Hash function

GA begins a process

Figure 2. Initialization phase of SpinalNet_KeyGen.

3.1.1 Initialization. At initialization phase, random numbers are firstly initialized. The initialized random numbers are
denoted by y and z that are fixed to lie among 0O and 2. Thereafter, hash function 7 is initialized and then, GA begins a
process. The initialization of SpinalNet_KeyGen is shown in Figure 2.

3.1.2  New Node Creation. A registration procedure for e-governance network is elucidated beneath. Firstly, new node N,
is generated by concatenating newer node password Ny, and private key N, in which hashed function is then performed.
The hashed outcome is thereafter performs XOR operation with y. Then, the obtained outcome is multiplied with ID of
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Figure 3. New node creation of SpinalNet_KeyGen.

new node N;, which can be expressed by,
N, =N, * h(Ny||Ng) © y (H

Afterwards, new node thus obtained is stored by the GA as N, and thereafter, a message is created by GA. The message
is generated by concatenation of newer node N; with new node public key B, and thereafter the result is hashed. Then,
hashed outcome performs XOR operation with random number z. It can be represented as follows,

pu=nN:B,) @z )

The message created by GA is passed to new node that is stored as u*, which is then again passed to GA and it is stored
as u**. Then a result performs XOR operation with the stored message ¢** and can be modeled by,

~ ' =pu" @ (AN,)|IB,) 3

After that, equality (z = ~z") is evaluated, and the condition is satisfied, then newer node creation is done, Figure 3
demonstrates newer node creation of SpinalNet_KeyGen.

3.1.3 Delegates and Witness Voting. In this phase, new node N,, is generated and it is stored as N by private agent. A
private agent is in charge of a voting and while newer node is added, private agent authenticates newer node. At first,
newer node generates password Ny, and ID denoted by N,. It is then given to private agent and a condition is applied. If
N, = N[*) and (Ny, = N;‘V), then a newer node is authenticated and if more than one newer node is added for selecting
newer citizen, then the voting is performed. Then, GA generates secret key SK. The hashed ID of citizen A(Z[") as well as
hashed password of citizen 7(Zj,) are concatenated and additionally modulus of random number y is applied. Hence, an
attained outcome is performed for generating secret key that can be formulated by,

SK = (W(Z)||(Zy,)) mod y “
Thereafter, secret key is saved by newer node as SK* and by private agent as SK**. Afterwards registration, citizen submit
a record R to GA to store record in the blockchain. These records are stored by GA as R*, where y implies random

number. Delegates and witness voting of SpinalNet_KeyGen is revealed in Figure 4.

3.1.4 Key Generation Utilizing SpinalNet_KeyGen. Here, generation of secret key is carried out utilizing SpinalNet. The
below subsection describes the architecture of SpinalNet for secret key generation.
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Figure 4. Delegates and witness voting phase of SpinalNet_KeyGen.

3.1.4.1 Architecture of SpinalNet. The developed SpinalNet (Dipu Kabir et al., 2022) has similarities shown below in
accordance to features of human spinal cord.

e Gradual input
e Local output as well as feasible global influence
e Reconfigured weights at the time of training

Same like human spinal cord, the SpinalNet acquires input in gradual manner and repeatedly. Individual layer of SpinalNet
contributes against local outputs. SpinalNet also transfers transformed version of the inputs against global outputs. The
neural network (NN) training procedure organizes weights on basis of training data. The neurons of spinal cord are also
gets configured to tune a pain sensitivity of diverse sensors of human body.

The structure of SpinalNet includes input sub-layers, intermediary sub-layers, and an output layer. Inputs are segmented
and directed to intermediary sub-layers with several hidden layers, each having two neurons. Users can modify the number
of neurons in these sub-layers, and typically, fewer neurons and smaller input sizes are used to decrease the multiplication
count. In general, count of inputs as well as intermediary hidden neurons for each layer allocates a small quantity, and
then a network may have the under-fitted shape. As an outcome, an individual layer acquires inputs from prior layer. Thus
an input is repetitive, if the significant input feature does not impact an output in single hidden layer; a feature may impact
an output in other hidden layers. An intermediary sub-layers consists of non-linear activation function whereas an output
layer contains linear activation function.

From this process, secret key is obtained from an inner layer of SpinalNet and Figure 5 elucidates architecture of
SpinalNet.

3.1.5 User Registration Phase. The users register by means of gadgets or else manually visit any one of departments. At
first, citizen is registered with the GA by creating ID of citizen Z; as well as password Zy,. It is then given to GA and is
stored as Z;' and Zj, and then, private agent saves it as Z;* and Z7. After that, verification message is produced by GA,
which is generated by concatenating hashed citizen password with y and then, it performs XOR function with z. It can be
formulated by,

E, = (WZ)Iy) @2 5)

A verification message-1 thus obtained is saved by private agent as £ and then by GA as E7*. Thereafter, ~z* is evaluated,
wherein hashed password of citizen is concatenated along with a random number y and afterwards, XOR function is
applied with saved verification message-1 E7*. It can be represented by,

~ " = ET" @ (" (Z)lly) (6)
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Figure 5. Architecture of SpinalNet.

If (z = ~z*), then citizen is registered. A support GA has to be register with the government agency. Hence, support GA
ID as well as password is attained, which is indicated as Gy and Gy,. It is then stored by the GA as Gy and Gy, which is
additionally stored by the private agent as G;* and GJ;. Afterwards, verification message-2 is created by means of hashed
password of support GA 7(Gy,) and is then concatenated with the random number y, which is then performs XOR function
with z and can be illustrated by,

E, = m(Gplly) &z (N

Thereafter, ~z* is evaluated, where hashed password of support GA is concatenated with the random number y and
afterwards, XOR operation is performed with stored verification message-2 E*, which can be given by,

~ " = Ey" @ (MGylly) ®)

If (z = ~2), support GA registration takes place and then, private agent ID as well as password specified by V; and Vy, is
acquired, which is thereafter stored by GA as V| and V. After that, registration message is attained by concatenation of
stored private data V| and V7, and then it is hashed. Then, modulus of random number y is applied that can be expressed
by,

Q = n(V{||Vy) mod y ©))

A registration message is then saved by private agent as Q* and it is saved by the GA as Q* If
(Q =(~0=nV;||Vy) mod y)) is satisfied, then private agent is verified. Figure 6 shows user registration phase of
SpinalNet_KeyGen.

The registration message is stored by private agent as D* and the GA stores it as D*. If,
(D = (~ D = h(P},||Pyy,) mod r)), then private agent is verified. Figure 5 displays the user registration phase of

D
designed privacy protected model.

3.1.6 Authentication Phase. An authentication phase is carried out among citizen and the GA. At first, authentication
message-1 is created. Here, XOR operation is performed with random number y as well as timestamp M. Then, it is
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Figure 6. User registration phase of SpinalNet_KeyGen.
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concatenated with the hashed secret key and ID of citizen that can be illustrated by,
Uy =nSK) ||y ® M| n(Zy) 10)

Here, M signifies timestamp. Thereafter, GA verifies timestamp validity. If it is verified as yes, then a session continues
or else it terminates. An authentication message is evaluated by GA by performing XOR operation with random number y
and timestamp M.

~ U =hSK) ||y ® M| h(Zy) 1)
If (U, = ~U,), citizen is authenticated to the GA and an authentication is performed among support agency as well as GA.

Here, support agency evaluates authentication message-2 by concatenating hashed ID of support agency, hashed password
of support agency and the timestamp.

U, = n(GIInGw)|IM 12)
Then, authentication message-2 is subjected to the GA. A GA verifies timestamp validity. If it is verified as yes, then a

session continues or else it terminates. The computation of authentication message-2 is done by concatenating hashed ID
of support agency, hashed password of support agency and the timestamp that can be expressed by,

~ U, = (GG IM (13)

If (U, = ~U,), then a support agency is authenticated to GA and a private agency evaluates an authentication message-3
by concatenating hashed ID of private agent, hashed password of private agent and the timestamp. The expression can be
given by,

Us = h(VIIn(Vy)|IM (14)
Thereafter, authentication message-3 is given to GA and a GA verifies validity of timestamp. If the verification is yes,

then the session continues or else it terminates. If (U; = ~Uj), the private agency is authenticated with the GA and
authentication of SpinalNet_KeyGen is delineated in Figure 7.

3.1.7 Data Protection and Encryption Phase. The data protection is carried out among private agent and GA. A data that is
communicated will be secured by preserving privacy of data utilizing following model.
Let the database be D, and then, Yeo-Johnson data transformation is applied that can be given by,

D =Y,(D) (15)
The coded data can be illustrated by,
P, = T(D%.k) (16)
Where, k implies key and can be formulated by,
b
k=) D;®c®SK a7

=1

In the above equation, SK signifies secret key whereas ¢ implies Chebyshev polynomial and it can be modeled by,

c=30%+10i+5 (18)
i —i
i=i+—1G-j) (19)
J2 =1

The values of j = 12; i;,j, = 21 and j,, i, = 23. Let us consider,
A = P @ Ly (20)
Where, L specifies identity matrix and @ implies XOR operation.

X, =A+R 1)
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Figure 7. Authentication phase of SpinalNet_KeyGen.

Here, + indicates element-wise addition. The privacy-preserved data can be formulated by,

B,=X,+D

(22)

In the above equation, e represents matrix multiplication. The privacy-preserved data is then stored by a GA as B;.
Thereafter, k is given to the GA and it is stored as k*. Figure 8 demonstrates data protection and encryption phase of

SpinalNet_KeyGen.

3.1.8 Decryption Phase. In decryption phase, data is decrypted in a GA. In this phase, decrypted message is generated by

decrypting the saved decrypted data D, with the saved key k. This can be illustrated by below mentioned equation.

A =D,(B*,k)

Here, A symbolizes accessed data. Figure 9 illustrates decryption phase of SpinalNet_KeyGen.

(23)
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Figure 8. Data protection and encryption of SpinalNet_KeyGen.
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Figure 9. Decryption phase of SpinalNet_KeyGen.



Sekar and Sree Kala 407

3.1.9 Validation Phase. At first, a private agent requests the data from GA. Then, GA confirms the validation and thereafter
provides a record to the private agency. This private agent acquires ID denoted by V; and password Vy,, which is then given
to GA, wherein session password is produced. It can be illustrated as follows.

Hy = h(V;* + h(SK) + Vi) (24)

Here, Hy, indicates session password. Then, session password is stored in the private agent as Hj,. This can be expressed
as shown below.

Ey = h(H;,®(Vy)) (25)

Similarly, GA generates verification message-3, where stored session password as well as private agent password perform
XOR operation and thereafter it is hashed that can be specified by,

~ E; = n(Hy & (Vy)) (26)

If (E; = ~Ej3), then the private agent is validated and GA transfers information of record to a private agency. Thereafter,
support GA acquires ID signified as G; and password denoted by Gy,. Then, GA creates session password by summing
stored ID of support GA and hashed secret key, which is then hashed to generated session password-2. It is illustrated by
a formula mentioned beneath.

Hy, = h(GI+h(SK)) 27

A session password-2 is then stored by the support GA as Hy,,. After that, support agency generates verification message-4
by performing XOR operation between stored session password-2 as well as password of support agency and then, it is
hashed that can be modeled by,

E, = h(H},,®Gy) (28)

In the same manner, GA generates verification message-4, where XOR operation is performed with stored session
password-2 as well as password of support agency and thereafter, it is hashed. It can be illustrated as follows.

If (E, = ~E,), then the support agency is validated and thereafter, GA transfers record to a support agency. The validation
phase of SpinalNet_KeyGen is explicated in Figure 10.

3.1.10 Data Sharing Phase. At first, ID of private agent signified by V| and password of private agent denoted by Vy;, are
acquired and passed to the GA. If (V; = V') and (Vy, = V), then a process starts. Consider R as the record. At this
phase, record-1 specified as R, is attained by hashing ID of private agent and then, concatenating with record R that can
be formulated by,

R, =RV (30)

The private agent stores a record-1 as R ;. The ID as well as password indicated by G; and Gy, is generated by support
agency, which is thereafter given to the GA. If (G; = Gy) and (G, = Gy,), then a record R, is transferred to the support
agency.

Here, record-2 denoted by R, is acquired by concatenating hashed ID of support GA and record R, which can be
modeled by,

R,, = R|A(G)) 31)

Lastly, record-2 is stored in the support GA in a form as m;z. Figure 11 interprets data sharing phase of SpinalNet_KeyGen.

4 Results and Discussion

SpinalNet_KeyGen devised for PPDS in an e-governance system achieved better outcomes by assessing with other
approaches. The achievements of SpinalNet KeyGen are discussed in this section along with experimental setup,
description of dataset and performance measures utilized.
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Figure 10. Validation phase of SpinalNet_KeyGen.

4.1 Experimentation Setup

SpinalNet_KeyGen devised for PPDS in e-governance system is implemented in PYTHON tool. Table 2 represents the
experimental parameters of the SpinalNet_KeyGen.

4.2 Description of Database

The dataset used in this research comprises of cases happened in various states listed by district-wise from year 2001
to 2014. The cases include kidnapping and abduction, rape, dowry deaths, assault on women with intent to outrage her
modesty and insult to modesty of women.



Sekar and Sree Kala

409

Citizen I

agency.

A priv

Private agent l

Data sharing phase is carried
out among the private agent as
well as GA and thereafter
amongst GA as well as support

ne

>
»

If(V; ==V,) and (V,, =V,)

_ nt receives a
record from GA

R, =R

&

Support GA

1f(G,=G)and (G, ==G},),
then a record ‘R ” is transferred to the

support agency.

R, =RIN(G)

S]D > SPW

— R,
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Table 2. Experimental Parameters.

Parameter Value
Batch size 50

Input shape (32, 32,3)
Epochs 20
Learning rate 0.0l

4.3  Performance Metrics

The measures for evaluation utilized to assess SpinalNet_KeyGen are computational time and memory usage that are

interpreted in below sub-sections.

4.3.1

process. This metric determines whether an approach is capable to run within particular time frame.

Computational Time. The computational time is referred as a time length needed for performing computation

4.3.2  Memory Usage. The percentage of memory that is utilized during a sample period is known as memory usage. This
metric finds the memory, which is required to run an application on the instance.

4.4  Performance Analysis

A performance evaluation of SpinalNet_KeyGen is performed by varying key length with several citizens based upon
1 GB, 1.5 GB and 2 GB considering performance measures.
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Figure 12. Evaluation based upon | GB: (a) computational time and (b) memory usage.
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Figure 13. Assessment based upon 1.5 GB: (a) computational time and (b) memory usage.

4.4.1 Assessment Based Upon Data Size = | GB. SpinalNet_KeyGen is estimated for revealing a performance by changing
key length with several citizens is explicated in Figure 12. Figure 12(a) delineates performance analysis of Spinal-
Net_KeyGen in terms of computational time. For key length =512, computational time attained by SpinalNet_KeyGen
is 34.526's, 35.025s, 35.977 s, 36.847 s and 38.049 s with 20 citizen, 40 citizen, 60 citizen, 80 citizen and 100 citizen.
The estimation of SpinalNet_KeyGen based upon memory usage is illustrated in Figure 12(b). Memory usage obtained
by SpinalNet_KeyGen is 35.8 MB with 20 citizen, 36.5 MB with 40 citizen, 37.2 MB with 60 citizen, 37.9 MB with 80
citizen and 38.9 MB with 100 citizen while key length is 512.

4.4.2 Assessment Based Upon Data Size = 1.5 GB. Figure 13 illustrates assessment of the SpinalNet_KeyGen by vary-
ing key length with several citizens. Evaluation of SpinalNet KeyGen regarding computational time is elucidated in
Figure 13(a). Computational time achieved by SpinalNet_KeyGen is 49.573 s with 20 citizen, 51.427 s with 40 citizen,
53.426 s with 60 citizen, 55.125 s with 80 citizen and 56.892 s with 100 citizen for key length is 512. Figure 13(b) shows
analysis of SpinalNet_KeyGen in terms of memory usage. When key length =512, memory usage acquired by Spinal-
Net_KeyGen is 37.9 MB, 40.5 MB, 41.1 MB, 42.6 MB and 43.9 MB with 20 citizen, 40 citizen, 60 citizen, 80 citizen and
100 citizen.

4.4.3 Assessment Based Upon Data Size =2 GB. The SpinalNet_KeyGen is evaluated by changing key length with diverse
citizens is described in Figure 14. Figure 14(a) explains performance assessment of SpinalNet_KeyGen with regard
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Figure 14. Assessment based upon 2 GB: (a) computational time and (b) memory usage.

to computational time. When key length is considered as 512, computational time achieved by SpinalNet_KeyGen is
84.567 s, 87.622s, 89.7565s, 91.457 s and 93.458 s with 20 citizen, 40 citizen, 60 citizen, 80 citizen and 100 citizen.
The analysis of SpinalNet_KeyGen in terms of memory usage is explicated in Figure 14(b). A Memory usage attained
by SpinalNet_KeyGen is 41.1 MB with 20 citizen, 42.6 MB with 40 citizen, 45.3 MB with 60 citizen, 47.6 MB with 80
citizen and 48.5 MB with 100 citizen for key length is 512.

4.5 Comparative Techniques

SpinalNet_KeyGen is compared with few techniques reviewed like Chameleon Hashing (Ranjith Kumar & Bhalaji, 2021),
EHR sharing (Wang et al., 2019), PrivChain (Malik et al., 2022), U-DBFT (Boualouache et al., 2021) and Consortium
blockchain-based privacy-preserved data (CD-BPPD) to show an effectiveness of SpinalNet_KeyGen.

4.6 Comparative Analysis

SpinalNet_KeyGen is assessed based on 1 GB, 1.5 GB and 2 GB by varying keylength with consideration of performance
measures.

4.6.1 Assessment Based Upon Data Size = | GB. An analysis of SpinalNet_KeyGen with respect to metrics by varying
key length is interpreted in Figure 15. An estimation of introduced SpinalNet_KeyGen based on computational time is
demonstrated in Figure 15(a). SpinalNet_KeyGen acquired computational time of 37.526 s for key length =512 while
computational time obtained by existing techniques are 90.912s, 78.090 s, 65.447 s, 52.924 s and 40.422 s. Figure 15(b)
signifies an assessment of SpinalNet_KeyGen with regard to memory usage. When key length =512, memory usage
attained by designed SpinalNet_KeyGen is 37.9 MB whereas memory usage acquired by Chameleon Hashing is 40.8 MB,
EHR sharing is 40.6 MB, PrivChain is 39.8 MB, U-DBFT is 39.4 MB and CD-BPPD is 38.8 MB.

4.6.2 Assessment Based Upon Data Size=1.5GB. Figure 16 interprets comparative analysis of SpinalNet_KeyGen
regarding measures for evaluation by altering key length. The assessment of designed SpinalNet_KeyGen considering
computational time is shown in Figure 16(a). Computational time achieved by SpinalNet_KeyGen is 56.483 s where com-
parative techniques obtained 177.422s, 147.931s, 120.814 s, 89.230s and 61.051 s for key length=512. Figure 16(b)
demonstrates an evaluation of SpinalNet_KeyGen with respective to memory usage. When key length =512, memory
usage achieved by SpinalNet_KeyGen is 43.3 MB while memory usage acquired by Chameleon Hashing is 47.2 MB,
EHR sharing is 46.7 MB, PrivChain is 46.2 MB, U-DBFT is 45.7 MB and CD-BPPD is 45.2 MB.

4.6.3 Assessment Based Upon Data Size =2 GB. An assessment of SpinalNet_KeyGen considering metrics for evaluation
by varying key length is shown in Figure 17. The analysis of SpinalNet_KeyGen with regard to computational time is
illustrated in Figure 17(a). SpinalNet_KeyGen obtained computational time of 94.546s for key length =512 whereas
computational time obtained by comparative methods are 192.453s, 166.452s, 155.427s, 129.753s and 101.453s.
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Figure 16. Comparative assessment based upon 1.5 GB: (a) computational time and (b) memory usage.

Figure 17(b) specifies an estimation of SpinalNet_KeyGen based on memory usage. When the key length is considered
as 512, memory usage acquired by newly designed SpinalNet_KeyGen is 47.9 MB whereas memory usage attained by
Chameleon Hashing is 56.4 MB, EHR sharing is 54.6 MB, PrivChain is 53.2 MB, U-DBFT is 52.7 MB and CD-BPPD is

49.7MB.

4.7 Comparative Discussion

SpinalNet_KeyGen designed for PPDS in an e-governance system attained better results while comparing with tradi-
tional approaches and the results achieved are discussed in Table 3. This shows clearly that SpinalNet_KeyGen obtained
minimum computational time and memory usage of 37.526s and 37.9 MB when considering data size=1GB for key
length =512. The SpinalNet acquires input in gradual manner and repeatedly. Also, the individual layer of SpinalNet con-
tributes against local outputs. Moreover, it transfers the transformed version of the inputs against global outputs. Thus, the
performance of the devised model is improved than other existing methods.
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Figure 17. Comparative assessment based upon 2 GB: (a) computational time and (b) memory usage.

Table 3. Comparative Discussion of SpinalNet_KeyGen.

Analysis based Metrics/ Chameleon EHR PrivChain U-DBFT CD-BPPD  Proposed
upon methods hashing sharing SpinalNet_KeyGen
Data size=| GB Computational time (s) 90.912 78.090 65.447 52.924 40.422 37.526

Memory usage (MB) 40.8 40.6 39.8 394 388 379
Datasize=1.5GB  Computational time (s)  177.422 147931 120.814 89.230 61.051 56.483

Memory usage (MB) 47.2 46.7 46.2 45.7 452 43.3
Data size =2 GB Computational time (s)  192.453 166.452  155.427 129.753  101.453 94.546

Memory usage (MB) 56.4 54.6 53.2 527 49.7 47.9

5 Conclusion

The present e-government methods are centralized and hence subjected to single point failures. In this research, the entities
such as private agency, support GA, citizen, and GA are considered. The model comprises of service access, consortium
blockchain, network layer and ledger storage. The steps carried out in this work are initialization, delegates and witness
voting, new node creation, key generation, user registration, authentication, validation, data protection and finally data
sharing. A data protection stage is performed using data transformation, XOR operation, encryption, hashing function
and interpolation. In key generation, secret key is generated by employing SpinalNet. The designed scheme follows com-
munication in three groups like G2C, G2G and G2B. Additionally, SpinalNet_KeyGen acquired minimum computational
time and minimum memory usage of 37.526 s and 37.9 MB. The proposed method is used to improve the government’s
capability for simplifying every process. However, some security parameters are not considered in this work. In the future
task, practical privacy and security techniques will be devised in development of blockchain and its applications. Also, the
case studies will be conducted for demonstrating the successful implementation of the devised approach.
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