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Abstract

The rapid digitization of global healthcare networks has necessitated the creation of robust, highly accessible
platforms for pharmaceutical information dissemination and inventory management. This paper presents the
comprehensive design, architectural methodology, and technical implementation of Medicare+, a full-stack, web-
based pharmaceutical platform. Developed utilizing a Python-driven Flask backend, a highly relational MySQL
database, and a responsive, asynchronous JavaScript frontend, the system serves a dual purpose. For the public
consumer, it acts as a dynamic directory offering critical medical data—including administration directions, side
effects, allergy warnings, and alternative medications. For administrators, it features a securely authenticated,
session-based portal for dynamic inventory manipulation, complex relational mapping, and multimedia handling.
This paper explores the architectural decisions, database normalization strategies, and user interface paradigms that

enable Medicare+ to balance consumer accessibility with administrative security.

1.Introduction

In recent years, the paradigm of patient care has shifted dramatically from traditional, physical pharmacy
consultations to digital, self-directed medical research. Epharmacies and digital health repositories are now the
primary touchpoints for patients seeking information regarding their prescribed medications. However, a critical
challenge in developing these digital platforms lies in balancing two inherently conflicting needs: the frontend must
be lightweight, highly responsive, and accessible to users of all technical proficiencies, while the backend must be

secure, strictly structured, and capable of handling complex relational data operations by administrators.

The objective of the Medicare+ project is to bridge this structural gap by engineering a fullstack web application
from the ground up. Unlike enterprise systems that rely on heavy, cumbersome frameworks, Medicare+ is designed
to be a lightweight, highperformance solution. By utilizing server-side routing combined with Asynchronous

JavaScript and XML (AJAX) for client-side rendering, the platform minimizes server latency and payload sizes.
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This paper will detail the complete lifecycle of the Medicare+ system, outlining the literature and related works that
inspired its creation, the intricacies of its System Architecture, the normalized design of its MySQL database, and
the granular technical implementations of its public search and secure administrative features.

2. Related Works and Industry Context

The architecture of Medicare+ was heavily informed by the operational paradigms of leading global e-pharmacy
and medical information platforms, such as Tata 1mg, WebMD, and Netmeds. These industry-standard applications
successfully aggregate vast quantities of pharmaceutical data, providing users with unified dashboards detailing
uses, contraindications, and chemical compositions. However, these platforms typically utilize massive,
resourceintensive JavaScript frameworks (such as React or Angular) coupled with complex microservice
architectures. While necessary for enterprise-scale traffic, such architectures introduce significant computational
overhead, extended initial load times (Time to Interactive), and immense codebase complexity that can be

prohibitive for smaller-scale deployments or localized healthcare providers.

A review of current open-source health informatics literature reveals a distinct gap in lightweight, monolithic
solutions that can provide comparable inventory and informational functionalities without the architectural bloat.
Previous attempts at building lightweight epharmacies often compromise on relational data integrity, utilizing flat-
file structures or NoSQL databases that struggle to accurately and safely map complex relationships—such as

linking a proprietary drug to its generic alternatives.

Medicare+ proposes a methodological pivot back to robust, traditional architectural principles optimized with
modern asynchronous techniques. By employing a Python Flask backend—a WSGI (Web Server Gateway Interface)
micro-framework—the system strips away unnecessary dependencies. Furthermore, by deliberately choosing a strict
Relational Database Management System (RDBMS) like MySQL, Medicare+ ensures ACID (Atomicity,

Consistency, Isolation, Durability) compliance. This guarantees that critical medical data is stored safely, ensuring
that relationships between medications and their respective side effects, images, and alternatives are maintained

with absolute strictness
3. System Architecture

The Medicare+ platform is structured upon a classic, highly decoupled Client-Server architecture, divided into three
distinct operational layers: the Presentation Layer, the Application Layer, and the Data Layer. This separation of

concerns ensures that the system is scalable, easily maintainable, and highly modular.

Architectural Technology
Layer Utilized
Primary Role in System
Presentation HTMLS5, CSS3, Responsive Ul rendering, DOM manipulation, and
(Frontend) Vanilla JS asynchronous API data fetching.
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HTTP routing, session-based authentication, business

logic, and local file storage management.

Application Python 3, Flask,
(Backend) Werkzeug

Strict relational data storage, schema enforcement, and

cascading deletion management.

Data (Database) MySQL

Presgntation Layer - Frontend

Public Ul & Admin
Dashboard
HTMLS, CSS3, Vanilla JS

B
User Interaction
-

AJAX [ Fetch API

w

HTTP GET/POST/DELETE  JSON Responses

< Apb(ﬁion Layer - Backend_

Python Flask Web Servet J

Z ‘ L] 8 3 :
Session Manager &t RBAC Werkzeug File Handler ’ RESTful AP| Endpoints

Save/Delete Binaries SQL Quenes  Result Sets

Local Server Storage Qata Layer
»

Static Uploads Folder MySQL Relational DB

F DK
/static/uploads/ pharma_db

3.1 The Presentation Laver (Frontend)

The client-facing interface is engineered exclusively using HTMLS, CSS3, and Vanilla JavaScript, intentionally
avoiding heavy frontend frameworks. The aesthetic design employs a modern "Dark Mode" paradigm, utilizing CSS
variables (custom properties) to define a strict color palette, typography scaling, and border geometries. Structural

layouts are achieved via CSS Flexbox and CSS Grid, ensuring the application is fluid and fully responsive across
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mobile, tablet, and desktop viewports. The interactive core of this layer relies heavily on the native JavaScript Fetch
API. Instead of forcing full-page reloads, the frontend asynchronously requests JSON payloads from the backend
APIs and dynamically injects the returned data into the Document Object Model (DOM), creating a seamless Single
Page Application (SPA) experience.

3.2 The Application Layer (Backend)

The core logic of Medicare+ is driven by Python utilizing the Flask micro-framework. Flask was selected due to its
granular control over routing, lightweight footprint, and seamless integration with Python's extensive standard
library. The backend operates as a dual-function server. First, it serves the initial HTML templates utilizing the Jinja2
templating engine, which dynamically alters the HTML structure based on user authentication status. Second, it acts
as a RESTful API provider, defining specific endpoints (e.g., /api/search, /api/add_medicine) that accept HTTP
requests (GET, POST, DELETE), process raw data and multimedia payloads using werkzeug.utils, and execute

complex database queries before returning standardized JSON responses to the client. 4. Data Layer Architecture

The integrity of a pharmaceutical system relies entirely on the accuracy and structural soundness of its database.
Medicare+ utilizes MySQL to establish a highly normalized schema designed to eliminate data redundancy and
ensure referential integrity. The database, named pharma_db, is constructed primarily around two interconnected

tables.

4.1 The Medicines Entity

The medicines table serves as the primary repository for all pharmaceutical data. To accommodate the vast and
variable nature of medical information, the schema is designed with wide column definitions. It features an auto-
incrementing integer id as the Primary Key. The table includes standard VARCHAR constraints for short strings like
the drug name. However, to support exhaustive medical documentation, fields such as storing_details, description,
use_of medication, side_effects, allergy warning, and how_to use are defined as TEXT data types. Furthermore,
to support modern web standards, it includes an external links column to store commaseparated URLs for external
citations, and an image paths column to store a delimited string of local server file paths, enabling multi-image

galleries per medication.

4.2 The Relational Junction Table

A primary feature of Medicare+ is the ability to recommend alternative or generic equivalent medications. In
database design, mapping one medication to multiple other medications requires a many-to-many relationship
structure. To resolve this without data duplication, Medicare+ implements a junction table named similar medicines.
This table contains its own primary key and two critical foreign keys: medicine id and similar medicine id, both
of which reference the primary id of the medicines table. Crucially, these foreign keys are enforced with ON
DELETE CASCADE constraints. This ensures that if an administrator removes a specific drug from the inventory,
all relational mappings to that drug as an "alternative" are instantly and automatically eradicated, preventing fatal

application errors caused by orphaned data.
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Column Name SQL Data Type Constraints Description

PRIMARY KEY, Unique identifier for each
AUTO_INCREMENT medication.

id INT
The commercial or generic
name of the drug.

name VARCHAR(255) NOT NULL
Temperature and
environmental storage
conditions.

storing_details TEXT None
General overview and
pharmaceutical
classification.

description TEXT None
Primary and  off-label
medical use cases.

use_of medication TEXT None
Common and severe
physiological reactions.

side_effects TEXT None
Critical ~ contraindications
and allergy triggers.

allergy warning TEXT None
Patient-facing
administration instructions.

how _to use TEXT None

JAAFR2605038 Journal of Advance and Future Research (www.jaafr.org)



http://www.jaafr.org/

© 2026 JAAFR | Volume 4, Issue 5 May 2026 | ISSN: 2984-889X | JAAFR.ORG

Comma-separated list of

external reference URLs.
external links TEXT None

Comma-separated  server

paths for multimedia.
image paths TEXT None

5. Dynamic Search and Data Retrieval

The public-facing functionality of Medicare+ revolves around discovering and understanding medical treatments.
To optimize the User Experience (UX), the platform implements a real-time, asynchronous search engine. As the
user types into the search bar, a JavaScript event listener captures the keystrokes and transmits a GET request to the
backend /api/search endpoint. The Flask server receives this query string and securely executes a parameterized
SQL LIKE %query% statement against the database. The resulting matches are serialized into JSON and returned
to the client, where JavaScript dynamically constructs a visual grid of "Product Cards," complete with thumbnail

image extraction.

5.2 The Detailed Medical View

Upon selecting a specific medication, the system transitions the DOM to a detailed view without reloading the

webpage. This is achieved by querying the

/api/medicine/<id> endpoint, which executes an INNER JOIN SQL query to retrieve both the primary drug data and

its associated alternative medications. The frontend then dynamically generates a highly structured UL

A prominent feature of this interface is the horizontal, scroll-snapping image gallery. JavaScript splits the comma-
separated image paths string retrieved from the database into an array, generating discrete HTML <img> tags for
each file. Below the multimedia, the text data is rendered into semantic HTML cards utilizing specific CSS classes
to draw attention to critical information—for instance, dynamically applying aggressive red borders and icons to
the "Allergy Warning" field. Finally, the alternative medications are rendered as clickable, interactive badges that,

when engaged, re-trigger the data-fetching pipeline, allowing users to endlessly traverse connected medications.

API Endpoint HTTP Admin Auth [Core Functionality
Method Required?
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api/search?q= GET No Executes LIKE queries to return

matching inventory arrays.

IAPI Endpoint HTTP Admin Auth |Core Functionality
Method Required?

api/medicine/<id> GET No Performs INNER JOIN to fetch
V specific  drug data  and

alternatives.
api/add_medicine POST Yes Processes multipart form data,

saves 1images, and inserts

frecords.

api/edit_medicine/<id> POST Yes Updates text fields, overwrites
image paths, and resets relational

links.

api/delete_medicine/<id> DELETE Yes Drops database records and

triggers os.remove() for local
files.
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6. Role-Based Access Control (RBAC)

In any healthcare informatics system, unauthorized manipulation of medical data poses a severe risk. Therefore,
Medicare+ physically hides its inventory management tools (Add, Edit, Delete) behind a robust authentication layer.

This is implemented utilizing Flask's server-side session management, secured by a cryptographic secret key.

6.1 The Authentication Pipeline

When an unauthenticated user attempts to access administrative routes, the backend intercepts the request and issues
an HTTP redirect to the /login portal. Upon submitting credentials, the server evaluates the inputs. If successful, the
server mutates the encrypted session cookie, setting session['is_admin'] = True. This session cookie is stored in the

user's browser and transmitted with every subsequent HTTP request.

6.2 Conditional Rendering and Route Protection

The implementation of this security allows for dynamic user interfaces. When the initial HTML is requested, the
Flask server processes the template through Jinja2. It evaluates the boolean state of is_admin. If false, the navigation
bar renders a simple "Admin Login" button. If true, Jinja2 injects a complex, interactive dropdown menu granting
access to the inventory management suite. Furthermore, simply hiding the buttons is insufficient for true security.
Every REST API endpoint responsible for database mutation (e.g., POST /api/add medicine, DELETE
/api/delete_medicine) contains an aggressive middleware check. If a malicious actor attempts to send a POST
request directly via software like Postman without a valid session cookie, the server instantly rejects the payload

with an HTTP 401 Unauthorized status.

7. Complex Data Entry and Live Filtering

The administrative portal is engineered to handle highly complex data models seamlessly. The "Add Inventory" and
"Edit Inventory" interfaces are constructed using intricate CSS Grid layouts to organize the vast number of required
text areas. A significant UX challenge in inventory systems is linking related items; forcing an administrator to
memorize database IDs for "Alternative Medicines" is inefficient. To solve this, Medicare+ implements a custom
JavaScript live-filtering selector. Upon loading the edit page, the system fetches the entire inventory and renders it
as a hidden list of checkboxes. An integrated search input allows the admin to filter this list in realtime, selecting
alternative drugs by name. JavaScript then compiles the selected IDs into a hidden input field for database

transmission.

7.2 Secure Multimedia Handling

Handling image uploads introduces significant security and storage challenges. The frontend forms are encoded with
multipart/form-data to allow binary transmission. Upon reaching the Flask backend, the system iterates through the
array of uploaded files. Using the werkzeug.utils.secure filename function, the server strips the filenames of
potentially malicious executable characters before saving the binaries directly to the local server file system

(static/uploads/).

Furthermore, the system manages server storage responsibly. When an administrator utilizes the DELETE endpoint

to remove a medication, the backend executes a twostep process. First, it queries the database for the associated
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image paths string. Second, after executing the SQL DELETE command, the Python os.remove() function traverses
the local server directory and permanently deletes the physical image files associated with that drug, preventing the

accumulation of orphaned digital assets and conserving server memory limits.

8. System Results and Discussion

The developed Medicare+ system successfully meets all foundational criteria for a modern pharmaceutical platform.
Qualitatively, the application exhibits high performance and minimal latency. By offloading the rendering logic to
the client's browser and utilizing targeted AJAX requests, the system requires fractions of the bandwidth typically
consumed by monolithic full-page reloads. The strict relational database schema proved highly resilient during
testing; the implementation of cascading deletes successfully preserved referential integrity during bulk inventory

modifications, entirely preventing the Ul-breaking errors associated with orphaned foreign keys.

A primary developmental challenge involved the synchronization of complex multipart form data containing both
text strings and multiple binary files. The methodology of aggregating file paths into delimited strings within a
single database column proved to be an efficient, lightweight alternative to deploying a secondary, dedicated
multimedia database table, though it requires careful string manipulation on the client side during rendering.

Medicare

Your trusted healthcare partner

Leemol 650mg

Tablet Probiotic
Supplemant | For
Alterations of
Intestinal Bacteriad
Flora & Stomach
Case

Dolo 650
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Journal of Advance and Future Research (www.jaafr.org)

JAAFR2605038



http://www.jaafr.org/

© 2026 JAAFR | Volume 4, Issue 5 May 2026 | ISSN: 2984-889X | JAAFR.ORG

9. Conclusion and Future Work

Medicare+ stands as a testament to the viability of lightweight, carefully engineered full-stack architectures in the
healthcare domain. By synergizing a secure Python/Flask environment with a strictly normalized MySQL database
and a fluid, responsive JavaScript frontend, the platform provides a highly secure, deeply informative, and easily

navigable pharmaceutical management system.

While the current iteration is highly functional, several avenues exist for future enhancement to scale the application
to an enterprise level. Future work should

prioritize migrating the local multimedia storage to a scalable cloud infrastructure, such as Amazon Web Services
(AWS) S3 buckets, to support infinite scaling. Additionally, administrative credentials, currently hardcoded for
demonstration, must be migrated to the database and secured using modern cryptographic hashing algorithms like
berypt. Finally, the platform's utility could be expanded by integrating an ecommerce API, transforming the

informational directory into a fully transactional digital pharmacy.
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