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Abstract

Technology has significantly enhanced instructional capabilities. Social media has introduced
innovative practices for various organizations, including educational institutions, facilitating the
development of new teaching and learning models, as well as enhancing communication and
collaboration for diverse objectives, such as faculty training and knowledge sharing. Cyber
hygiene involves embracing a security-focused approach and practices that assist individuals and
organizations in reducing the risk of potential online breaches. The study on social media, cyber
hygiene, and the online learning environment of school teachers is deemed necessary. This
investigation is being carried out wtilizing the survey approach. Data is collected from the CBSC
and Matric board teachers at the Sivanthi group of schools located in Kundrathur, Chennai, Tamil
Nadu, India, employing a random sampling method. The information gathered from fifly teachers.
The data has been gathered from educators across primary, middle, and high school levels. The
tool was developed for data collection on cyber hygiene, social media, and the online learning
environment by the Research Supervisor and the researcher, consisting of 61 items. It has been
concluded that teachers from the CBSC board exhibit superior habils in social media usage,
password management, awareness of cyber threats, cyber hygiene, and the online learning
environment. There are indications of a positive and significant correlation among all the selected

variables.
Keywords: School Teachers, Social Media, Cyber Hygiene and Online Learning Environment.

INTRODUCTION

According to the National Education Policy (NEP) 2020, teachers are crucial to changing
education. They must implement learner-centred pedagogies, which use more immersive,
interactive techniques tailored to the needs of individual students rather than rote learning.
Technology is being adopted by educators to enhance instruction and offer personalized learning
experiences. In order to provide a safe and secure online learning environment that promotes NEP
2020, teachers are essential in spreading awareness and upholding cyber safety standards. As a
result, students are more equipped to securely and responsibly navigate the digital world.

Teaching capabilities have been significantly enhanced by technology. Teachers can engage
with students and conduct remote classes more easily thanks to online tools like Zoom and Google
Classroom. Digital tools for testing and grading offer instant feedback and save tin:ae. With tr!e use
of personalized learning tools, educators can modify their teachings for individual PUP_'IS: It
prevents unauthorized access to classes and keeps an online learning environment sfafe. Building
trust with parents, coworkers, and students is another benefit of showcasing a comrfutment to data
protection. The reliable and secure learning environment that cyber safety and security offer allows

teachers to focus on teaching effectively.
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By "social media.” it means the various online groups and communities that enable people to
connect, have conversations, and build connections through sharing knowledge and concepts
Therefore, websites, apps, and digital technologies that facilitate communication and interaction
among instructors are referred to as social media. Social media has created new methods for all
kinds of organizations, including educational institutions, from developing new models for
teaching and leamning to interacting and working together for various objectives, like knowledge
sharing and faculty training.

Cyber hygiene describes the actions users of computers and other devices can take to keep their
systems healthy and increase their online security. Cyber hygiene is the practice of forming
security-focused behaviors and thinking that assist people and organizations in reducing the risk of
cyber breaches. Making cyber hygiene a regular part of daily life is a vital principle. Giving people
the skills they need to properly navigate the digital world depends on cyber hygiene, which includes
procedures that protect digital data. Additionally, cyber hygiene is dynamic and essential to keeping
up with changing threats in the always shifting digital ecosystem.

REVIEW OF LITERATURE

Ravichandran. Singh, Sonam, and Sasikala (2025) examine the awareness and practices of
cybersecurity among school teachers, focusing on their comprehension of cyber dangers, online
behaviors, and response strategies to cyber occurrences. A standardized questionnaire was utilized
to collect data regarding demographic information, cybersecurity training, internet behaviors, and
encounters with cybercrime. Although 90% of educators utilize the internet for instructional
purposes, just 30% have undergone formal training in cybersecurity, leading to disparate levels of
awareness. Although several educators possess a moderate to advanced comprehension of
fundamental cyber risks such as phishing, more intricate issues like cryptojacking and denial-of-
service attacks are nonetheless inadequately recognized. The results indicate differing degrees of
awareness among educators, with numerous individuals acknowledging insufficient understanding
of common cyber dangers including phishing and identity theft. Despite the growing dependence
on digital resources for education, a considerable proportion of respondents reported insufficient
formal training in cybersecurity. The study emphasizes the need for specialized awareness
campaigns and training activities to improve teachers' comprehension of cyber safety protocols and
reporting procedures. The research emphasizes the necessity of cultivating a culture of
cybersecurity in educational institutions to enhance the protection of both educators and students
from potential online threats. :

Social media has gradually emerged as an essential instrument for communication and
collaboration throughout the worldwide education sector, including Ghana. Nonetheless, empirical
research about the utilization of social media by primary school educators in Ghana is scarce. The
research conducted by Christopher Yaw Kwaah (2024) examined the utilization of social media by
this cohort of educators, emphasizing the related potential and problems. An online questionnaire
was distributed to 1,014 randomly chosen basic school teachers utilizing a descriptive survey
approach. The research indicated that Facebook and WhatsApp were the most utilized platforms.
Educators utilized social media for diverse objectives, encompassing contact with peers, parents,
and kids; professional advancement; and resource dissemination. Nonetheless, apprehensions
regarding the repercussions and difficulties associated with social media utilization, including
addiction, time consumption, substantial data costs, cyberbullying, and inconsistent internet
connectivity, were also recognized. The findings offer significant insights into the present condition
of social media utilization by primary school educators in Ghana, enhancing our comprehension of
the prospective advantages and obstacles linked to its application in education.
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I'he research conducted by Barrot, Agdeppa, and Manzano (2024) aims to elucidate teachers’
online educational delivery and identify challenges necessitating intervention. The subsequent
research questions are examined: What techniques do teachers employ to facilitate learning in a
completely online environment? What obstacles do educators encounter during entirely online
learning sessions? This research encompassed interviews with 17 educators from nine higher
education institutions in the Philippines, a developing nation. Employing a descriptive case
methodology. findings revealed that educators encouraged flexibility and engagement, facilitated
learning processes, and cultivated an affective learning environment to the fullest extent possible.
Although the majority of educators exhibit flexibility, the data also indicated a degree of rigidity in
their methodologies. The findings indicated the essential function of technology in enhancing
learning processes and promoting classroom relationships. Nonetheless, these educators
encountered numerous problems pertaining to technology adequacy, learner-related variables,
instructional delivery and evaluation, technological intricacy, and self-regulation, among others.
Their diverse experiences were associated with distinct contexts influenced by numerous factors,
including accessible resources, institutional regulations, educational objectives, and learner-related
variables.

The research by Podlinyayeva and Sytnyk (2023) examines cyber hygiene practices and the
necessity of educating schoolchildren about the fundamental principles of "cybersecurity” and its
associated challenges. The domain pertains to the safeguarding of digital information, operating
systems, computer networks, servers, databases, and both public and commercial institutions from
unwanted intrusion by unpermitted individuals. The study reveals the necessity of tailoring advice
to the maturity levels of particular children and consistently monitoring their online activity.
Promoting transparent communication, instituting explicit regulations and limits, and engaging
actively in their online interactions are crucial irrespective of age. Moreover, engaging parents and
caregivers in the instructional process helps strengthen internet hygiene and safety protocols.
PURPOSE OF THE STUDY

The incorporation of technology has become pervasive in the modern educational scene, which
highlights the vital necessity for instructors to maintain a high level of cyber hygiene. The need of
cultivating a safe and secure online environment cannot be emphasized, particularly in light of the
fact that classrooms are increasingly adopting digital platforms and online resources. Teachers, who
are major influencers, need to practice good cyber hygiene in order to not only protect critical
educational data but also effectively teach their pupils these essential skills. In order to confront the
wide variety of cyber dangers, ranging from phishing attempts to data breaches, it is essential to
have such information about cyber hygiene. This knowledge is crucial for ensuring that learning
activities continue without interruption. In the end, the application of cyber hygiene in educational
institutions is of the utmost importance for the creation of a digital learning environment that is
secure, resilient, and morally conscious.

The use of social media has become an essential component of contemporary life, exerting a
significant impact on a variety of facets of society, including the educational system. The way in
which students and teachers communicate with one another and learn has been fundamentally
altered as a result of the widespread use of social media platforms such as Facebook, Twitter, and
Instagram. Utilizing social media platforms allows for quick contact, the sharing of knowledge,
and collaboration, all of which contribute to an improved educational experience. Students have
the opportunity to participate in online debates, have access to educational resources, and connect
with peers and professionals from all around the world. The influence of social media on education,
on the other hand, is extensive and diverse.
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I'he objective of this research is to investigate the thoughts and feelings that teachers have on
the usage of social media for educational purposes, as well as the experiences that they have had
with using it. There was a favorable effect on students as a result of teachers' utilization of social
media for educational purposes. As a result of this research, educators who are interested in
addressing and engaging with students of the twenty-first century as well as other stakeholders in
education are provided with striking instances of how social media can be used effectively for
educational goals in practice.

T'eachers should be mindful of the potential negative effects that social media applications may
have on their pupils when they are working with them in their educational sector, This is because
these applications can have a significant impact on students. In order for teachers to ensure that
their students achieve academic achievement, it is imperative that they utilize educational apps in
a highly considerate manner. The term "password management" refers to the practice of
systematically deploying long-term solutions to secure and manage passwords for social media
sites. This process is referred to generally as "password management.” There is no possible way to
exaggerate the significance of making cyber hygiene a top priority for educators. The maintenance
of a state of constant alert and the accumulation of knowledge regarding the most effective
techniques to safeguard both themselves and their students are included in this.

It is the purpose of an online learning environment (OLE) for teachers to assist the teaching
and learning process in a digital arena. It does this by providing teachers with the tools and
resources they need to engage students and manage their learning. OLEs make it possible for
educators to offer curriculum, evaluate the progress of students, and cultivate a feeling of
community among students all at the same time. Attendance records, grades, and other personal
information are examples of the types of confidential information that teachers are responsible for
managing. Their understanding helps them better understand the necessity of preventing breaches
and illegal access to this data, which is a significant step in the right direction. Email, messaging
programs, and online platforms are regularly used by teachers to engage with students, parents, and
colleagues. It is imperative that teachers understand the importance of ensuring that their online
communication is secure. By being aware of the possibility of data leaks, they are able to protect
these channels and maintain professional communication standards. Therefore, the researcher
arrived at the conclusion that it is vital for educators to have a good awareness of cyber hygiene in
order to make use of social media in a secure manner and to efficiently manage online learning
environments in a fruitful manner when utilizing the internet. This was the conclusion that the
researcher got to.

METHODOLOGY OF THE PRESENT STUDY

This research is being executed utilizing the survey methodology. Data is collected from
teachers of the CBSC and Matric boards at the Sivanthi group of schools in Kundrathur, Chennai,
Tamil Nadu, India, via a random sample method. The data was gathered from fifty teachers. The
data is gathered from teachers across primary, middle, and high school levels. The tool was
developed for data collecting on cyber hygiene, social media, and online learning environments by
the Research Supervisor and the Researcher. The tool comprises 61 items, employing a scoring
system based on a 5-point Likert scale ranging from Strongly Agree to Strongly Disagree, assigned
scores of 5, 4, 3, 2, and 1, respectively. The highest score is 305, while the lowest score is 61.
RESEARCH QUESTIONS '

I. Is there is any significant difference between the CBSC and Matric Board details in Social-
Media, Cyber Hygiene and Online Learning Environment for the school teachers?
2. Is there is any significant difference between either the Usage of Laptop or Desktop user or

non-user teachers with respect to their Social-Media, Cyber Hygiene and Online Learning
Environment for the school teachers?
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3. Is there is any significant difference among the Subject Handling by the school teacher’s
language, science and other subject teachers in their Social media. Cvber Hygiene and
Online Learning Environment?
4. Is there is any significant relationship among Social-media, Cyber Hygiene and Online
Learning Environment.?
ANSWER TO THE RESEARCH QUESTIONS
1. Is there is any significant difference between the CBSC and Matric Board details in

Social-media, Cyber Hygiene and Online Learning Environment for the school teachers?

Social Media Cyber Hygiene Online Learning
Environment

= CBSC MATRIC

It is inferred from the above table that CBSC Board teachers have better Social-media, Cyber
Hygiene and Online Learning Environment usage (21.20, 44.80 and 28.76) than the Matric board
school teachers (18.12, 34.92 and 20.40). Furthermore, it has been noted that they exhibit
significance at a 1% level.

2. Isthere is any significant difference between either the Usage of Laptop/ Desktop in Social
media, Cyber Hygiene and Online Learning Environment for the school teachers?
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3. The above table suggests that school teachers who are Laptop/Desktop usage have better
Social Media and Cyber Hygiene compared to the non-users. Furthermore, it has been noted
that the social media and cyber hygiene is significant at a 5% level. Whereas, it is observed
that online learning environment are similar to both the laptop user or non-user.fs there is
any significant difference among the Subject Handling by the school teachers like
Tamil, Science, and Other subject teachers in Social media, Cyber Hygiene and Online

Learning Environment?

The above table suggests that who are the handling language subjects have better Social-Media,
cyber hygiene and online learning environment than the science teachers followed by the other
subject teachers and it is significant at 5% level. Further it is observed that all the subject teachers
do not differ in social-media and online learning environment.

4. Is there is any significant relationship among Social media, Cyber Hygiene and Online
Learning Environment??

Variable Social Media Cyber Hygiene Online Learning

Environment
Social Media 1 0.578** 0.659**
Cyber Hygiene ¢ 1 0.536**
Online Learning X X 1
Environment

It is inferred from the above table that the selected variables like social media, cyber hygiene
and online learning environment are positively correlated with each other. Moreover, it is noted
that all the selected variables are significant at 1% level.

Conclusion

It is concluded from the findings that CBSC board teacher have better social media, cyber
hygie_ne and online learning environment. Hence each and every teacher should be aware of cyber
security awareness so that theycan store their data in a well secure manner in social media and

their usage habit will also enable to have proper password management and they will have potential
to overcome the cyber threat.
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