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Abstract

The aviation industry operates in a highly dynamic and technology-dependent environment, where IT system failures can
disrupt flight operations, customer service, and safety protocols. Operational resilience refers to an airline's ability to
anticipate, withstand, respond to, and recover from these disruptions while maintaining safe and reliable services. This
study examines the operational resilience of IndiGo Airlines, India's largest low-cost carrier, by analyzing its
preparedness and response mechanisms for IT system failures. The study focuses on how IndiGo plans for technological
uncertainties, implements contingency and redundancy systems, manages real-time operations during disruptions, and
applies incident response strategies to ensure business continuity. Data was collected from secondary sources including
airline reports, regulatory publications, industry articles, and research studies. The findings evaluate the effectiveness of
IndiGo's IT resilience framework and provide insights into how Indian airlines can strengthen their preparedness to
handle future technological disruptions.

Keywords: Operational resilience, IT system failures, IndiGo Airlines, business continuity, airline management,
contingency planning, disaster recovery, aviation technology

and data connectivity issues can significantly disrupt
airline operations, leading to flight delays, passenger
L INTRODUCTION inconvenience, and financial losses. Therefore,
1.1 Aviation Industry Background operational resilience has become an essential

. . . component of airline management.
The aviation industry is one of the most dynamic and P &

rapidly evolving sectors in the global economy. It plays 1.2 Organizational Background
a vital role in facilitating international trade, tourism,
economic growth, and connectivity between regions.
The Indian aviation sector has experienced rapid
development, making India one of the fastest-growing
aviation markets in the world.

IndiGo Airlines is India's leading low-cost carrier and
the largest airline in terms of market share and fleet
size. Since its inception, the airline has focused on
maintaining operational efficiency, cost leadership, and
high on-time performance. IndiGo operates an
Modern airline operations are supported by complex IT extensive  domestic  network  with  expanded
infrastructure integrating flight scheduling, passenger international routes across Asia and the Middle East.
reservations, crew management, maintenance planning,
baggage handling, and customer service. The seamless
functioning of such systems ensures on-time
performance, efficient resource utilization, and
improved passenger experience.

Due to the scale and complexity of its operations, any
disruption in IT infrastructure can affect multiple
aspects of airline functioning including check-in
services, boarding procedures, baggage management,
and communication between operational teams.
However, the increasing dependence. on digital 1.3 Problem Identification
platforms has also introduced new operational risks. IT

system failures, software malfunctions, cyber threats, Airline operations are highly dependent on integrated
technological systems. IT system failures can disrupt
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flight scheduling, delay passenger handling, and
interrupt communication between departments. Recent
incidents within the aviation industry highlight the risks
associated with technological disruptions, particularly
the vulnerability of airlines lacking effective
contingency planning.

1.4 Need for the Study

The growing reliance on digital infrastructure in airline
operations has increased the importance of operational
resilience. This study is particularly relevant as it
examines IndiGo Airlines, a major player in the Indian
aviation market, evaluating its preparedness for IT
failures to provide insights into best practices and
highlight areas requiring improvement.

1.5 Objectives of the Study

The main objective is to analyze operational resilience
in airline operations with a focus on IT system failures.
Specific objectives include: (a) to analyze the role of IT
systems in airline operations; (b) to identify operational
challenges caused by IT system failures; (c) to evaluate
IndiGo's preparedness for technological disruptions; (d)
to examine response mechanisms adopted during IT
system incidents; (¢) to assess operational resilience
strategies implemented by the airline; and (f) to provide
recommendations for improving IT resilience in airline
operations.

1.6 Scope of the Study

The scope is limited to examining the operational
resilience of IndiGo Airlines in the context of IT system
failures, focusing on preparedness strategies,
contingency planning, and response mechanisms. The
analysis is primarily based on secondary data sources
such as airline reports, regulatory publications, research
journals, and industry articles.

1.7 Significance of the Study

This study contributes to understanding the importance
of operational resilience in airline management. It
highlights the role of IT systems in supporting airline
operations and examines the risks associated with
technological disruptions. The research is beneficial for
aviation students, airline professionals, and researchers
interested in operational risk management.

II. LITERATURE REVIEW

2.1 Introduction

The literature reviewed focuses on operational
resilience, IT system failures in aviation, crisis
management strategies, and technological integration in
airline operations. Three dominant themes emerged:
technology's  transformational impact, structural
vulnerabilities, and demand-side disruption
management.

2.2 Previous Studies

Jayendra Gokhale (2016), wusing event study
methodology based on airline stock market reactions,

found that IT failures do not have a strong long-term
negative impact on firm value, and that crisis response
speed is more decisive than the severity of the failure
itself — wunderscoring the primacy of recovery
mechanisms  over incident prevention alone.
Complementing this, Dalal and Chhillar (2012), through
a qualitative multi-case study across industries
including aviation, established that software failures
manifest across multiple stages and create cascading
operational and safety risks, reinforcing the need for
rigorous system design, testing, and continuous
monitoring throughout the IT lifecycle.

From a service recovery perspective, Bamford and
Xystouri (2005) conducted an action research-based
case study of an international airline and concluded that
effective recovery depends not only on technical
infrastructure but equally on human factors such as
employee communication and motivation. Their
findings suggest that managerial support and structured
service recovery processes are fundamental to restoring
customer trust after a disruption. Similarly, Pettit et al.
(2016), in an exploratory study of U.S. Air Force
aviation operations, argued that resilience is
fundamentally an organizational capability —
specifically, the ability to shift operational modes
swiftly through flexibility, rapid decision-making, and
structured transitions during and after adverse events.

Biilbiil (2022), through a literature-based analytical
review, highlighted that airline operations are deeply
interconnected, meaning a single failure in one system
can trigger cascading delays across the entire network.
The study advocated for structured disruption
management using operational research techniques to
strengthen systemic resilience. This theme was further
reinforced by Tae, Pang, and Greenwood (2020), whose
econometric analysis demonstrated that IT disruptions
in one carrier spill over to affect competitor airlines
through shared infrastructure, with the impact being
particularly acute for full-service carriers.

On the infrastructure side, Jassim Haji (2016) reviewed
airline business continuity frameworks and found that
many carriers lacked adequately developed disaster
recovery systems, concluding that robust DR
infrastructure is essential to protect revenue flow and
ensure operational stability during digital failures.
Building on this, Hemanth Kumar (2025) assessed
cloud-based disaster recovery and found that while
cloud platforms significantly improve resilience
through reduced downtime and scalability, they
simultaneously introduce cybersecurity vulnerabilities
demanding strong governance frameworks. Belobaba,
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Swelbar, and Barnhart (2009), in an analytical review of
IT applications in airline operations, concluded that IT
is critical for reservations and passenger processing,
with innovations like e-ticketing improving efficiency
and reducing costs — though applications in emerging
markets remain underexplored.

2.3 Industry Practices

Airlines worldwide adopt various operational resilience
strategies including centralized operations control
centers, backup servers, cloud-based platforms, and
regular simulation exercises. Passenger communication
via mobile applications, SMS alerts, and customer
service platforms is widely regarded as essential for
managing disruption impact.

2.4 Regulatory Framework

The aviation industry operates under strict regulatory
frameworks. The International Civil Aviation
Organization (ICAO) provides guidelines for safety
management and risk mitigation. In India, the
Directorate General of Civil Aviation (DGCA) and the
Ministry of Civil Aviation (MoCA) regulate airline
operations. The International Air Transport Association
(IATA) provides operational best practices.

2.5 Outcome and Research Gap

The literature review indicates that operational
resilience is a critical requirement in modern airline
management. However, limited research focuses
specifically on IT system failures within the Indian
airline context. Many studies discuss general crisis
management strategies without analyzing real-time
operational response mechanisms in Indian conditions
— a gap this study addresses.

III. RESEARCH METHODOLOGY

3.1 Research Design

This study adopts both descriptive and exploratory
research approaches, following a case study design
focused on IndiGo Airlines. The case study method is
suitable for analyzing real-world operational situations
and understanding the effectiveness of resilience
strategies within their real-life context.

3.2 Data Sources

The study is based on secondary data collected from
airline annual and operational reports, aviation research
journals, regulatory guidelines (DGCA, ICAO, TATA),
industry articles and case studies, and official airline
announcements. Analysis of the 2025 IndiGo IT system
incident is based on credible news sources and official
communications.

3.3 Sampling and Analysis Tools

Purposive sampling was used, selecting IndiGo Airlines
due to its status as India's largest carrier with extensive

IT dependency. Qualitative analysis tools include case
study analysis, comparative analysis with industry
practices, document analysis, and operational response
evaluation.

3.4 Research Framework

The research framework evaluates operational
resilience through three key components: (1)
Preparedness — contingency planning and system
redundancy; (2) Response — operational coordination
and communication during disruptions; and (3)
Recovery — restoring normal operations and
minimising passenger inconvenience.

3.5 Limitations

The study is limited by reliance on secondary data,
single-case focus, and dependence on publicly available
information. Despite these constraints, the case study
approach provides meaningful practical insights into
operational resilience in Indian aviation.

IV. COMPANY PROFILE — INDIGO
4.1 Background and Business Model

IndiGo commenced operations in 2006 with the
objective of providing affordable and efficient air
travel. It adopted a low-cost carrier model, focusing on
cost efficiency, high aircraft utilization, and a
standardized fleet primarily consisting of Airbus
aircraft. This model has contributed significantly to its
growth and dominant market position.

4.2 Role of Technology in Operations

Technology plays a central role in IndiGo's operational
framework. The airline relies on integrated IT systems
for flight scheduling, crew management, ticket
reservations, passenger check-in, baggage handling, and
communication. Real-time data sharing across
departments enhances decision-making and operational
efficiency, but also increases vulnerability when
systems fail.

4.3 Operational Strengths and Challenges

IndiGo's operational strengths include efficient cost
management, high aircraft utilization, and strong
network presence. Challenges include IT system
dependency, operational disruptions, increasing
competition, and infrastructure constraints — making
effective contingency planning and resilience strategies
essential.

V.IT SYSTEMS IN AIRLINE OPERATIONS

5.1 Role of IT in Airline Operations

IT systems support a wide range of operational
functions including managing flight schedules, handling
passenger reservations, processing ticketing and
payments, monitoring aircraft performance, managing
crew scheduling, supporting check-in and boarding,
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facilitating communication, and tracking baggage
movement.

Table 2. Key Airline IT Systems and Their Functions

System Function

Reservation Manages bookings and ticketing across
System all channels

Departure Control | Handles check-in, boarding, and

System (DCS) baggage tagging

Crew Manages crew scheduling per
Management regulatory duty limits

System

Flight Operations | Monitors flights, routes, and weather in
System real time

Maintenance & Tracks inspections, repairs, and

Engineering technical performance

System

Communication Coordinates between departments and
Systems external stakeholders

Baggage Tracks and routes passenger luggage

Handling System | end to end

Revenue Optimizes dynamic pricing and seat
Management allocation
System

5.2 Integrated IT Architecture

Modern airlines use integrated IT architecture
connecting multiple systems into a unified framework.
This allows seamless data flow between departments.
However, the interconnected nature also increases risk
— failure in one system can create cascading failures
across other operational functions, making redundancy
and backup mechanisms critical.

5.3 Cybersecurity Considerations

Cybersecurity is critical in airline IT systems due to the
sensitive nature of passenger and operational data.
Airlines implement firewalls, encryption, and
continuous monitoring to protect against cyber threats
including hacking, malware, and ransomware — each
capable of disrupting operations or compromising data
security.

VL IT SYSTEM FAILURES IN AVIATION
6.1 Nature and Types of Failures

IT system failures in aviation vary in scale, duration,
and impact. A key characteristic is their interconnected
effect — failure in one system such as a reservation
platform can affect check-in, boarding, and
communication systems simultaneously. Types of
failures include hardware failures (server or network
equipment malfunction), software failures (bugs or
improperly  tested updates), network failures
(disruptions in communication between systems),
cybersecurity incidents, database failures (corruption of

critical data stores), and human error (incorrect
configuration or operational mistakes).

Table 3. Common IT System Failures in Airlines

Failure Description Operational Impact

Type

Hardware Server or system System

Failure breakdown unavailability, data
inaccessibility

Software Bugs or system Incorrect processing,

Failure crashes booking disruption

Network Internet/connectivity | Coordination

Failure issues breakdown, real-time
data loss

Human Incorrect data entry | Operational errors,

Error or configuration scheduling conflicts

Cyber Malware or Data breach, system

Attack unauthorized access | shutdown,

reputational damage

6.2 Impact on Operations and Passengers

IT system failures have a widespread impact across
operational areas. Reservation systems may become
unavailable; departure control failures cause check-in
delays; flight operations face scheduling disruptions;
and communication breakdowns complicate
coordinated responses. Passengers experience delays,
cancellations, baggage issues, and reduced trust in the
airline.

6.3 Financial Impact

IT system failures result in significant financial losses
through operational disruptions, passenger
compensation, accommodation, and rebooking costs.
Revenue loss from inability to process bookings,
combined with recovery and infrastructure upgrade
costs, represents a substantial financial burden for
affected airlines.

VII. OPERATIONAL RESILIENCE STRATEGIES

7.1 Components of Operational Resilience

Operational resilience is built on three fundamental
components: (1) Preparedness — identifying risks and
implementing preventive measures; (2) Response —
actions taken during disruption to manage the situation;
(3) Recovery — restoring normal operations efficiently.
These components must be implemented in a
coordinated manner.

Table 4. Airline IT Resilience Strategies

Strategy Purpose Implementation

Redundancy | Backup systems for | Duplicate servers,

Systems continuity data centers,
networks

Cloud Scalable, available | Cloud-hosted critical

Computing operations systems with auto-
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Strategy Purpose Implementation

failover

Data Backup | Prevents data loss | Regular automated

backups at off-site

locations
Disaster Restores operations | Documented
Recovery after failure procedures; tested
Plan quarterly
Real-time Detects issues early | Automated alerts;
Monitoring 24/7 NOC coverage

7.2 Preparedness and Redundancy

Preparedness strategies include risk assessments,
contingency plan development, regular system testing,
and staff training. Redundancy — maintaining duplicate
systems or backup infrastructure — is one of the most
important  resilience strategies. Backup servers,
alternative data centers, and duplicate networks ensure
operations can continue even if primary systems fail.

7.3 Disaster Recovery and Business Continuity
Planning

Disaster recovery planning develops structured
procedures for system recovery and data restoration.
Business continuity planning ensures essential
operations continue during disruptions by identifying
critical functions and developing backup processes.
Regular testing of both plans is essential, as untested
plans often fail during real incidents.

7.4 Communication and Staff Training

Effective communication is a key component of
resilience. Airlines must communicate clearly with
passengers, employees, airport authorities, and
stakeholders during disruptions. Staff training programs
equip ground staff, cabin crew, and operational teams
with decision-making, coordination, and problem-
solving skills under pressure.

VIII. CASE STUDY: INDIGO IT SYSTEM
FAILURE (2025)

8.1 Background of the Incident

In December 2025, IndiGo experienced a major
operational disruption across its network, resulting in
large-scale flight cancellations. During the initial phase,
more than 2,000 flights were cancelled within a few
days, with total cancellations reaching approximately
4,500 flights. The disruption affected over 10 lakh
passengers across multiple airports in India.

The disruption was primarily associated with
operational and scheduling challenges linked to
adjustments required due to revised Flight Duty Time
Limitation (FDTL) regulations, compounded by high
dependence on integrated IT systems for scheduling,
coordination, and communication.

8.2 Operational and Passenger Impact

Passenger check-in processes slowed due to system
unavailability, resulting in longer queues and increased
waiting times. Boarding procedures were affected,
causing flight departure delays. Coordination between
ground handling teams and operations control centers
was disrupted by limited access to real-time data,
making quick decision-making difficult.

8.3 Response Measures Adopted

In response to the disruption, IndiGo activated manual
check-in procedures, deployed alternative
communication channels between operational teams,
and engaged technical teams to identify and restore
system functionality. The role of Salesforce Service
Cloud CRM was significant in managing the surge in
passenger communications and service requests during
the disruption.

Table 5. IndiGo IT Resilience Mechanisms

Mechanism Role During Disruption

Salesforce Service
Cloud (CRM)

Managed passenger
communications and service
requests at scale

Backup Servers Maintained system availability

during primary system failure

Automated Alerts Detected system issues quickly and

triggered response actions

Handled technical failures and
coordinated system restoration

IT Support Teams

SOP Guidelines Provided standardized manual

procedures for staff to follow

8.4 Recovery Process and Lessons Learned

Technical teams worked on resolving the system
problem and reinstated functionality in a phased
manner, prioritizing critical functions such as check-in
and boarding. The incident highlighted the importance
of strengthening system redundancy, improving
communication strategies, and regular testing of
contingency plans.

8.5 Analysis of Operational Resilience

The case study shows IndiGo demonstrated a moderate
level of operational resilience. Contingency planning
and trained staff helped manage the situation, but gaps
in system redundancy and initial communication
efficiency were revealed. The analysis underscores that
operational resilience depends not only on technological
systems but also on effective human coordination.

IX. DATA ANALYSIS AND FINDINGS

9.1 Analysis Against Research Objectives

Objective 1 — Role of IT systems: IT systems form the
backbone of airline operations. All major functional
areas depend on integrated digital platforms, improving
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efficiency but creating systemic vulnerabilities
requiring resilience strategies.

Objective 2 — Impact of failures: IT failures have
cascading effects across operations. The IndiGo 2025
disruption demonstrates how integrated systems, when
compromised, amplify operational challenges across
passenger handling, scheduling, and inter-departmental
coordination.

Objective 3 — Preparedness strategies: Contingency
plans, backup systems, and manual procedures are
essential but must be regularly tested. Effectiveness of
preparedness depends entirely on implementation
quality and frequency of evaluation.

Objective 4 — Response mechanisms: Airlines respond
by activating contingency procedures, manual
processes, and alternative communication. The IndiGo
case revealed initial communication gaps and
coordination delays, indicating the need for more
structured response protocols.

Objective 5 — Recovery strategies: Timely technical
intervention and phased recovery prioritizing critical
systems are key. Efficient recovery significantly
reduces financial and operational impact.

Table 6. Impact Analysis of IT System Failures

Impact Area Effect

Flight Delays Schedule disruption across the
network

Customer Passenger dissatisfaction and

Experience increased complaint volume

Revenue Loss Financial impact from cancellations

and compensation

Data Integrity Errors in records and booking data

Loss of customer trust and media
attention

Brand Reputation

Table 7. Operational Impact of IndiGo Disruption

(December 2025)
Parameter Impact
Flight Approximately 4,500 flights
Cancellations
Passengers Over 10 lakh passengers
Affected
Nature of Scheduling challenges and IT system
Disruption dependency

Operational Impact | Delays, cancellations, increased staff
workload

Recovery Effort Gradual phased restoration of

operations

9.2 Key Findings
IT systems are essential for efficiency and coordination
in airline operations. System failures create cascading

effects across multiple operational functions. Backup
procedures and manual operations support continuity
during disruptions. Staff training significantly enhances
effectiveness of response mechanisms. Communication
strategies are crucial for managing passenger
expectations during failures. Recovery planning helps
reduce operational delays and financial losses.
Redundancy systems are necessary but require
continuous strengthening and testing. Interdepartmental
coordination is critical for effective disruption
management. Operational resilience improves overall
service reliability and airline performance. Continuous
monitoring and risk assessment help prevent major
disruptions.

X. RECOMMENDATIONS AND CONCLUSION

10.1 Recommendations

Based on the analysis of operational resilience practices
and the IndiGo 2025 incident, the following
recommendations are proposed:

Table 8. Recommendations and Expected Benefits

Area Recommendation Expected Benefit
1T Invest in multi-layer | Reduces system
Infrastructure redundancy: backup | failure risk;

servers, cloud-based | ensures continuity
solutions, distributed
data centers

Contingency Conduct regular Improves

Planning scenario-based preparedness;
simulations identifies
replicating IT planning gaps
failures

Staff Training | Develop Better response
comprehensive handling under
training in manual pressure
procedures, crisis
communication, and

coordination
Communication | Strengthen internal Improves
Systems and external passenger trust
communication and coordination
platforms for real- efficiency

time updates

Monitoring Adopt Al-powered
Tools predictive analytics
and automated
monitoring for early
failure detection

Early detection
prevents major
disruptions

Disaster Develop, regularly Faster restoration;
Recovery update, and test minimized
detailed recovery downtime

procedures with
clearly defined roles

Stakeholder
Coordination

Efficient multi-
stakeholder
response

Establish clear
communication
protocols with
airports, ground
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Area Recommendation Expected Benefit
handlers, and
regulators
Continuous Conduct post- Long-term
Improvement incident analysis operational

after every disruption | resilience
and incorporate
lessons into future
planning

10.2 Conclusion

The aviation industry is highly dependent on IT systems
for managing complex and time-sensitive operations.
This study examined the operational resilience of
IndiGo Airlines in handling IT system failures, with a
focus on preparedness, response, and recovery
strategies.

The 2025 operational disruption experienced by IndiGo
clearly  demonstrates how  large-scale  system
dependencies can lead to widespread operational
challenges, emphasizing the critical need for strong
resilience frameworks. Preparedness strategies such as
contingency planning, redundancy systems, and staff
training play a crucial role in reducing disruption
impact.

Overall, the study concludes that operational resilience
is essential for maintaining reliability and service
quality in airline operations. A balanced combination of
technological infrastructure, organizational planning,
and human coordination is necessary to achieve
effective resilience. Future research should extend this
analysis to other Indian airlines and incorporate
quantitative  metrics for measuring resilience
effectiveness.
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