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Abstract:

A growing widerange use of wi-fi or mobile hotspots in public are prone to various risks in wireless environment. There

is a significant risk of contracting different attacks resulting in falling victim to unauthorized attackers, particularly when

utilizing Access points in different government sector office etc. Information protection requires the detection of

unauthorized Access points. The main objective of the proposed work is to uses machine learning methods to assess

the round trip time data set values in order to identify authorized and illegitimate Access points in wireless

environments. Three different machine learning algorithms employed in the proposed work are Support vector machine,

Random forests and K-Nearest Neighbors and their performance were analysed. The empirical results shows that

Random forest algorithm achieves maximum accuracy of 99% compared to other machine learning models.
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I. INTRODUCTION

In today's world, wireless WiFi, also known as "Wireless Fidelity," is technology that has revolutionized internet

connectivity and mobility. WiFi essentially uses radio waves to transfer data in wireless medium between devices,

doing away with the requirement for conventional connected connections.
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Identification of Unauthorized Access Point in Wireless Network using... https://ieeexplore.ieee.org/abstract/document/11073979

1 of 2 03-11-2025, 20:56

https://ieeexplore.ieee.org/browse/conferences/title/
https://ieeexplore.ieee.org/browse/conferences/title/
https://ieeexplore.ieee.org/xpl/conhome/11073783/proceeding
https://ieeexplore.ieee.org/xpl/conhome/11073783/proceeding
https://ieeexplore.ieee.org/Xplorehelp/ieee-xplore-training/working-with-documents#interactive-html
https://ieeexplore.ieee.org/Xplorehelp/ieee-xplore-training/working-with-documents#interactive-html
https://ieeexplore.ieee.org/Xplorehelp/ieee-xplore-training/working-with-documents#interactive-html
https://ieeexplore.ieee.org/Xplorehelp/ieee-xplore-training/working-with-documents#interactive-html
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
https://ieeexplore.ieee.org/author/466760632476588
https://ieeexplore.ieee.org/author/466760632476588
https://ieeexplore.ieee.org/author/466760632476588
https://ieeexplore.ieee.org/author/511325458805903
https://ieeexplore.ieee.org/author/511325458805903
https://ieeexplore.ieee.org/author/511325458805903
https://ieeexplore.ieee.org/author/823404277028833
https://ieeexplore.ieee.org/author/823404277028833
https://ieeexplore.ieee.org/author/823404277028833
https://ieeexplore.ieee.org/author/37088755758
https://ieeexplore.ieee.org/author/37088755758
https://ieeexplore.ieee.org/author/37088755758
https://ieeexplore.ieee.org/author/37085843369
https://ieeexplore.ieee.org/author/37085843369
https://ieeexplore.ieee.org/author/37085843369
https://ieeexplore.ieee.org/author/37086402476
https://ieeexplore.ieee.org/author/37086402476
https://ieeexplore.ieee.org/author/37086402476
javascript:void()
javascript:void()
https://ieeexplore.ieee.org/abstract/document/11073979
https://ieeexplore.ieee.org/abstract/document/11073979
https://ieeexplore.ieee.org/abstract/document/11073979
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
https://ieeexplore.ieee.org/abstract/document/11073979/authors
https://ieeexplore.ieee.org/abstract/document/11073979/authors
https://ieeexplore.ieee.org/abstract/document/11073979/authors
https://ieeexplore.ieee.org/abstract/document/11073979/figures
https://ieeexplore.ieee.org/abstract/document/11073979/figures
https://ieeexplore.ieee.org/abstract/document/11073979/figures
https://ieeexplore.ieee.org/abstract/document/11073979/references
https://ieeexplore.ieee.org/abstract/document/11073979/references
https://ieeexplore.ieee.org/abstract/document/11073979/references
https://ieeexplore.ieee.org/abstract/document/11073979/keywords
https://ieeexplore.ieee.org/abstract/document/11073979/keywords
https://ieeexplore.ieee.org/abstract/document/11073979/keywords
https://ieeexplore.ieee.org/abstract/document/11073979/metrics
https://ieeexplore.ieee.org/abstract/document/11073979/metrics
https://ieeexplore.ieee.org/abstract/document/11073979/metrics
https://ieeexplore.ieee.org/abstract/document/11073979/similar
https://ieeexplore.ieee.org/abstract/document/11073979/similar
https://ieeexplore.ieee.org/abstract/document/11073979/similar
https://ieeexplore.ieee.org/xpl/conhome/11073783/proceeding
https://ieeexplore.ieee.org/xpl/conhome/11073783/proceeding
https://doi.org/10.1109/ICIMA64861.2025.11073979
https://doi.org/10.1109/ICIMA64861.2025.11073979


IEEE Personal Account

CHANGE USERNAME/

PASSWORD

Purchase Details

PAYMENT OPTIONS

VIEW PURCHASED

DOCUMENTS

Profile Information

COMMUNICATIONS

PREFERENCES

PROFESSION AND

EDUCATION

TECHNICAL INTERESTS

Need Help?

US & CANADA: +1 800

678 4333

WORLDWIDE: +1 732

981 0060

CONTACT & SUPPORT

Follow

   

About IEEE Xplore | Contact Us | Help | Accessibility | Terms of Use | Nondiscrimination Policy | IEEE Ethics Reporting | Sitemap |

IEEE Privacy Policy

A public charity, IEEE is the world's largest technical professional organization dedicated to advancing technology for the benefit of humanity.

© Copyright 2025 IEEE - All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies.

Identification of Unauthorized Access Point in Wireless Network using... https://ieeexplore.ieee.org/abstract/document/11073979

2 of 2 03-11-2025, 20:56

https://innovate.ieee.org/interested-in-a-subscription-for-your-organization/?LT=XPLLG_XPL_2020_SUB_Conferences300x250_Sub-NFT
https://innovate.ieee.org/interested-in-a-subscription-for-your-organization/?LT=XPLLG_XPL_2020_SUB_Conferences300x250_Sub-NFT
https://www.ieee.org/profile/changeusrpwd/showChangeUsrPwdPage.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/changeusrpwd/showChangeUsrPwdPage.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/changeusrpwd/showChangeUsrPwdPage.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/changeusrpwd/showChangeUsrPwdPage.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/payment/showPaymentHome.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/payment/showPaymentHome.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://ieeexplore.ieee.org/articleSale/purchaseHistory.jsp
https://ieeexplore.ieee.org/articleSale/purchaseHistory.jsp
https://ieeexplore.ieee.org/articleSale/purchaseHistory.jsp
https://ieeexplore.ieee.org/articleSale/purchaseHistory.jsp
https://www.ieee.org/ieee-privacyportal/app/ibp?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/ieee-privacyportal/app/ibp?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/ieee-privacyportal/app/ibp?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/ieee-privacyportal/app/ibp?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/profedu/getProfEduInformation.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/profedu/getProfEduInformation.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/profedu/getProfEduInformation.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/profedu/getProfEduInformation.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/tips/getTipsInfo.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/tips/getTipsInfo.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
tel:+1-800-678-4333
tel:+1-800-678-4333
tel:+1-800-678-4333
tel:+1-800-678-4333
tel:+1-732-981-0060
tel:+1-732-981-0060
tel:+1-732-981-0060
tel:+1-732-981-0060
https://ieeexplore.ieee.org/xpl/contact
https://ieeexplore.ieee.org/xpl/contact
https://www.facebook.com/IEEEXploreDigitalLibrary/
https://www.facebook.com/IEEEXploreDigitalLibrary/
https://www.facebook.com/IEEEXploreDigitalLibrary/
https://www.facebook.com/IEEEXploreDigitalLibrary/
https://www.instagram.com/ieeexplore_org
https://www.instagram.com/ieeexplore_org
https://www.instagram.com/ieeexplore_org
https://www.instagram.com/ieeexplore_org
https://www.linkedin.com/showcase/ieee-xplore
https://www.linkedin.com/showcase/ieee-xplore
https://www.linkedin.com/showcase/ieee-xplore
https://www.linkedin.com/showcase/ieee-xplore
https://www.youtube.com/ieeexplore
https://www.youtube.com/ieeexplore
https://www.youtube.com/ieeexplore
https://www.youtube.com/ieeexplore
https://twitter.com/IEEEXplore?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://twitter.com/IEEEXplore?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/about-ieee-xplore
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/about-ieee-xplore
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/about-ieee-xplore
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/about-ieee-xplore
https://ieeexplore.ieee.org/xpl/contact
https://ieeexplore.ieee.org/xpl/contact
https://ieeexplore.ieee.org/Xplorehelp
https://ieeexplore.ieee.org/Xplorehelp
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/accessibility-statement
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/accessibility-statement
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/terms-of-use
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/terms-of-use
http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html
http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html
http://www.ieee-ethics-reporting.org/
http://www.ieee-ethics-reporting.org/
http://www.ieee-ethics-reporting.org/
http://www.ieee-ethics-reporting.org/
http://www.ieee-ethics-reporting.org/
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/ieee-xplore-sitemap
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/ieee-xplore-sitemap
http://www.ieee.org/about/help/security_privacy.html
http://www.ieee.org/about/help/security_privacy.html

