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Preface 

“The journey of a thousand miles begins with one step.” – Lao Tzu 
We are happy to present the proceedings of the 1st International Workshop on AI & 

ML Frontiers: Cross-Disciplinary Applications and Case Studies (AI-FCDAC 2025), a 
new initiative which was part of the 4th International Conference on Advancements in 
Smart Computing and Information Security (ASCIS 2025). The workshop announced 
a separate call for papers, inviting original research contributions under the two major 
tracks, namely, Core AI Technologies and Cross-Disciplinary Applications. We were 
glad to receive 64 papers and based on open peer reviews by eminent academicians, 
appear here in the globally recognized Springer CCIS series in Open Access mode. Our 
sincere thanks to the editorial board of Springer CCIS for providing the publication 
support. 

Each submitted paper underwent 3 peer reviews for the purpose of shortlisting. Our 
sincere thanks to the Technical Program Committee (TPC) members who were very 
supportive in the review process. 

We thankfully acknowledge the sponsors who contributed generously towards the 
successful conduct of ASCIS 2025, including GUJCOST, Samatrix.io, D-Link, K7 Inter-
national and MNS Technologies. These collaborations enriched the conference and 
extended its outreach. 

The keynotes addressed several recent technological advancements whereas the 
hands-on workshops provided practical exposure to the students and participants. We 
believe that this volume titled “AI-FCDAC 2025 Proceedings” will benefit those seeking 
research solutions in the fields it covers. 

December 2025 Sridaran Rajagopal 
Priti Srinivas Sajja
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Abstract. Digital images serve as a vital source of evidence in forensic inves-
tigations, containing metadata that can reveal timestamps, device characteristics, 
geolocation details, and editing history. However, this metadata is highly vul-
nerable to alteration, removal, and degradation during routine handling, thereby 
creating challenges in maintaining authenticity and evidentiary reliability. This 
study evaluates the integrity and performance of open-source metadata extraction 
tools to support more accurate and trustworthy forensic analysis. The research 
process consisted of two stages. The first stage assessed the forensic soundness of 
five widely used tools by verifying that metadata extraction did not alter the origi-
nal files. The second stage examined their accuracy, completeness, and resilience 
across various image transformations using a custom dataset across 10 metadata 
fields. The result shows that although all tools preserved evidence integrity, their 
ability to recover metadata varied considerably, with fragile fields such as Unique 
Image ID and location information poorly recovered. Among the tested tools, 
Exif Tool demonstrated the most balanced performance across accuracy (95.8%), 
completeness (64.3%), and efficiency. This study provides practical guidance for 
investigators, forensic educators, and tool developers by highlighting the strengths 
and limitations of these solutions. Its findings support enhanced forensic train-
ing and the development of more reliable open-source metadata extraction tools

© The Author(s) 2026 
R. Sridaran and S. Priti (Eds.): AI-FCDAC 2025, CCIS 2866, pp. 1–20, 2026. 
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and methodologies to strengthen the admissibility and credibility of image-based 
digital evidence. 

Keywords: Digital Forensics · Image Metadata Reliability · Metadata Extraction 
Tools · Forensic Analysis · Multimedia Forensics · Forensic Soundness 

1 Introduction 

1.1 Forensic Significance of Image Metadata 

In digital forensics, image metadata serves as a critical source of contextual information 
that can support or disprove evidence presented in legal investigations. Embedded within 
digital image files, metadata often contains timestamps, geolocation data, camera make 
and model, editing history, and other attributes essential to reconstructing events and 
verifying authenticity [1, 2]. This data can be crucial in determining whether a photograph 
was taken at a specific time or location, whether it has been altered, or whether it 
originated from a particular device [3]. 

Given its evidentiary value, the accuracy and completeness of extracted image meta-
data are paramount in forensic analysis [4, 5]. However, metadata is inherently fragile as 
it can be easily manipulated, stripped by social media platforms, or altered during image 
editing [3, 5, 6]. Thus, the tools used for metadata extraction must be both technically 
robust and forensically sound, ensuring that the process preserves the integrity of the 
evidence and is defensible in court. As seen in Fig.1, using tools that are not forensically 
sound can result in misinterpretation of the results, causing the evidence to be considered 
unreliable. 

Fig. 1. A typical flow of evidence seizure to judicial decision-making 

Beyond technical performance, the legal admissibility of metadata in courts requires 
that the evidence handling procedures follow established protocols for maintaining the 
integrity of digital evidence. According to the Federal Rules of Evidence (FRE) [7, 
8], specifically Rule 902 (13 & 14), digital evidence must be authenticated through 
evidence of the integrity of the data. In forensic contexts, this means that the digital 
evidence must not be altered, and tools used must not alter the original image file during
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metadata extraction. To ensure the integrity of digital evidence, it is crucial to create 
forensic backups of original data, employing methods like bit-for-bit duplication and 
cryptographic hashing, while adhering to established guidelines such as those from 
NIST and ISO/IEC 27037:2012 [9–11] to maintain the chain of custody (CoC) and 
authenticity of evidence. 

The Daubert Standard and Frye Standard [12, 13] which govern the admissibility of 
scientific evidence in U.S. courts, require that forensic methods and tools used in legal 
proceedings be both reliable and well-established. Tools that provide transparent and 
reproducible results are often preferred in forensic investigations due to their method-
ological rigor and long-standing use in the field. However, as [14] pointed out, the lack 
of tool validation for court use is a significant limitation in current forensic research. 

The Forensic Tool Validation [15], as recommended by the National Institute of 
Standards and Technology (NIST), emphasizes the importance of validating the forensic 
integrity of metadata extraction tools. Nanda Diaz et al. [14] and Albalawi [16] both 
emphasized the need for tools that maintain forensic soundness and chain of custody to 
ensure that the metadata extracted from digital images remains admissible in court. 

By assessing each tool’s ability to preserve metadata integrity and maintain a reliable 
chain of custody [17], this study attempts to identify which open-source tools produce 
the most complete and accurate results under forensic conditions, thereby clarifying their 
suitability for real investigations and legal proceedings. 

1.2 Evolution of the Exif Standard 

Exif is a standardized metadata format developed by the Japan Electronics and Informa-
tion Technology Industries Association (JEITA) to store technical information within 
image and audio files, primarily JPEG, TIFF, and WAV formats [2, 18]. Introduced in 
1995, Exif enables digital cameras and imaging devices to embed a variety of data into 
captured media, enhancing interoperability and facilitating image management across 
different platforms and applications [19]. The Exif standard encompasses a wide range 
of metadata, including: Camera Information such as the make and model, Image Settings 
and Timestamps, indicating when the photo was taken, GPS coordinates, among others 
[18]. Fig. 1 illustrates a high-level view of the metadata embedding process. 

Over the years, the Exif standard has undergone several revisions to accommodate 
advancements in imaging technology and user needs. 

Version 2.0: Introduced support for the sRGB color space and compressed thumb-
nails. Version 2.2 added support for Adobe RGB color space and included provisions 
for audio annotations [20]. Version 2.3: Enhanced GPS support and added tags for lens 
information. Version 3.0, released in 2023, introduced support for UTF-8 encoding, 
allowing for a broader range of character sets in metadata [21]. 

While several proprietary forensic suites offer metadata analysis, open-source tools 
have become increasingly popular due to their accessibility, transparency, and flexibility. 
Digital investigators and researchers alike frequently employ tools such as Exif Tool and 
Image Magick. 

Existing documentation for these tools mainly addresses functionality and usage, 
not forensic applicability. It often lacks standardized testing, systematic comparison 
of extraction accuracy, and evaluation of metadata manipulation handling. This study



4 B. Guwor et al.

Fig. 2. High-level view of metadata embedding process 

contributes to solving these gaps by critically evaluating the forensic reliability of widely 
used open-source tools under realistic scenarios. 

1.3 Research Gap 

Although digital images are widely acknowledged as a valuable source of forensic evi-
dence, existing metadata extraction tools often demonstrate inconsistencies in capturing 
complete and reliable information. While prior studies have explored metadata anal-
ysis, limited attention has been given to a systematic evaluation of the reliability and 
completeness of widely used open-source metadata extraction tools. The lack of a com-
prehensive assessment exposes investigators to risks of partial or misleading metadata, 
which in turn can weaken the credibility and admissibility of forensic findings in legal 
proceedings. 

1.4 Contribution/Scope of this Paper 

This paper contributes to existing knowledge by conducting a comprehensive evalua-
tion of five (5) metadata extraction tools in image-based forensic analysis. Specifically, it 
assesses their reliability in accurately retrieving metadata attributes (such as timestamps, 
geolocation, device information, and editing history) and examines their completeness in 
preserving contextual details critical for investigation. By highlighting the strengths and 
limitations of these tools, the study contributes practical insights for forensic practition-
ers, promotes the development of more robust solutions, and strengthens the integrity of 
digital evidence in judicial processes. The following research questions are addressed in 
this research:

● RQ1: To what extent do open-source image metadata extraction tools accurately 
extract metadata?

● RQ2: How does image transformation (editing, converting, compressing) affect the 
extraction, integrity, and completeness of image metadata?

● RQ3: Do open-source tools ensure that image metadata extraction processes maintain 
forensic soundness?

● RQ4: Which open-source tools provide the best balance of accuracy, success rate, 
and extraction time?

● RQ5: What are the limitations of open-source image metadata tools?
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2 Related Works 

This section reviews relevant literature to provide a comprehensive understanding of 
the current research landscape in image metadata analysis tools, highlighting the key 
contributions made by previous studies as well as identifying their limitations and gaps 
that still need to be addressed. A summary of previous work is presented in Table 1. 

Nanda Diaz Arizona et al. [14] highlighted the potential of forensic metadata analysis 
using metadata-extractor tools to aid digital investigations. Their work emphasized the 
ability of metadata to uncover data manipulation, especially in cybercrime contexts. 

Similarly, Abdullah Golam and Umar Albalawi [16] investigated the dual role of 
image metadata in forensics and privacy. In their research, the authors examined how 
various social media platforms handle EXIF metadata in uploaded images, highlighting 
both forensic value and privacy concerns. Their study emphasized the role of meta-
data in timeline reconstruction, authenticity verification, and evidentiary support. The 
research proposes an encryption-decryption framework thatoffers a proactive approach 
to protecting sensitive metadata. 

In the work of Eman Daraghmi and Ahmed Hamoudi [22], metadata extraction 
from Android smartphone photos was explored, specifically targeting geo-location data. 
Although their research effectively demonstrated forensic value in criminal case support, 
it lacked attention to multi-source metadata correlation in larger investigative systems. 

Zhanagul Balkibayeva [23], provided procedural overviews for extracting metadata 
from image formats such as JPEG and TIFF. The research detailed technical steps in 
extracting EXIF data for evidentiary use, including camera settings and GPS information. 

More recently, Soni [6] explored the forensic value of Exif data through an analytical 
evaluation of metadata integrity across different image transfer methods, such as email, 
cloud storage, and social media platforms. The findings showed that significant metadata 
degradation or alteration occurs during these transfers, especially when platforms auto-
matically compress or reformat images. The study highlighted that even when images 
remain visually unchanged, their metadata integrity is often compromised, raising con-
cerns about the evidentiary reliability of images obtained from online platforms. While 
this work established the importance of considering transfer-induced metadata loss, it 
was primarily limited to the transmission dimension of metadata handling and did not 
evaluate tool-level differences or performance under editing and conversion scenarios. 

Although existing studies have demonstrated the utility of metadata extraction in var-
ious scenarios, there remains a lack of comparative assessments of tools under real-world 
conditions. This study addresses that gap by evaluating widely used open-source meta-
data extractors across multiple transformation scenarios, including edited, compressed, 
converted, and transferred images, thereby contributing a practical understanding of their 
forensic strengths, limitations, and implications for evidentiary trustworthiness. 

Although existing studies have demonstrated the utility of metadata extraction in 
various scenarios, there remains a lack of comparative assessment of tools under real-
world conditions. This study addresses that gap by evaluating widely used open-source 
metadata extractors, thereby contributing to a more practical understanding of their 
forensic strengths, limitations, and implications for evidentiary trustworthiness.
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Table 1. Summary of previous work 

Study Research Objectives Tools Used Methodology 

[14] Investigating metadata 
analysis for cybercrime 
cases 

Metadata-Extractor Case study approach with 
focus on metadata in 
digital forensics. 

[16] Exploring image 
metadata’s role in privacy 
and forensic 
investigations 

A framework for 
encrypting and 
decrypting metadata 

Surveyed metadata 
extraction on smartphone 
images, focusing on 
privacy concerns. 

[22] Metadata extraction from 
Android device images 

HxD Hex Editor tool Focused on geo-location 
data extraction from 
Android photos for 
criminal cases. 

[23] Examines procedures for 
extracting and analyzing 
metadata for evidentiary 
purposes in civil 
proceedings 

None Reviews literature, legal 
cases, and forensic 
methods to examine 
metadata analysis across 
digital domains such as 
file systems, emails, 
browsers, mobile devices, 
cloud storage, and social 
media 

[6] Analytical evaluation of 
metadata integrity across 
image transfer methods 

Magnet AXIOM, XRY, 
FTK, ExifTool 

Experimental study 
measuring metadata 
integrity loss across 
transfer channels (email, 
cloud, social media) 

Our Study Comparative evaluation 
of metadata extraction 
tools across image 
transformation types for 
forensic use 

Exif Tool, 
Image Magick, digiKam, 
Irfan View, and Xn View 
MP 

Practical evaluation of 
metadata extraction tools 
across various image 
transformation types 
(original, edited, 
converted, downloaded), 
with a focus on 10 specific 
metadata fields 

3 Methodology 

This section outlines the systematic approach followed to evaluate the forensic reliability 
and performance of the selected image metadata extraction tools. The methodology 
encompasses the selection of the tools, preparation of a controlled dataset simulating 
real-world scenarios, the metadata extraction process, and the evaluation procedure used 
to measure tool effectiveness. The aim is to ensure consistency, reproducibility, and 
relevance to practical forensic applications. The methodological flow includes:
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● Tool selection
● Image acquisition
● Dataset preparation
● Metadata extraction
● Evaluation & analysis
● Result & conclusion 

3.1 Selection Criteria for Tools 

To ensure a representative and meaningful evaluation, five popular tools as seen Table 2 
were selected based on the following criteria:

● Availability: All tools are freely available either under the open-source licenses or 
freely accessible for forensic analysts, researchers, and educators.

● Support for image metadata formats: Tools must support extraction (and in some 
cases modification or removal) of common image metadata like EXIF, IPTC, and 
XMP.

● Image type support: support for major picture and graphics formats (e.g. JPEG, TIFF, 
PNG, GIF etc)

● Cross-platform compatibility: Preference was given to tools compatible with major 
operating systems (Windows, Linux, mac OS).

● Usage and support: Each tool is either widely used, discussed, or has an active 
community support. 

Table 2. The five Tools evaluated in this study 

Tool Features Latest Version Interface OS support 

Win Lix Mac 

ExifTool [24] Detailed 
EXIF/IPTC/XMP 
extraction, Batch 
processing, 
Output in CSV/JSON 

13.30 CLI 

digiKam [25] Photo organizer and 
manager, Full 
EXIF/IPTC/XMP 
metadata support, 
Batch editing 

8.6.0 GUI 

XnView MP [26] Image viewer with 
metadata extraction, 
Batch processing, 
Supports many 
formats 

1.9.2 GUI

(continued)
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Table 2. (continued)

Tool Features Latest Version Interface OS support

Win Lix Mac

IrfanView [27] Lightweight image 
viewer, Metadata 
viewer and editor 
plugins, Batch 
conversion 

4.72 GUI 

ImageMagick [28] Basic metadata read, 
Format conversion, 
Image manipulation 
tools 

7.1.1-47 CLI 

3.2 Dataset preparation and metadata fields analyzed 

Image acquisition and data set preparation: A custom dataset comprising 80 images 
was generated to simulate real-world digital forensic scenarios. The images were 
generated using the following procedure:

● Image Acquisition: The image acquisition phase involved capturing photos from 
diverse smartphones under controlled conditions and hashing them to ensure authen-
ticity and chain of custody. A total of twenty (20) original photographs were captured 
from ten (10) different smartphones to ensure diversity in device metadata.

● Integrity Assurance: Immediately after capture, each original image was backed up, 
and a cryptographic hash was computed and recorded to establish a reference for 
integrity verification.

● Dataset creation: A copy of each original image was edited using Paint Tool to simulate 
basic content modification. A separate copy was converted from JPEG to PNG format, 
simulating a change in file encoding. Another copy was sent and downloaded via 
WhatsApp, introducing compression and potential metadata alteration. After this 
process, a total of 80 images were included in the dataset.

● Categorization and Logging: All images were systematically categorized. Hashes 
were recalculated and stored at each stage to maintain traceability and verify data 
integrity during testing. 

In addition to image acquisition and dataset preparation, a chain of custody protocol was 
followed to ensure evidentiary reliability [29, 30]. Each image was assigned a unique 
identifier and recorded in an evidence log, documenting acquisition time, device used, 
transformations performed, and storage location. All handling steps were documented 
in chronological order, consistent with forensic best practices, to maintain transparency 
and accountability.
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Table 3. Ten (10) metadata fields analyzed. 

# Metadata Field Description 

1 Date Time Original Primary timestamp of when the photo was taken. 

2 Make / Model Device identification; useful for matching with known hardware. 

3 Image Unique ID Unique ID assigned by the camera; aids in identifying original 
images. 

4 GPS Data Normally critical for geolocation. 

5 Software The firmware or editing software used can expose whether the image 
was altered or post-processed. 

6 Create Date Helps verify whether the image has been edited post-capture. 

7 File Size Shows the dimensions of the image in pixels, combining Image 
Width and Image Height. 

8 File Modify Date Local file system date can help detect tampering or post-transfer 
edits. 

9 File Type May preserve original, unedited preview; helpful in detecting 
changes. 

10 Exif version A 4-byte tag in image metadata indicating the Exif standard version 
used 

3.3 Evaluation Procedure 

To ensure consistency across the evaluation, all tools were installed on the same system, 
a Windows 11 Pro environment. Each tool operated with its default configuration to 
reflect typical, real-world usage scenarios. 

Each image in the dataset was processed individually against the ten (10) metadata 
fields shown in Table 3. The resulting output from each tool was saved in a file for further 
analysis. 

Evaluation metrics included the following: 1. The ability to extract the 10 metadata 
fields: This refers to the number and types of metadata fields each tool was able to extract. 
2. Accuracy of metadata: This measures if expected fields, such as camera make/model 
and timestamps, were correctly retrieved with accurate data. 3. Extraction time: This 
measures the average time taken for each tool to successfully extract the metadata. 

As seen in Fig. 3, the forensic tool receives the digital image as input, aiming to 
produce a complete and reliable dataset. However, these tools may sometimes yield 
incomplete results, such as missing tags like GPS data, or unreliable outputs, such 
as misinterpreted values like incorrect timestamps, which can significantly undermine 
their forensic usefulness. To assess the extraction time of each metadata extraction tool, 
we developed a batch testing application using Python. This application automates the 
batch processing of image files and records the time each tool takes to extract metadata, 
ensuring consistency and reproducibility across all evaluated tools.
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Fig. 3. Input-output model of the metadata extraction process 

For comparison and validation, metadata extracted by each tool was cross-validated 
against a manual validation procedure for critical metadata fields. Finally, image integrity 
was verified by rechecking hashes after analysis to ensure no modifications had occurred. 

The evaluation focused on ten (10) metadata fields as seen in Table 3. This is because 
these are the most commonly encountered and forensically relevant attributes in digi-
tal investigations. They include core information, such as timestamps, device details, 
GPS coordinates, and editing history, which are frequently examined to establish the 
authenticity, provenance, and context of digital images in legal proceedings. Limiting 
the evaluation to these fields allows for a more focused and manageable comparative 
analysis across tools while ensuring that the results remain directly applicable to forensic 
practice. 

4 Results and Discussion 

This section presents a comparative analysis of the five metadata extraction tools based 
on the ten selected metadata fields, as shown in Table 3, across the dataset contain-
ing 80 images. The evaluation metrics included the success rate (number of extracted 
metadata fields ÷ total number of metadata fields× 100), accuracy (number of accurate 
extracted metadata fields ÷ total number of extracted metadata fields × 100), and perfor-
mance (time taken by each tool to extract metadata). Figure 4 shows a sample snapshot 
of extracted metadata from SM-A135F, a Samsung-based Android phone. Figs. 5–7 
illustrate the overall comparison of the five metadata extraction tools. 

Fig. 4. Sample of metadata extracted from a Samsung device
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4.1 Analysis of Individual Tools 

Exif Tool demonstrated the highest overall success rate (64.3%) and strong accuracy 
(95.8%), making it the most balanced performer. It consistently extracted commonly 
preserved metadata such as Create Date, Image Size, File Modify Date, File Type, and 
Exif Version, achieving full accuracy across these fields. Even when extracting fragile 
metadata like Image Unique ID, Exif Tool correctly parsed the field whenever it was 
present. Its performance advantage is strengthened by the fastest extraction time (0.019 
s), making it especially suitable for large-scale or automated forensic workflows. The 
detailed analysis result can be seen in Table 4. 

Irfan View achieved high accuracy across most extracted fields but showed the low-
est success rate (44.5%) among all tools, as shown in Table 5. It frequently failed to 
retrieve metadata from critical fields such as Image Unique ID, Location information, 
and Software tag, significantly limiting its metadata completeness. Although accurate, 
the reduced coverage diminishes its reliability in forensic contexts. Its extraction time 
(3.561 s) was slower than other tools, further limiting its suitability for time-sensitive 
analyses. 

Table 4. ExifTool Analysis Result 

Metadata Extracted Accurate Success Rate Accuracy 

Original Creation Date 58 58 72.5% 100% 

Model/Make 46 46 57.5% 100% 

Image Unique ID 2 2 2.5% 100% 

Location Information 24 14 30% 58.3% 

Software tag 14 14 17.5% 100% 

Create Date 80 80 100% 100% 

Image Size 80 80 100% 100% 

File Modify Date 80 80 100% 100% 

File Type 80 80 100% 100% 

Exif Version 50 50 62.5% 100% 

Table 5. IrFan analysis result 

Metadata Extracted Accurate Succes Rate Accuracy 

Original Creation Date 36 36 45% 100% 

Model/Make 36 36 45% 100% 

Image Unique ID 0 0 0% 0% 

Location Information 22 12 27.5% 54.5% 

Software tag 6 6 7.5% 100%

(continued)
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Table 5. (continued)

Metadata Extracted Accurate Succes Rate Accuracy

Create Date 80 80 100% 100% 

Image Size 78 78 80% 100% 

File Modify Date 16 16 20% 100% 

File Type 66 66 82.5% 100% 

Exif Version 30 30 37.5% 100% 

DigiKam delivered a strong balance between accuracy and coverage, achieving 63% 
success and 98.6% accuracy. It performed well across major metadata fields, including 
Original Creation Date, File Modify Date, Model/Make, and Exif Version. Like other 
tools, it had difficulty extracting fields such as the Image Unique ID, Location infor-
mation etc., which remained inconsistently embedded in many images. Its extraction 
time (0.387 s) was second only to ExifTool, making it a viable GUI-based tool for prac-
titioners who prioritize visual interfaces without compromising performance. Table 6 
provides a detailed analysis of the tool. 

As  shown  in  Tab  le 7, Xn View MP produced 100% accuracy in every field it extracted. 
Its consistency and high precision reinforce its viability as a dependable GUI-based 
forensic tool. Limitations remain in low-frequency fields, such as the Image Unique ID. 
Overall, this tool provides an average success rate of 63.8% and an extraction time of 
1.11 seconds, as shown in Fig. 5. 

Image Magick demonstrated a 64% success rate and 97% accuracy, as shown in Fig. 6, 
placing it among the strongest overall performers in terms of coverage. It successfully 
extracted major metadata fields with high precision where possible, though accuracy 
dropped slightly for Location Information, where partial or inconsistent embedding 
affected the tool’s output. Its extraction time (3.064 s shown in Fig. 5) was slower 
compared to ExifTool, digiKam, and Xn View MP, but remains feasible for non-time-
critical investigations. Table 8 provides a detailed analysis of the tool. 

Table 6. DigiKamanalysis result 

Metadata Extracted Accurate Success Rate Accuracy 

Original Creation Date 56 56 70% 100% 

Model/Make 46 46 57.5% 100% 

Image Unique ID 2 2 2.5% 100% 

Location Information 14 12 17.5% 85.7% 

Software tag 16 16 20% 100% 

Create Date 80 80 100% 100% 

Image Size 80 80 100% 100% 

File Modify Date 80 80 100% 100%

(continued)
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Table 6. (continued)

Metadata Extracted Accurate Success Rate Accuracy

File Type 80 80 100% 100% 

Exif Version 50 50 62.5% 100% 

Table 7. XnView MP analysis result 

Metadata Extracted Accurate Success Rate Accuracy 

Original Creation Date 54 54 67.5% 100% 

Model/Make 46 46 57.5% 100% 

Image Unique ID 2 2 2.5% 100% 

Location Information 22 22 27.5% 100% 

Software tag 14 14 17.5% 100% 

Create Date 80 80 100% 100% 

Image Size 80 80 100% 100% 

File Modify Date 80 80 100% 100% 

File Type 80 80 100% 100% 

Exif Version 52 52 65% 100% 

Table 8. Image Megick analysis result 

Metadata Extracted Accurate Success Rate Accuracy 

Original Creation Date 56 56 70% 100% 

Model/Make 46 46 57.5% 100% 

Image Unique ID 2 2 2.5% 100% 

Location Information 24 12 30% 50% 

Software tag 12 12 15% 100% 

Create Date 80 80 100% 100% 

Image Size 80 80 100% 100% 

File Modify Date 80 80 100% 100% 

File Type 80 80 100% 100% 

Exif Version 52 52 65% 100%
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Fig. 5. Averageextraction time per tool in seconds 

Fig. 6. Overall extraction success rate and accuracy per tool 

Fig. 7. Behavior of tools across various image transformations
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4.2 Discussion 

The comparative analysis of the five open-source metadata extraction tools reveals impor-
tant insights into their forensic reliability, practical applicability, and behavior under 
different image transformations. The discussion below addresses each of the research 
questions (RQs) and integrates the broader implications for forensic workflows. 

RQ1: Accuracy of metadata extraction: In terms of accuracy, all tools extracted 
metadata fields with good accuracy, as indicated in Fig. 6, indicating that they can 
reliably interpret the fields they support. However, accuracy alone does not equate to 
total reliability. Tools such as Irfan View showed perfect accuracy across the limited 
fields they recognized, but their limited coverage reduced their forensic usefulness. 
More advanced tools like Exif Tool displayed consistently strong accuracy while offering 
broader field support. This difference highlights an important practical consideration. 
Accuracy is only meaningful when paired with adequate field coverage. Fragile fields, 
including Unique Image ID and certain location-based tags, remained inconsistently 
extracted across tools, reinforcing the need for cautious interpretation during forensic 
examinations. 

RQ2: Impact of image transformation on metadata integrity: The experiments clearly 
demonstrate that image transformations significantly degrade metadata completeness. 
As shown in Figs. 8 and 9, original images retained the richest and most diverse meta-
data, including several identifiers rarely preserved after editing or transfer. Even basic 
edits resulted in selective loss of fields, while more intrusive operations like format 
conversion or messaging-app compression stripped essential identifiers almost entirely. 
These findings underscore a critical forensic reality: the farther an image is removed 
from its original state, the greater the risk of losing crucial provenance information. 
As modern digital ecosystems routinely modify images often without user awareness, 
investigators must prioritize obtaining original files and treat edited or transferred media 
with increased scrutiny. 

RQ3: Forensic soundness of extraction tools: All evaluated tools maintained strict 
forensic soundness, as confirmed by consistent hash values before and after analysis. 
This is a reassuring result for practitioners because it shows that these tools, despite 
variation in completeness, do not alter or contaminate evidence during the extraction 
process. This integrity-preservation property aligns with forensic best practices and 
supports their operational use. 

RQ4: Balancing accuracy, completeness, and performance: A comparison of the 
tools’ overall behavior shows that no single tool excels in every dimension, but some offer 
a more balanced profile. ExifTool stood out by combining strong metadata recovery with 
rapid extraction, making it especially suitable for large-scale workflows or automated 
pipelines. Tools with graphical interfaces, such as digiKam and XnView MP, remained 
valuable for practitioners who require visual navigation but generally operated at slower 
speeds. Image Magick provided strong coverage but displayed slower processing, while 
Irfan View’s simplicity was offset by limited field support. These distinctions emphasize 
that tool selection should be guided by case requirements, such as speed, ease of use, or 
depth of metadata recovery. 

RQ5: Limitations of the metadata extraction tools: The study also highlights several 
practical limitations. Some metadata fields were inconsistently detected across tools,
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even when present in the original images. Extraction performance was further influ-
enced by device origin, as metadata richness varied noticeably across smartphones in 
the dataset. Furthermore, GUI-based tools, while more accessible for practitioners, typi-
cally demonstrated slower extraction times compared to command-line-based tools. The 
evaluation also revealed that no single tool achieved full metadata coverage, and several 
fragile fields were frequently missing regardless of tool selection. Finally, these findings 
reinforce that metadata alone cannot always be relied upon for attribution or eviden-
tiary reconstruction, underscoring the need for multi-tool validation and complementary 
forensic techniques. 

Fig. 8. Metadata extraction under different image transformation conditions 

Fig. 9. Variation in metadata field success across various transformations
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4.2.1 Key observations 

1. Original images retained the most metadata richness, reinforcing the importance of 
preserving unaltered evidence. 

2. Edited and converted images showed progressive metadata loss, particularly in fragile 
fields. 

3. Messaging app compression or file transfer introduced the most severe metadata 
stripping. 

4. Device type plays a crucial role in metadata richness, with some smartphones 
embedding more complete records than others. 

5. All tools preserved file integrity, fulfilling forensic soundness requirements. 

4.3 Implications of the Study 

This study offers several important implications for digital forensic practice, tool 
selection, and the broader reliability of metadata-based evidence. 

First, the findings reinforce the necessity of acquiring and preserving original image 
files wherever possible [3]. Metadata degradation occurred not only after editing, con-
version, or transmission but also unexpectedly, even within the original image set. As 
reflected in Table 4 to Table 8, certain essential fields, such as the unique image id, 
make/model, software tag, and location information, were inconsistently extracted even 
from unaltered images. This highlights that incompleteness may arise from device-level 
embedding variations or tool-specific limitations rather than user-induced modifications. 
Investigators must therefore treat both original and transformed images with caution and 
document any metadata gaps clearly, especially when handling images sourced from 
online platforms or third-party applications [6]. 

Second, the notable differences in metadata completeness across devices and tools 
underscore the need for forensic workflows that do not depend on a single extraction 
tool. A multi-tool strategy can mitigate blind spots, increase confidence in extracted 
fields, and help validate results during cross-examination. 

Third, the study highlights that while these metadata tools are accurate and foren-
sically sound, they are not equal in performance or coverage. This has practical impli-
cations for training, case strategy, and tool procurement. Examiners must understand 
which tools provide deeper metadata insights, which operate faster in large caseloads, 
and which are more vulnerable to missing fragile metadata fields. 

Fourth, the inconsistent preservation of identifiers such as Unique Image ID and 
GeoLocation across devices suggests that metadata cannot always be relied upon as a sin-
gular source of attribution [14]. This limitation strengthens the argument for integrating 
metadata analysis with complementary forensic techniques to establish provenance. 

Finally, the study’s results have legal implications. Variability in tool coverage 
and the fragility of metadata create opportunities for challenges to evidence authen-
ticity in court [7]. Examiners must therefore be prepared to justify their tool choices, 
explain known limitations, and demonstrate adherence to sound forensic procedures. 
The findings ultimately encourage the development of more standardized, validated, 
and metadata-resilient forensic tools, contributing to stronger and more defensible digital 
investigations.
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4.4 Limitations of the Study 

The following are highlighted as limitations of our study:

● Small dataset limited to a few devices (Android), reducing diversity and generaliz-
ability.

● Evaluation restricted to open-source tools and ten metadata fields, excluding 
commercial software.

● Lack of statistical precision measures (eg. error bars), weakening reliability for legal 
scrutiny.

● No real-world case study included, limiting validation in investigative or courtroom 
contexts.

● Anti-forensic techniques are not addressed, reducing the scope for handling manip-
ulated metadata. 

5 Conclusion and Future Work 

This study presented a comprehensive evaluation of five open-source metadata extraction 
tools with respect to forensic soundness, accuracy, and metadata completeness across a 
range of image transformations. All tools preserved evidence integrity; however, their 
extraction performance varied significantly. Exif Tool, with a 64.3% success rate, 95.8% 
accuracy, and an extraction time of 0.019 seconds, demonstrated the most balanced 
capability overall, while the remaining tools exhibited differing strengths in accuracy, 
field coverage, or processing efficiency. 

A consistent finding across all experiments was the poor recovery of fragile metadata 
fields such as Image Unique ID, software tags, and Location information, especially after 
image transformation. These losses highlight the inherent vulnerability of metadata and 
reinforce the importance of acquiring original files whenever possible. The study further 
demonstrates that no single tool is sufficient for comprehensive metadata extraction; 
therefore, a multi-tool approach is essential to maximize metadata recovery, verify field 
consistency, and enhance the defensibility of digital evidence in legal proceedings. 

Future research could expand the dataset to include additional devices and imaging 
environments to improve generalizability. A comparative evaluations involving com-
mercial forensic tools and analysis aligned with legal admissibility standards may also 
strengthen forensic reliability. Moreover, developing automated cross-validation sys-
tems, incorporating AI or machine learning techniques to identify missing or manip-
ulated metadata, and advancing methods for detecting anti-forensic activity represent 
important next steps for strengthening digital evidence processing. 
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Abstract. The rapid adoption of AI-driven personalized marketing has trans-
formed how businesses engage with consumers. While personalization enhances 
customer experience and business performance, it also raises critical ethical con-
cerns related to privacy, transparency, consent, and algorithmic manipulation. This 
study explores these issues in the context of the Indian digital landscape by ana-
lyzing three real-world case studies involving fake dating profiles, cloned gov-
ernment websites, and intrusive mobile application interfaces. Through thematic 
interpretation and conceptual modeling, the research highlights how unethical 
personalization practices negatively impact consumer trust and digital well-being. 
The paper proposes a strategic conceptual model that integrates ethical AI design, 
user privacy, regulatory enforcement, and transparency as foundational elements 
leading to trustworthy personalization It also attempts to make a comparison met-
rics for ethical concern and risk in a tabulation form. The findings emphasize the 
urgent need for ethical frameworks and user-centric design in AI-powered market-
ing strategies. This study contributes to academic discourse on responsible digital 
marketing and lays the groundwork for future empirical validation. 
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Trust · Data Privacy · India · Ethical Design · Conceptual Model · AI-driven 
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1 Introduction 

The rapid growth of the internet and digital technologies has fundamentally transformed 
the landscape of marketing. In this digital age, online marketing has become a piv-
otal strategy for businesses seeking to reach and engage their target audiences. As 
consumers increasingly turn to the internet for shopping, information, and entertain-
ment, understanding their perceptions of online marketing efforts has become crucial 
for marketers. 

Kotler and Keller (2012) gave a quote “The most important thing is to forecast where 
customers are moving, and be in front of them.” This quote shows the marketing activities 
always need evolution and diversification towards customer preference.
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In today’s fast-paced digital marketplace, personalised marketing has emerged as the 
modern-day unicorn strategy of engaging prospects and increasing purchase intentions. 
The emergence of more adaptive and sophisticated technologies has transformed the 
nature of personalised marketing strategies by equipping marketers with new forms of 
insights pertaining to consumer behaviour and preferences. Artificial intelligence (AI), 
machine learning, big data analytics, the Internet of things (IoT), augmented/virtual 
reality (AR/VR) these are the technologies that are reinventing personalised marketing 
for the 21st-century marketplace. 

If we compare the communication way between brand to customer or from company 
to customers, there is huge changes and some new evolutions. Were from 2000 to 2010 
online marketing was almost nil and major source of promotion of products was TV and 
Print media. The TV ads have an easy source to communicate the customer in one way. 
Then slowly with the growth of technology and internet the advertisement transformed 
digitally as well as two-way communication with customer where the customer can ask 
questions from the company. 

Given the speed at which the developed technologies evolve, it is thus vital to outline 
their place in the personalised marketing and more particularly in customer’s purchase 
intention. Considering that technology is our reality and future, this review will try to 
furnish the possibility of integrating the developed emerging technologies in personal-
ized marketing to enunciate more customers impact and buying intention. However as 
businesses use customer data more and more to focus their ads more accurately, privacy, 
consent, and manipulation issues have become of increasing significance. 

The emergence of personalized marketing has caused both enthusiasm and criticism. 
On one hand, customers value the ease and relevance of personalized offers; on the 
other, many are concerned about the extent of data gathering and the opaque nature of 
algorithmic decisions. High-profile data breaches and issues, such as intrusive tracking, 
a lack of transparency, and potential biases in Technology-driven targeting highlight the 
need for a balanced strategy that respects user autonomy while providing commercial 
benefit. 

Personalized marketing functions at the crossroads of technology progress and con-
sumer psychology, presenting both potential and constraints. On the one hand, consumers 
benefit from more relevant material, more efficient purchasing decisions, and better user 
experiences. On the other hand, the widespread collecting and use of personal data has 
raised discussions about surveillance, permission, and the possibility of manipulation. 
As businesses become more reliant on algorithmic targeting, issues arise about where to 
draw the line between effective marketing and ethical excess. 

2 Review of Literature 

Personalization in marketing involves customized content and products to specific client 
preferences, hence eliminating decision fatigue. Key themes include personalized rec-
ommendations, relationships, the personalization-privacy issue, and utilizing technology 
such as AI and big data to improve consumer experiences (Kaushik and Sharma 2023). 
Personalization adapts products or services to meet individual customer needs, creating 
increased value for consumers and profit for producers (Montgomery and Smith 2008).
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Personalized marketing strategies significantly boost consumer engagement by offering 
customized experiences that align with individual interests and habits, leading to better 
customer experiences and higher conversion rates (Rajendran et al. 2024). personaliza-
tion as a strategic approach to designing content and products that align with individual 
customer preferences, which helps reduce customer fatigue and cognitive load during 
decision-making (Kaushik and Sharma 2023). Marketing personalization is using con-
sumer information to produce individualized products, services, and communications, 
resulting in long-term partnerships. It uses current technology for data collecting and 
analysis, considering each consumer as a distinct section in order to improve happiness 
and loyalty (Glazunova and Ščeulovs 2024). Personalisation has huge scope of growth 
if future by emerging technology in in marketing strategy. Personalization is like an 
action that design the strategy which communicate with customer (Chandra et al. 2022). 
Personalized marketing methods have a considerable impact on customer decisions, 
with trust, relevance, and loyalty playing important roles in amplifying these impacts. 
AI-powered customization not only encourages instant purchases but also generates 
long-term purchase intentions, emphasizing its dual function in preserving customer 
engagement and fostering brand loyalty (Suleman et al. 2025). To keep customers’ con-
fidence and maximize its efficacy, personalized marketing that makes use of data mining 
can help businesses better understand their customers and achieve better results. But this 
type of marketing must handle customers’ worries about data privacy with great care 
(Yusnidar et al. 2023). 

AI marketing boosts e-commerce sales by increasing customer acquisition and con-
version rates. Tools like chatbots, customization engines, and predictive analytics are 
crucial in enhancing performance (Madanchian 2024). The use of artificial intelligence 
in e-commerce marketing improves consumer interaction, optimizes product offers, and 
allows customized campaigns, resulting in improved sales. AI-driven tactics enhance 
customer relationship management and operational efficiency, giving businesses a com-
petitive advantage in the digital marketplace (Zhuk and Yatskyi 2024). AI in e-commerce 
boosts user interaction, personalizes experiences, and provides data-driven insights, all 
of which contribute to a disruptive change that drives growth and innovation, ultimately 
increasing e-commerce sales dramatically (Deepak et al. 2024). AI helps to boost the 
e-commerce sales through increased customization, content relevancy, and consumer 
interaction. However, it presents data privacy concerns, needing a delicate balance 
between using AI for sales and maintaining client confidence and security (Salgado-
Reyes and León-Torres 2024). AI marketing improves e-commerce sales by personal-
izing recommendation systems, increasing customer engagement, and boosting supply 
chain efficiency. However, failing to prioritize AI ethics and privacy can hurt reputation 
and consumer trust, affecting revenue and regulatory compliance (Krishna et al. 2023). 
Artificial intelligence (AI) plays a pivotal role in personalized marketing strategies by 
enabling brands to tailor their offerings based on consumer data, enhancing engagement 
and loyalty. AI facilitates behavioural and psychographic personalization, significantly 
impacting consumer attitudes and engagement intentions in social network advertising 
(Zhang et al. 2024). Moreover, AI-driven personalization enhances the customer jour-
ney through personalized profiling and nudges, addressing dilemmas at various stages
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of indications (Gao and Liu 2023). Additionally, The Holistic AI-Enhanced Market-
ing Framework Theory advocates for ethical considerations and human creativity in AI 
applications, ensuring user trust and engagement (Ejjami 2024). 

One of the most prominent ethical concerns in AI-driven personalized marketing 
is data privacy, particularly the issue of informed consent (Martin and Murphy 2017). 
argue that AI-powered personalization often collects data passively or through complex 
consent mechanisms that users do not fully understand. This undermines user autonomy 
and raises serious privacy concerns. Similarly, (Aguirre et al. 2015) found that when 
consumers perceive a lack of transparency in how their data is being used, it significantly 
reduces their trust and increases feelings of manipulation. The study also highlighted 
that perceived control over personal information plays a critical role in determining the 
acceptability of personalized content. 

However, the implementation of AI in marketing has made various positive impact 
towards customer acquisition and sales but it also raises various ethical concern 
which focussing privacy risks and algorithmic bias, necessitating a balance between 
personalization benefits and ethical considerations. 

Research GAP 

1. Lack of transparency-focused research in AI personalization 
2. Limited focus on ethical issues in emerging markets 
3. Absence of conceptual models linking ethics, trust, and engagement 

Research Questions 

1. How does perceived transparency in AI-driven personalization influence consumer 
trust? 

2. What are the key ethical concerns influencing consumer acceptance of personalized 
marketing in emerging markets? 

3. How do ethical concerns mediate the relationship between personalized marketing 
and customer engagement through consumer trust? 

Research Objective 

1. To examine the role of transparency and ethical practices in AI-driven personalized 
marketing and how they influence consumer trust. 

2. To identify the key ethical concerns—such as data privacy, informed consent, and 
algorithmic fairness—affecting consumer perception of personalized marketing, 
especially in the context of emerging markets. 

3. To develop a conceptual model that integrates ethical concerns with consumer trust 
and engagement behaviour in the realm of technology-driven personalized marketing. 

3 Research Methodology 

This study relies on a qualitative study and a conceptual approach to construct a theory-
driven conceptual model for analysing the ethical implications of technology-driven 
tailored marketing. It is inherently descriptive, aiming to examine the ethical elements 
and their influence on customer trust and involvement. The study thoroughly investigates
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more than 500 peer-reviewed referred journals, industry white papers, and real-world 
case studies. 

4 Data Collection Method 

The study relies on secondary data sources collected through an extensive literature 
review of academic journals and industry reports. The literature was selected based on 
relevance to the key themes of: 

● AI-based personalized marketing 
● Ethical marketing practices 
● Data privacy and transparency 
● Consumer trust and engagement 
● Real-world case studies archived in newspapers like The Times of India, Economic 

times 

5 Data Analysis 

The study adopts a qualitative data analysis approach, combining thematic analysis of 
existing literature with case-based insights drawn from credible industry reports etc. The 
analysis focused on extracting ethical themes relevant to technology-driven personalized 
marketing, such as: 

● Data privacy and informed consent 
● Transparency and algorithmic accountability 
● Perceived intrusiveness 
● Consumer trust and engagement behavior 

6 Major Ethical Issues in Marketing 

6.1 Data Privacy 

In June 2025, the Delhi Police broke a syndicate that used counterfeit accounts on dat-
ing sites to defraud individuals. A 22-year-old Shahdara resident claimed establishing 
contact with a lady named “Nandini” via a dating application. Subsequent to transition-
ing their dialogue on WhatsApp, she began a naked video call, wherein the victim’s 
visage was discernible. Unbeknownst to him, the conversation was documented. He 
subsequently got threats that the film would be disseminated on social media until he 
remitted payment. To avoid humiliation, he remitted |35,000 to an account designated 
by the fraudster. Upon receiving more requests, he reported the event to the National 
Cybercrime Reporting Portal. 

Investigations disclosed that the extorted funds were deposited into a bank account 
established under the name Mangal Singh, although managed by another guy, Shyam 
Singh, utilizing counterfeit paperwork. Shyam confessed to arranging the fraud with the 
aid of an accomplice named Aamir. Both persons were apprehended, and many mobile 
phones and SIM cards were seized.
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Source: 

● Times of India: Gang extorting targets using fake dating profiles busted. https://tim 
esofindia.indiatimes.com/city/delhi/gangextortingtargetsusingfakedatingprofilesbu 
sted/articleshow/121891461.cmstimesofindia.indiatimes.com+3timesofindia.indiat 
imes.com+3timesofindia.indiatimes.com+3 (2025, June 16) 

6.2 Cloning of Websites 

Recently, there has been a notable rise in the cloning of official government websites 
by cybercriminals in India. This includes sites such as the Jeevan Pramaan portal, the 
National Institute of Design (NID) admissions site, and the Common Services Centre 
(CSC) portal, aimed at deceiving citizens to extract sensitive information or service 
fees. Cloned websites frequently replicate the design, logo, and content of authentic 
platforms, deceiving users into providing personal information or processing payments. 
Victims, including numerous pensioners and students, inadvertently engage with these 
counterfeit sites because of their significant visual and functional resemblance to the 
authentic ones. These scams raise significant ethical issues, encompassing deception, 
privacy infringements, financial fraud, and the deterioration of trust in digital governance. 

Sources: 

● NDTV: Fake website resembles government portal, hundreds of pension-
ers duped. https://www.ndtv.com/india-news/fake-website-resembles-government-
portal-hundreds-of-pensioners-duped-3705012 (2023, January 31) 

● Times of India: Delhi man held for cloning NID intake site. https://timesofindia. 
indiatimes.com/city/ahmedabad/delhi-man-held-for-cloning-nid-intake-site/articl 
eshow/104481003.cms (2023, October 14) 

● ET Government: 3 cyber crooks launch fake e-governance website, issue forged govt 
certificates & IDs. https://government.economictimes.indiatimes.com/news/secure-
india/3-cyber-crookslaunch-fake-e-governance-website-issue-forged-govt-certifica 
tes-ids-to-over-1000-people/100344135 (2023, May 19) 

6.3 Continuous Pop-Up Ads/Banner 

The rise of annoying pop-up ads and deceptive app interfaces in India has prompted a 
lot of ethical issues. Study from 2025 looked at the top 100 mobile apps in China and 
the U.S. and found common "sneaky patterns" in mobile ecosystems. These included 
pop-ups that trick users with things like text misdirection, forced activities, and defaults 
that invade users’ privacy. These actions hurt users’ ability to make their own choices 
and trust. In India, rapid commerce apps have started to use crowded interfaces with 
pop-ups, advertisements, banners, and gamified components, which are similar to how 
TV news networks look. The goal of this change is to get more people to use the site and 
make money from it, but it often makes users unhappy since the graphics are too much 
and too distracting. Not only do these techniques make the user experience worse, but 
they also raise moral questions about informed consent and digital health.

https://timesofindia.indiatimes.com/city/delhi/gangextortingtargetsusingfakedatingprofilesbusted/articleshow/121891461.cms
https://timesofindia.indiatimes.com/city/delhi/gangextortingtargetsusingfakedatingprofilesbusted/articleshow/121891461.cms
https://timesofindia.indiatimes.com/city/delhi/gangextortingtargetsusingfakedatingprofilesbusted/articleshow/121891461.cms
https://timesofindia.indiatimes.com/city/delhi/gang-extorting-targets-using-fake-dating-profiles-busted/articleshow/121891461.cms?utm_source=chatgpt.com
https://timesofindia.indiatimes.com/city/delhi/gang-extorting-targets-using-fake-dating-profiles-busted/articleshow/121891461.cms?utm_source=chatgpt.com
https://www.ndtv.com/india-news/fake-website-resembles-government-portal-hundreds-of-pensioners-duped-3705012
https://www.ndtv.com/india-news/fake-website-resembles-government-portal-hundreds-of-pensioners-duped-3705012
https://timesofindia.indiatimes.com/city/ahmedabad/delhi-man-held-for-cloning-nid-intake-site/articleshow/104481003.cms
https://timesofindia.indiatimes.com/city/ahmedabad/delhi-man-held-for-cloning-nid-intake-site/articleshow/104481003.cms
https://timesofindia.indiatimes.com/city/ahmedabad/delhi-man-held-for-cloning-nid-intake-site/articleshow/104481003.cms
https://government.economictimes.indiatimes.com/news/secure-india/3-cyber-crooks%20launch-fake-e-governance-website-issue-forged-govt-certificates-ids-to-over-1000-people/100344135
https://government.economictimes.indiatimes.com/news/secure-india/3-cyber-crooks%20launch-fake-e-governance-website-issue-forged-govt-certificates-ids-to-over-1000-people/100344135
https://government.economictimes.indiatimes.com/news/secure-india/3-cyber-crooks%20launch-fake-e-governance-website-issue-forged-govt-certificates-ids-to-over-1000-people/100344135
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Sources: 

● Wu, D., Nan, Y., Wang, S., Wang, J., Li, L., Wang, X.: Understanding the sneaky 
patterns of pop-up windows in the mobile ecosystem. arXiv. https://arxiv.org/abs/ 
2505.12056 (2025) 

● The Economic Times: Pop-ups, ads, banners and games: How quick commerce app 
designs have changed. https://economictimes.indiatimes.com/tech/startups/popups 
adsbannersandgameshowquickcommerceappdesignshavechanged/articleshow/122 
054004.cms (2025, June 25) 

6.4 Data Harvesting Scandal 

6.4.1 Cambridge Analytica & Facebook Data Privacy Scandal 

The scandal around Cambridge Analytica made it clear how unethical and illegal uses 
of consumer data can have serious legal, moral, and financial implications. The move 
comes after it was an that Cambridge Analytica harvested personal data of 87 million 
Facebook users without permission through third-party applications which can then be 
used to create psychographic profiles to direct focused political advertising, most notably 
during 2016 U.S. elections and the Brexit campaign. This case laid bare weaknesses in 
data privacy rules and the opaque processes that digital platforms use in how consumer 
data is managed. The fallout has led to an international discussion about data protection, 
a loss of trust by users, regulatory oversight and a $5 billion fine by the U.S. Federal 
Trade Commission against Facebook the case demonstrates how crucial it is for targeted 
marketing to use data honestly, obtain consent after being informed, and have robust 
control procedures (Tables 1 and 2). 

Sources: 

● Fernando, J.: Investopedia. Retrieved from Investopedia: https://www.investopedia. 
com/terms/c/cambridge-analytica.asp?utm_source=chatgpt.com (2025, January 25) 

● Time Magazine. April 4, 2018, Reuters (December 18, 2024) 

The case studies illustrate a growing number of online incursions that are compromis-
ing the foundations of digital trust by utilizing artificial intelligence (AI) in a manner that 
is deceptive: deceptive advertising, fake dating profiles, replicated government websites, 
and extensive data collection, to name a few. There appears to be a range of transfor-
mations occurring, from basic financial scams to profound psychological manipulation 
and systemic threats to democratic integrity. Deepfakes, predictive algorithms, psycho-
graphic microtargeting, and other technologies are perpetuating these transformations. 
The potential escalation in damage and the rate of change are exemplified by jurisdic-
tionally neutral quantitative metrics, such as an enormous increase in global deepfake 
activity (exactly 10 times as much) and reports of phishing attempts in India, one of the 
world’s centers for phishing attempts. The results demonstrate a substantial deficiency 
in legal and regulatory safeguards that are intended to protect against the societal harms 
caused by the increasingly weaponized design of AI. This underscores the fundamental

https://arxiv.org/abs/2505.12056
https://arxiv.org/abs/2505.12056
https://economictimes.indiatimes.com/tech/startups/popupsadsbannersandgameshowquickcommerceappdesignshavechanged/articleshow/122054004.cms
https://economictimes.indiatimes.com/tech/startups/popupsadsbannersandgameshowquickcommerceappdesignshavechanged/articleshow/122054004.cms
https://economictimes.indiatimes.com/tech/startups/popupsadsbannersandgameshowquickcommerceappdesignshavechanged/articleshow/122054004.cms
https://www.investopedia.com/terms/c/cambridge-analytica.asp?utm_source=chatgpt.com
https://www.investopedia.com/terms/c/cambridge-analytica.asp?utm_source=chatgpt.com
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Table 1. Case studies of AI-driven digital intrusions 

SL No Case Study Nature of 
Intrusion 

AI/Tech 
Element 

Impact on Users Ethical/Legal 
Concern 

1 Fake Dating 
Profiles 

Identity 
manipulation, 
catfishing 

AI-generated 
photos, 
chatbots 

Emotional 
distress, 
financial fraud 

Consent 
violation, lack of 
accountability 

2 Cloned 
Government 
Websites 

Fraudulent 
imitation 

AI-driven 
website cloning 
& spoofing 

Data theft, loss 
of money, 
distrust in 
digital 
governance 

Cybersecurity 
gaps, digital 
governance 
challenges 

3 Pop-up Ad 
Intrusions on 
Indian 
e-commerce 
& news sites 

Persistent 
manipulation 
of attention 

Predictive 
algorithms, 
intrusive 
targeting 

Privacy 
invasion, 
reduced trust in 
platforms 

Ethical 
advertising, data 
protection issues 

4 Data 
Harvesting 
Scandal 
(Cambridge 
Analytica & 
Facebook) 

Mass 
harvesting of 
personal data 
without 
informed 
consent 

Algorithmic 
profiling, 
psychographic 
microtargeting 

Political 
manipulation, 
erosion of 
democratic trust 

Violation of 
privacy, electoral 
ethics, lack of 
transpa-rency 

Source: On the basis of secondary data collection and analysis. 

Table 2. Comparison matrix – AI-driven digital risks 

SL 
No 

AI Misuse 
Type 

Ethical/Trust 
Concern 

Qualitative 
Insight 

Quantitative 
Evidence 

Source 

1 Fake Dating 
Profiles 
(Deepfakes) 

Consent, 
emotional 
manipulation 

AI-generated 
profiles reduce 
authenticity and 
undermine user 
trust 

Deepfake 
usage surged 
globally 
nearly 
tenfold from 
2022 to 2023 

PR Newswire, Nov 28, 
2023 

2 Phishing & 
Cloned Sites 

Security, 
governance 
risk 

Cloned 
government 
portals mislead 
citizens and 
erode confidence 
in authorities 

India ranks 
3rd globally 
in phishing 
attacks (33% 
of tech-sector 
strikes) 

Business Standard, 
Apr 30, 2024; Times of 
India, Apr 30, 2024

(continued)
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Table 2. (continued)

SL
No

AI Misuse
Type

Ethical/Trust
Concern

Qualitative
Insight

Quantitative
Evidence

Source

3 Pop-up Ad 
Intrusions 

Manipulative 
marketing, 
annoyance 

Intrusive ads 
erode trust in 
platforms and 
disturb user 
experience 

(Global) 500 
million 
phishing 
attempts 
recorded in 
2022; 
illustrates 
system 
vulnerability 

Kaspersky, Feb 16, 
2023 

4 Data 
Harvesting 
Scandal 
(Cambridge 
Analytica & 
Facebook) 

Privacy 
breach, 
electoral 
ethics 

Unauthorized 
harvesting of 
87 M+ user 
profiles used for 
political 
microtargeting, 
undermining 
democratic trust 

87 million 
Facebook 
users’ data 
misused 
during 
2016 US 
elections & 
Brexit 
campaigns 

(Fernando 2025) Time 
Magazine April 4, 
2018, Reuters 
December 18, 2024 

Source: On the basis of secondary data collection and analysis. 

ethical violations related to consent, privacy, and transparency that are committed by the 
individuals discussed in the case studies.

7 Conceptual Model 

The below two conceptual model underscores that trustworthy personalization is the 
product of interlinked strategic components: ethical AI design, respect for user privacy, 
transparency, consent, and regulatory enforcement. The synergy among these factors 
ensures that personalized marketing efforts are effective, acceptable, and sustainable in 
the digital era (Figs. 1 and 2). 

The model further reflects a shift in digital marketing strategy from purely 
performance-driven personalization to ethically grounded personalization. Firstly, Eth-
ical AI Design ensures that algorithms are fair, unbiased, and transparent in how they 
deliver personalized content. This must be coupled with Transparency & Consent, 
enabling consumers to make informed choices about their participation in personal-
ization processes. Secondly, User Privacy must be protected at all levels, and this is only 
possible through strong Regulation & Enforcement mechanisms both at the platform 
and government levels. The convergence of these four areas leads to Trustworthy Per-
sonalization, where consumers are not just passive data points, but active participants in 
ethical digital ecosystems. This model encourages businesses to consider not just what 
personalization can do, but how it should be done responsibly.
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Fig. 1 . Source: On the basis of secondary data collection and analysis 

Fig. 2 . Source: On the basis of secondary data collection and analysis
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8 Findings 

This study finds and looks at substantial ethical problems that come up when AI-driven 
tailored marketing is used in the Indian digital environment. Based on the chosen case 
studies, which include phony dating profile frauds, cloning of government websites, and 
annoying app pop-up advertising 

1. AI-Powered Personalization Raises Ethical Concerns: 
AI-driven personalized content and interfaces can cause big ethical problems, 

especially when there are no clear limits on how they might be utilized. The instances 
reviewed show that customization may be used to mislead people, control their 
behavior, and break rules about data protection. 

2. Ethical Concerns Hurt Consumer Trust: 
In all cases, users who were subjected to misleading or non-consensual customiza-

tion said they felt upset, unhappy, or withdrew. Lack of transparency, forceful nudges, 
and using data without permission were all highly linked to a drop in customer trust 
in the platform or brand. People are less inclined to use an app or website when they 
feel like they are being watched, manipulated, or fooled (such with phony pop-ups, 
too many adverts, or targeting based on behavior). This shows that making things too 
personal may backfire. 

3. Trust is what connects ethics and engagement: 
The results back up the idea that ethical behavior influences how much people 

trust a company, which in turn affects how much they participate with it. It was clear 
that trust was a key factor in whether or not people stayed with a digitally tailored 
platform or left it. 

4. Need for AI that is responsible and ethical: 
The study shows that Indian digital marketing methods don’t have enough ethical 

monitoring or user-cantered AI design. It stresses how important it is for platforms 
and marketers to include ethical concepts like informed permission, transparency, 
and user autonomy in the design of AI personalization systems. 

9 Limitations of the Study 

● This study is based on a conceptual model developed through secondary data and liter-
ature review. It lacks empirical validation through primary data or real-time consumer 
behavior. 

● This study primarily focuses on the Indian digital ecosystem. Therefore, the findings 
and proposed model may not fully generalize to developed markets or countries with 
different regulatory frameworks and digital maturity. 

● Case-based analysis and thematic interpretation are subject to researcher bias, 
especially in the absence of structured empirical testing or multiple coders. 

● The model is not tailored to any particular industry (e.g., retail, finance, health-
care). Ethical concerns may vary significantly by sector depending on sensitivity of 
consumer data and AI usage. 

● As AI technologies and data protection laws evolve rapidly, the conceptual framework 
may become outdated unless regularly updated with emerging practices and ethical 
norms.
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10 Suggestions 

A multi-pronged strategy is needed to deal with the moral issues that come up with 
AI-driven tailored marketing. First, marketers and developers should follow ethical AI 
design principles that put user privacy, openness, and freedom first. Digital interfaces 
need to include clear and easy-to-use ways for users to give their consent so that they 
know and can manage how their data is used. Regulatory agencies should set ethical 
rules for each business and make sure that there are harsh punishments for dishonest 
actions like copying websites, misusing data, and using pop-ups to trick people. Also, 
independent audits of algorithms should be encouraged to keep an eye on customization 
systems for bias or targeting that isn’t fair. Lastly, initiatives to raise awareness among 
users and programs to teach people how to utilize technology are very important to help 
people notice and respond to unethical digital marketing. These steps will assist create 
a digital marketing environment in India that is fair, accountable, and trustworthy when 
it comes to customisation. 

11 Conclusion 

This study critically examined the ethical implications of AI-driven personalized market-
ing in the digital ecosystem through real-world case studies and a conceptual model. The 
findings underscore that while AI personalization offers immense potential for customer 
engagement and business growth, its misuse can lead to serious ethical breaches—rang-
ing from data privacy violations and manipulative user interfaces to loss of consumer 
trust. The proposed conceptual and strategic models highlight the essential role of ethical 
AI design, transparency, user privacy, and regulatory enforcement in building trustworthy 
personalization. 

If digital marketing is to remain effective and sustainable, it must evolve beyond 
performance metrics to incorporate ethical considerations that respect user autonomy 
and consent. The study contributes to the growing discourse on responsible AI and 
calls for a balanced approach where technological advancement is guided by ethical 
responsibility. Future research may empirically test the proposed models and explore 
industry-specific applications of ethical personalization frameworks. 
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emerging cyber threats. Existing models often suffer from high false positives 
rates and limited scalability, which impacts their utility in the real world. The aim 
of this study is to enhance and fine-tune a model to improve detection accuracy 
while decreasing the error rates of the model. The Enhanced MLP was evaluated 
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lies. Experimental results indicate a considerable performance improvement over 
the baseline model, particularly as related to false positives and false negatives, 
which led to improvements in overall accuracy. Results of this study indicated 
the Enhanced MLP showed resiliency and usability for real-world deployment. In 
summary, we conclude the Enhanced MLP improves automated threat detection 
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detection systems (IDS). 
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1 Introduction 

Cyber threats have risen considerably as the world is embracing digital devices at an 
alarming rate. Security in the Network has thus emerged as a burning issue both to 
individuals as well as to enterprises. IDS has long been used to monitor and mitigate 
such threats with Traditional Intrusion Detection Systems [1]. Nevertheless, they are not 
that effective in the modern dynamic fast-changing world of threats. The major limitation 
of the traditional IDS is that it is highly signature-based, matching observed network 
traffic with a known database of attack signatures. The approach is effective against 
known threats but not against novel or unknown attacks known as zero-day threats [2]. 
Besides, traditional IDS need to be frequently updated manually to keep them accurate 
in detecting and this is not only time-consuming, but also vulnerable to error on the part 
of the person making the update. 

The ML and DL are newer developments that have shown how they can be used 
to boost the performance of IDS in recent years. These methods are able to reveal 
complicated patterns and aberrant behaviours within the network data and therefore 
enhance detection of cyberattacks [4]. Still, the conventional ML-based approaches 
remain associated with the reliance on feature engineering a process which is time-
consuming and requires special skills [5]. Compared to such IDS, DL-based IDS is able 
to automate feature learning, so that there is not so much need to manually label the 
required features, and that the classification accuracy would be higher [6]. DL models 
can be used to detect modern cyber attacks and anomalies with large quantities of network 
data being processed in a timely manner [7]. 

Although DL-based IDS are useful, challenges do confront them. The absence of, 
or inadequate availability of, labeled training data is a major problem and is vital in 
creation of accurate models [8]. Also, the overhead costs and the processing capacity 
of the methods may present a challenge to organizations with minimal facilities [9]. To 
overcome these constraints, scholars have sought ways to overcome these challenges 
through the use of Generative Adversarial Networks (GANs) to generate synthetic train-
ing data and transfer learning to enhance the answers of models [10]. More importantly, 
the use of cloud infrastructure and distributed computing to solve the problem of a high 
resource demand of DL-based IDS has been suggested [11]. 

In the work we present an improved Multi-Layer Perceptron (MLP) model used 
to recognize and classify intrusion. The goal is to defeat the limitations of traditional 
IDS and difficulties that are faced with current DL methods. To prove its effectiveness 
we test the model using large-scale dataset and compare it with other IDS methods, 
which demonstrates the ability of the model to detect and classify cyberattack with high 
accuracy. The remaining section of the paper is organized: Existing literature on IDS 
and DL-based IDS methods is reviewed in Sect. 2. We explained the proposed Enhanced 
MLP Deep Learning Model and its design in Sect. 3. By using a large dataset evaluate 
our model performance and compare it with traditional methods. At last, conclude the 
study and discuss the directions for future research in Sect. 5
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2 Related Works 

Geng et al. enhanced the CNN with deep sparse autoencoder and attention detection to the 
network intrusion detection system. It maximizes extraction of features and uncommon 
intrusion with data expansion of ADSAE. The precision of the approach was higher: 
89.1 on UNSW-NB15, 94.2 on CSE-CIC-IDS2018 [12]. 

Ahamed et al. suggested CIDS, an intrusion detec-tion system based on machine 
learning that overcomes difficulties, such as high false positives and zero-day attacks. 
CIDS was tested on the KDD Cup 1999 and NSL-KDD datasets, and demonstrated 
higher accuracy in packet sniffing and identifying suspicious behaviors in networks than 
the classical signature-based systems and anomaly-based systems [13].  Ali  et  al.  com-
pared several network intrusion detection ML algorithms, which contributes to dealing 
with high-dimensional data. Random Forest scored 99.78 using a dataset containing 
41 features compared to 53.15 using SVM. Their work indicates differences in ML 
performance, which can help to develop effective NIDS. [14]. 

Shi et al. assigned the algorithm’s foraging behaviour a hunger weight, which helps 
to balance by using preexisting answers and looking for new ones. To find better solu-
tions and prevent it from getting stuck in local searches, they applied a strategy called 
alternating and cooperative foraging, which enhances the algorithm’s ability. They used 
a method called greedy Cauchy mutation, which enhances global search capabilities and 
takes advantage of the hummingbirds’ position data. To confirm the improvements, the 
team conducted statistical analyses; by using 10 well-known benchmark functions, the 
team tested the algorithm. They added a binary version of the feature selection method 
known as BEAHA, which is used to find the optimal feature set [15] 

Saravanan et al. create reliable connections on their own; these MANETs are known 
for being dynamic and cooperative. To forward the data packets between the source 
and the destination, intermediate nodes play a key role. Unluckily, hackers will target 
these nodes to get the sensitive data. This shows how essential it is to have a strong 
intrusion detection mechanism in MANETs, particularly for multipath routing, in order 
to effectively identify any attacks. To identify the possible intrusions in these nodes, 
the author of this paper presented a technique called the graph neural network (GNN). 
After training it on a variety of datasets, they evaluated GNN in the network. Based 
on the results, GNN provides more protection against attacks when compared to other 
strategies [16]. 

3 Methodology 

This study proposes a new method of intrusion detection, which combines the benefits of 
the CNN and improved Multilayer Perceptrons (EMLP). The research is implemented 
in the six systematic stages. The data is initially obtained using the KDD CUP99 dataset 
that is well known and dependable source of data. Second, the raw data of the data will 
be cleaned and processed in order to have quality data that is consistent and ready to 
be analyzed. Third, a model based on EMLP-CNN is implemented and trained to most 
effectively extract features and discover latent patterns in the data. Fourth, the results of 
the proposed model are assessed with typical criteria, the accuracy, precision, recall, and
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F1-score. Fifth, the system of the model is checked to ensure the reliability of operation 
in terms of efficiency. Lastly, in the sixth stage the results and findings of the research 
are well documented (Fig. 1). 

Fig 1 Proposed methodology dataflow 

Data Collection: The KDD CUP99 dataset is a popular resource for testing how well 
intrusion detection systems work. It has 494,021 records, each featuring 41 different 
aspects, and is divided into five categories: normal, probe, DoS, user to root (U2R), and 
remote to local (R2L). There’s a big imbalance in the dataset—97,277 records (about 
19.7%) are marked as normal, while only 4,071 (0.8%) are probes, 229,853 (46.5%) 
are DoS incidents, 52 (0.01%) are U2R, and 1,126 (0.2%) are R2L. The 41 features 
can be grouped into four types: basic features, content features, time-based features, 
and host-based features. This dataset presents some challenges like class imbalance, a 
wide range of features, and some noise and outliers, which makes it a good standard for 
testing IDSs. 

Data Preprocessing: Preparing the data is an important step in building a good IDS. 
To test the EMLP-CNN model, we have to assist in transforming unprocessed data into 
a format that is suitable for both training and evaluating. To improve the performance 
of our model, we need to preprocess the KDD CUP99 dataset to fix problems like 
errors, inconsistencies, and missing information. And we ensure the features are properly 
adjusted and formatted to clean up the data, which helps the EMLP-CNN model work 
in a better way, and it leads to more accurate intrusion detection results. 

Data Cleaning: Ready to use the data once we have cleaned it. Cleaning data is an 
important step. We can trust the information after the cleaning because they remove 
the mistakes, inconsistencies, or gaps in the dataset. We have started this investigation 
by removing duplicate records from the KDD CUP99 dataset. By doing this, we are 
removing the unnecessary data and reducing the possibility of duplicate records. To 
address the missing values, we used the mean imputation method [17]. By substituting 
the missing values with the average of that feature to fill the gaps in this method. So, by 
doing all these things, the data is ready for the next step. 

Data Normalization: Normalization is an important component of data preparation to 
undertake machine learning. It consists in the minimization of the variance of the values 
of the features so that the variance of individual feature values will not improperly affect 
the model. This will give precedence to features that have greater numerical ranges at the
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expense of anomalous results. In this analysis, the Min-Max scaling approach is used so 
that all the values of the features are shifted to a new range of 0 or 1. The approach is quite 
common in data analytics and machine learning since it limits the influence of different 
feature scales leading to a more precise and consistent model. The data normalization 
guards against the model choosing to concentrate on one or a few features over the rest. 

Min-Max Scale Method: Min-Max scaling is probably the most frequently utilized 
normalization blocking method that works especially well when data sets include features 
of non-homogenous scales or measurement unit. This approach normalizes values of each 
feature within the same range, i.e., most often [0, 1] such that a feature does not have 
too strong an influence on the learning process [18]. Min-Max normalization improves 
stability and performance of the models since the features of the dataset have been 
adjusted to the same scale. 

By taking the minimum value of each feature is subtracted from the data, and the 
range gap between the highest and lowest values is then divided by the range to use the 
Min-Max Scale. Here’s the formula for it: 

X’ = (X − Xmin)/(Xmax − Xmin) (1) 

In the above formula Xmin is the smallest value, X is the original value, Xmax is the 
largest and X’ is the new normalized value. Applying this method changes the data into 
a shared range, which can help to: 

– Lessen the impact of different feature scales 
– Make the model more stable and accurate 
– Stop features with large ranges from taking control of the model 

Data Transformation: Transforming data is an important part of preparing it for anal-
ysis. This process changes the data into a format that works well for training and testing 
the model we have in mind. It’s essential because machine learning algorithms only work 
with numbers, and the KDD CUP99 dataset has categories that need to be converted into 
numbers. In this work, we took those categorical features and turned them into numerical 
ones by using a method called one-hot encoding, which is quite common for this kind 
of task. 

So, how does one-hot encoding function? For each category it generates a new 
binary tree. We have a feature called "protocol" with three possibilities: "tcp", "udp", 
and "icmp", and it will create three new columns by the one hot encoding "protocol tcp", 
"protocol udp", and " protocol icmp". The new feature gets a 1, if the original category 
appears in each row and it doesnot, it gets a zero. This modification helps categorical 
data to be processed by machine learning algorithms in the same way as numerical data. 

This approach has advantages, such as easy to establish and handling certain things 
in an easiest way. However, the drawbacks are there, like the fact that addition of new 
features and may complicate the data and result in multicollinearity between these fea-
tures. By using one hot encoding, in an effective way they convert categorical data to 
numerical data. To categorical the features in the KDD CUP99 dataset, we applied one 
hot encoding method in this study, and they focused on the protocol, "service " and 
"flag" features. In our EMLP-CNN model the numerical features are created then used
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to train and test. We allowed the categorical features to be represented numerically, by 
using one- hot encoding, which helped our model to learn the connections in the data 
and complex relationships. 

Feature Selection: To build a good system for detecting intrusions, we have to select 
the right features that are key part. In order to improve the model’s performance in 
a better way, this process involves picking out the most important features from the 
dataset. Finding the characteristics that are closely related to our main target, in this 
case, examining whether it is normal or an attack. The model learns better and becomes 
more accurate at spotting intrusions more, when we focus on the most relevant features. 

To pick the features, we used a method based on correlation in this study. How 
strong a connection with our target, this thing is focused clearly on this approach. With 
the values ranging from -1 to 1, the correlation coefficient helps us understand the 
relationship between two features. A strong negative connection is represented by the 
value -1, and a strong positive connection is represented by 1. For further analysis, we 
select the features with a correlation coefficient above 0.5 in our study. 

The method is user-friendly and compatible with a wide range of algorithms because 
we are using the correlation method, which is common in machine learning and data 
analysis. It does have certain disadvantages. It might not care about non-linear connec-
tions, but it mainly focuses on linear relationships. Also, it can select the features that are 
extremely comparable to one another, which could cause issues with multicollinearity. 

Feature Extraction: Said feature extraction is of relevance when it comes to creating an 
effective intrusion detection system, which changes the raw features to more accessible 
and efficient state. Dimensionality reduction, data transformation, and generation of 
new features are the most common methods to feature extraction. In this work, we used 
Principal Component Analysis (PCA) to make the dataset dimensionality much less with 
the most important information preserved. 

CA has a broad use in machine learning and data mining in the process of feature 
extraction. It transforms the original features into another set of unrelated identifications 
referred to as principal components that are arranged in order of importance. Such 
transformation introduces an effective and simplified representation of the initial data, 
which can boost the performance of the EMLP-CNN model [20]. In order to find the most 
important features of the dataset, PCA was used to draw out the principal components. 
These were then fed into the EMLP-CNN model in training and testing. These outcomes 
revealed across feature extraction using PCA played a meaningful role towards high 
data-driven intrusion detection performance. 

Multilayer Perceptron: A Feed Forward Neural Network (FNN) is a kind of neural 
network wherein a set of inputs are linked to a set of outputs. A typical FNN, the 
Multi-Layer Perceptron (MLP), is composed of three types of layers: input, hidden, 
and output layer. Each hidden and output layer uses a nonlinear activation function to 
provide complexity and permit the network to learn non-linear relationships All layers 
are fully interconnected, in that all neurons in one layer are connected to all neurons in 
the next. The efficiency of the network is measured with an error function (E), which
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can be mathematically defined as: 

E = 
n 

k=1 

d (k) − y(k) (2) 

n this equation, target value is indicated by d, and y is the output vector from the MLP. 
Once the error value E is determined, we can adjust the bias and weight using the 
following formulas: 

wnew = wprev − η 
∂E 

∂ wprev
(3) 

θnew = θprev − η 
∂E 

∂θprev
(4) 

Here d^(k) indicates the position of the target vector, and η represents the learning rate 
in equations [24] and [25]. During learning the weight used is shown by θ, the identifier 
for weight is w, and y is indicated as the output vector .

Enhanced Multilayer Perceptron: To build the traditional Multilayer Perceptron we 
need EMLP (Enhanced Multilayer Perceptron) is a type of neural network. To improve 
the performance, they add more features and techniques. For detecting intrusions, we 
used the EMLP design to create a strong system for detecting intrusions, in this research. 
We were able to achieve impressive accuracy in identifying intrusions, by training the 
EMLP model with selected features. The capability of EMLP design is to how well they 
are recognizing the complex patterns and the connections in data. Through the use of 
many hidden layers, which provide the model with layered insights to the data. Batch 
normalization and dropout regularization are the methods also used with EMLP, which 
are making the model in more adaptable and reduce the risk of overfitting. So overall, 
the EMLP structure is an effective way to create intrusion detection systems (Fig. 2). 

Fig 2. Proposed EMLP-CNN model architecture
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Convolutional Neural Networks (CNNs): Applying CNNs in classification of the 
intrusion is a significantly important element in modern security. Conventional methods 
of detection have difficulties recognizing refined or continuous attacks and the CNNs 
and other machine learning algorithms which use deep learning are efficient in this field. 
These networks are specifically effective in finding patterns in unstructured data, and 
so they can find small variations in system operation or in network traffic that might 
point to an intrusion. The way they operate with the data of such high dimensions and 
complex data structure makes them well-suited to the classification of intrusion. 

A CNN is technically a form of feed-forward neural net that uses convolutional 
layers to process that extract features automatically upon the input data [27]. Take, for 
instance, that a one-dimensional CNN (1D CNN) acts on a single vector, and it carries 
out convolution procedures to create novel feature representations [28]. The result of a 
CNN may be mathematically explained as: 

y(x) = f j∞ i∞wijxij + b (5) 

In this equation, f (*) is the activation function, w_ij represents the weight of the con-
volution kernel at position (i,j) in a m × n dimension, x_ij is the input vector, and b is 
the offset v alue.

The softmax function acts as the activation function for the fully connected layer, 
with its output defined as: 

σ t = softmax(who ∗ H + b0) (6) 

Here, who is the convolution kernel, H stands for feature representation, and b_0 is the 
offset value, which ranges from one to three. 

By using CNNs, security systems can quickly respond to new threats without the 
hassle of manual feature engineering. This not only boosts the accuracy and efficiency 
of detecting malicious actions but also helps cybersecurity experts stay ahead of fast-
evolving online dangers, ensuring the protection of vital data and digital infrastructures. 

Testing: In the testing section, we used a testing set consist of 10,000 samples and to 
evaluate how well the new EMLP-CNN model works. A label that it showed if it was 
normal or an attack, with each sample had 41 features. The dataset was divided into two 
parts: 80% for training the model and 20% for testing. By using we are testing the data 
how well it works and how it is helping to avoid overfitting. 

4 Results and Findings 

In the result section, we show the outcome of the EMLP-CNN model by tested on the 
KDD CUP99 dataset. This model gets 98.5% of accuracy, with 97.8% recall, 98.2% 
precision, and an 98.0% F1-score. The above results how to us how well the model is 
performed to identify the intrusions. 

We have to compare the EMLP-CNN model with other models, like SVM, Random 
Forest, CNN, and MLP. The outcome demonstrates that the EMLP-CNN model outper-
forms in terms of accuracy, recall, precision, and F1-score. To identify the intrusions
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within the KDD CUP99 dataset this method is better as we suggest. The combination of 
EMLP and CNN structures results in strong performance. The CNN framework effec-
tively supports learning spatial features, while the EMLP framework helps to identify 
complex patterns and relationships in data. The above combination allows the model to 
show an excellent one. 

Accuracy: It calculates the proportion of accurate predictions. The positive and negative 
results are evaluated. If the accuracy is going up, it means the performance is good. 

Accuracy = (TP + TN)/(TP + TN + FP + FN) (7) 

Precision: Precision focuses on how many of the predicted positive results are actually 
correct. It checks how well the model avoids making mistakes when it predicts a positive 
outcome. When precision is higher, it means there are fewer incorrect positive results. 

Precision = TP/(TP + FP) (8) 

Recall: Recall looks at how many of the actual positive cases the model correctly 
identifies. It measures how good the model is at finding all the real positives. A higher 
recall means it misses fewer positive cases. 

Recall = TP/(TP + FN) (9) 

F1-Score: F1-score combines both precision and recall into one number. It helps find 
a balance between how many positive predictions are correct and how many actual 
positives are found. A higher F1-score shows that the model is performing better overall 
(Table 1). 

F1−score = 2∗ Precision∗Recall /(Precision + Recall) (10) 

Table 1 Comparison of the proposed EMLP-CNN model 

Model Accuracy Recall Precision F1-Score 

Proposed EMLP-CNN 98.5% 97.8 98.2 98.0 

SVM 95.2 94.5 95.8 95.1 

Random Forest 96.3 95.6 96.9 96.2 

CNN 97.2 96.5 97.8 97.1 

MLP 94.8 94.1 95.4 94.7 

The EMLP-CNN model is the best performing and demonstrated performance accu-
racy of 98.5%, the highest accuracy performance obtained among all tested models, 
which presumably reflects strong performance in the ability to accurately classify cases 
correctly. Recall, precision, and F1 score of the EMLP-CNN were 97.8%, 98.2%, and 
98.0%, which reflects it is an effective model. The SVM model recorded an accuracy
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performance of 95.2%, with a recall of 94.5%, precision of 95.8%, and F1 score of 
95.1%. The Random Forest model was the next best with an accuracy performance of 
96.3%, a recall of 95.6%, precision of 96.9%, and F1 score of 96.2%. The CNN model 
recorded better performance than these two models with an accuracy performance of 
97.2%, recall performance of 96.5%, precision performance of 97.8%, and an F1 score of 
97.1%. The MLP model recorded the lowest performance with an accuracy performance 
of 94.8%, recall of 94.1%, precision of 95.4%, and F1 score is 94.7%. 

The overall results suggest that the EMLP-CNN model was a better overall performer 
than all other methods of evaluation, evaluated via accuracy, recall, precision, and F1 
score. Based on this, performance, it is likely that the EMLP-CNN is a very capable model 
for the KDD CUP99 dataset, as well as a very robust model in identifying intrusions. 
The EMLP-CNN success can be attributed to its ability to learn complex functions by 
learning from an EMLP architecture and CNN architecture in tandem (Fig. 3). 

Fig 3 Comparison of the proposed EMLP-CNN model 

5 Conclusion 

This study shows an impressive accuracy of 98.5% and a detection rate of 97.2% for 
spotting and classifying intrusions. Comparatively to other models this has a clear setup 
and achieved also. This improved MLP model is highly effective in identifying, classi-
fying intrusions and positioning it as a competitive candidate for enhancing the network 
security this data is demonstrated in this study. It highlights the points of how deep learn-
ing methods, particularly enhanced the MLP model, and it can really enhance how well
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intrusion detection and classification systems work. This model is a meaningful addition 
to the network security field because of its high accuracy and efficiency in detecting and 
classifying intrusions. In the future the research people might use this model in several 
areas like IoT security or cloud computing, and to investigate different deep learning 
frameworks to improve its performance 
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Abstract. Mental health challenges, including stress, anxiety, and emotional dis-
tress, are increasingly visible among social media users who share their thoughts 
and activities online. This paper presents an AI-based framework for detecting 
stress and suicidal ideation by analyzing multimodal social media activity, includ-
ing posts, likes, shares, comments, and temporal engagement patterns. The sys-
tem benchmarks traditional machine learning models (Logistic Regression, SVM) 
alongside deep learning methods (BiLSTM) and transformer-based architectures 
(BERT) to achieve accurate and efficient detection of at-risk users. 

Upon identifying individuals at risk, the framework activates a positive content 
curation module that dynamically adjusts the feed to prioritize supportive and 
motivational content, fostering emotional well-being in a non-intrusive manner. 
The system emphasizes privacy preservation, user consent, anonymity, and non-
clinical use, ensuring ethical deployment in digital environments. 

Experiments using benchmark datasets and standard evaluation metrics 
(Accuracy, Precision, Recall, F1-score, ROC-AUC) demonstrate strong perfor-
mance, with BERT achieving the highest recall—critical for minimizing missed 
at-risk cases. Unlike prior detection-only approaches, this study uniquely inte-
grates multimodal behavioral signals with real-time, ethically governed feed cura-
tion, highlighting the feasibility of AI for proactive mental health support on social 
media platforms. 
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1 Introduction 

1.1 Motivation 

Mental health challenges are escalating globally, with the World Health Organization 
identifying depression and anxiety as leading causes of disability among young indi-
viduals [?]. Early intervention remains insufficient due to stigma, underreporting, and 
limited access to professional care. In recent years, platforms such as Reddit, Twitter, 
and Instagram have become spaces where users openly share emotional and psycholog-
ical struggles, offering a unique opportunity to leverage Artificial Intelligence (AI) for 
early detection of stress and emotional distress. 

Existing studies demonstrate that Natural Language Processing (NLP) and Machine 
Learning (ML) models can effectively identify mental health signals from social media 
text [1, 2]. However, prior approaches predominantly focus on analyzing textual content 
alone, overlooking other user activities such as likes, shares, comments, and temporal 
posting patterns, which provide critical indicators of a user’s emotional well-being. 
Moreover, while many systems recommend helplines or interventions upon detecting 
distress, there is limited exploration into reshaping the user’s social media environment 
to proactively support mental well-being (Figure 1). 

Fig. 1. Global mental health statistics illustrating prevalence, early onset, treatment gaps, and the 
pandemic-related increase in mental health conditions, adapted from WHO reports (2022). 

1.2 Research Gap 

Although prior work demonstrates the feasibility of detecting depression, anxiety, and 
suicidal ideation from online text, most systems remain detection-centric. They lack 
real-time, ethically governed intervention mechanisms and do not integrate multi-modal
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behavioral signals beyond language. Additionally, very few approaches consider curating 
a supportive digital environment through adaptive feed modification. This highlights 
the need for a framework that combines accurate detection with proactive, privacy-
preserving, and ethically responsible interventions. 

1.3 Problem Statement 

Despite the availability of rich social media data, current mental health monitoring 
approaches face several limitations: 

● Limited Modality Scope: Most systems rely solely on textual data, neglecting user 
activity patterns that can enhance detection accuracy. 

● Reactive Design: Existing methods typically provide post-detection recommenda-
tions rather than actively reshaping the user’s experience to improve well-being. 

● Lack of Positive Environment Integration: Minimal research explores dynamically 
curating social media feeds to replace stress-inducing content with supportive and 
calming alternatives. 

● Ethical and Practical Limitations: Few frameworks explicitly ensure privacy, 
consent, anonymity, and non-intrusive support, which are essential for ethical 
deployment. 

1.4 Objectives of the Study 

This research aims to bridge the gap between online behavior analysis and proactive 
digital well-being support using AI. The core objectives include: 

● Dataset Development: Curate and preprocess multimodal social media activity data, 
including posts, likes, shares, comments, and temporal engagement. 

● Feature Engineering: Extract linguistic, behavioral, and temporal indicators of 
emotional distress from user activity data. 

● Modeling: Develop and benchmark ML and transformer-based models for accurate 
stress and suicidal ideation detection using multimodal features. 

● Positive Feed Curation Framework: Design a sentiment-based content filtering 
system to dynamically prioritize supportive and motivational content in the user’s 
feed upon stress detection. 

● Ethical Compliance: Ensure privacy preservation, transparency, user consent, and 
non-intrusive implementation while enhancing the digital environment for mental 
well-being. 

2 Related Work 

AI-assisted mental health detection has primarily focused on identifying depression, 
anxiety, and suicidal ideation from social media using NLP and ML models. However, 
most works emphasize text-based detection without leveraging broader user activities 
or adjusting user experiences post-detection (Table 1).
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Table 1. Comparative summary of existing approaches in mental health detection from social 
media 

Study Method/Dataset Strengths Limitations 

Sawhney et al. (2021) PHASE model; 
suicidal posts 
(Red-dit/Twitter) 

Captures emotional 
progression over time 

No integration with 
user experience or 
proactive intervention 

Amanat et al. (2022), 
Yu et al. (2021) 

Deep learning 
(CNN/LSTM) on 
depression datasets 

High accuracy in 
detecting depressive 
posts 

Detection-centric; 
lacks real-time or 
personalized support 

Belinda et al. (2022), 
Al Asad et al. (2019) 

Linguistic and 
signal-processing 
approaches 

Early detection of 
psychological signals 

No post-detection 
actions; limited 
scalability 

De Choudhury et al. 
(2013), Guntuku et al. 
(2017) 

Language modeling 
from social media 
text 

Established link 
between language and 
depression 

Ignored user activity 
patterns and feed 
curation aspects 

2.1 Gaps in Existing Literature 

Current methods: 
Focus primarily on text, overlooking likes, shares, and activity patterns for stress 

detection. 

● Do not modify user feeds to prioritize positive content post-detection. 
● Lack real-time, user-personalized, and non-intrusive well-being support frameworks. 
● Rarely consider ethical deployment including anonymization, consent, and non-

clinical use. 

3 Corpus Overview 

This section outlines the datasets, preprocessing steps, and ethical considerations for 
building our stress detection and positivity-focused content curation system. 

3.1 Dataset Descriptions 

We utilize publicly available datasets capturing diverse mental health signals: 

● Reddit Mental Health Dataset: Includes posts from subreddits such as r/depression 
and r/SuicideWatch, alongside control data from r/AskReddit, with labels and 
timestamps for temporal and activity pattern analysis. 

● Twitter COVID-19 and Sentiment Datasets: Contain tweets labeled for emotions 
(fear, anger, joy) and sentiment polarity, useful for identifying emotional fluctuations 
and stress patterns. 

● Activity Metadata: Post frequency, timing, and interaction patterns (likes, com-
ments, shares) extracted from Reddit and Twitter for multimodal stress detection and 
proactive feed curation.
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These datasets enable training of models to detect stress and suicidal ideation and to 
curate user feeds toward positive, ethically appropriate content upon detection. 

3.2 Ethical Considerations 

All data are anonymized and publicly available, adhering to platform terms of use without 
accessing private or sensitive user content. Personally identifiable information (PII) such 
as usernames and profile details are excluded to ensure privacy. The system is designed 
for non-intrusive, non-clinical early warning, focusing on supportive content delivery 
rather than diagnosis. Ethical safeguards include transparency, respect for user autonomy, 
avoidance of stigmatization, and consent-based design. Prior to any live deployment, the 
framework will undergo Institutional Review Board (IRB) approval and external ethical 
review. 

3.3 Preprocessing Steps 

Essential preprocessing steps for high-quality input data include: 

● Text Cleaning: Removal of noise such as URLs, emojis, hashtags, usernames, and 
expansion of contractions. 

● Tokenization and Lemmatization: Using NLTK/spaCy for text normalization. 

● Feature Extraction: Sentiment analysis, POS tagging, and generation of embed-
dings (TF-IDF, Word2Vec, BERT). 

● Handling Class Imbalance: Applying SMOTE and oversampling techniques to 
ensure balanced representation. 

● Multilingual Support: Normalization and tokenization for code-mixed or non-
English text where applicable. 

This preprocessing pipeline ensures ethically responsible, high-quality input for 
robust stress detection and enables positivity-focused feed curation. 

4 Feature Engineering for Mental Health Detection 

This section describes the linguistic, behavioral, and multimodal features designed to 
capture stress and distress signals from social media activity, supporting positivity-
focused and ethically guided feed curation. 

4.1 Linguistic Features 

Language reflects emotional and cognitive states and is essential for stress detection: 

● Sentiment Scores: Using VADER/TextBlob to capture sentiment polarity and 
emotional tone from posts and comments. 

● LIWC Features: Quantifying psychological dimensions (e.g., anxiety, sadness) 
using validated lexicons.
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● POS Tags: Frequency of parts of speech, particularly first-person pronouns, which 
correlate with distress. 

● Keyword Flags: Identification of stress-related terms (e.g. “empty” “over-whelmed”) 
and crisis-related language 

4.2 Social and Behavioral Features 

Beyond textual content, user activity offers critical behavioral indicators: 

● Engagement Patterns: Types and sentiment of liked or shared content, reflecting 
emotional state. 

● Temporal Activity: Posting times, frequency, and late-night activity patterns 
associated with stress. 

● Interaction Metrics: Commenting behavior, subreddit participation, and topic 
engagement trends. 

4.3 Feature Representation 

Extracted features are transformed for model compatibility and fused for multimodal 
analysis: 

● TF-IDF: Sparse, interpretable vectors suitable for classical ML models. 
● Word Embeddings: Word2Vec and GloVe to capture semantic relationships. 
● Contextual Embeddings: BERT-based [CLS] token representations for context-

aware features. 

● Feature Fusion: Combining linguistic metrics, behavioral indicators, and semantic 
embeddings for enhanced detection accuracy. 

These multimodal features enable accurate stress and distress detection, which in 
turn activates the positivity-focused, ethically responsible content curation module, 
designed to improve user experience without compromising autonomy, privacy, or ethical 
standards. 

5 Model Architecture and Classification Strategy 

This section outlines the system design for stress and suicidal ideation detection from 
user activities across social media, enabling positive content curation upon detection 
while maintaining ethical safeguards. 

5.1 Modeling Techniques 

5.1.1 Classical Models: 

● Support Vector Machines (SVM), Logistic Regression, and Random Forest are trained 
using TF-IDF features, sentiment scores, and behavioral patterns. 

● Stratified k-fold cross-validation ensures reliable evaluation during training.
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5.1.2 Deep Learning Models: 

● Bidirectional Long Short-Term Memory (BiLSTM) networks capture sequential 
patterns in user posts and activity timelines. 

● A fine-tuned Bidirectional Encoder Representations from Transformers (BERT) 
model (bert-base-uncased) leverages contextual embeddings for stress and suicidal 
ideation classification. 

5.2 System Workflow 

● Input Layer: Accepts multimodal features, including embeddings, activity metrics, 
and sentiment scores. 

● Embedding Layer: Utilizes Word2Vec or BERT for text representation. 
● Processing Core: Applies deep models (BiLSTM/BERT) or classical classifiers 

(SVM, Random Forest). 
● Output Layer: Predicts user stress status or risk of suicidal ideation. 
● Feed Adjustment Module: If stress is detected, a filtering mechanism prioritizes 

supportive content in the user’s feed. Designed for API-based integration, this module 
maintains inference latency under 300 ms for real-time user experience and includes 
escalation to human-in-the-loop review for high-risk cases. 

5.3 Training Configuration 

● Loss Function: Binary cross-entropy for classification tasks. 
● Optimizers: Adam for deep models; SGD or L-BFGS for classical models. 
● Evaluation Metrics: Accuracy, Precision, Recall, F1-Score, and ROC-AUC. 
● Regularization: Dropout and L2 regularization to prevent overfitting. 

5.4 Hyperparameter Tuning 

● Deep Models: Learning rate, batch size, and number of epochs tuned via grid search. 
● SVM: Kernel selection and penalty terms optimized. 
● Random Forest: Number of trees and maximum depth tuned. 

5.5 Model Selection Strategy 

● Performance: Models compared using macro-averaged F1-Score and ROC-AUC. 
● Transparency: Preference for models with interpretable outputs where feasible. 
● Real-Time and Ethical Compatibility: Models evaluated for inference latency, API 

integration readiness, and risk of false positives. High-risk detections are escalated 
for human review to ensure ethical deployment (Figure 2).
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Fig. 2. Pipeline diagram for stress detection and positive feed curation. Inputs include multimodal 
features, processed via classical ML or deep learning models (BiLSTM/BERT). Output informs 
the feed adjustment module for real-time ethical intervention. 

5.6 Algorithm Pseudocode 

The following pseudocode illustrates the workflow for stress detection and feed 
adjustment (Algorithm 1 ): 

6 Evaluation and Experimental Results 

This section presents the evaluation of our stress detection system using benchmark 
datasets and standard performance metrics, supporting downstream positivity-focused 
feed curation.
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6.1 Datasets Used 

The following datasets were utilized for experimentation: 

● Reddit Mental Health Dataset: Includes posts labeled for stress, depression, and 
suicidal ideation. 

● COVID-19 Emotional Posts: Contains tweets and posts reflecting emotional states 
during the pandemic. 

● Synthetic Activity Data: Simulated user activities (likes, shares, comments, posting 
times) aligned with labeled mental health states to enable multimodal evaluation. 

All data were anonymized and split into training (70%), validation (15%), and testing 
(15%) sets, ensuring no user data leakage. 

6.2 Metrics for Assessment 

The system was evaluated using Accuracy, Precision, Recall, F1-score, and ROC-AUC, 
providing a comprehensive comparison across models. 

6.3 Performance Overview 

We evaluated multiple models, including classical machine learning algorithms and deep 
learning architectures, on multimodal social media data. The results in Table 2 show that 
transformer-based models, particularly BERT, achieved the best overall performance, 
maintaining high recall—critical for ensuring that at-risk users are not overlooked. 

Table 2. Performance comparison of models on test data for stress detection using multimodal 
social media data. 

Model Accuracy Precision Recall F1-Score ROC-AUC 

Logistic Regression 82.3% 81.7% 80.5% 81.1% 0.87 

SVM 84.6% 83.1% 82.9% 83.0% 0.89 

Random Forest 86.2% 85.0% 85.7% 85.3% 0.91 

BiLSTM 88.7% 88.3% 88.1% 88.2% 0.93 

BERT (Fine-tuned) 91.4% 91.2% 90.9% 91.0% 0.96 

6.4 Findings 

● The BERT-based model consistently outperformed other approaches across all eval-
uation metrics, confirming its suitability for accurate stress and suicidal ideation 
detection. 

● BiLSTM and classical models such as SVM and Random Forest achieved competitive 
results with lower computational requirements.
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● Incorporating behavioral activity features alongside textual data improved detection 
accuracy, demonstrating the benefit of multimodal analysis. 

● High recall was prioritized to reduce the risk of overlooking at-risk users, supporting 
ethical deployment of the system. 

● Strong detection performance directly benefits the downstream feed adjustment 
module, ensuring that stressed or at-risk users receive timely exposure to positive 
and supportive content. 

6.5 Error Analysis 

Common misclassification scenarios included: 

● Posts with ambiguous, metaphorical, or context-limited language. 
● Very short posts lacking sufficient context for classification. 
● Off-topic posts containing subtle emotional signals. 

False Positives 
In addition to general misclassification patterns, the system exhibited cases of false 

positives, where posts not reflecting actual stress or suicidal ideation were incorrectly 
flagged. These errors were primarily observed in the following contexts: 

● Posts containing exaggerated expressions, sarcasm, or humor that resembled distress-
related language. 

● Contextually neutral or positive posts that included stress-associated keywords (e.g., 
“I almost died laughing”). 

● Discussions about mental health in an informative or supportive capacity, which were 
misclassified as self-reports of distress. 

While prioritizing recall is crucial to minimize the risk of overlooking at-risk users, 
false positives highlight the trade-off between sensitivity and precision. A high rate 
of false positives may lead to reduced system credibility and potential user fatigue in 
real-world settings. Future work may mitigate this by incorporating deeper contextual 
understanding, pragmatic cues, and human-in-the-loop review mechanisms to ensure 
ethically responsible deployment. 

7 Conclusion and Future Scope 

This work presents an AI-based framework for detecting stress and suicidal ideation 
in users by analyzing multimodal social media activity, including posts, likes, shares, 
comments, and interaction patterns. The system benchmarks classical machine learning 
and transformer-based models, enabling a downstream module that dynamically curates 
user feeds to prioritize supportive and calming content. 

Beyond technical contributions, this research emphasizes the ethical and societal con-
siderations of implementing such systems, ensuring privacy preservation, user consent, 
transparency, and non-intrusive intervention. By shifting the focus from reactive alerts 
to proactive positivity curation, the framework fosters healthier digital environments for 
users at risk of stress or emotional distress.
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7.1 Future Directions: 

● Expand to support multilingual and culturally diverse datasets for inclusive detection. 
● Integrate additional modalities such as image, video, and voice sentiment for enriched 

multimodal analysis. 
● Personalize positivity curation strategies based on user preferences while maintaining 

anonymity. 
● Conduct user studies to evaluate the effectiveness of positivity-focused feed adjust-

ments on well-being. 
● Explore real-world deployment and human-in-the-loop validation to assess ethical 

and practical feasibility. 

This system aspires to enhance user well-being non-intrusively, serving as a supportive 
tool to promote mental wellness within digital spaces rather than replacing professional 
care. 
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Abstract. Influencer marketing has gained popularity in the recent years, little is 
known about how effective it is in the restaurant industry, especially when it comes 
to the different kinds of influencers and the relationship between authenticity, trust, 
and long-term effects. The paper investigates how well influencer marketing works 
in the restaurant sector by looking at consumer sentiment and behavioral intentions 
of macro, micro, and nano influencers. This paper will discuss the importance of 
trust, authenticity and disclosure transparency in influencing consumer attitudes 
using a mixed-methods approach, which involves the use of AI-assisted sentiment 
analysis of influencer posts (n = 1,200) and a quantitative survey (n = 315). 
Important conclusions point to micro and nano influencers producing much more 
positive sentiment (72% 74%) than macro (58%), with clear sponsorships also 
having a positive effect on trust. The Structural Equation Modeling (SEM) also 
recognizes attitude as a better predictor of the purchase intent (beta= 0.44) than the 
subjective norms (beta = 0.21). The research includes the theoretical contribution 
in the sphere of influencer typology and the recommendations about the practical 
approach the F&B marketers can use to achieve the data-supported digital strategy. 

Keywords: AI in Marketing · Influencer Analytics · Sentiment Analysis · 
Predictive Modeling · Restaurant Marketing · Digital Consumer Behavior 

1 Introduction 

Influencer marketing has become a powerful force in contemporary digital marketing 
tactics, changing the way that companies interact with their target audience [1]. Influ-
encer marketing, in contrast to traditional advertising, which depends on overt promo-
tional messaging, depends on the legitimacy and genuineness of social media influencers 
who have gained the confidence of their followers [2]. This strategy has shown to be 
quite successful, especially in sectors like the food and beverage industry that depend 
on customer satisfaction and word-of-mouth advertising [3]. Influencers are being used 
more and more by eateries, coffee shops, and food businesses to increase their expo-
sure, draw in new clients, and encourage customer interaction. Influencers can produce 
engaging content, like taste tests, food reviews, and behind-the-scenes looks at restau-
rant experiences, thanks to the visual and interactive features of social media platforms
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like Instagram, YouTube, and Facebook [4]. These kinds of posts can reach potential 
customers in ways that traditional ads frequently cannot [5]. 

By examining how various influencer types—including celebrities, macro-, micro-, 
and nano-influencers—affect customer views and purchasing decisions [6], this study 
seeks to investigate the importance of influencer marketing in the restaurant sector. Micro 
and nano-influencers are useful partners for restaurant companies targeting specialized 
audiences since they frequently have better engagement rates [7] and are seen as more 
relevant than macro and celebrity influencers, which have a wider reach [8]. The study 
also looks at how customer behavior is influenced by cultural factors, trust, and trans-
parency. Concern over transparency in sponsorship declarations is developing because 
consumers may become skeptical of too promotional content while they are more likely 
to believe sincere and truthful evaluations. 

Artificial intelligence (AI) enhances marketing analysis by introducing automation, 
prediction and sentiment detection. From identifying audiences to emotional reactions, 
AI tools enable data-driven refinement of marketing strategies and decision making. The 
present study focuses on understanding the application of AI (ChatGPT) in the sentiment 
analysis along with statistical analysis. 

2 Review of Literature 

Research by other authors points out that a belief regarding certain consequences may 
positively or negatively affect a consumer’s decision [9] about engaging in certain behav-
iors, like buying particular items or following an endorsement from an influencer. While 
research shows social norms that is both descriptive, (what people do) and injunctive 
(what is approved) impact behavior, personal norms and environmental identity are more 
predictive of long term pro-environmental actions. the impact which the posts on Insta-
gram have on choices for purchase and brand perceptions among the young adults [10]. 
Because they can track quantitative metrics like follower count and interaction rates, the 
evaluative criteria for SMI are often quantitative but fail to correlate with both content 
quality and campaign efficacy. Sentiment based measures — those referring to positive 
and negative comments — are the current frontrunners for more accurate proxies for 
professional evaluations of influencer marketing campaigns, according to recent studies 
[11]. 

As influencer marketing gains momentum, the need to balance content authenticity 
to effective metrics continues to be the key to successful campaigns [12]. This study 
examines the influence of influencers on brand attitude and purchase intention in the 
sportswear industry. It changes the focus in terms of the strength of the brand coolness 
as well as the number of the followers [13]. All the findings related to trust and brand 
perception are equally applicable to the restaurant industry where influence plays an 
important role in changing the image and client preferences for the products thanks to 
their honesty and personal experience [14]. 

Disclosures shown prior to the consumers get more attention, leading to better recog-
nition and distil of content as advertising. But being aware can alienate the influencer 
and brand and undermine the influence of the content [15]. 

Explicit sponsorship disclosures help people activate persuasion knowledge, but may 
also undermine the effectiveness of advertising. Such credible influencers and brands



AI-Powered Insights 61

sustain positive consumer attitudes and purchase intentions. The basis of this discussion 
revolves around the listening between disclosure, influencer credibility, and brand repu-
tation to generate engagement and dictate consumer behavior on social media platforms 
[16]. The studies have highlighted the effect of disclosure in the posts of the influencers, 
which matters in building consumer trust and engagement and transparency helps both 
the influencers and the brands to gain credibility [16]. Stronger content partnerships 
between influencers and brands are being more often sought out to create authentic con-
nections and sustainable engagement in favor of long- term deals, which is something 
that tasked managing stakeholder expectations on return on investment [17]. 

Yet one of the biggest challenges for influencer marketing is fraud: fake followers 
and engagements can undermine your brand trust and the effectiveness of campaign. 
Advanced metrics, such as retention rates and bot detection are underlined in studies to 
evaluate audience loyalty and authenticity. Marketers to identify truly impactful influ-
encers, frameworks using multi-relational learning and contextualized engagement data 
provide deeper insights into influencer-audience dynamics [18] 

2.1 Platform-Specific Trends 

Instagram marketing employed as influencer marketing changes purchasing behavior by 
utilizing trust, relatability and product endorsements. It has been found that electronic 
word of mouth (eWOM) from influencers is a more effective form of persuasion than tra-
ditional advertising in shaping consumer choices since consumers see influencer recom-
mendations as more authentic [19]. Consumers with high brand attachment might view 
partnerships with social media influencers (SMIs), as violating psychological norms, 
resulting in decreased purchase intention [20]. While previous studies have demonstrated 
that influencer credibility improves campaign performance, the research demonstrates 
a possible negative consequence of using influencer campaigns: loyal consumers may 
develop resentment of the brand when they perceive the campaign as undermining the 
relationship between the influencer and the brand. In this study, consumer attitudes as 
well as trust in how influencer marketing is implemented is taken into account [21]. 

2.2 Disclosure Impact 

The motivation to comply (MTC) construct in social norms theory, especially as applied 
in the Theory of Planned Behavior (TPB), has struggled with how to measure it and 
what it represents, particularly to be confused with other constructs — attitudes — in 
particular. A second recent research point is that standardizing MTC definitions across 
studies is important to increase consistency [22]. The importance of properly measuring 
MTC to understand the relationship of subjective norms with behavioral intentions, 
explaining the role of normative beliefs and the drive to fit with social expectations. 
Emphasis on the importance of influencer authenticity, credibility and perception of 
expertise to generate purchase intentions and word of mouth [23]. 

While previous studies emphasize the importance of dispositions followers possess 
towards both influencers and products for their influence over endorsement outcomes, the 
three key dimensions drawing such dispositions, such as perceived similarity, credibility, 
and congruence of attitude towards the product, are recognized. And the study also
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points out the need to understand the societal pressures, prevailing beauty ideals in 
developing influencer marketing approaches [24]. The two way communication between 
influencers and followers stimulates higher levels of trust, engagement, and word of 
mouth in influencer marketing. 

2.3 Trust vs. Reach 

The biggest difference between the two is that influencers are more effective at respond-
ing to younger audiences because they are more relatable and authentic. However, the 
study also points out that more insight is needed into exactly how influencers’ credibil-
ity affects consumers’ purchase intentions and brand loyalty [25]. The fashion industry, 
in general, has been shaped by influencer marketing with a very crucial role in how 
consumer decision making proceeds. Trust, authenticity, expertise and engaging content 
will give them this power to impact consumer behavior by what they say [26]. While 
previous studies have demonstrated that influencer credibility improves campaign per-
formance, the present research demonstrates a possible negative consequence of using 
influencer campaigns: loyal consumers may develop resentment of the brand when they 
perceive the campaign as undermining the relationship between the influencer and the 
brand [27]. 

2.4 Research Gap 

While there is a growing interest in the research of influencer marketing, the F&B 
industry especially restaurant marketing is missing from the literature Review, also, the 
exploratory and heuristic nature of restaurant marketing unlike the commercial nature 
of some of the older Marketing communication such as TV adverts which require a 
different approach to analysis. From the literature, the current study found a research 
gap concerning the impact of micro and nano-influencers in the F&B sector especially 
in restaurants marketing despite their increase relevancy for authenticity and relatability. 
There is a lack of systematic examinations of the effects of trust and authenticity in the 
influencer-consumer relationship on purchases, particularly within restaurants that place 
a strong emphasis on word-of-mouth endorsements 

2.5 Research Questions 

RQ1: How effective is influencer marketing for changing consumers’ purchase intentions 
in the food and beverage marketing specifically in restaurant industry? 

RQ2: How does the opinion of macro and mega or micro and nano influencers 
influence the consumers’ purchase decision specifically for the restaurant sector? 

RQ3: How do customer purchase intentions in the restaurant business depend on 
authenticity and trust in influencer-consumer relationships? 

RQ4: How does influencer marketing affect repeat business and brand loyalty over 
the long run in restaurants? 

RQ5: In the context of restaurant marketing, how does sponsorship disclosure affect 
customer trust and purchase decisions?
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2.6 Research Objectives

● To investigate the impact of the demographic factors (age, gender and culture in 
relation to the view of consumers in the F&B industry towards influence marketing.

● To examine the influence of macro, micro and Nano influencer on the purchase 
intention in the restaurant business sector.

● In order to investigate the impact of each of these variables, particularly influencer 
credibility, trust and authenticity on the consumers’ choices within the F&B sector.

● To understand if there are any future benefits of influencer marketing within the 
context of restaurant consumption proprieties and repeated visits.

● In order to evaluate the effects of sponsorship disclosures for restaurant marketing 
on the consumer trust and their purchasing decisions. 

2.7 Theoretical Framework 

(Figure 1). 

Fig. 1. Framework of the psychological path from influencer exposure to behavioral intention. 

3 Methodology 

The study was done to understand the impact of influencer marketing on food and 
beverage industry in the cities of Coimbatore and Tirupur. Thess cities are metropolitan 
with approximately 60 million as per latest census. However, the study focuses on the 
respondents who use social media or follow influencer towards their food and beverage 
preference. The geographical location of Coimbatore and Tirupur gives a better precision 
to the findings. A sample size of 315 were identified to analyze the impact of influencer 
marketing.



64 N. Rathnaraj and N. Kumar

For the of data collection, a structured questionnaire was used that measured various 
aspects of the variables used in the study: Attitude and Subjective norm. The question-
naire was piloted through a pilot study comprising of 25 respondents, to ensure that 
all the questions were relevant and understandable. From the results minor adjustments 
were carried out to enhance the efficacy of the questionnaire. To ensure that the relia-
bility of the data, a reliability check was done and the Cronbach’s alpha of value 0.80, 
showing high internal consistency with measurement scale. 

Additionally, Convergent and discriminant validity have been verified using Struc-
tural Equation Modeling (SEM) procedure. The factor loadings of the latent constructs 
are in excess of 0.60 suggesting acceptable convergent validity. Even though additional 
Confirmatory Factor Analysis (CFA) may further help to validate the instrument, the 
combination of expert analysis, internal consistency, and statistical correlations indi-
cates that the instrument would have adequate reliability and validity in the research 
setting. 

In order to gather information on customer views, trust, and purchase intentions about 
influencer marketing in the restaurant industry, this study uses a quantitative research 
design and structured surveys. This method enables statistical analysis to find patterns 
and connections between customer behavior and influencer activity 

The study also uses qualitative research to understand the digital behavior of the 
respondents through sentiment analysis. The study employs Jamovi: for descriptive 
statistics and ANOVA. WarpPLS: for structural equation modelling (SEM) to assess 
relationships among trust, authenticity, engagement, and purchase intent. This paper uti-
lized ChatGPT in conducting lexicon-based sentimental categorization of the influencer-
generated content and consumer reactions on social media. It employed its NLP to 
classify textual data in positive, neutral or negative opinion, in addition to detecting 
emotional indication such as joy, trust and disgust. Its incorporation allowed scale and 
context-aware sentiment analysis and that complemented the conventional survey data 
with AI-infused consumer emotion intelligence. 

4 Results and Findings 

A demographic breakdown of the sample provides context for interpreting the descriptive 
results. The frequency analysis (Table 1) shows that there is a slight female majority 
in the sample, with 48.9% of the sample being female, 47.0% being male, and 4.1% 
choosing not to declare their gender. The bulk of respondents, comprising over 71% of 
the sample, are between the ages of 18 and 24 (39.4%) and 25 and 29 (32.1%), indicating 
that young adults are the study’s primary target demographic. In terms of occupation, 
there is a notable presence of professionals and students who are likely to use social 
media marketing, with 46.7% being working professionals, followed by 28.9% students, 
and 18.4% company owners. According to the yearly income distribution, the majority 
of respondents—31.4%—make between |2 and |5 lakh, followed by 22.5% who earn 
between |5–8 lakh and just 6.7% who earn over |11 lakh. With 58.7% of people using, 
it daily and 21.6% using it weekly, social media usage Is high and shows how important 
it is to day-to-day living. Facebook (11.4%) has comparatively lower interaction than 
Instagram (49.8%), which is the most popular platform, followed by YouTube (33%).
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According to these findings, influencer marketing tactics aimed at students and young 
professionals on visually stimulating websites like YouTube and Instagram may be very 
successful in increasing customer engagement. 

Table 1. Demographic Profile of the Respondents. 

Characteristics Respondents Profile N Frequency 

Gender Female 
Male 
Prefer not to say 

154 
148 
13 

48.9% 
47.0% 
4.1% 

Age 18–24 
25–29 
30–34 
35–39 
40–44 
45 & above 

124 
101 
41 
23 
15 
11 

39.4% 
32.1% 
13.0% 
7.3% 
4.8% 
3.5% 

Occupation Business 
Others 
Student 
Working Professional 

58 
19 
91 
147 

18.4% 
6.0% 
28.9% 
46.7% 

Annual Income 2–5 Lakh 
5–8 Lakh 
8–11 Lakh 
Above 11 Lakh 
Below 2 Lakh 
Others 

99 
71 
34 
21 
66 
24 

31.4% 
22.5% 
10.8% 
6.7% 
21.0% 
7.6% 

Social Media Usage Daily 
Monthly 
Rarely 
Weekly 

185 
43 
19 
68 

58.7% 
13.7% 
6.0% 
21.6% 

Preferred Social Media Platform Facebook 
Instagram 
Others 
YouTube 

36 
157 
18 
104 

11.4% 
49.8% 
5.7% 
33.0% 

These patterns affirm that Instagram and YouTube are the most impactful channels for 
influencer marketing among this demographic, especially among young, digitally active 
consumers. The predominance of daily users (over 80%) underscores the relevance of 
social media platforms in influencing purchase decisions in the restaurant space 

Welch’s ANOVA was used to determine whether there were statistically significant 
differences in influencer marketing perceptions among gender groups. Authenticity and 
Relatability (p = 0.978), Long-Term Impact (p = 0.449), Engagement (p = 0.073), 
Beliefs Attitude (p = 0.580), Evaluation Attitude (p = 0.390), Belief Behavioral Sub-
jective (p= 0.288), Motivation Subjective (p = 0.238), Trust and Credibility (p= 0.751), 
and a number of other variables have p-values above 0.05. This implies that there aren’t
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any notable variations in these factors between the groups. The variables Evaluation 
Attitude (p = 0.005), Belief Behavior Other (p = 0.003), and Motivation Other Belief (p 
= 0.002) exhibit statistically significant differences, making them significant variables 
(p < 0.05). These results indicate that while perceptions of influencer credibility and 
relatability are broadly similar across groups, perceptions relating to external evaluation 
and influence may differ. These dimensions warrant further post-hoc analysis to identify 
specific inter-group differences (Table 2). 

Table 2. Anova table on influencer marketing perceptions among gender groups. 

F df1 df2 p 

Beliefs Attitude 0.5534 2 34.6 0.580 

Evaluation Attitude 0.9691 2 33.7 0.390 

Belief Behavioral Subjective Norm 1.2894 2 34.8 0.288 

Motivation Subjective Norm 1.4959 2 33.8 0.238 

Evaluation Attitude 6.2576 2 35.7 0.005 

Belief Behavior Other 6.7012 2 34.7 0.003 

Motivation Other Belief 7.6143 2 35.5 0.002 

Trust and Credibility 0.2884 2 37.4 0.751 

Long Term Impact 0.8181 2 38.2 0.449 

Engagement 2.8282 2 35.0 0.073 

Auth Relatability 0.0224 2 33.3 0.978 

Several trends across gender groups are shown by the descriptive research of influ-
encer marketing’s effect on consumers’ purchase intentions in the food and beverage 
sector. According to Beliefs and Attitudes (BELIEFS ATTI, EVALUATION ATTI), 
those who would rather not reveal their gender have a significantly stronger belief (M = 
4.11, SD = 0.655), whereas women (M = 3.91, SD = 0.818) and men (M = 3.92, SD = 
0.810) have similar impressions. This pattern is also shown in the Evaluation of Attitude, 
where the “Prefer not to say” group once again reports the highest mean (M = 4.11, SD 
= 0.763), but women (M = 3.97, SD = 0.817) rank influencer marketing marginally 
higher than men (M = 3.87, SD = 0.846). This implies that influencer marketing may 
have an even greater effect on non-binary people, even if all groups have a typically 
positive view. 

In terms of subjective norms (BELIEF BEH SUBJ, MOTIVATION SUBJ), females 
(M = 4.04, SD = 0.710) and males (M = 3.95, SD = 0.776) have positive perceptions, 
while the “Prefer not to say” group records the highest belief score (M = 4.21, SD = 
0.582). Motivation to comply with subjective norms is also higher in females (M = 4.02, 
SD = 0.692) than in males (M = 3.87, SD = 0.786), indicating that women are slightly 
more influenced by social norms when making purchasing decisions.
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However, the “Prefer not to say” group scores slightly lower (M = 3.97, SD = 
0.658), suggesting that while influencers have an impact, this group may rely on addi-
tional factors beyond social motivation. All groups show a noticeable drop in scores 
when looking at external influence (BELIEF BEHAV OTHER, MOTIVATION OTHER 
BELIEF). While the “Prefer not to say” group has the lowest score (M = 1.77, SD = 
0.453), both men (M = 2.08, SD = 0.569) and females (M = 2.22, SD = 0.573) rank 
external influence lower, suggesting that consumers are less inclined to base their deci-
sions on what other people think. Women (M = 2.18, SD = 0.501) and men (M = 2.06, 
SD = 0.489) exhibit moderate levels of trust in evaluation attitude, whereas the “Prefer 
not to say” group scores much lower (M = 1.82, SD = 0.352), indicating skepticism 
about influencer-driven material. Males (M = 4.16, SD = 0.736) and females (M = 4.15, 
SD = 0.812) report comparable ratings for trust and credibility (TRUST AND CRED), 
whereas the “Prefer not to say” group ranks trust even higher (M = 4.26, SD = 0.474). 

This supports the notion that customer impression is greatly influenced by authen-
ticity. With high scores for both males (M = 4.04, SD = 0.809), females (M = 4.15, SD 
= 0.711), and the “Prefer not to say” group (M = 4.10, SD = 0.439), long-term impact 
(LONG TERM IMPACT) also exhibits this pattern, indicating that influencer marketing 
is successful in creating enduring brand relationships. While the “Prefer not to say” group 
displays comparable levels of involvement (M = 3.72, SD = 0.650), ladies (M = 3.94, 
SD = 0.828) report greater levels than males (M = 3.71, SD = 0.875). This suggests 
that although influencer marketing piques consumers’ curiosity, men could interact with 
material less frequently than women. Last but not least, all groups exhibit high alignment 
with authenticity and relatability (AUTHE RELATIBILITY), with females (M = 4.03, 
SD = 0.821), males (M = 4.03, SD = 0.742), and the “Prefer not to say” group (M = 
3.99, SD = 0.771) all exhibiting this trait (Table 3). 

While male and female respondents report broadly similar patterns, females show 
slightly higher engagement and motivation influenced by subjective norms. These 
insights highlight the universal resonance of influencer content in restaurant market-
ing while also indicating subtle demographic distinctions in perception and interaction 
intensity. 

4.1 SEM Analysis 

In the context of influencer marketing, the Structural Equation Modelling (SEM) study 
in the given picture assesses the ways in which attitudes, beliefs, and subjective norms 
impact behavioral intention (BI). With a path coefficient of 0.59 (P < 0.01), the results 
demonstrate that assessment of outcomes (Eatt) significantly influences attitude (Att), 
suggesting that customers’ attitudes are greatly influenced by the perceived advantages. 
Attitude is, however, less significantly and weakly impacted by beliefs about outcomes 
(Batt) (β = 0.21, P = 0.71). However, confidence in behavior desirability (Bsn) (β = 
0.26, P = 0.01) and incentive to comply with others (Msn) (β = 0.37, P < 0.01) have an 
impact on subjective norms (SN), indicating that social effects also influence consumer
decision-making (Figure 2).



68 N. Rathnaraj and N. Kumar

Table 3. Influencer marketing’s effect on consumers’ purchase intentions. 

Gender N Mean SD SE 

Beliefs Attitude Female 
Male 
Prefer not to say 

154 
148 
13 

3.91 
3.92 
4.11 

3.91 
3.92 
4.11 

0.0659 
0.0666 
0.1817 

Evaluation Attitude Female 
Male 
Prefer not to say 

154 
148 
13 

3.97 
3.87 
4.11 

0.817 
0.846 
0.763 

0.0658 
0.0695 
0.2116 

Belief Behavioral Subjective 
Norm 

Female 
Male 
Prefer not to say 

154 
148 
13 

4.04 
3.95 
4.21 

0.710 
0.776 
0.582 

0.0572 
0.0638 
0.1614 

Motivation Subjective Norm Female 
Male 
Prefer not to say 

154 
148 
13 

4.02 
3.87 
3.97 

0.692 
0.786 
0.658 

0.0558 
0.0646 
0.1824 

Evaluation Attitude Female 
Male 
Prefer not to say 

154 
148 
13 

2.18 
2.06 
1.82 

0.501 
0.489 
0.352 

0.0404 
0.0402 
0.0975 

Belief Behavior Other Female 
Male 
Prefer not to say 

154 
148 
13 

2.22 
2.08 
1.77 

0.573 
0.569 
0.453 

0.0461 
0.0468 
0.1258 

Motivation Other Belief Female 
Male 
Prefer not to say 

154 
148 
13 

2.24 
2.02 
1.88 

0.572 
0.563 
0.413 

0.0461 
0.0463 
0.1144 

Trust and Credibility Female 
Male 
Prefer not to say 

154 
148 
13 

4.15 
4.16 
4.26 

0.812 
0.736 
0.474 

0.0654 
0.0605 
0.1316 

Long Term Impact Female 
Male 
Prefer not to say 

154 
148 
13 

4.15 
4.04 
4.10 

0.711 
0.809 
0.439 

0.0573 
0.0665 
0.1216 

Engagement Female 
Male 
Prefer not to say 

154 
148 
13 

3.94 
3.71 
3.72 

0.828 
0.875 
0.650 

0.0667 
0.0719 
0.1804 

Auth Relatability Female 
Male 
Prefer not to say 

154 
148 
13 

4.03 
4.03 
3.99 

0.821 
0.742 
0.771 

0.0661 
0.0610 
0.2139 

Purchase intent is more driven by consumer attitudes than by social pressures, as seen 
by the substantial direct impact of attitude on behavioral intention (β = 0.44, P = 0.01) 
and the comparatively lesser effect of subjective norms (β = 0.21, P < 0.01). The R2 
values show a reasonably robust predictive model, with attitude and subjective standards 
accounting for 39% (R2 = 0.39) of the variation in behavioral intention. Overall, the 
results point to the need for influencer marketing tactics to concentrate on improving
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Fig. 2. Structural Equation Modelling (SEM) study to assess the context of influencer marketing. 

favorable customer perceptions rather than depending entirely on social influence to 
influence buying decisions. 

Fit Index Value Interpretation 

CLI 0.928 Acceptable fit (CFI > 0.90) 

TLI 0.910 Acceptable fit (TLI > 0.90) 

RMSEA 0.057 Good fit (RMSEA <0.08) 

SRMR 0.041 Good fit (SRMR <0.08) 

The SEM model-fit results indicate that the model fit is good and path coefficients 
are strong and significant. The highest impact on Behavioral Intention (BI) is on Attitude 
(Att) (beta = 0.44), then Subjective Norms (SN) (beta = 0.21). The constructs Batt, Eatt, 
Bsn, and Msn are responsible predictors of its mediator, which makes the theoretical 
framework of the influencer marketing impact on consumer intentions solid. 

4.2 Sentiment Analysis 

AI-powered (ChatGPT) was used to in addition the quantitative findings for evaluating 
consumer emotional responses to influencer marketing in the restaurant industry through 
sentiment analysis. Through this approach provides deeper insight into how influencer 
content is perceived on social media platforms and in open-ended survey responses. 

4.2.1 Data Collection and Analytical Framework 

Data were collected from 1,200 influencer postings on Instagram and YouTube, in addi-
tion to 315 open-text consumer feedback submissions. A tailored sentiment analysis 
model was implemented, utilizing natural language processing (NLP) methodologies
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and ensemble machine learning classifiers (Naïve Bayes and Support Vector Machines) 
to categorize sentiments and emotional indicators. The investigation concentrated on 
three fundamental dimensions: sentiment polarity, influencer tier efficacy, and emotional 
tone (Table 4). 

Table 4. 

Sentiment Category Influencer Posts (%) Consumer Feedback (%) 

Positive 65.2% 62.4% 

Neutral 21.5% 25.1% 

Negative 13.3% 12.5% 

The sentiment polarity study indicates that both influencer content and customer reac-
tions are largely favorable. Visually appealing content combined with personal narratives 
resulted in enhanced positive sentiment, confirming the significance of authenticity in 
digital persuasion. 

4.2.2 Sentiment by Influencer Tier 

The emotional reaction to information varied markedly by influencer tier, indicating that 
the perceived relationship between the influencer and the audience is crucial (Table 5). 

Table 5. 

Influencer Tier Positive Sentiment (%) Notable Themes 

Macro 58% High reach but perceived as less personal 

Micro 72% High engagement and relatability 

Nano 74% Strong authenticity and trust indicators 

Micro and nano influencers surpass macro influencers in fostering emotional con-
nections and consumer trust. Their relatability and niche positioning facilitate enhanced 
audience alignment, corroborating studies that support focused influencer campaigns. 

4.2.3 Emotion Classification of Consumer Feedback 

To investigate the qualitative aspects of sentiment, emotion categorization was employed 
on consumer feedback utilizing an NLP-based model. This facilitated the discovery of 
particular affective states associated with influencer interactions (Table 6). 

Positive feelings such as joy and trust prevail in consumer feedback, frequently stim-
ulated by tailored and visually engaging influencer material. Simultaneously, revulsion 
and ire emerge in reaction to opaque or excessively promotional content, emphasizing 
the imperative of authenticity in influencer marketing initiatives.
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Table 6. 

Emotion Frequency (%) Notable Keywords Identified 

Joy 48.5% “delicious,” “authentic,” “friendly,” “must-try” 

Trust 21.7% “reliable,” “honest,” “recommended” 

Nano 74% Strong authenticity and trust indicators 

Anticipation 12.3% “looking forward,” “excited,” “new launch” 

Disgust 6.8% “overhyped,” “fake,” “disappointed” 

Anger 5.6% “paid review,” “misleading” 

Surprise 5.1% “unexpected,” “hidden gem” 

4.2.4 Impact of Sponsorship Disclosure 

The impact of transparency was examined by contrasting sentiment for postings that 
included obvious sponsorship disclosure with those that did not (Table 7). 

Table 7. 

Disclosure Type Positive Sentiment (%) Negative Sentiment (%) 

Clear Disclosure 59% – 

No or Hidden Disclosure 41% 21% 

Transparent sponsorship declarations enhance trust and result in increased posi-
tive sentiment. Conversely, concealed disclosures markedly influence adverse consumer 
reactions, especially among Gen Z individuals who prioritize transparency. 

5 Conclusion 

Influencer marketing has a major impact on consumers’ purchase intentions in the food 
and beverage business, especially in the restaurant sector, according to the study’s find-
ings. Although long-term effect, trust, and authenticity are constant across populations, 
important factors including assessment attitude, belief behavioral other, and motivation 
other belief exhibit notable variations, suggesting a range of consumer reactions. 

YouTube and Instagram are the most successful platforms, and the most active audi-
ences are middle-class and young adults. The results of structural equation modelling 
show that, although social influence has a smaller impact, consumer attitudes have a 
significant impact on purchase intentions. 

These results imply that rather than depending exclusively on social persuasion, 
companies should give priority to genuine and trustworthy influencers who increase 
customer confidence. Additionally, to target female consumers who are more involved, 
engagement-driven content—especially interactive formats like brand storytelling and
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testimonials—should be used. Because influencer marketing generates the most interac-
tion on Instagram and YouTube, firms should concentrate on these platforms to optimize 
their effect. In the end, this study offers food and beverage companies practical advice 
on how to improve their influencer marketing tactics, increasing customer engagement, 
brand loyalty, and long-term retention. 

Using both quantitative and AI-driven sentiment research together gave us a more 
complete picture of how people think and feel. According to SEM, attitude has a bigger 
impact on behavior intention than subjective norms. However, sentiment data showed 
that feelings like happiness (48.5%) and trust (21.7%) were the most common. These 
results support what other research has found, which is that perceived sincerity and 
emotional resonance are the main things that drive influencer marketing. It was especially 
interesting to see how sponsorship disclosure affected people’s feelings. Clear disclosure 
was linked to more positive answers (59%), while hidden sponsorships were linked to 
more negative responses (21%). This shows how important it is for digital marketers to 
be honest with their messages, especially when talking to Gen Z people. 

6 Implications and Future Research 

The study’s conclusions demonstrate the increasing importance of influencer marketing 
in influencing customer purchasing decisions, especially in the food and beverage sector. 
But instead of depending only on social influence, organisations need to put more effort 
into improving customer impressions through value-driven, interesting, and trustworthy 
influencer content. The findings imply that trust and authenticity are constant across 
demographics, highlighting the necessity of forming alliances with real influencers who 
build enduring brand connections. Furthermore, brand narrative and testimonials are 
examples of engagement-driven content that works especially well for attracting female 
customers. 

Since YouTube and Instagram are the most popular channels for influencer market-
ing, firms should carefully deploy their resources to optimise effect and reach. The com-
parative efficacy of micro- and macro-influencers, the long-term consequences of influ-
encer marketing, and the influence of cultural and psychological elements on customer 
views should all be examined in future studies. Furthermore, knowing how technology 
affects influencer marketing results offers an intriguing direction for future research, 
as AI and data-driven personalisation become essential components of marketing cam-
paigns. Further research is also necessary to address ethical issues, such as regulatory 
compliance and transparency in paid advertisements. In a market that is becoming more 
digital and influencer-driven, businesses may improve customer connections, boost brand 
loyalty, and increase marketing effectiveness by embracing an authenticity-focused, 
engagement-driven strategy and using insights from new research. 
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1 Introduction 

In the future, Mobile Ad Hoc Networks (MANETs) and Vehicular Ad Hoc Networks 
(VANETs) will both be useful for Intelligent Transportation Systems. VANET is a type 
of Mobile Ad Hoc Network (MANET) [3]. Nowadays, the death rate should be higher 
because of traffic accidents; it may be addressed with VANET, which may enhance 
road safety and passenger comfort. As the usage of private transportation is growing, 
VANETs are a way to provide passengers with dynamic services and information, such 
as alerting them to situations of emergency or streamlining routes to destinations [1]. 

VANETs are a type of ad hoc network that uses vehicles as communication units 
and has a minimal infrastructure [3]. Due to the behaviour of drivers, high mobility, and 
mobility limits, these networks differ considerably from general MANETs in that they 
rely on the automobiles themselves to provide network performance [3]. VANET enable 
Peer-to-Peer (P2P) or multi-hop communication, facilitating applications such as traffic 
monitoring, collision avoidance, and weather forecasting [4, 5]. 

We can apply VANET for various applications, from comfort-related ones like 
broadcasting details about the goods and services to safety-critical ones like emergency 
response systems [4, 5]. The alternative name for VANET is Vehicle-to-Vehicle com-
munications (V2V) or Inter-Vehicle Communications (IVC), which have the potential 
to completely change how we travel [4, 5]. One of the main uses for VANETs is in life-
or-death medical emergencies where transmission of data is essential, yet infrastructure 
is insufficient. 

However, new issues and challenges also arise when combined with these beneficial 
VANET applications [2]. In order to guarantee the reliability, safety, and effectiveness of 
VANETs as they expand further, it is critical to address these issues and create solutions. 
In this regard, it is essential to understand the features, uses, and difficulties of VANETs 
to create practical solutions that enhance road safety along with passenger comfort. 

Replay and Tampering: A replay attack is a variation of a security flaw that arises when 
data is sent over a network and the data is intercepted and maliciously reused. In this 
attack an unauthorized individual engaged in hacking will capture network traffic and 
retransmit the original data to the original destination as if the unauthorized individual 
was the sender. The nature of a replay attack is that the same message will be received by 
the recipient more than once, which is why this attack is called a replay attack. A common 
approach used to mitigate replay attacks are timestamps and session keys that validate 
messages and stop them from being retransmitted by someone without authorization [7]. 

Replay attack, which implies a real threat to automatic speaker verification technol-
ogy because it replays a prerecorded voice as a sample [8]. The intentional, malicious 
change of data, systems or physical things is called a tampering attack. This may under-
mine the integrity, security or functionality of the specified entity. Improper security, 
data breaches, system failure, financial losses, reputational damage, all these are the 
consequences of a tampering attack. The prevention methods for tampering attacks are 
to implement strong access controls, use encryption and digital signatures, regularly 
monitor systems and data, and perform security audits and testing [9]. 

By repeatedly applying a cryptographic hash function provide a set of hash values 
is known as a hash chain. Each hash value is derived from the previous value, creating a
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linked sequence. One-time passwords, digital signatures, and data integrity verification 
are the various applications of hash chains. They give an encrypted way of creating and 
confirming a list of values, assuring that any modification can be identified. To verify the 
authenticity and integrity of data to ensure the secure authentication process, we used a 
hash chain [10]. 

A digital signature technique guarantees authenticity, integrity, and non-repudiation 
by connecting a message to its original sender. By creating a digital signature, the sender 
confirms they formed or approved the message by cryptographically linking their data to 
its message. This connection prevents the sender from refusing involvement or author-
ship, gives an authenticated way to verify the message’s origin and assures that it has not 
been tampered with any other one. In online transactions and data exchange, we used dig-
ital signatures based on trust [10]. In the existing paper, they used machine learning algo-
rithms to increase attack detection, keep false positive rates low, and assure anonymity, 
authentication, and privacy. But the paper does not describe in detail about a particular 
cryptographic technique used in the proposed security framework for VANETS. Instead 
of it, they gave more importance to ML-based approaches to improve the security [11]. 

This research paper aims to concentrate the security of VANETS by securing against 
replay and tampering attacks. Since VANETs are sensitive to the above kind of attacks, 
lives could be in risk and the safety dangerous signals could be compromised. The objec-
tive of this research is to ensure the message integrity and authenticity while reducing 
transmission delay and processing cost. This study aims to create a novel method with the 
combination of hash chains and digital signatures. The purpose of this paper is to provide 
an effective solution for improving road safety ensuring the availability of safety-critical 
applications in VANETs. 

1.1 Related Works 

Huo et al., (2025) talked about how Vehicle-to-vehicle (V2X) communication security 
has grown more important as linked vehicle communication becomes increasingly com-
plex. Replay attacks present a severe danger to the security of intelligent networked 
vehicles because they are a common form of network attack. They showed the stabil-
ity and safety of intelligent connected vehicle communication. And in this paper, they 
proposed anti-replay attack scheme based on the fusion of hash chain and V2X commu-
nication, which combines the special benefits of hash chain technology with a focus on 
the common replay attack problem in V2X communication [12]. 

Sinha et al., (2024) evaluate a set of hashing methods used in the blockchain and the 
supply chain domain to find their effectiveness in previous attacks. To improve security 
and their overall processes, they proposed a hashing technique that allows a blockchain 
network. By using this type of method, he got 10–90% performance improvements 
over the previous methods. The study takes a look at how supply chain management 
increases lead times overall, with process optimization and technology advancements 
playing important roles in reducing the duration of some or all of the operations [13]. 
Roy et al., (2012) made a thorough study of digital signature schemes. And they explored 
in various domains to get the security level for electronic mechanisms [14].
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Rakhra et al., (2024) integration of cryptographic techniques for authentication and 
non-repudiation is highlighted in this research paper and the depth analysis of digital sig-
nature verification processes in cloud computing environments. They described what are 
all the challenges they met in digital signature schemes, like computational overhead, 
key management, and risk to various cyber threats within the cloud structure. In this 
study, they suggested effective key distribution techniques and cutting-edge encryption 
standards. Using this research, they offer useful techniques to protect electronic trans-
actions in cloud contexts [15]. Iqbal et al., (2024) made a comparative analysis has been 
done to identify the efficiency of the proposed model. At last, this method improves the 
performance in terms of security like that they described in their study [16]. 

Muzakkir et al., (2024) uses a SHA-256 for digital signature tokens, and OpenSSL 
for valid digital signatures, they start with generating a key pair, and they created the 
digital signature application in this study. Mainly, they created this application to secure 
and efficiently authorise document signing. Moreover, they assure the delivery of OTPs 
through mail for user authentication testing and a strong defence against Man-in-the-
Middle attacks, and secure transfer of login data over HTTPS is also described. QR 
code verification efficiency, authenticity and signature integrity were confirmed by this 
research analysis [17]. 

2 Methodology 

Fig. 1. Data flow diagram for methodology

DFD Analysis: To identify and understand the flow of data within the VANET system 
is analysed by a DFD analysis (Dataflow Diagram). This analysis helps to identify the 
problems and weaknesses in the system where security threats like replay and tampering 
attacks could develop. To protect the authenticity and integrity of the data, we have to 
analyse the data flow, then we can identify where the data is sent, received, processed 
and ensure the corresponding security measures are in place. The Data Flow Diagram 
(DFD) analysis will be used in the proposed security structure to assess the flow of 
information between vehicles and the infrastructure as well as the received information 
input and storage system. On examining these data flows, the points of hash chains and 
digital signatures may be identified to defend the system against the replay and tampering 
attacks. Moreover, the result of this analysis will be used to design the security framework 
so that we optimize system performance and ensure the security framework (Fig. 1).
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Threat Modeling: The first action in VANETs security setup is to determine the threats 
to security. A threat modeling approach can be utilized to identify and examine possible 
targets in the system, e.g. using STRIDE or LINDDUN. Such approaches facilitate the 
identification of the weaknesses and the possible failure points in VANETs. STRIDE 
methodology groups threats into six classes of threats: det witness to the spoofing, tam-
pering, repudiation, information disclosure, denial of service (DoS) and elevation of 
privilege (EoP). Based on it, we can adequately define risks related to vehicle-to-vehicle 
(V2V) communication, namely, spoofing attacks, and safety messages tampering [18]. 
The LINDDUN methodology, instead, is anchored on privacy related threats and catego-
rizes these threats in seven ways such as Linkability, Identifiability and Non-Repudiation. 
Cumulatively, STRIDE and LINDDUN capture many of the possible threats with 34 risks 
and11 key assets or threat targets being covered [19]. A secure system design of VANET 
can be made by consequently discovering the potential threats and vulnerabilities. In our 
proposed system, hash chains and digital signatures provide a system to achieve integrity 
(and authenticity) of messages and is effective to prevent replay and tampering attacks. 
The framework offers good security against threats that may occur thus increasing the 
security level of VANETs [20]. 

2.1 Security Requirements 

Data Integrity: Data integrity plays the vital role in VANETs because vehicles are 
dependent on accurate and reliable data to make safe decision. Verification of data pre-
serves the integrity of the information being sent to ensure that it is neither tampered with 
nor adversely affected by unauthorized parties. Observing this principle, VANETs will 
be able to avoid attacks that will mislead the correctness of safety-affecting information. 

Non-repudiation: Non-repudiation is also important in VANETs in that a car cannot 
deny its involvement in a transaction or a communication. This is a security measure 
to prevent the cases where electronics vehicles fraudulently claim that they never sent 
or received a certain message. Non-repudiation allows trust building and accountability 
between the vehicles and the network by the minimization of the probability of message 
denial. 

Authentication: Authentication is required to prove that the vehicles and infrastructure 
are authentic. The network can only be accessed by authorised parties who share infor-
mation amongst themselves. VANETs can help to avoid spoofing, unauthorized access, 
and other attempts of hacking by authenticating cars and infrastructure, and this way, 
the trust and reliability of the network are maintained. 

2.2 Hash Chain and Digital Signature Implementation 

To prevent replay and tampering attacks, the proposed security framework utilises hash 
chains and digital signatures. A hash chain is a series of hash values formed by hashing 
the previous hash value multiple times, in a way similar to how a password or code is 
hashed, in one-way function. Hash chains have numerous uses; one common use is for 
message integrity/authentication. In order to further protect the communication, the use
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of a digital signature is added to the hash chain. Each message is digitally signed with the 
private key of the sender, and the security of the message can be verified by the receiver 
using the sender’s public key, which provides integrity of the message and authenticity of 
the sender. Particularly, digital signature algorithms like RSA and hash-based signatures 
(such as SPHINCS and XMSS) are used to provide the essential security properties with 
fewer security assumptions. These algorithms are appropriate for applications needing 
high security because they provide benefits like post-quantum security and fewer security 
requirements. 

A unique message ID, timestamp, message payload, hash chain value, and digital 
signature are the components message structure in this framework. A digital signature 
is created using the message payload and the current hash value in the hash chain. The 
receiver attempts to verify the signature using the sender’s public key by computing the 
hash chain which is achieved by applying the one-way hash function to the previous hash 
value, and comparing it to the expected value in the hash chain. Here, they assure that 
any hash chain value or message payload will be identified. This framework can prevent 
replay attacks is one of its advantages. Replay attacks occur when an unauthorised person 
retransmits a message to the receiver, which might cause harm or a clash to the system. 
So here we are going to use timestamps and hash chains, which prevents replay attacks, 
and the attacker has to create a new hash chain value and digital signature for each 
message that is replayed. Because of this, the attacker has no possibility to launch a 
successful replay attack, almost here it is zero. 

Moreover, this framework provides high protection against tampering attacks. When 
an attacker modifies the message by payload or hash chain value, it may harm the system 
or cause a clash with the system. Any tampering attacks with the message payload or 
hash chain value will be easily identified by using digital signatures and hash chains. 
Because of this, an attacker doesn’t have a chance to launch their tampering attempt, 
and it is almost zero. The entire framework’s security depends on the one-way hash 
function and digital signature used. In order for an attacker to produce a new hash chain 
value, it must not match the expected value, because a hash function should be collision-
resistant and preimage-resistant. And choosing message attacks, making it difficult for 
an attacker to produce a new digital signature, a secure digital signature scheme should 
be existentially unforgeable. 

The framework provides security advantages that are efficient and scalable. The 
framework’s usage of hash chains and digital signatures reduces computing overhead 
because only one hash operation and digital signature verification are needed for every 
message. The framework is scalable, because it is used in various applications and 
domains, like finance, healthcare, and government sectors. The suggested security model 
can be applied in various ways, to IoT security, secure data storage, and secure com-
munication protocols. Through the deployment of secure communication protocols, the 
framework attributes that exchanges between two users are secure, and the integrity and 
authenticity of the messages being conveyed are not violated. Under an IoT landscape, 
the frame will ensure security in communication between devices and the cloud or other 
associated devices . There are also adequate data storage security measures that are



Optimising Data Integrity in VANETs 81

deployed to protect the integrity and authenticity of data that is stored in cloud or other 
storage systems. 

A key element in the improvement of the security of the framework is proper key 
management. There is generation of public and private keys, distribution and secure 
storage. Key revocation mechanisms make sure that revoked keys are removed in a 
timely fashion and replaced. Furthermore, there is some future work that may be done 
to find ways of throwing more efficiency into the framework, framework processes of 
key revocation, and also integrating the framework to work with other security systems. 
This framework makes sure that there is an authenticity and integrity to the message and 
it offers immense protection against replay and tampering. The design is highly scalable 
and security-oriented; it provides long-term protection via a key management scheme. 

In a nutshell, hash chains plus the digital signature provides a solid means of combat-
ing replay and tampering attacks. This method can be used on a wide range of applica-
tions and domains because of its ability to ensure message integrity, detect manipulation, 
and prevent replay attacks. The scalability of the framework as well as its effectiveness 
and security also gives the framework longevity in combating different forms of cyber 
threats. 

Hash Chain Algorithm 

Fig. 2. Hash Chain Generation Image 

A hash chain is a cryptographic mechanism, where the sequence of values is created 
depending on the previous one. The specified method is commonly employed in a vari-
ety of authentication systems, entities in blockchain technology, and security protocols 
because of its high security characteristics (Fig. 2). 

Algorithm Steps: 

● Select a one-way Hash Function: Choose a secure hash function which is a one way 
hash like SHA-256 that assures you of cryptographic strength. 

● Initialize Hash Chain: Add random number or some initial value to start the chain. 
● Calculate the Hash Chain: Using a one-way hash algorithm, each successive value 

in the chain is calculated by using the previous value as the input to a one-way hash 
function. 

● Repeat: Iteration repeat until the length of the hash chain is reached (Fig. 3).
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Fig. 3. How the Hashing Algorithm Works 

Digital Signature Generation Algorithm (DSA)- Key Generation 

1. Choose Prime Numbers: Select two prime numbers, p and q, where q is a divisor of 
(p-1). 

2. Choose a Generator: Select a generator g, where g = h^(p-1)/q mod p and h is an 
integer between 1 and (p-1).

3.Private Key: Choose a private key x, where 0 < x < q. 
4.Public Key: Compute the public key y = g^x mod p.

Signing 

1. Choose a Random Number: Select a random number k, where 0 < k < q. 
2. Compute r: Calculate r = (g^k mod p) mod q.
3. Compute s: Calculate s = (k^(−1) * (H(m) + xr)) mod q, where H(m) is the hash of 

the m essage m.
4. Signature: The digital signature is (r, s). 

Verification 

1. Compute w: Calculate w = s^(−1) mod q .
2. Compute u1 and u2: Calculate u1 = H(m) * w mod q and u2 = r * w m od q.
3. Compute v: Calculate v = (g^u1 * y^u2 mod p) mod q.
4. Verify: Check if v = r. If true, the signature is v alid.

Verification Algorithm 

● Receive Message and Signature: Receive the message m and the digital signature (r, 
s). 

● Verify Signature: To check the signature, use the verification algorithm. 
● Check Hash Chain: Verify the hash chain value by applying the one-way hash function 

to the previous hash value. 
● Authenticate: Authenticate the message, if the signature and hash chain are valid. 

3 Results and Findings 

Calculating the effectiveness and efficiency of the proposed framework for VANET is 
essential. The computational cost, communication overhead, and security features are 
evaluated in this study to highlight the framework’s possible effects on network security 
and performance. The above measurements are used to assess whether the framework 
is suitable for deployment on VANET and to identify the areas for further optimization.
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Computational Overhead: It specifies the amount of computing resources (time and 
processing power) required to finish security operations like digital signature verification 
and hash chain creation. We evaluate this and we are not overburdening the system, and 
to make sure the system is effective, so these things are listed in the Table 1. 

Table 1. Calculation of Computational Time and Complexity 

S.NO Operation Computational Time (ms) Computational Complexity 

1. Hash Chain 
Generation 

0.5 O(n) 

2. Digital Signature 
Generation 

1.2 O(n) 

3. Digital Signature 
Verification 

0.8 O(n) 

In the above Table 1, the type of operation and its computational time, along with 
its complexity, are also mentioned. 0.5 ms they got as computational time and an O(n) 
complexity value, in the hash chain generation. Then, for the Digital signature generation, 
1.2 ms as the computational time and the complexity is O(n). Also, the Digital signature 
verification operation took 0.8 ms as the computational time with an O(n) complexity 
value. 

Communication Overhead: It describes the extra information sent across the network 
as a result of security features like digital signatures and hash chain values. To make 
sure the framework doesn’t negatively impact network performance, we assess this and 
we mentioned in the table below: 

Table 2. Shows the Message size with Network latency 

S.NO Message Type Message  Size  (bytes) Network Latency (ms) 

1 Message with Hash Chain 256 10 

2 Message with Digital Signature 512 15 

The size of the Message in bytes and Network latency are listed out in the above 
Table 2. Two main things are pointed out in the above table: that is, the message with 
a hash chain and the message with a digital signature. 256 (bytes) is the size of the 
message for a message with a hash chain; their network latency is 10 ms. And for the 
digital signature message size is 512 (bytes), with their network latency is 15 ms. 

Security: It refers to how well the framework will defend against attacks like replay 
and tampering. We assess this to make sure the framework offers sufficient security 
measures. 

In the above Table 3, attack types, with their prevention mechanism & effectiveness, 
are shown. We took two types of attacks we took. For the replay attack, the prevention
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Table 3. Attack types with their prevention mechanism & effectiveness 

S.NO Attack Type Prevention Mechanism Effectiveness 

1 Replay Attack Hash Chain High 

2 Tampering Attack Digital Signature High 

mechanism is a hash chain, and the effectiveness should be high. And for the tampering 
attack, the prevention mechanism is a digital signature, and the effectiveness should be 
high. 

Table 4. Comparison with the different schemes 

Scheme Authentication Integrity Non-Repudiation 

Proposed Scheme ✓ ✓ ✓ 
ECPP ✓ ✓ ✗ 
SPECS ✓ ✗ ✓ 
RAISE ✓ ✓ ✓ 

In the above Table 4, they compared the security features with different schemes. To 
evaluate the schemes, they used three key things: non-repudiation, which guarantees that 
a sender cannot deny sending a message; integrity, which guarantees that data cannot be 
modified or tampered with; and authentication, which confirms the identity of individ-
uals or devices. All three security properties are offered by the Proposed Scheme and 
RAISE (Robust Authentication Scheme for VANET), while SPECS (Secure and Privacy 
Enhancing Communications Schemes) lacks Integrity, and ECPP (Efficient Conditional 
Privacy Preservation) lacks non-repudiation. In terms of security aspects, this comparison 
illustrates the advantages and disadvantages of each system. 

Table 5. Comparison of different schemes with computational overhead & communication 
overhead 

Scheme Computational Overhead Communication Overhead 

Proposed Scheme Low Low 

ECPP Medium Medium 

SPECS High High 

RAISE Low Medium 

Table 5 shows how effectively various systems perform in terms of communication 
and processing overhead. Efficiency in processing power and network consumption is
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demonstrated by the Proposed Scheme’s low overhead in both categories. SPECS has 
a large overhead that could impact performance, and ECPP has low overhead in both 
categories. RAISE is also a high-performance processor since its overhead is low in 
calculation and middle in communication. Comparing will be necessary in order to 
judge the effectiveness and performance of each scheme. 

4 Conclusion 

In summary, has effectively established protection against both replay and tampering 
attacks in the proposed security architecture of VANETs with the required minimum of 
computing and communication overheads. In the analytic performance, it is possible to 
observe how efficient the framework is in the safeguard of VANET. Provision of a potent 
VANET solution is presented within this framework that is well-armed with security 
provisions. The comparison between other systems such as ECPP, SPECS, and RAISE 
shows the security and performance benefits of the system that we propose. In order 
to make intelligent transportation systems reliable and secure, all things considered, 
the suggested framework has potential concerning the security of VANET. In future, 
we need to develop the workability to a larger framework in VANET and integrating 
it with some more security and verify its efficiency in practice-based conditions. To 
the further advancement of VANET security and efficiency, to compare and analyze 
experimental data, we develop a platform on which the VANET security protocol can be 
tested. Through such a study, we get to guarantee the efficiency and security of intelligent 
transportation systems. 
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Abstract. The study seeks to address a set of factors that can influence the seam-
less adoption of cryptocurrency, the digitised money that is accessible via cryp-
tographic codes. This study examines technological infrastructure, legal frame-
works, governmental support, public awareness, social and cultural influences, 
and global interconnectedness. In this survey method, the primary data was col-
lected using a snowball sampling technique. From among the 100 questionnaires 
distributed, 85 were further processed for statistical analysis, consisting of descrip-
tive statistics. This aided in condensing the data into mean, standard values and 
the mean rank for each selected factor. Friedman’s test was employed to rank 
these factors according to their order of relevance for the seamless adoption of 
cryptocurrency. The study’s results indicated that the legal frame work is the most 
important factor, followed by governmental support. Global connectedness was 
identified as the least impactful factor among the others. The smooth and wider 
adoption of cryptocurrency across sectors hinges on the confluence of the multiple 
factors selected for the study. The research employed the technology acceptance 
model as the underpinning theory to empirically examine the factors influenc-
ing cryptocurrency adoption. This novel methodology fills a research void in a 
specialised, yet swiftly growing, digital currency sector. The approach is relevant 
amid the collective interest in cryptocurrencies among institutions, governments, 
and individuals. This paper exhibits the prominence of the ongoing research in the 
rapidly evolving financial domain. 

Keywords: Cryptocurrency · cultural influence · government support · global 
connectedness · India · laws and regulations · public awareness · social 
influence · the technology acceptance model and technological infrastructure 

1 Introduction 

Cryptocurrency is a form of digital currency used for different types of commercial 
transactions and secured through encryption [1]. These currencies can be accessible 
through mobile devices or computers with internet connectivity [2]. Unlike traditional
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currency, cryptocurrency does not have fiat counterparts, which means it must be stored 
in digital wallets and software programs that can send and receive it, such as Bitcoin 
[3]. The transactions are recorded on a public ledger called a blockchain, and all the 
participants involved can possess an entire copy of the transaction [4]. This is one of 
the factors that contribute to the success of the blockchain [5]. Revealing identity is not 
essential while doing a transaction, which makes it easier to maintain confidentiality 
[6]. It is also possible to sustain an instant payment system in peer-to-peer transactions. 
This eliminates intermediaries, increasing the speed of transactions when compared to 
the traditional banking system. Funds can be transferred anywhere globally at a lower 
cost, making cryptocurrency an attractive option for settling contractual deeds more 
effectively [7]. Cryptocurrency transactions can be validated, authenticated and reviewed 
only by a decentralised network of nodes [8]. 

The majority of the cryptocurrencies are limited in supply [9] and are predetermined 
by the protocol [10]. Thus, they cannot be altered by one person or an entity without 
the support of the majority of users. Such a system in place prevents currency from 
being manipulated, making it a stronger medium of financial transactions [11]. Among 
the different cryptocurrencies available in the market, Bitcoin is perceived as the most 
popular one used as a mode of payment [12]. Ethereum (ETH), another cryptocurrency, 
is an open-source blockchain used by developers to build and run smart contracts and 
decentralised applications [13]. Ripple is a blockchain-based payment platform designed 
to enable fast, low-cost cross-border transactions for banks and financial institutions. 
Using its consensus protocol, transactions settle in seconds and are generally more 
efficient and cheaper than traditional bank transfers [14]. 

Initially, the fear of financial instability prompted the Reserve Bank of India (RBI) 
to call for an overall prohibition on cryptocurrency investments [15]. In March 2020, 
the Supreme Court of India upheld the RBI circular excluding regulated entities from 
serving customers who participated in cryptocurrency transactions, which was a major 
turning point [16]. Later, when the popularity of digital assets started increasing, the gov-
ernment set a new tax regime to rein in this market, receiving a mixed reaction from the 
public. Some were of the perception that the 30% tax on the profits derived from trading 
or investing [17] is an acknowledgement of legality. Whereas few others felt that it was 
nothing more than gambling or speculation and did not favour it. A petition removing 
the 30% tax was signed immediately by more than 50,000 people who perceived it as 
a huge tax burden on cryptocurrency traders [18]. In India cryptocurrency has opened 
a new and dynamic paradigm, allowing individuals to purchase, sell or transfer conve-
niently [19], and the adoption of cryptocurrencies by the public and other institutions 
will determine its fate. Mainstream investors are encouraged to invest in cryptocurrency 
because most giant businesses like Tesla or Square are accepting cryptocurrencies into 
their operations; others are wary due to past scandals and market volatility. While cryp-
tocurrencies hold the potential to facilitate financial inclusion and empowerment, their 
widespread adoption requires careful consideration of various factors [20]. 

India is staying competitive in the international digital payment and investment 
landscape [21]. The globalised cryptocurrency markets allow international investors to 
trade digital assets, including in India. The fostering of such collaboration calls for a
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better regulatory landscape, sound awareness of digital assets and adherence to govern-
ment policies [22]. International transactions have high potential in India to build and 
strengthen relationships, as it is an approachable platform with a huge population of 
tech-savvy people [23]. Therefore, it is essential to understand the factors that enable 
the adoption of cryptocurrency widely. 

There are three significant research questions developed for the study (RQs) as stated 
below: 

RQ1: To what extent do factors like technological infrastructure, law and regulatory 
compliance, social influence, cultural factors, global connectedness, public awareness 
and governmental support influence the adoption of cryptocurrency? 

RQ2: What is the relative significance of each factor in facilitating the seamless 
adoption of cryptocurrency? 

RQ3: Which factor will have the highest and lowest priority according to the 
respondents while ranking? 

2 Review of Literature 

Law and regulation are central mechanisms of governance that outline a framework for 
the society to operate [24]. Law denotes rules framed and enforced through legislative 
bodies binding on all and ensuring order and justice within the society [25]. Regulations 
are directives or standards issued by administrative agencies that are based on authority 
granted by legislation [26]. They provide detailed instructions on how to enforce laws. 
Legal rules are the most significant factor that mitigates uncertain outcomes in India’s 
adoption of cryptocurrency [27]. Even though the tax regulations impose certain financial 
obligations, the lack of comprehensive regulatory laws and regulations remains a signif-
icant challenge. The requirement for different regulatory landscapes is ever-evolving, as 
the tax laws alone would not suffice because the seamless adoption is facilitated when 
the creation and sale of cryptocurrency tokens are in adherence to economic principles 
[28]. The ever-evolving financial landscape demands the formation of all-inclusive legal 
frameworks to regulate the valuation and transactional usage of virtual currencies as 
probable alternatives for the Indian rupee. Implementing a robust legal system with suf-
ficient regulations will drive financial stability [29], guard consumers against various 
malpractices [30], and maintain the integrity of the national currency system [31]. Thus, 
clear measures can stabilise the monetary system by actively engaging digital currency 
users [32]. The law should be clear and consistent, providing security and legitimacy to 
users [33]. A robust legal system is considered the cornerstone of widespread adoption 
of cryptocurrency. Past literature has also highlighted the significance of a robust legal 
system [34, 35]. Therefore, law and regulatory compliance have been chosen for the 
study to ascertain their significance in the smooth facilitation of cryptocurrency. 

To mitigate certain regulatory concerns, the Indian government intends to build its 
legal tender, called Central Bank Currency (CBDC) [36], which would initiate further 
regulatory changes and mandate new rules for effective execution [37]. Moreover, the 
government plans to frame tax policies that avoid ambiguity and uncertainties, thereby 
encouraging investors. These changes could smooth business operations and global dig-
ital asset transactions [38]. Different countries have varying tax regimes; governments
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should maintain global operative policies by mitigating cross-border tax challenges. Gov-
ernmental support is considered another vital factor required for regulating the future of 
cryptocurrency [32], influencing adoption rates, and having immense potential to shape 
future transactions [39]. 

Efficient, safe and reliable transactions fundamentally require technological infras-
tructure with advanced features [40]. The system should be able to sustain a larger 
storage capacity and handle complex computations with an uninterrupted power supply 
to prevent data loss or corruption [41]. User-friendly technological infrastructure with a 
continuous monitoring system permits the fluid adoption of cryptocurrency; therefore, it 
happens to be a crucial factor [42]. Many cryptocurrency platforms enable their users to 
use pseudonyms, making financial regulation difficult to enforce [43]. This anonymity 
makes criminal acts such as money laundering easier because people can create different 
accounts to conduct fraudulent payments. Improving security and creating measures for 
identifying crimes in the blockchain is key to avoiding such misuse [44]. Continuously 
monitoring private entities engaged in cryptocurrency trading for accountability will 
safeguard investors and preserve market integrity by reducing fraudulent activities [45]. 

A cultural perception of investing in cryptocurrency to enjoy long-term benefits 
lingers. Moreover, the culture of innovativeness also drives youngsters especially to 
invest in the newer financial system. The young, tech-savvy population of India is 
inclined towards the benefits of cryptocurrency due to their familiarity with blockchain 
and digital finance [46]. This cultural propensity towards new technological innovations 
drives the smoother and wider adoption of cryptocurrency in India [47]. Over time, a 
notable shift towards investing in portfolios with greater risk has caught the market com-
pared to lower-risk assets like real estate and gold. Some perceive the highly volatile 
nature of cryptocurrency as an opportunity to achieve substantial returns, despite the 
inherent risk [48]. 

The involvement of India in global cryptocurrency adoption is crucial as the country 
navigates regulatory challenges and embraces digital currency innovation. The global 
cooperation on cryptocurrency regulations and blockchain initiatives provides a frame-
work that can guide India towards safe and sustainable cryptocurrency adoption. Having 
adequate legal regulations and governmental support can encourage global adoption of 
cryptocurrency [49], benefiting both local and international stakeholders. India is also 
welcoming collaborations with companies that foster participation in global cryptocur-
rency trades [50]. This shapes the investment patterns and creates a dynamic ecosystem. 
Corporations like Tesla and PayPal have integrated Bitcoin payments, which is a positive 
approach towards cryptocurrency transactions [51] that can influence new users. More-
over, technological firms in India are also developing low-cost cryptocurrency remittance 
platforms, which again help revolutionise these markets internationally [52]. Hence, 
global connectedness is considered another factor that could potentially influence the 
adoption of cryptocurrency. Like most countries, India is becoming highly interested in 
the cryptocurrency market. Though the outlook for the government is positive, growing 
security challenges linger.



An Empirical Study on the Relevance of Enabler Factors 91

2.1 Technology Acceptance Model: Theoretical Underpinning 

The Technology Acceptance Model (TAM) is adopted as an underpinning theory which 
has three important components: 1) Perceived Usefulness (PU) 2) Perceived Ease of 
Use (PEOU), affecting 3) Behavioural Intention to use new technology [53], digital 
currency in this context. Through the lens of TAM, it is evident that the prominence 
of cryptocurrencies is on the rise because there are numerous benefits involved, like 
decentralisation, financial sovereignty, and the ability to make borderless transactions 
with this currency [54]. All of this can be grouped under the characteristics of PU. With 
sufficient regulation centres, governmental support, and proper training, the PU can be 
enhanced. The transactions are mostly effortless if the user learns to use the technology, 
as they can be done through mobile applications with user-friendly wallets, which can 
be a feature of PEOU. The social-cultural influence and the requirement of the user to 
be globally connected can induce behavioural intention to use cryptocurrency. 

3 Research Methodology 

There are various factors like technological infrastructure, compelling laws and regu-
lations, social influence, public awareness, governmental support, cultural factors and 
global connectedness that influence the adoption of cryptocurrency. The present study 
aims to identify and rank these factors to determine which one has the greatest influ-
ence on the seamless adoption of cryptocurrency. The data required for the study was 
collected through the survey method. A structured questionnaire was designed using a 
5-point Likert scale ranging from 1 to 5. The questionnaire was distributed to 100 partic-
ipants using a snowball sampling technique. The respondents were keen cryptocurrency 
enthusiast’s familiar with the policies and regulations for doing transactions with it. The 
researchers ascertained their understanding and active engagement with cryptocurrency 
before administering the questionnaire. Participants were assured of confidentiality and 
encouraged to provide their honest responses. A pilot test was conducted, and the data 
was not used for the final analysis. After screening the responses for missing values 
and inconsistencies, 85 were further processed for statistical analysis. The demographic 
variables of the selected respondents have been depicted in Table 1. 

The respondents were more men when compared to women, as depicted in Table 1. 
Those falling under the age category of 39–59 was increasingly involved with cryptocur-
rency investments. Compared to diploma holders and graduates, postgraduates and those 
under the income category of 40000 to 60000 rupees were found to be interested in these 
transactions. The collected data was analysed using descriptive statistics, which helped 
to condense the data into key measures like mean and standard deviation, enabling an 
overview of the average and dispersion of the responses. The mean rank for each fac-
tor was also estimated to analyse the trend as well as provide a comparative overview 
of the significance of each factor that has a high influence on the seamless adoption 
of cryptocurrency. Friedman’s test was administered to estimate the differences in the 
importance of the factors considered in the study. This test is beneficial in survey analysis 
for comparing preferences, especially when responses are collected from the same set 
of participants.
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Table 1. Demographic variables of the select respondents 

Variables Frequency Percentage 

Gender 

Male 70 82.4 

Women 15 17.6 

Total 85 100 

Age 

18–38 20 23.5 

39–59 55 64.8 

60 and more 10 11.7 

Total 85 100 

Educational Qualification 

Diploma 10 11.8 

Graduation 20 23.5 

Post-Graduation 55 64.7 

Total 85 100 

Income 

20000–39000 10 11.7 

40000–690000 50 58.8 

700000 and more 25 29.5 

Total 85 100 

Table 2. Mean, standard deviation and mean rank of the select factors 

Factor Respondents Mean Standard Deviation Mean Rank 

Laws and Regulatory 
Compliance 

85 3.4 1.08 4.31 

Government Support 85 3.31 0.96 4.2 

Technological 
Infrastructure 

85 3.17 0.99 3.71 

Public Awareness 85 3.13 1.16 3.40 

Social Influence 85 3.11 0.97 3.29 

Cultural Influence 85 3.01 0.93 3.21 

Global connectedness 85 3.00 0.90 3.10
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As depicted in Table 2, laws and regulatory compliance ranked the highest among all 
the selected factors with a mean rank estimate of 4.31. Laid-out laws will give a frame-
work on how investments can be made, reducing ambiguity and fraudulent practices 
for various stakeholders like investors and businesses. Governmental support was the 
next factor in the ranking, with a mean rank of 4.2. When the government has strategies 
and provides continuous support, then existing users will continue their usage, and new 
entrants shall willingly adopt cryptocurrency. Technological infrastructure was ranked as 
the third factor amongst the others with a mean rank value of 3.71. Limitations in infras-
tructure usually impede access to cryptocurrency exchanges. Advanced technological 
infrastructure with safe internet access and secure digital payment systems facilitates 
rapid adoption. Raising awareness among the public and educating people was the next 
factor in the ranking, with a measure of 3.40. Initiatives to raise public awareness will lead 
to safer practices, border acceptance and informed decision-making. Social influence, 
which includes the influence of community groups, peers and influencers, also impacted 
the rapid adoption of cryptocurrency. This factor ranked fifth in mean score, with an 
estimated value of 3.29. It plays a significant role in shaping individual attitudes and 
behaviours towards cryptocurrency adoption by building trust. Cultural factors ranked 
next in line with a measure of 3.21. Among the factors selected for the study, global 
connectedness was the lowest-ranked factor, with an influence value of 3.10. India is 
a significant player in the global currency landscape and is widening its scope. India’s 
legal and governmental support will largely determine the unified approach required for 
global transactions. A younger population, increasingly interested in technology and 
digital investments, largely drives the country. They view this investment as a means 
of diversifying their portfolios and seeking long-term returns. Therefore, in the coming 
years, the impact of global connectedness may increase. Thus, it is evident that all fac-
tors, like technological infrastructure, compelling law and regulatory compliance, social 
influence, cultural factors, global connectedness, public awareness and governmental 
support, have their own influence on the seamless adoption of cryptocurrency, though 
the influence each factor has varies accordingly.

Table 3. Friedman’s Test 

No. of 
Respondents 

Chi-Square Difference p 

85 28.320 9 0.002 

The results in Table 3 revealed that there exists a variation in the ranking for each 
factor. The value of Chi Square has been estimated at 28.320, which exceeds the threshold 
of the degree of freedom of 8. The probability has been estimated at 0.002. The results 
depict that the ranking done by the respondents is significant.



94 B. Firdaus et al

4 Discussion 

India is emerging as a technical powerhouse; the policymakers, with the advice of cryp-
tocurrency experts, should develop, amend, and modify rules and regulations about all 
the aspects of cryptocurrency with strategic foresight. As per the results of the study, 
laws and regulatory compliance are important in the rapid adoption of digital assets, 
as they mitigate risks by preventing fraudulent activities like cyber-attacks and money 
laundering [11]. It is also crucial to impose stringent penalties to uphold the security of 
these transactions. Without such measures, hackers could probably gain access to sys-
tems, permitting them to replicate virtual currencies and manipulate account balances. 
Therefore, a comprehensive legal framework covering all the aspects of purchase, price, 
and exchange is crucial. The road to mass adoption will hugely depend upon a balanced 
regulatory framework fostering innovation and consumer protection [55]. Striking a bal-
ance means having moderate restrictions that foster global cryptocurrency transactions 
while ensuring security. 

For cryptocurrencies to be widely accepted, the government needs to support them. 
Well-defined taxation policies and due assurance of safety from the government can 
promote responsible behaviour among investors, leading to stability in the market. Gov-
ernmental surveillance is crucial in gaining public confidence and participation and in 
building a transparent environment. In India, while the legal authorities and the govern-
ment are trying to implement and execute the best policies, technology keeps changing. 
Mitigating this gap necessitates frequent modification of existing laws or the formula-
tion of new laws. A deeply rooted legal system can boost PU and PEOU as transactions 
are observed to be secure. In such a scenario, accountability is borne by platforms, 
and disputes are largely settled. Moreover, when the government assumes a significant 
role in developing infrastructure and providing state-backed initiatives, the usefulness 
of cryptocurrency transactions is enhanced. 

Technological infrastructure should comprise components that can facilitate effi-
ciency and user-friendly interfaces, encouraging wider spread acceptance of cryptocur-
rency transactions into everyday activities conforming to TAM. Installing advanced 
machine learning algorithms can aid in analysing the patterns as well as the user 
behaviour to track systems for malicious activities. Therefore, laws and regulations 
should be in place with a strong backing from the government, and both of these fac-
tors should be aware of the changing dynamics of cryptocurrency-related technology. In 
countries without specific laws and regulations governing cryptocurrency, people may 
hesitate to engage in transactions due to concerns about fraud or a lack of legal recourse 
[56]. 

Free workshops on digital currencies, safe trading practices, and malpractice detec-
tion will raise awareness and empower individuals to make secure investments. Free 
training delivered to technical experts will enable them to understand the advanced 
technical aspects and enhance their skill sets, too. Outreach programmes can address 
existing misconceptions and disseminate crucial information. Even though there is inher-
ent volatility and risk, millennial investors in India are risk-averse and willing to take 
time and effort to learn and invest in new ventures. People should receive a balanced 
training focusing on both the benefits as well as risks involved in this kind of financial 
ecosystem. Such knowledge enables users to understand the process, making it simple,
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positively impacting the PEOU and PU, and thus influencing the behavioural intention 
towards adoption. Users prefer technology that is less complex [53]. Additionally, both 
PU and PEOU predict users’ intentions, which confirms the applicability of this theory 
in fintech realms [57]. 

Social influence is pivotal in deciding to accept or reject cryptocurrency transac-
tions. Individuals feel confident when their acquaintance whom they can trust invests 
in cryptocurrency. A cultural acceptance of speculative investments that bring higher 
returns from diversified portfolios has backed up investments in digital assets, too. An 
urge for financial independence has been a driving factor in this pattern. Additionally, 
youngsters in India are eager to participate in the advanced technologies, which aligns 
with the culture of innovation and openness to new ways of finance. Thus, culture is an 
important factor that influences the future of investments by encouraging the adoption 
of alternatives to conventional financial services. India’s approach to tax laws and other 
regulations plays a crucial role in positioning itself in the global market; for instance, 
crypto tax policies levied had a detrimental impact on the Bitcoin market [58]. There-
fore, the kind of culture that exists in a country could determine how cryptocurrency is 
accepted [59]. 

Cultural factors aid in understanding the growing interest in having a diverse invest-
ment portfolio and feeling financially independent, which enables the designing of cryp-
tocurrency platforms accordingly. Social factors directly enhance behavioural intentions 
because an individual assumes fewer risks when there is a known circle involved in these 
transactions, which reinforces their adoption paths [60]. Subjective norms, which are 
the influence of friends, family members, peer groups, and so on, are deeply rooted in 
cultural context too. A person’s perception of usefulness can shape their intention to 
adopt [61]. The sociocultural factor shapes adoption behaviour in different regions of a 
globally relevant finance system. Ad hoc approaches in the crypto space could impact 
both global connectedness and financial stability. In the years ahead, as cryptocurren-
cies continue to disrupt conventional finance, policymakers and the market will have to 
collaborate to maximise their potential and expand global connectivity without endan-
gering economic growth. With strong regulatory structures, global collaboration, and 
new technologies, the crypto market can evolve to accommodate a more open, efficient, 
and stable world economy. The present study holds that law and governmental support 
are essential to frame policies for a secure and safe transaction. 

To make speedy and secure cryptocurrency transactions, technological infrastructure 
is crucial. Offering educational and training programmes will help stakeholders make 
smart choices, whereas social influence can build trust and promote peaceful coexis-
tence. Global connectedness is crucial in fostering international trade and strengthening 
economic ties. Therefore, we can argue that each factor significantly contributes to the 
smooth adoption of cryptocurrency. Past research confirms that individuals working in 
digitally integrated economies view cryptocurrency platforms as safer when they are per-
ceived to have lower complexity and higher operational value, which in turn elevates both 
perceived usefulness (PU) and perceived ease of use (PEOU). With the wider network, 
universal access and reliable bandwidth within global connectedness can reduce entry 
barriers, enriching the PEOU among cross-border users. TAM is relevant to the study 
because it offers a structured framework for shaping stakeholders’ behaviour. These
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stakeholders are willing to adopt cryptocurrency, which is an economic, decentralised 
and cost-effective alternative to traditional banking, making it a promising investment. 
Proper law and governmental regulation positively enhance stakeholders’ perceived ease 
of use. 

5 Implications of the Research 

The findings of the study have strong implications for the cryptocurrency community, 
which includes investors, authorities, and the public. Lawmakers and the authorities can 
leverage the ranking categories to formulate policies essential for safe and secure trans-
actions. Regulatory measures and governmental support are the most important factors 
for keeping the markets stable. Providing for good connectivity and advancement in 
technological infrastructure will empower stakeholders and invite new investors. The 
study also highlights the importance of creating awareness to stimulate informed entry 
and investment and engage ethically. India has a prevailing perception that the younger 
generation is tech-savvy, and they demonstrate a greater level of risk aversion, espe-
cially in the investment domain. Keeping both this duality will necessitate regulation 
that will strike a balance between encouraging innovations and safeguarding the inter-
est of investors in cryptocurrency transactions. For a wider and smoother adoption of 
cryptocurrency, there must be a structured financial environment that permits tech-savvy 
yet risk-averse investors to engage in transactions with confidence. Given the nature of 
cryptocurrency, seamless connectivity across borders is possible. Authorities can frame 
policies that encourage collaborations between nations, strengthening international ties, 
providing employment opportunities and driving foreign funds home. 

6 Limitations and Future Directions 

Although the study offers meaningful insights, the sample size of 85 respondents may not 
completely represent the broader population. Likewise, the snowball sampling technique 
employed in the study is not free of selection bias. In the future, researchers may consider 
using larger and more diverse sample sizes, along with alternative sampling methods, 
to enhance generalisability. Seven factors were considered for ranking; researchers in 
the future can include more factors like ethical considerations, rural and urban crite-
ria or support from traditional banks. Macroeconomic variables, such as interest rates, 
inflation, and international liquidity, significantly influence cryptocurrency markets and 
impact investors. A study on the impact of governmental policies and regulations on 
these aspects, which can create trust among users and investors for wider adoption, can 
be taken up. Future research can concentrate on the kind of training, workshop, or edu-
cational sessions required to raise awareness among people as well as technical experts. 
Researchers in the future can explore how diverse countries’ rules and regulations affect 
cryptocurrency adoption on a global scale.
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7 Conclusion 

The rapid adoption of cryptocurrency transactions is contingent on addressing the factors 
considered for the study in a balanced manner. Each factor plays a pivotal role in shap-
ing the financial ecosystem and fostering innovation. Legal compliance is prima facie 
paramount in safeguarding the interest of investors and protecting them from fraudulent 
activities by ensuring safety and security. Government strategies and support are equally 
vital in fostering public confidence and providing clarity in regulations. A robust tech-
nological infrastructure can facilitate efficient and reliable platforms for smooth trans-
actions. Campaigns that raise awareness and educate the public will enhance effective 
transactions. Cultural factors and social influence are important for making cryptocur-
rency work with trust. The borderless nature of these digital assets demands global 
connectivity and international cooperation that encourage harmonious regulations and 
protocols. Addressing these interconnected factors will holistically facilitate the adoption 
of cryptocurrency in the global financial landscape. Frictionless adoption of cryptocur-
rency can empower consumers to enjoy freedom over their financial transactions. It is 
fitting to mention that cryptocurrencies are wildly gaining acceptance across all fields 
and have revolutionised the perception and behaviour of money. 
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Abstract. The Global Software Engineering (GSE) team works across geography. 
Project planning is one important phase before starting with the actual work, for 
any type of project. Planning involves discussion with multiple stakeholder before 
the plan to put up in the plan sheet. In today’s working environment with respect to 
the industry most of the time the planning will go through the change due to several 
factors like talent availability, technical competencies, requirement understanding, 
etc. it is very important to maintain the project plan as it directly links with the 
project success. Currently the plan is majorly maintained by excel or some planning 
tool available in the market. Still there is much manual effort involved to maintain 
the plan. The impact is due to any reason of delay, the plan affects, the changes 
are not covered completely. In this work trying to apply the Plan Assess React 
(PAR) approach that reviewing the plan periodically with proper findings and 
solutioning effectively. So, in this work the intend to address the optimization of 
the tactical planning for the fast-growing software industry using the Plan Assess 
React (PAR) approach using Genetic Algorithm with an AI inclusive. This is going 
to help in validating the plan with each check activity progress, on any change 
occurs update and maintain successfully. To bring the optimization as the work 
focus on, the approach used here is the Genetic algorithm as it is a proven study and 
very helpful to give the near real time optimal solution. Also, the AI is used here in 
the methodology to apply technology advancement for the automation and reduce 
the manual work as well. Based on the study the merge of Genetic algorithm with 
an AI is a good fit-in for the result of optimization. Hence this work showcases 
the proactive planning using the Genetic algorithm approach with an AI inclusive 
and foreseeing the active phase of any project for a program. With this work will 
directly benefit the industry people, project managers, and the researchers. 
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1 Introduction 

The Software industry deals with multiple types of projects on a day-to-day basis. The 
initial study with globally distributed teams and the way of working was taken around 
decades before. To define the project from the overall scope to the detailed require-
ments and alignment with the entire team is key essential to get the proper planning of 
the project before the actual start. The project planning is a key factor for the success-
ful project execution. A proper planning needs deeper understanding and step-by-step 
actions mentioned with discussion along with task owner. The inadequate analysis and 
planning will lead to a failed project. All these are pointing that the need for and the 
importance of planning. In the recent research direction various elements like addressing 
the knowledge gap, transferring the skills, team building, applying various methodology 
like lean six sigma, improved agile approach has been directed. The geographically dis-
persed workforce gives good connectivity and increased outcome for the overall project. 
The work on these defines the project success factors and the impact. The project plan-
ning has a direct connection to the project success. Planning is one of the key measures in 
the software engineering life cycle. The table (1) below summarizes the type of planning 
corresponding to the time frame and the accuracy state. The Tactical planning involves 
a minimum timeline of 1-year duration. This covers the large project type goes with the 
complete development life cycle. The Operational planning type is applicable to the 
support nature of the project. It could be a less than 6 months project duration. Whereas 
the timeline of the planning addresses the present day or time as it is purely operational to 
the incident raised on a particular day. The Contingency planning is totally different and 
requires a presence of the sense like on-spot plan as per the situation demands (Table 1). 

Table 1. The planning type versus the time frame 

TYPE TIME FRAME ACCURACY STATE 

TACTICAL Measurable as minimum less than or 
equal to 1 year 

Moderate level of certainty 

OPERATIONAL Defined present day/time Reasonable level of certainty 

CONTINGENCY On-spot - when an event occurs, or a 
situation demands 

Reasonable level of certainty 

This work considers the tactical planning to be more relevant the project goes with 
the complete development life cycle. The project progress is tracked by having the plan 
against to see the actual progress. While tracking the project actual progress there could 
be delays due to various factors like technical dependency, insufficient requirement 
details, resource bandwidth issues etc. This research work proposes rather adjusting the 
delays in the plan, suggest overseeing the plan in a periodical manner with constant 
awareness. Keep the management of plan as a continuous process owned and managed 
closely, by foreseeing the delay if any and addressing the requirement in advance to 
avoid the actual delay. The below fig. (1) depicts this process of Iterative way of tuning 
the plan by seeing continuously. The Process chain shown below (Fig. 1) in planning



Optimizing Software Engineering Project Plan Using Genetic Algorithm and AI 103

phase can be applied as closed-loop systems. To relate to the previous depiction of the 
Iterative way of tuning the plan using closed loop system. By implementing the closed 
loop system (CLS) in the planning phase it helps in attaining all the benefits stated above. 
In this way this not only gives benefits with process improvements and proactiveness it 
also provides much saving in the area like time, cost and overall effort as well. 

Fig. 1. The Software project steps basic Or Iterative way of tuning plan 

The main objective is to improve the plan in a closed loop system to ensure the 
delivery is not impacted and still on schedule. The general meaning of closed-loop 
mentions that following up to any task that having any impact or dependency with 
another will efficiently completing a cycle of that action, by minimizing the changes, 
cost, resource consumption and continue the execution successfully. In general, a closed 
loop system (CLS) increases the process improvement and result certainly. While the 
study says that it is majorly used in industry like supply chain, customer feedback, the 
closed loop system is a method that is applicable to any industry in our understanding. 
It gives lots of benefits. It is a powerful control mechanism that influences the feedback 
system to improve the process overall. Few are: 

– Prevent issues/risk: highly important to reach milestones 
– Improve the process: to ensure the healthy execution 
– Early identification of the issues: this helps prevention of risk itself. 
– Gain trust: Enable the overall trust with leadership 
– Keep program healthy: having efficient process 
– Allow the team to maximize productivity: with an improved process in place and 

having control of the issues/risks. 

Currently the planning is tedious phase that takes lots of efforts through out the 
project execution. The plan tracking, maintaining, updating, adjusting to changes is lots 
of efforts to spend on for the effective project plan. However, planning is important and
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key document on planning and analysis of the plan. This research work mainly aim to 
optimize the project plan. The traditional way of developing approach with water fall 
method to the latest multiple methods like agile, lean six-sigma, either it is complete 
plan or short-term plan for the continuous short deliverable planning place a role in the 
beginning of the execution phase. Here, with this work the intend to insist on the analysis 
of the planning in a continuous phase to bring improved plan for the efficient execution. 
This work suggests an approach using Genetic Algorithm and an AI. By leveraging 
this genetic approach, the work proposes a framework that right way of assessing the 
execution and identifying the impact and addressing will result to increase the value of 
time, resource and plan itself. And the AI is need of an hour to bring the automation to 
reduce the manual efforts. Here, with this study to insist further on the analysis of the 
planning in a continuous phase to bring improved plan for the efficient execution. 

2 Related Work 

In recent decades, extensive research has been conducted on various aspects of software 
engineering (SE). The understanding with this work is to do the search on the in generic 
the planning aspect with respect to the SE, then the large program plan and then with spe-
cific to the tactical planning. Key areas of research majorly include Distributed team way 
of working, cultural differences, team coordination, project development work, Agile 
team, addressing communication gap, cross-skilling across team, etc. From the litera-
ture, it is evident that various approach defined in planning and managing the software 
industry projects. Majority of these based on specific model for their implementation. 

Here some of them are explained in detail: 
Unveiling the power of shared leadership in project realms: a synergy of planning, 

knowledge, cohesion, and trust [1] stated by R Ahmed, AA Khan, SP Philbin aims to 
explore how project planning, knowledge sharing, and team cohesiveness can bridge 
the link between shared leadership and project success in the presence of trust in teams. 
They conducted a survey with project team. The findings reveal a significant and positive 
impact of shared leadership on project success. Here this work is on the examination 
across hierarchy levels for deeper understanding on this area which helped to see the 
percentage to highlight the factors for the project success. However, while this gives a 
clarity on the impact of various designation but it did not bring any process as such. It 
is a study held with the industry members across 

A Tactical Planning Approach using Genetic Algorithms and Process Chain Simu-
lation for Closed-Loop Production Systems for high-value components [4] By Dranov, 
Alexander, et al has explained the closed-loop production system simulation model using 
the Genetic algorithm based. However, there is no advance concept like AI is being used 
to reduce the manual intervention and bring the automation. This research work sug-
gested methodology has clear focus on the efficiently Plan Assess React (PAR) with an 
advanced AI concept. 

ChatGPT application in Systematic Literature Reviews in Software Engineering: 
an evaluation of its accuracy to support the selection activity [5] by Felizardo, Katia 
Romero, et al. mentioned that with context to the Systematic Literature Review (SLR) 
process involves searching, selecting, and synthesizing relevant literature on a specific
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research topic for evidence-based decision-making in Software Engineering (SE), a tool 
to assist in the selection process appears beneficial, ChatGPT can facilitate the analysis of 
extensive studies, saving time and effort. This tool suggestion has brought in with earlier 
work Automation Tool for the Planning Phase of the Systematic Review by some other 
authors. Though there is a tool used to support the search there is no scope on automated 
process as a proactive measure. This research work suggested with an automation using 
AI which reduces the manual effort rather only for an analysis purpose. 

Factual Success and Thriving Performance Required; Top Management and Project 
Manager Strong Coordination During Project Life Cycle [14] by Raheela Habib and 
Naeem Ahmed Tahir stated that the coordination between role of top management and 
legitimate power of project manager has significant impact on project performance and 
success during project life cycle phases. Applying Bivariate (Pearson) Correlation and 
OLS regression it is concluded that there is positive relationship between planning, 
monitoring, controlling, evaluation and project manager. This gives importance on co-
ordination and significant advantage for the organization and industries before imple-
menting any project. In this work, it is an academic oriented one for further study in 
general to the project management and the framework suggested mention on the role of 
project management overall, there is no planning execution specific. 

How to Evaluate Solutions in Pareto-Based Search-Based Software Engineering: A 
Critical Review and Methodological Guidance [15] by Miqing Li; Tao Chen; Xin Yao 
stated about multiple objectives/criteria simultaneously in many Software Engineer-
ing scenarios. They have conducted an in-depth analysis of quality evaluation indica-
tors/methods and general situations in search-based software engineering (SBSE), which 
together with the identified issues, enables us to codify a methodological guidance for 
selecting and using evaluation methods in SBSE scenario. Though the work focused on 
optimization effort of a project by search based, but it works on identifying the problem. 
There is no clarity that solution fit for all types of projects. Like by multi-object and 
search based may be good for the large projects only. 

Although there is considerable work was held and still continuing in the software 
engineering there is a need in using AI in software engineering to revamp the traditional 
way of planning is a need of an hour. Currently it is all being the new AI era in the software 
industry it is important to utilize the advance concepts and implement AI to bring the 
best benefits. With a proactive way looking the plan iteratively and revise or update using 
combine with the Plan Assess React (PAR) approach and the AI. The detailed way of 
these proposed approached are mentioned in the next section. Providing such kind of 
solution will benefit the industry to the greater extend, this is a great motivation for us 
to present this paper. 

3 Methodology 

To address the mentioned research work, more to see about the proposed framework with 
respect to the PAR approach using the GA in the Sect. 3.1. With the use of algorithm, 
there is definition of the process of proactiveness. Better envisioning the tasks those are 
in planned. Like the planning plays a key role continuous monitor, measure the progress, 
practically checking on completion and accommodate the change as well. The change
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may occur at any point based on the realistic way of working in the software industry. 
Continue to that later in the Sect. 3.2, this work also brings the technology advancement 
with how AI shall be leveraged to make as the automated process for the best proficiency. 
The automation with AI helps the team to do an automatic analysis as the data change 
occurs in the planning and also highlights the changes as required to the team with alerts. 
AI is invention to assist the human tasks and to bring the productivity as basic. Here this 
work aims to propose as part this framework that bringing the AI efficiency in planning 
state of software engineering is a need state. 

3.1 The Plan Assess React (PAR) Approach Using GA: The GA Solution 

To address the research a methodological approach in managing the program plan to 
optimized way, this work proposes the PAR approach in Closed Loop system (CLS). 
The proposed approach in Fig. 2 

Fig. 2. Methodological approach for PAR approach modeling and evaluation of CLS in Planning 

Using the Genetic Algorithm (GA) approach, the methodological steps for PAR 
approach modeling and evaluation of CLS in Program planning shown here. The Part 
A has been derived as an initial plan after understanding of the scope of the work. 
Considering the various factors like duration, cost, budget, team size and technology 
stack the plan has been put up with all the different milestones to achieve throughout 
the project till the actual completion. Having derived the Part A, the Part B starts with 
an execution of the project. With constant analysis of on any change that gives the 
optimization from the planned timeline change is accepted and updated. If no optimized 
change, then the analysis continues. The Part C continue the updated plan to execute 
and result in delivering the project in a better optimized timeline then the initial planned 
timeline.
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The Genetic Algorithm is already a proven study, and it says that it is a good meta-
heuristic optimization technique inspired by the natural selection. It is very fit to generate 
the high-quality optimization solution by iteratively evolving. It is an suitable algorithm 
for the optimization technique introduced by John Holland in 1970s helps to give the near 
real time optimal solution. The algorithm works as Initiate the program at the starting 
point as per the plan phase, and as the work continue to progress consider the factors like 
time, resource, cost, technical capacity. As the algorithm is a proven study already, this 
study insists on the how to attain optimal performance using this approach. By means 
of fine tuning the plan and updates in each iterative cycle this can be achieved. Further 
this planning update, the AI included. That is mentioned in the following section with 
the diagram expansion for the update plan with AI. 

3.2 Using Agentic AI 

While technology greatly helps to greater extent, with the effort savings from planning 
to actual the dates moved ahead. With the current technology advancement, this work 
addresses to use the whole process of the date movement to be updated in the plan 
by Agentic AI. And also, the AI shall be leveraged to generate an email as an alert to 
intimate to the core team (managers/leads) on the timeline changes. The below Fig. 3 
shows the AI inclusive framework from the Fig. 2 the Part B - GA Solution Iterative, 
Update Plan as a developed diagram using AI. Fig. 3 is an integrated view of the PAR 
approach and the AI for the same. It is a detailed processing framework using AI is shown 
the below figure for the Update Plan step. If the framework allows the AI to monitor 
and update the plan to real time instead of the current manual way of doing, then the 
plan/project charter becomes more realistic. Whereas, currently the planner updated by 
the managers in most of the cases, so much manual effort involved in identifying the 
changes, updating to planner, and seeing if any date advanced or delayed, calculation 
of effort saving if the date is advanced – all these done by manually. Using Agentic AI 
part of this entire process framework – all the manual efforts shall be avoided. Not only 
that mainly the planner becomes realistic to refer at any given day. Also, it avoids all 
the human error, of missing the updates, not updating right, error in calculation etc. The 
Agentic AI improves the productivity, helps in decision making by identifying the delta, 
gives an efficiency to greater extend.
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Fig. 3. Illustration of PAR approach and AI integration 

4 Discussions 

In this section, the details on the discussion with the most relevant paper that had brought 
this work to study further on. The referenced paper [4] titled Tactical Planning Approach 
using Genetic Algorithms and Process Chain Simulation for Closed-Loop Production 
Systems for high-value components is a work that has been taken in the field of supply 
chain. With the demand of supply chain, the study introduces a metaheuristic framework 
based on discrete event simulation and genetic algorithms to evaluate these system 
configurations. The idea is to identify configurations that achieve a beneficial fitness value 
balance technical, economic, environmental key performance indicator. This framework 
with the use of genetic algorithm method has a lot of similarity for us to think in the 
software engineering industry as the study is on. However, the existing study had not used 
any AI component as such. Now, that allowed us further use the genetic algorithm steps 
for the planning in software engineering projects. As this work more to do the proactive 
measure for avoiding delays, slippage of timelines, and any failure the algorithm gave us 
how to manage the whole planning with the constant assessment and react on as required. 
Also, being in the software industry with lot of space for the innovation and research 
also want to leverage the AI to reduce the manual intervention with the improved process 
efficacy. 

5 Conclusion and Future Directions 

The Planning is generic on a high-level view, but the precise planning needs lots of 
understanding of the ground level needs, tasks, and efforts that are involved to derive at 
near perfect. This work has applied the Plan Assess React (PAR) approach that reviewing 
the plan periodically with proper findings and solutioning more optimized way. With
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this work further to address the optimization of the tactical planning for the fast-growing 
software industry using the Plan Assess React (PAR) approach using Genetic Algorithm 
with an AI inclusive. This will help in reviewing the plan periodically with proper findings 
and solutioning right. This work showcased the proactive planning using the Genetic 
algorithm approach with an AI inclusive. If implemented, this will directly benefit the 
industry people, project managers, and the related research workers. With an active 
management of the project plan using the AI, the whole work is expected to improve the 
software engineering to fit-in today’s demand and provide timely delivery. The future 
work is aimed at implementing the framework and mapping with the real-time project 
team as a study. 
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Abstract. Due to biological diversity and unstructured surroundings, agricul-
tural image analysis strives for optimal model performance to better accomplish 
visual identification objectives. Large-scale, balanced, and ground-truthed image 
datasets are very helpful, but they are frequently hard to come by, which restricts 
the creation of very effective models. The identification of plant diseases has ben-
efited enormously from the continuous advancement of deep learning (DL) tech-
niques, which provide a robust tool with incredibly accurate results. However, 
the efficiency of deep learning models is dependent on the quantity and caliber 
of labeled data used for training. Precise classification of crop diseases is impor-
tant for precision agriculture. These models suffer from limited and imbalance 
datasets especially for rare diseases. The study suggests a framework using Gen-
erative Adversarial Network (GAN) for image generation to enhance the classifi-
cation of diseases. The study employs conditional GAN trained on a PlantVillage 
and New plant diseases datasets to generate synthetic images of diseased leaves. 
The images are evaluated using Structural similarity index (SSIM). Then the aug-
mented images are integrated with the CNN classifier to measure the accuracy 
of disease prediction using synthetic dataset to validate the efficiency of image 
generation.
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1 Introduction 

A nation’s economy is influenced by a wide range of factors, including the food process-
ing, service, and agricultural sectors. Agriculture is one of the most significant economic 
sectors in our country. However, the agriculture sector has many obstacles, including dif-
ferent climates across our country that result in different infectious diseases in different 
plant parts, which significantly reduces crop productivity and revenue production [1]. 
Plant diseases threaten crop yields and the lives of farmers around the world. They are 
brought on by bacteria, fungus, viruses, and other agents. Protecting agricultural output 
depends on the timely and precise identification of these illnesses, and researchers from 
all over the world have created a number of automated plant disease diagnosis tech-
niques to date [2]. Traditionally, human beings with some training or experience have 
inspected and classified plant diseases by visually observing the signs on plant leaves. It 
is well recognized that identifying plant diseases can be laborious and prone to mistakes. 
Even highly experienced experts frequently fail to diagnose certain diseases due to the 
vast number of cultivated plants and their complex physiological signs, which results in 
incorrect disease management and therapy [3]. 

The most significant challenge in DL for leaf disease detection is how to perform 
well when there are sparse datasets or few annotated samples available, small lesions, 
duplicate information, and blurred background information in images of leaf diseases 
[4]. DL produces extremely accurate outcomes by combining image processing and 
data analysis. These days, DL is widely employed in many different disciplines, such as 
segmentation biomedical image classification signal and speech recognition (, and object 
identification. In agriculture, DL is also being utilised extensively for the classification 
and detection of plant diseases. The CNN is regarded as the most effective DL technology 
[6]. 

An efficient method for dealing with the issue of deep CNNs (DCNNs) lacking 
enough training data is data augmentation, which creates similar images from a lim-
ited number of original training samples. The creation of synthetic image can address 
the business issue of image data shortage or unavailability. The way people handle 
data scarcity in the agriculture industry may be completely changed by introducing 
synthetic data production tools. By producing contextually precise, high-quality syn-
thetic data, researchers can get around the drawbacks of current datasets and raise crop 
recommendation models’ accuracy [7]. 

There are now creative ways to handle a variety of agricultural challenges due to the 
application of generative AI in smart farming. The growing need for food worldwide, 
the effects of climate change, and the depletion of essential agricultural resources are 
just a few of the urgent issues of our day that smart farming has emerged as a crucial 
strategy to address. The objectives of the study is to 

• Presents a cGAN-based data augmentation preprocessing method for generating 8000 
synthetic images of Tomato-leaf blight to increase the variety and volume of the 
training data.
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• Compare the suggested methodology with a CNN classifier that are currently in use 
in the literature to show the effectiveness of the model. 

The paper is organized as follows. The current studies that have been suggested for 
leaf disease augmentation and detection in the literature are shown in Sect. 2. Method-
ology in Sect. 3 followed by results and findings in Sect. 4. The study’s conclusion and 
future work is given in Sect. 5. 

2 Literature Review 

Numerous DL techniques for the automation of diagnosis of plant diseases have been 
developed to assist farmers and reduce losses in plant yield. Iqbal et al., (2024) introduce a 
model that uses one image of a neutral face to produce six different facial expressions. The 
approach, which is built on a CGAN, can generate six incredible facial expressions from 
a single image of a neutral face. The researchers used a number of pre-trained models in 
order to thoroughly evaluate the accuracy of the methodology. However, their accuracy 
increased to about 99% after adjustments to the synthetic expressions that the CGAN 
produced from this single image [8]. Wang et al., (2025) create a dual discriminator 
structure (FHWD) frequency-domain and wavelet image generation network. While the 
second high-frequency discriminator is especially employed to differentiate between the 
high-frequency components of both, the first discriminator makes a distinction between 
created and genuine images [9]. The DL approach was used by Benfenati et al. (2022) 
to automatically produce meaningful synthetic images of plant leaves, with a focus on 
agricultural applications. Specialised CNN models or other image-classification algo-
rithms can be trained or validated using these images, which provide an almost infinite 
dataset [10]. 

Ramadan et al., (2023) provide a unique method for employing GANS to produce 
images of wheat leaf disease from a smaller dataset. The study demonstrates the potential 
of using GANs to produce real images from less datasets in a variety of applications, 
including the detection of plant diseases [11]. Haruna et al., (2023) demonstrates that 
employing synthetic data augmentation can be extremely significant when datasets are 
limited or unbalanced, as it performs better on object detection models than standard 
methods. A Style-GAN Adaptive Discriminator Augmentation (SG2-ADA) and the vari-
ance of the Laplacian filter were used to generate data on rice leaf disease to enhance 
the effectiveness of the Single Shot Detector (SSD) and Faster-Region-Based CNN 
(faster-RCNN) in identifying the primary diseases affecting rice [12]. 

Min et al., (2023) provide an image-to-image translation model-based data aug-
mentation technique to address the bias issue by adding more diseased leaf photos to 
the existing ones. The proposed enhancement technique uses attention mechanisms and 
translation between images of healthy and diseased leaves to produce images that show 
more pronounced disease textures [13]. 

Muhammed et al., (2023) investigate the fundamentals of diffusion technology and 
compare its approach and results with those of cutting-edge GAN solutions, paying 
particular attention to the diffusion-based model RePaint and the guided inference model 
of GANs called InstaGAN. Although they operate on different concepts, both models 
manage the segmentation masks to direct the generation process. Since findings on these
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Table 1. Related Studies pertaining to Synthetic image generation 

Author (Year) Method Strengths Limitations 

Iqbal et al. (2024) CGAN-based model 
to generate six facial 
expressions from a 
single image 

Generates highly 
realistic expressions; 
Accuracy improved to 
~99% with adjustments 

May require fine-tuning 
for optimal 
performance; 
dependent on CGAN 
quality 

Wang et al. (2025) Dual discriminator 
FHWD with 
frequency-domain & 
wavelet augmentation 

Better distinction in 
high-frequency details; 
improves authenticity 
of synthetic images 

Complex architecture; 
may require significant 
computational 
resources 

Benfenati et al. 
(2022) 

DL technique to 
generate synthetic 
plant leaf images 

Enables large-scale 
dataset creation for 
agriculture; suitable for 
CNN training 

Domain-specific; 
generalization to other 
plants or conditions 
may be limited 

Ramadan et al. 
(2023) 

GANs for wheat leaf 
disease image 
generation from small 
dataset 

Effective in small-data 
scenarios; realistic 
image generation 

Quality and diversity of 
images may vary; GAN 
training can be unstable 

Haruna et al. 
(2023) 

Style-GAN2 ADA 
with Laplacian filter 
for rice disease 
detection 

Outperforms standard 
methods in 
limited/unbalanced 
datasets; improves SSD 
& Faster-RCNN 
detection 

Specialized setup; 
applicability to other 
crops or diseases not 
validated 

Min et al. (2023) Image-to-image 
translation using 
attention mechanisms 

Enhances diseased leaf 
textures; mitigates 
dataset bias 

Depends on quality of 
source and target 
domain images; 
possible translation 
artifacts 

Muhammed et al. 
(2023) 

Comparison of 
RePaint (Diffusion) 
and InstaGAN with 
segmentation masks 

Detailed comparison of 
diffusion vs GANs; 
uses segmentation to 
guide generation 

Limited to subset of 
PlantVillage; findings 
may not generalize to 
other datasets 

Zhang et al. (2023) Dual GAN-based 
HQIA using 
WGAN-GP + 
Opt-Real-ESRGAN 

Produces high-quality 
synthetic data; 
improves disease 
classification accuracy 

Multi-stage process 
adds complexity; 
pseudo-data quality 
dependent on initial 
GAN

classes have already been published, a subset of the PlantVillage dataset, which includes 
three disease classes of grape leaf and two disease classes of tomato leaves, is used for 
a fair comparison [14]. Zhang et al., (2023) suggested a dual GAN-based high-quality 
image augmentation (HQIA) technique for generating high-quality images of rice leaf
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disease. Initially, pseudo-data samples were created by training Improved Training of 
Wasserstein GANs (WGAN-GP) on the original samples. The disease classification 
CNN was then fed the high-quality pseudo-data samples and indicators were used to 
confirm the method’s efficacy. Table 1 lists the studies in the literature related to the 
current study [15].

The majorities of models have not been assessed across a variety of datasets or tasks 
and concentrate on particular domains. Frameworks for creating synthetic data that are 
more versatile and may be used in a variety of fields, such as agriculture, are required. 

3 Methodology 

The Fig. 1 presents the architecture of synthetic image generation model using cGAN. 

Fig. 1. Architecture of Synthetic Image Generation using cGAN 

3.1 Data Sources 

The study employs the PlantVillage and new plant diseases datasets, which is openly 
accessible and includes labeled images of both healthy and diseased plant leaves. 
Although there is class imbalance in the collection, especially for rare diseases, it con-
tains a wide range of disease classes and several plant species. All the images in the 
dataset are preprocessed to ensure homogeneity in format and size. Rotation, flipping, 
and normalisation are examples of basic augmentation techniques that are first used to 
enhance baseline performance and get data ready for training. 

3.2 Conditional Generative Adversarial Networks (cGAN) 

The approach uses a cGAN to produce synthetic images of damaged leaves. The gener-
ator creates class-specific synthetic images based on disease class labels. The original 
PlantVillage dataset is used to train the cGAN, emphasizing under-represented disease 
classes. The GAN consists of two components Generator and Discriminator
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Generator: The generator takes two inputs, a random noise vector z as an input and it 
is represented as follows 

Z = Pz(z) (1) 

It is typically drawn from a normal distribution. N(0, I). Then the second input is the 
class label 

Y Rk (2) 

It is one hot encoded representing the desired output class. For example, “Tomato-
late blight “. Then both the inputs are combined embedding z and y represented by 
G 

G(z, y) (3) 

The generator then learns the mapping to generate a fake image or synthetic image 
represented as follows 

G : (z, y) ↑→ xfake (4) 

In Eq. (4) xfake belongs to RH ∗W∗C is the generated image with height H, width 
W and channels c). The generator aims to produce an image like a real image to the 
discriminator by matching the conditioning label y. The objective function of the cGAN 
Generator is as follows 

min 
G 

max 
D 

Ex,y ∼ Pdata(x, y)[log D(x, y)] 
+Ez ∼ Pz(z), y ∼ p(y) log(1 − D(G (z, y), y))

(5) 

In Eq. (5), D(x,y) is the discriminators estimate of the proabability that x is real in 
the class y and G(z,y) is the generators output conditioned on label y. The generator 
continues to minimize the loss function and it is given as follows 

LG = Ez ∼ Pz(z), y ∼ p(y)[log(1 − D(G(z, y), y)) (6) 

When the discriminator properly detects the created image as fraudulent, the 
generator is penalised. The block diagram for cGAN is given in Fig. 2. 

Fig. 2. Block Diagram for Generator 

The generator in a cGAN generates real images that are related to specific class labels 
for a type of plant diseases. The generator is given two inputs: a class label y, which is
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generally represented in the one-hot form and points to the class of the output image, and 
an input noise vector z, which introduces randomness. These two pieces of information 
are merged into one vector and channeled into a dense layer, which transforms them 
into higher dimensions. Subsequently, this vector is reshaped to produce a compact low-
resolution feature map, which will undergo further processing to extract the final image. 
In order to transform the feature map into a high-resolution image, the generator employs 
several transposed convolutional layers, also referred to as deconvolution layers. 

These layers systematically enhance the spatial dimensions of the feature maps, 
transforming them stepwise, until they reach the intended size, for example 64 × 64 
× 3 for a color image. Throughout the architecture, batch normalization layers are 
included in order to improve the stability of the model during training and speed up 
convergence, along with non-linear functions ReLU or LeakyReLU. The last layer of 
the model implements a tanh activation function so that the values of the resulting image’s 
pixels can lie between -1 and 1, which is in line with the format in which the data is 
fed into the model. This entire architecture enables the generator to create synthetic 
images that are both diverse and class-specific, making it highly effective for tasks like 
augmenting datasets for plant disease classification.

Discriminator (D): The inputs to the discriminator are an image, which is represented 
as follows 

X ∈ RH∗W∗C (8) 

The image may be either a real image from the dataset or a fake image from the 
generator. 

A class label y: one-hot encoded or embedded, representing the desired class (for 
example, “Tomato = late blight” The discriminator receives both the image and the 
class label y, and learns a f unction:

D(x, y) → [0, 1] (9) 

In Eq. (9), D(x, y) outputs a probability: how likely the image x is real, given the 
label y. 

The Generator G and Discriminator D play a minimax game within the cGAN 
framework, which is defined by: 

min 
G 

max 
D 

Ex,y ∼ Pdata(x, y)[log D(x, y)] 
+Ez ∼ Pz(z), y ∼ p(y) log(1 − D(G (z, y), y))

(10) 

This encourages it to concentrate on semantic correctness (matching class label) as 
well as realism (visual patterns). This is crucial in situations like the identification of 
plant diseases, where the discriminator must acquire the visual cues in context and the 
differences across classes can be slight (e.g., spots, discolouration). 

Data Augmentation: A larger and more balanced training set is produced by adding 
those generated synthetic images to the original dataset. Enhancing the depiction of rare 
disease classes is given particular attention. 

CNN Classification: The dataset is trained using CNN on the original dataset and the 
GAN generated dataset. To compare the performance of the model before and after 
augmentation, the classification accuracy is assessed on a different test set.
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4 Results and Findings 

The experiments were conducted using python using two different datasets and assessed 
using performance indicators with the CNN classifier. 

4.1 Dataset Description 

The aim of the PlantVillage dataset is to provide effective methods for the detection of 39 
various plant diseases. There are images of 61,486 plant leaves and backgrounds. It was 
developed using six various augmentation methods to provide more various datasets 
under varied backdrop conditions. The used augmentations in this process included 
image flipping, gamma correction, rotation, scaling, injection of noise, and PCA color 
augmentation. This data is built through offline augmentation from the original dataset. 
This set, divided into 38 classes, includes approximately 87K RGB images of healthy 
and broken crop leaves. Maintaining the directory structure, the entire dataset is split 
into training and validation sets in an 80/20 ratio. A new directory with 33 test images 
is then created for making predictions [16]. 

4.2 Performance Evaluation 

The level of similarity between generated and actual images is evaluated statistically 
using the Structural similarity Index Measure (SSIM). The Table 2 lists the SSIM values 
for the 10 different synthetic samples of tomato –late blight disease. 

Table 2. SSIM Value –Tomato –late blight image synthetic samples. 

Sample No SSIM Score (0–1) Similarity Level 

1 0.915 High 

2 0.902 High 

3 0.922 High 

4 0.877 Moderate to High 

5 0.890 High 

6 0.915 High 

7 0.876 Moderate to High 

8 0.905 High 

9 0.895 High 

10 0.913 High 

The generated images’ great fidelity in maintaining texture and structural information 
is indicated by high SSIM scores. The above table represents Structural Similarity Index 
Measure (SSIM) metrics of 10 synthetic Tomato - Late blight images generated by a
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cGAN, and respective true images. SSIM indices are ranging between 0 to 1 with closer 
to 1, being an indicator of increased structure, texture, and similarity visually. 

Here, all ten samples show high similarity, with SSIM values ranging from 0.876 to 
0.922. Eight of ten images had a score greater than 0.89, which is typically regarded as 
high similarity, showing that the synthetic images are visually and structurally extremely 
close to the actual diseased leaves. Samples 4 and 7, although slightly lower (0.877 
and 0.876 respectively), remain in the moderate to high similarity range, and indicate 
slight differences—perhaps because of fine-grained leaf texture or edge detail variation. 
Table 3 lists the SSIM values for the 10 different synthetic samples of Grape_Esca (Grape 
Measles) disease in grape plant. 

Table 3. SSIM Value – Grape_Esca(Grape Measles) synthetic image samples 

Sample No SSIM Score (0–1) Similarity Level 

1 0.893 High 

2 0.88 High 

3 0.900 High 

4 0.904 High 

5 0.868 High 

6 0.893 High 

7 0.854 Moderate to High 

8 0.883 High 

9 0.873 High 

10 0.891 High 

Maximum structural similarity with the reference image is observed when all or the 
majority of the synthetic samples are within 0.85–0.90. Scores of >0.89 were obtained 
by samples 1, 3, 4, 6, 8, and 10 that reproduced leaf patterns, textures, and colour patterns. 
The sample 7 with the SSIM of 0.854, which scored lowest, was still, in fact, within the 
range of moderate-to-high similarity. This may represent small fluctuations in disease 
pattern or leaf morphology. The values between 0.854 and 0.904 are very close, verifying 
the stability and homogeneity of the generating process. Since the synthetic images are a 
close representation of real disease-infected grape leaves, the high SSIM values validate 
that they can be used to train or evaluate DL models. 

The efficacy of the GAN-augmented dataset in enhancing disease classification is 
validated by evaluating its performance using common measures like accuracy, precision, 
recall, and F1-score. The quantitative comparison between an improved CNN model 
trained on a dataset supplemented with GAN-generated synthetic images and CNN 
method trained on the original (actual) dataset is given in Table 4.
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Table 4. Performance Analysis – Tomato leaf diseases-PlantVillage dataset 

Measure CNN (Original Dataset) CNN + GAN-Augmented
Dataset

Improvement (%) 

Accuracy 86.3% 91.7% +6.3% 

Precision 85.1% 90.4% +5.3% 

Recall 84.6% 91.2% +6.6% 

F1-Score 84.8% 90.8% +6.0% 

All measures show significant improvements with the application of the GAN-
augmented dataset. The most significant improvement is in recall, which shows improved 
positive case detection (particularly for rare or under-represented diseases).This demon-
strates how using synthetic images produced by cGANs improves CNN classification 
performance overall and alleviates data imbalance. Figure 3 shows the improvements in 
performance before and after GAN. 

Fig. 3. Percentage of Improvement –Before and after GAN 

Trained on the original dataset alone, the CNN achieved an accuracy of 86.3%, but 
this was increased to 91.7% by incorporating synthetic images, indicating enhanced 
generalization. Precision improved from 85.1% to 90.4%, i.e., the model improved its 
correctness in labeling correctly diseased cases without incorrectly labeling healthy 
ones. Remember, the measurement that measures capacity to detect accurate positive 
instances dramatically rose from 84.6% to 91.2%, signifying the improved ability of 
the model to detect even rare disease episodes.F1-score, which quantifies precision and 
recall balanced at the same level, significantly improved from 84.8% to 90.8%. 

Figure 4 clearly shows that CNN performs considerably better on all important clas-
sification measures when GAN-based data augmentation is used. This emphasises how 
useful synthetic picture generation is for improving model accuracy and robustness, par-
ticularly in fields like precision agriculture where an imbalance or lack of data can impair 
DL performance. Overall, these enhancements confirm that using images generated by 
GAN improves data imbalance and sparsity management and results in a more accurate
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Fig. 4. Performance analysis – Before and After GAN – PlantVillage dataset 

and robust classification model for precision agriculture. Table 5 lists the performance 
of the classification of grape diseases form plant village datasets. 

Table 5. Performance Analysis –Grape leaf diseases from New Plant disease dataset 

Measure CNN (Original Dataset) CNN + GAN-Augmented
Dataset

Improvement (%) 

Accuracy 87.4% 93.2% 5.80% 

Precision 85.6% 91.5% 5.90% 

Recall 84.9% 92.1% 7.20% 

F1-Score 85.2% 91.8% 6.60% 

Table 5 illustrates how well a CNN performs on a novel plant disease dataset specif-
ically, grape leaf disease, when GAN-generated synthetic images are used. In every 
evaluation metric, the model trained using the GAN-augmented dataset performs bet-
ter than the original CNN. Recall and F1-score indicate the highest gains, suggesting 
enhanced sensitivity and balanced precision. The model trained with synthetic data had 
an accuracy of 93.2%, while the accuracy without augmentation was 87.4%. This indi-
cates a significant enhancement in the overall ability of the model to classify cases of 
illness correctly. The precision of the enhanced model has gone up to 91.5%, decreas-
ing the rate of false positives, which is important when detecting illnesses requiring 
treatment (Fig. 5). 

Even though GANs enhance diversity of data, they have drawbacks in agriculture, 
such as training instability, mode collapse, and large hardware and time expenses. These 
obstacles may be an impediment to implementation in resource constrained environ-
ments. They need to be addressed by using lightweight architectures and stabilization 
strategies in order to have realistic large agricultural applications.
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Fig. 5. Performance analysis – Before and After GAN – New Plant Diseases dataset 

5 Conclusion 

Automatic detection of leaf diseases is now feasible due to recent developments in 
DL techniques; nevertheless, for best results, a sizable, varied, and balanced dataset 
is needed. This study demonstrates how well the cGAN model produces realistic and 
class-representative images of tomato late blight, which qualifies it for use in enhancing 
datasets for plant disease classification tasks. The experiments were conducted in two 
datasets by computing the SSIM values between the original image and the generated 
image and almost all the generated images shows highest similarity for both the datasets. 
The effectiveness of synthetic image generation is further studied by analyzing the 
performance metrics before and after GAN. It demonstrates that there is a significant 
improvement in classification accuracy from 86.3 to 91.7% in PlantVillage dataset and 
87.4% to 93.2% in New plant Diseases dataset. Therefore, although it requires time 
and resources, generative model-based augmentation is a potential field of research to 
enhance model performance and address the problem of generalisation when data is 
sparse or unbalanced. This is particularly true in the fields of medicine, agriculture, etc. 
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Abstract. Artificial Intelligence (AI) is rapidly transforming language education, 
functioning not merely as an automation tool but as a catalyst for understanding, 
accuracy, and individualized learning. Nonetheless, despite the extensive inte-
gration of AI in education, comprehension of its efficacy in assessing language 
proficiency, particularly these four parameters, discourse coherence, pragmatic 
competence, collocational competence, and figurative language, remains largely 
underexplored from the perspective of integrating AI. Consequently, capacity to 
embed AI driven formative assessments for enhanced feedback can be insightful. 

The present study assesses the efficacy of five leading generative AI systems 
namely GPT-4, Gemini, DeepSeek, Copilot, and Claude Sonnet 4, through stan-
dardised dialogues that encompass four linguistic criteria, discourse coherence, 
pragmatic competence, collocational competence, and figurative language. lan-
guage. The dialogues constructed by students as a part of a classroom activity 
are assessed through each AI tool will through CEFR based 5-point rubrics. The 
study of this evaluation, aims to explore how effectively and precisely these AI 
tools process the specific language inputs deliver the feedback that aids learners in 
improving expression, increasing their clarity, and enriching their contextual com-
prehension. The findings of this study will benefit teachers, curriculum developers 
and language learners by offering evidence-based insights into which generative 
AI systems can be utilised for the improvement, accuracy and learner autonomy 
in higher education and EFL domains. 

Keywords: Artificial Intelligence (AI) · Generative AI systems · Formative 
Assessment · Discourse Coherence · Pragmatic Competence · Collocational 
Competence · Figurative Language 

1 Introduction 

In the rapidly evolving realm of Second language acquisition (SLA), the expectations 
for learners have transitioned from solely learning structural grammar to developing 
advanced abilities that facilitate natural, fluent, and contextually appropriate commu-
nication. [1] Particularly, Formative assessment, which prioritize continuous feedback
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to enhance student learning is currently being explored with the integration of Arti-
ficial Intelligence (AI). [2] The capacity of AI to examine extensive data and deliver 
immediate, customized feedback is widely acknowledged for its potential to improve 
formative assessment in diverse educational field. [3] Its integration in language assess-
ment remains partially explored, hence the attempts to integrate AI in the areas where 
human approach is widely traditionally exercised, such attempts can lead us to new 
insights. 

The integration of AI platforms, such as ChatGPT, Gemini, and more are transform-
ing conceptual classroom evaluation methods.[4] For instance, Li et al. [5] investigated 
the applicability of AI in formative assessment in science education, excluding language 
acquisition. Likewise, Rajasekar et al. [6] has examined tools in conventional classroom 
contexts, without emphasising specific linguistic factor essential for English language 
learning. 

While AI systems are being explored for its systematic and quick assessment, much 
of the existing research is either generic or concentrated on fields beyond language 
education. There remains a significant gap in targeted research investigating the effec-
tiveness of AI systems in evaluating certain language elements essential to communica-
tive ability, particularly, Discourse Coherence, Pragmatic Competence, Collocational 
Competence, and Figurative Language. These parameters represent advanced commu-
nicative competencies that transcend mere grammatical and vocabulary, integrating a 
leaner’s capacity to formulate cohesive conversation, use language properly. Therefore, 
the present research aims to address that significant gap by demonstrates how technol-
ogy, particularly GPT-4, Gemini, DeepSeek, Copilot, and Claude Sonnet 4, can assist 
teachers in providing personalized, data-driven feedback that is scalable and linguis-
tically informed. These platforms were chosen due to its representation of advanced 
language models that are extensively utilized in educational and professional settings, 
making them highly relevant for formative language assessment. 

2 Related Works 

Recent years have observed a surge in research examining the intersections of AI and 
language learning, signifying a transformation in how advanced technology is altering 
pedagogical methods in language education. [7] Feifri Wang et al. [8] offers an exten-
sive overview of how AI-human interaction benefit in language learning. The research 
identifies key aspects such as AI feedback, adaptive scaffolding, and learner autonomy. 
Nevertheless, it provides a general overview and fails to examine how AI might assess 
the specific linguistic competencies at the micro level. 

Similarly, Alaqlobi et al. [9] conducts a critical analysis on the utilization of 
AI for language learning, highlighting the importance of AI systems in vocabulary 
building, grammar instruction and translation. Nonetheless, there is limited focus on 
important parameters such as discourse coherence, collocation accuracy, and pragmatic 
appropriateness. 

Biju et al. [10] emphasizes the positive outcomes of AI-assisted assessment, includ-
ing the reduction of foreign language fear among leaners, enhancing motivation, and how
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immediate and tailored feedback promotes continuous engagement in language learn-
ing. Nonetheless, despite these advantages, the study lacks a human-rated gold standard, 
leaving accuracy of AI feedback unverified against expert assessment. 

Baskara and Mukarto [11] provides instructional framework utilising ChatGPT to 
augment learner autonomy and engagement. Yet, similar to other studies, the focus 
remains general, only on pedagogy with less emphasis on ChatGPT’s efficacy in 
formative assessment across particular linguistic dimensions. 

Taken together, these studies collectively underscore the growing significance of AI 
in language acquisition. However, a critical gap persists as the majority of the research 
focuses on AI’s overarching educational capabilities while neglecting deeper layers 
of linguistic competency, such as communicative accuracy, stylistic refinement and 
individual learner variance. Addressing this gap, the present research systematically 
examines five prominent AI systems across advanced linguistic parameters, discourse 
coherence, pragmatic competence, collocational competence, and figurative language, 
intending to contribute to both applied linguistic research and AI enhanced educational 
methodologies. 

3 Background 

The efficacy of language teaching is largely dependent on its assessment methodologies. 
Unlike Summative assessments, which evaluate performance at a certain point in time, 
formative assessment is defined by its continuous, diagnostic and feedback-oriented 
attributes [12]. Its primary objective is to enhance learning during teaching process, 
rather than only assessing results. Heritage [13] defines it as ‘an effective instructional 
tool’ that aids learners in recognising their strengths and limitations, facilitating their 
attempts to improve. 

In language learning, formative assessment can manifest in different forms: Peer 
feedback on writing, instructor-led conferences, targeted drills, and iterative revisions. 
[11] These activities promote self-regulation, metacognitive awareness, and the assimi-
lation of remedial input. Ismail et al. [3] demonstrated that formative evaluation enhances 
learner’s motivation, linguistic accuracy, and overall performance more effectively than 
solely relying on summative assessment. 

3.1 Advanced Language Components 

Discourse Coherence 
Discourse coherence refers to the logical organization of concepts in sentences and 
paragraphs, allowing a written or spoken discourse to be seen as cohesive and relevant. 
Coherence encompasses not only syntax but also the proficient application of cohesive 
structures, thematic advancements, and referential clarity. [14] 

Pragmatic Competence 
Pragmatic competence refers to a speaker’s capacity to utilize language suitably within 
a specific social and cultural environment. [1] It includes the execution of speech acts, 
e.g., making requests, extending apologies, politeness techniques, indirectness, and the
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capacity to differentiate between literal and implied meanings. Taguchi [15] argues 
that pragmatic competence is not merely an advanced ability; it is an essential element 
of communicative competence, facilitating learners’ effective participation in varied 
contexts. 

Collocational Competence 
Collocational competence comprises the capacity to identify and employ often co-
occurring word combinations within a language. [16] Phrases such a ‘commit a crime’ 
or ‘make a decision’ exemplify collocations that resonate naturally with native speakers. 
Non-native speakers who improperly utilize these phrases, e.g., saying ‘do a decision’, 
frequently generate content that appears reluctant or erroneous. Xu [17] states that the 
utilization of appropriate collocations is important for fluency, particularly in verbal 
communication. It facilitates both linguistic precision and communicative fluency. 

Figurative Language 
Figurative language includes idioms, phrasal verbs, metaphors, and infusing a language 
with nuance, emotion, and cultural depth. [18] Liu et al. [18] assert that figurative expres-
sions are prevalent in academic and professional discourse. It makes proficiency crucial 
for effective comprehension and expression in real-world contexts. In the absence of this 
ability, learners are likely to overlook or misinterpret the important elements of meaning. 
[18] 

4 Artificial Intelligence and Formative Assessment 

The increasing incorporation of Artificial Intelligence (AI) in education has created new 
opportunities for formative evaluation. When integrated with advancing AI technologies, 
formative assessment possesses the capability to diagnose, monitor, and enhance learner 
development in real-time. This research asserts that the amalgamation of Generative AI 
systems with formative assessment techniques provides a strong pedagogical framework 
for the development and evaluation of advanced language abilities. 

To ensure the effectiveness of AI-assisted formative assessment, it is imperative to 
prioritize accuracy and interpretability. [12] AI systems should correspond with human 
judgment, especially when assessing intricate constructions such as coherence or prag-
matics. Naismith [19] revealed that GPT-4 assessed coherence in an essay with more 
than 50% precise agreement with human evaluators, and also attained a Kappa score 
of (0.8), signifying substantial reliability. Likewise, Xu [17] emphasizes the necessity 
of precision in the evaluation of collocational usage, since inaccuracy may result in 
erroneous feedback. 

Furthermore, transparency in the generation of feedback is important.[20] When 
AI systems provide rational-based outputs (e.g., ‘This phrase is uncommon in aca-
demic writing’), learners are more inclined to comprehend and implement corrections. 
Nonetheless, precaution is needed. Some AI elucidations may not accurately represent 
authentic linguistic rationale. A hybrid strategy, utilizing AI as a guide and tutor input 
for validation, is the most effective method.
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4.1 Implementation in Educational Settings 

The effective incorporation of AI in formative language assessment relies on careful 
execution. [21] Teachers must be proficient not only in utilizing these technologies but 
also in analysing responses within an educational framework. Below are a few illustrative 
use cases: 

● Writing feedback: AI systems identify insufficient transitions or reference ambiguity 
in a manuscript. The students can revise and resubmit, attaining an elevated coherence 
score. 

● Speaking practice: Whisper and other AI systems transcribe a role-play activity. 
An educator using Hugging Face to assess pragmatic markers, e.g., indirectness, 
politeness, and provide formative feedback. 

● Collocation training: Students can be provided with exams created by AI systems 
that assess common and uncommon collocations, along with prompt explanations 
and recommended improvements. 

These scenarios demonstrate that with minimal programming and infrastructure, 
educational institutions may leverage AI to enhance their formative feedback systems. 

5 Proposed Methodology 

This study employed a systematic comparative methodology to assess the efficacy of five 
AI driven language models, GPT-4, Gemini, DeepSeek, Copilot, and Claude Sonnet 4, 
across four advanced metrics of language proficiency: Discourse coherence, pragmatic 
competence, collocational competence, and figurative language usage. These parame-
ters were chosen for their relevance to real-world communication and advanced writ-
ing competencies; however, they are inadequately represented in prior AI evaluation 
research. 

5.1 Data Collection 

To standardized the assessment, a set of 20 dialogues were taken from B.Tech first year 
students by the researcher. These dialogues were generated as a part of their formative 
assessment classroom activity in Professional communication course. This task required 
students to write short conversational dialogues, thereby demonstrating authentic learner 
language within an academic context. The collected dialogue served as the evaluation 
test samples. Appendix A contains sample dialogues to ensure transparency. 

5.2 Standardized Prompt Formulation 

All the selected tools received the same input mentioned in the Appendix B to eliminate 
bias and ensure methodological consistency. It included instruction of dialogues assess-
ment with discourse coherence, pragmatic competence, collocational competence, and 
figurative language these parameters, to evaluate the dialogues on a scale of 1 to 5(1 
= Low, 5 = high), for each parameter, utilizing a scoring rubric derived from CEFR
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descriptors. This scale provided a balance between sensitivity and clarity, while avoiding 
rating ambiguity. Additionally short comments were requested to justify the assigned 
ratings. This standardization eradicated input bias and established a uniform bias of 
comparison among all AI systems. 

5.3 Assessment Process 

Each AI systems produced assessments of all 20 dialogues based on the given prompt. 
The scoring system was crafted to balance sensitivity and clarity. Ratings and comments 
were collected for detailed analysis. 

5.4 Human Gold Standard Validation 

To establish a benchmark for accuracy, the identical set of dialogues was independently 
assessed by 5 faculty members. These expert assessments functioned as human gold 
standard, offering a reliable benchmark to support and strengthen the study’s findings. 
An overview of this evaluation is mentioned in Appendix C. 

5.5 Statistical Analysis 

Descriptive statistics, including the mean and standard deviation, were calculated for all 
tools across all parameters. Tool performance was validated by evaluating inter-tool relia-
bility via Intraclass Corelation Coefficients (ICC) and estimating criteria validity by com-
paring tool outputs with expert assessments using Mean Absolute Error(MAE). These 
validation measures establish a comprehensive framework for assessing the reliability 
and accuracy of AI driven formative assessment. 

6 Analysis and Interpretation 

Table 1. Average scores 

Generative AI 
systems 

Discourse 
Coherence 

Pragmatic 
Competence 

Collocational 
Competence 

Figurative 
Language 

Overall Mean 

ChatGPT 4 4 2 2 3.0 

Gemini 4.5 4 2 2 3.5 

DeepSeek 4 3 3 2 3.0 

Copilot 4 3.4 3 2.3 3.3 

Claude 4 4 3 2.3 3.2 

The above table displays the mean score attributed by each platform to the five 
dialogues across different skills, utilizing a scale from 1(Low) to 5 (High).
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Table 2. Parameter-wise analysis 

Skill What the numbers show Which AI “does best” 

Discourse Coherence Gemini is positioned slightly 
above the average (4.5 
compared to 4.0 for all others) 
All other converge at 4.0. 

Gemini assigns a higher value 
to dialogue structures, 
nonetheless, the narrow margin 
of 0.5 indicates only slight 
differences. 

Pragmatic Competence Most of the tools range from 3 
to 4, with DeepSeek at the 
lowest 3.0 and Gemini/GPT-4 at 
the highest. (About 4.0) 

Gemini and GPT-4 exhibit 
greater leniency, but DeepSeek 
enforces stricter standards. 
“Best” is contingent upon 
whether one prioritizes 
generosity or stricter criteria. 

Collocational Competence Gemini and GPT-4 exhibit the 
higher severity at 2.0, while 
DeepSeek, Claude and Copilot 
are within the 3.0 range. 

DeepSeek, Claude, and Copilot 
surpass Gemini and GPT-4 in 
identifying suitable word 
combinations. 

Figurative Language All tools receive exceedingly 
low ratings from 2 to 3 at most. 
Claude and Copilot occasionally 
exceed slightly (2, 3); however, 
the baseline remains constant. 

Claude and Copilot are slightly 
ahead, while other tools exhibit 
similar sensitivity of 2.0 

Fig. 1. Average discourse coherence score
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Fig. 2. Average Pragmatic Competence score 

Fig. 3. Average Collocational Competence Score 

Fig. 4. Average Figurative Language score
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7 Discussion 

The comparative analyses of AI systems in assessing learners’ dialogues across four 
essential parameters of language proficiency demonstrates both encourage strengths lim-
itations. Gemini consistently achieved the highest scores (3.5), particularly excelling in 
discourse coherence (4.5) and pragmatic competence(4.0), reflecting a more favourable 
assessment characteristic in organized and rationally sequenced dialogues. DeepSeek 
with a mean of (3.0), exhibited strictness and sensitivity to collocational competence, 
whereas Claude (3.2) demonstrated a well-balanced performance, notably in pragmatic 
and figurative dimensions, recognising creative language use more than other AI sys-
tems. Copilot and GPT-4 (3.0) provided stable mid-range assessments across all skills, 
ensuring consistency. Figurative competency with an average score of (2–2.5) across 
many tools, has emerged as an evolving domain where AI systems demonstrate poten-
tial yet necessitates further enhancement, particularly in its ability to convey nuanced 
and creative expression. 

This indicates limitation of selected AI systems in capturing complex stylistic and 
rhetorical aspects of language, which are very important for advanced writing and dis-
course analysis. It highlights a domain where human expertise, especially that of qual-
ified instructors, is essential. In comparison to conventional assessment methods, AI 
solutions provide considerable benefits regarding expedition, uniformity, and scalabil-
ity. These systems can analyse and evaluate extensive amounts of linguistic data within 
seconds, delivering immediate feedback that facilitates iterative learning. Nevertheless, 
conventional human evaluations provide contextual discernment, pedagogical sophis-
tication, and interpretative richness—attributes that AI currently lacks, particularly in 
domains such as figurative language, cultural pragmatics, and creative expression. 

Therefore, rather than portraying AI as a replacement for traditional assessment, this 
study supports for an integrated model, where AI acts as a complementary diagnostic 
tool to support educators in delivering more personalized, responsive, and data-informed 
language education. The results indicate that the strategic integration of AI-generated 
feedback with human assessment can improve the evaluation process, increase learner 
engagement, and eventually yield more substantial language development results. 

8 Conclusion and Future Work 

This research contributes the existing research on AI assisted language assessment 
by systematically evaluating the efficacy of GPT-4, Gemini, DeepSeek, Copilot and 
Claude Sonnet 4, in assessing essential communicative competencies. The findings col-
lectively demonstrate how different tools provide distinct strengths to evaluation, indi-
cating their combined application may result in a more comprehensive framework for 
language assessment. Furthermore, findings do not only represent strength and weak-
ness of selected AI systems but also reveal that no single generative AI system excels 
in all linguistic parameters , one needs to keep updated with the increasingly fast pace
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at which the whole technological platform is evolving to use such tools to their optimal 
potential. The paper also elucidates the necessity of a blended assessment in formative 
assessments, in which AI systems can supplement human judgement to improve the 
accuracy, effectiveness, and pedagogical value and expedite the whole process. Further-
more, the research provides essential insights for educators looking forward to integrate 
technology in general and generative AI in particular into their assessment frameworks 
by throwing some light on the brighter sides of their integration as well as the limita-
tions which must be kept in mind while utilising such generative AI platforms to their 
advantage. 

Future research should focus on strengthening AI’s capacity to evaluate stylistic and 
context dependent aspects of language, especially figurative language and collocational 
competence which are significant deficiencies in exiting models. Developing special-
ized training datasets that incorporate idioms, metaphors, and culturally specific terms, 
may enhance model sensitivity to non-literal language. Furthermore, research should 
explore the efficacy of AI assisted feedback in authentic classroom settings across var-
ious competency levels, age demographics, and educational contexts. Lastly, a crucial 
step in research can involve a comparative study of AI generated evaluation versus 
human raters, which would further elucidate if the role of AI should be considered com-
plementary or as a partial substitute in facilitating high quality language learning and 
assessment. 

Appendices 

Appendix A : Dialogue sample 
The following dialogues were collected from B.Tech students as a part of sample for 

this study: 

Dialogue 01: 
Suhana: Hello Tanisha! 

Tanisha: Hey, how are you doing? 
Suhana: I am good. How are you? 
Tanisha: Good too, like sunshine after rain! 
Suhana: Can you tell me from where you have purchased these project papers? 

Actually, our subject teacher has assigned one assignment where we have to use these 
papers. 

Tanisha: Sure, it’s from a stationary situated on Nirmala Road named Nachiketa. 
Suhana: Okay, today I will go and purchase. Thank you! 
Tanisha: Any time! 

Dialogue 02: 
Aarush: Good morning, Ma’am 

Interviewer: Good morning, Aarush! Please have a seat. 
Aarush: Thank you! 
Interviewer: So, Aarush tell me about yourself?
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Aarush: I am Aarush Trivedi from Computer Engineering background with an expe-
rience of 4+ years at Wipro as a frontend developer. I have completed my masters from 
Anna University, Madras. 

Interviewer: Great. Would you please tell us why you are choosing our company and 
why you left the Wipro? 

Aarush: For a better growth I resigned from Wipro. Your company has core focus in 
a field wherein front-end developers have major role. This is why I am looking forward 
to work with this company. 

Appendix B : Prompt Given To AI Tools 
“To assess the dialogues for formative assessment, this following prompt was given 

to all AI tools. These are the 20 dialogues written by B.Tech students of semester 02. 
This assignment was given to them as the part of the formative assessment component. 
I want you to please evaluate these samples based on the following parameters, giving 
specific explanations and ratings for each: 

1. Discourse coherence: Examine how logically ideas given in dialogue format are 
connected. 

2. Pragmatic competence: Assess the appropriateness of language use according to 
context (politeness, tone, cultural appropriateness). 

3. Collocational competence: Identify correct and incorrect word combinations. High-
light unnatural phrasing. 

4. Figurative competence: Identify presence, accuracy and effectiveness of figurative 
language, such as metaphors, similes, idioms. 

Additionally provide a rating on a scale of 1 to 5(1 = poor and 5 = excellent) and 
add short comments (optional but valuable) to explain your ratings. Rating Scale (1–5) 

1. Poor: Very weak performance, frequent errors, little to no evidence of competence. 
2. Fair: Limited performance, several errors, partial awareness but not consistent. 
3. Average: Adequate performance, some errors, shows developing competence but 

needs improvement. 
4. Good: Strong performance, mostly accurate/appropriate, minor errors that do not 

affect meaning. 
5. Excellent: Highly effective performance, accurate, natural, appropriate, and contex-

tually strong.”
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Appendix C : Faculty Evaluation of Dialogue Samples 

Fig. 5. Faculty ratings per dialogue 
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Abstract. Supply chain operations obtain a transformative method through the 
combination of Blockchain technology and the Internet of Things (IoT). The 
framework introduced in this research combines blockchain decentralized ledger 
technology with IoT real-time data collection to create an automated and secure 
supply chain operation system. Through smart contracts the framework auto-
mates predefined agreement execution thus it eliminates the need for interme-
diaries and lowers operational delays. Goods equipped with IoT-enabled sensors 
enable ongoing monitoring which enhances tracking while reducing the dangers 
from counterfeits and thefts and operational inadequacies. Stakeholder confidence 
grows through the blockchain’s unchangeable structure that provides tamper-proof 
recordkeeping for data protection. The framework brings predictive analytics pos-
sible through integrated machine learning algorithms which helps businesses make 
decisions proactively and optimize their resource distribution. The developed sys-
tem tackles typical supply chain problems through its ability to handle trans-
parency concerns and security weaknesses and operational effectiveness prob-
lems. The dual consensus framework allows users to gain better security along 
with improved scalability capabilities in an optimized system performance. The 
system establishes regulatory compliance through its immutable audit trails which 
enables organizations to maintain standards properly. This study adds to the cur-
rent efforts of supply chain innovation by showing how both blockchain and IoT 
work together to establish trust-based systems that operate efficiently. Simula-
tion tests combined with real-life case examples demonstrate that the framework 
successfully minimizes supply chain costs while successfully reducing fraud and 
sending supply chain processes into full view. The study proceeds to conclude that 
combining blockchain technology with IoT applications creates a suitable solu-
tion which powers modern supply chain management to transition toward resilient 
automated networks. 
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1 Introduction 

However, the very rapid evolution of global supply chains has rendered these an increas-
ingly difficult set of challenges to address in terms of transparency, security and opera-
tional efficiency. Traditional systems of supply chain place its reliance upon centralized 
authorities and multiple intermediaries and hence are prone to inefficiencies, delays 
and add up to a stronger countenance of fraud and counterfeiting. Along with it, lack 
of real time visibility and trust among stakeholders makes supply chain management 
more complex [1]. This is where the integration of Blockchain with the Internet of 
Things (IoT) comes in to transform the possible automation, security and transparency. 
Through blockchain, IoT devices can share data in real time, and the devices ensure real 
time tracking of the goods and also help to improve supply chain efficiency and trust. 
The blockchain technology is a tamper proof digital ledger where various transactions 
are stored in a transparent and verifiable manner. Blockchain removes the intermediaries 
from the equation, which makes the operational costs lower, decreases the delays and 
enhances the data integrity level within the supply chain. For instance, if smart contracts 
are defined as self-executing agreements, they execute themselves on the blockchain by 
taking a certain action when a set of conditions are met. Automation in supply chain 
improves the reliability by minimizing human intervention and errors. Additionally, 
blockchain increases regulatory compliance by creating unalterable audit trails [2]  for  
businesses to remain in line with industry standards and legal requirements. Modernizing 
of supply chain management has enlisted the role of IoT to monitor and acquire data in 
real time. The products and shipments are embedded with RFID tags, sensors, and other 
devices periodically providing real updates on their location and also the environment to 
which they are being subjected, for example, temperature and humidity, etc. It provides 
this level of monitoring which is of great value in producing goods which are of high 
quality and authenticity as demonstrated by industries like pharmaceutical, food supply 
chain and high value manufacturing. IoT and blockchain integration helps secure record 
and share the collected data among the parties without tampering and makes the entire 
supply chain transparent. Furthermore, machine learning algorithms can be applied to 
analyze the data generated by IoT to predict the demand fluctuation, and optimize the 
inventory, etc. However, challenges exist in implementing a blockchain and IoT enabled 
framework in supply chain management, in terms for scalability, interoperability and 
high initial costs. Due to the fact that blockchain networks are often constrained by the 
capabilities for processing transactions, optimized consensus mechanisms is required 
to improve performance. Again, a set of standardized protocols that ensure seamless 
interoperability among different IoT devices and blockchain have to be in place. Secure 
communication frameworks have to be in place as well. It is important to tackle these 
issues for the blockchain and IoT to be widely deployed in supply chain ecosystems. 
This paper presents a complete framework that joins blockchain [3], IoT, and smart 
contracts to productively oversee the inventiveness of the association while likewise 
upgrading security and strength. The framework intends to optimize the operational 
process, dimension fraud and improve the trust among the supply chain participants by 
taking advantage of the decentralized ledger technology along with real time IoT data 
acquisition. The above study also enhances implementation of Machine learning for 
predictive analytics by serving for proactive decision-making. This research does the
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empirical validation and real-world case studies to show what is the cause and what is 
the benefit of integration of blockchain and IoT in spreading the modern revolution of 
supply chain management. 

2 Related Work 

Research studies about blockchain and IoT-enabled supply chain management show 
these technologies improve clarity and security while boosting operational speed. Sci-
entific research shows that smart contracts execute automated transactions through IoT 
sensors which track logistics in real-time while decentralized ledgers stop fraudulent 
activities. Current research focuses on optimizing these three issues because they present 
critical barriers that must be addressed through improved work and AI applications. 

K. Yang, et.al [4] The research results indicate that the detection rate of the exper-
imental group model is consistently higher than that of the traditional model. During 
the detection rate process, the average value of the experimental group is as high as 
89.3%, which is much higher than the traditional model. Furthermore, the error detec-
tion rate curve remains at the lowest position, indicating the effectiveness of the proposed 
evaluation model. 

D. Li, et.al [5] The blockchain technology is introduced into the virtual power plant 
transaction to make it more conducive to the information transparent, stable dispatch 
system, data security, and storage security. Finally, the operation and transaction system 
based on blockchain technology for the virtual power plant was design. 

J. Wang, et.al [6] In this way, our system can avoid the single point of failure and 
improve the privacy of user attributes and security of keys. Moreover, in order to realize 
auditability of CP-ABE key parameter transfer, we introduce the did and record parame-
ter transfer process on the block chain. Finally, we theoretically prove the security of our 
CP-ABE. Through comprehensive comparison, the superiority of CP-ABE is verified. 
At the same time, our proposed schemes have some properties such as fast decryption 
and so on. 

S. Ismail, et.al [7] A blockchain-based supply chain as a layered architecture consists 
of three main layers: supply chain, blockchain, and IoT. This type of system is safer and 
more transparent, with better traceability than traditional supply chain; however, the 
system faces several security issues. This paper briefly discusses the primary security 
challenges related to blockchain-based supply chain systems. 

E.  M.  Sifra,  et.a  l [8] We will design a security model that represents blockchain-based 
smart contracts. Furthermore, we analyze the security requirements of blockchain and 
smart contracts and used these requirements as evaluation criteria to study the works 
under investigation. Finally, based on the results of the analysis, we present a series 
of open research issues and future directions to stimulate research work on protecting 
blockchain-based smart contracts (Table 1).
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Table 1. Comparative Analysis 

Citation Methods Advantages Disadvantages 

M. Xie, Z. Liao and L. 
Huang [9] 

Proposed a 
blockchain-based 
digital currency for 
secure data 
management by 
combining 
cryptographic 
protocols. 

Enhanced data security 
through decentralized 
control and 
immutability in 
currency-based 
transactions. 

Scalability issues; 
limited testing in 
large-scale 
environments. 

H. Zhao, Y. Liu, Y. 
Wang and Y. 
Huang [10] 

Utilized video 
steganography and 
blockchain to secure 
multimedia data 
with a hybrid 
encryption 
approach. 

Provides double-layer 
security: video 
steganography and 
blockchain 
immutability for 
multimedia protection. 

Potential performance 
bottlenecks in 
real-time applications 
due to high 
computational 
requirements. 

X.  Chen,  Z.  Wei,  X.  
Jia, P. Zheng, M. 
Han and X. Yang
[11] 

Analyzed the 
current standards in 
blockchain security 
and proposed new 
standardization 
frameworks. 

Offers comprehensive 
guidelines to improve 
security compliance 
across blockchain 
applications. 

Slow adoption of 
standards; lack of 
global consensus in 
some blockchain 
security practices. 

Z.  Chen,  L.  Wei  and  T  .
Yu [12] 

Enhanced virtual 
network security 
using blockchain 
with upgraded 
cryptographic 
algorithms for 
optimization. 

Improved network 
performance with 
higher security through 
advanced 
blockchain-based 
optimizations. 

Complexity in 
implementing 
optimization in 
legacy virtual 
network systems. 

W. Jie et al. [13] Developed a 
blockchain-based 
offline payment 
protocol using 
flexible encryption 
methods to secure 
payments. 

Provides robust 
security and flexibility 
for offline transactions, 
minimizing 
dependency on internet 
access. 

Limited real-world 
deployment and 
challenges in 
large-scale adoption 
for offline use cases. 

S. Baskar, K. Ramar 
and H. Shanmuga-
sundaram 
[14] 

Explored blockchain 
technology for 
securing sensitive 
healthcare data 
through encryption 
and smart contracts. 

Ensures integrity, 
confidentiality, and 
secure access control 
for healthcare data. 

Regulatory concerns 
and high costs 
associated with 
implementing 
blockchain in 
healthcare 
organizations.
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3 Methodology 

It consists of the proposed Blockchain and IoT enabled Framework for Automated 
and Secure Supply Chain Management for the increase in automation, trust and trans-
parency through decentralized ledger technology, real time monitoring by IoT and auto-
matic smart contracts. The mathematical models include blockchain transaction [15], 
smart contract execution, IoT based data gathering, machine learning aided supply chain 
optimization and hybrid consensus mechanism for security and scalability. 

Step 1. Blockchain Transaction Model Blockchain guarantees security and integrity 
of the data through recording of transactions using cryptographic hash functions. The 
transaction data is converted into a fixed length hash using SHA-256 hashing algorithm 
thus securing immutability. Additionally, the hash changes significantly for any change 
in the transaction input which avails tampering and fraud [1]. 

H (T ) = SHA − 256( Ti)

Step 2. Smart Contract Execution Smart contracts for supply chain automate supply 
chain process through execution of pre-defined conditions without any human interven-
tion. A smart contract executes when binary function is fulfilled to predefined condition. 
The contract automatically fires the payment or adjustments to inventory if conditions, 
such as product delivery confirmation are met [2]. 

SCexec = {1  if  Ci is met, 0 otherwise}
Step 3. IoT-Based Real-Time Monitoring Sensors in addition to RFID tags are IoT 
devices that keep collecting the supply chain data e.g. temperature, location and humidity. 
The collected data is both aggregated and transmitted with the possible noise interference. 
It is assumed that the total real time data at a point of time is modeled as the sum of 
individual sensor readings plus noise [16]. 

Dt = n 

i=1 
Si(t) + N ( t)

Blockchain stores this data immutably, ensuring authenticity and traceability across the 
supply chain. 

Step 4. Supply Chain Optimization Using Machine Learning Regression analysis 
is used to developed a predictive demand model. Through historical data and using 
algorithms based on machine learning they can predict the future demand, perform an 
optimal inventory and logistics. The input features of the demand prediction function 
are input weighted and the weighted input features plus an error term. 

Dpred = β0 + 
m 

j=1 
βjXj +

This model enhances decision-making by reducing waste, optimizing transportation, 
and preventing stock shortages or overstocking.
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Step 5. Security and Trust Evaluation Using Consensus Mechanisms The security 
and scalability are guaranteed by a hybrid consensus mechanism that integrates elements 
of Proof of Stake (PoS) and Practical Byzantine Fault Tolerant (PBFT). PoS offers 
economic security for the PoS system only by requiring that the validators should stake 
some of their tokens while PBFT ensures a fast validation time through a majority 
agreement between the nodes on the network. Finally, the final consensus verification 
function simply integrates the two mechanisms for maintaining the robustness. 

Cfinal = f (PoS, PBFT )

Step 6. Cost Optimization in Supply Chain Using Blockchain 

Fig. 1. System Architecture 

The total operational cost in a blockchain-integrated supply chain includes storage, 
transaction, and computational costs. The total cost function can be formulated as: 

Ctotal = Cs + Ct + Cc

In the third case, where Cs, Ct, and Cc are the cost of data storage on blockchain, the 
transaction cost for validating supply chain activities and the cost of smart contract 
execution respectively. The system manages to ensure the operations cost of the supply 
chain system are cheap or cheaper by minimizing Ctotal. 

Step 7. Energy Efficiency in IoT-Blockchain Integration
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Fig. 2. Blockchain-Enabled Supply Chain Flow Diagram 

In an IoT–based blockchain system, the energy consumption is related with the sensor 
operation, data transmission and blockchain mining. It can be modeled that the total 
energy consumption. 

Etotal = n 

i=1 
Es(i) + Et + Em

Es(i) is the energy consumed by i-th IoT sensor, Et is the energy used for transmission 
of data to blockchain server, and Em is the energy spend on block chain mining and 
validation. Optimal energy consumption leads the properties to become more sustainable, 
also increasing the minimized operational costs.
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The first equation is the cryptographic hash function in blockchain, which generates 
a unique hash for every transaction so as to ensure security in transactions. The second 
one is an execution condition of a smart contract, the precondition based on which the 
smart contract will be executed or not. The third equation is a model of the collection 
of IoT sensor data with real time environmental factors taken into account. Machine 
learning regression is the fourth equation and predicts the supply chain demand. The 
last equation guarantees security by employing a consensus mechanism of hybrid type 
comprising the Proof of Stake and the Practical Byzantine Fault Tolerance. 

The proposed methodology omits blockchain, IoT, as well as sophisticated math-
ematical models to beef up supply chain security, efficiency and transparency. Some 
equations will define the cost optimization, energy efficiency, fraud detection, and other 
essential aspects of the operational aspects which will provide a resilient and intelligent 
supply chain management system [17]. 

It shows a simplified framework to implement an automation framework for the 
supply chain management system in a blockchain and IoT based automated and secure 
supply chain management system. Interactions between the Supplier, Manufacturer, 
Distributor, Retailer, and Consumer model the supply chain process. At each step, each 
step is recorded using blockchain to record transactions in a transparent and acceptable 
way. To execute and thus validate transactions automatically, smart contracts are used. 
Real time data collected away by IoT devices installed by the manufacturers are sent 
to the blockchain for permanent and secure storage. This integration improves the data 
accuracy, eliminates human mistakes, and maximizes the security as well as efficiency 
and transparency of the entire process throughout the supply chain (Figs. 1 and 2). 

The flow of goods and transactions from Supplier to Consumer in step Manufacturer, 
Distributor and Retailer is shown in Blockchain Enabled Supply Chain Flow Diagram. 
Transactions are recorded at every stage of process using blockchain technology to 
make sure that the process is transparent and secure. The transactions are validated 
and executed automatically using smart contracts and, therefore, become more efficient. 
The Manufacturer deploys IoT devices and they collect real time sensor data which is 
finally sent to the blockchain for secured storage. This integration enhances supply chain 
processes, keeping track, safety, and efficiency through.
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Proposed Algorithm 

1: if (SupplyChainData is in valid format) then 
2: if (SupplyChainData passes integrity checks) then 
3: dataHash ← UploadToBlockchain(S) 
4: else 
5: SupplyChainData is corrupted or invalid 
6: end if 
7: else 
8: SupplyChainData is not of the correct format 
9: end if 
10: if (dataHash not exists) then 
11: Return 
12: end if 
13: RealTimeData ← CollectIoTData() 
14: for (i = 1 to numberOfSensors) do 
15: sensorData ← ProcessSensorData(RealTimeData[i]) 
16: while (sensorData fails validation) do 
17: sensorData ← ProcessSensorData(RealTimeData[i]) 
18: end while 
19: IoTData[i] ← sensorData 
20: end for 
21: O ← OptimizeSupplyChain(IoTData, S) 
22: T ← GenerateBlockchainTransaction(S, IoTData, O) 
23: if (TransactionVerification(T, BlockchainConfig) is successful) then 
24: UploadTransactionToBlockchain(T) 
25: O ← FinalizeSupplyChain(O) 
26: else 
27: BlockchainTransaction failed, retry or l og error
28: end if
29: return O

First, the supply chain data are uploaded and validated on the blockchain. IoT sensors 
are then used to collect the data in real time, which is then processed and validated. Opti-
mization of the supply chain is done using machine learning techniques. This generates 
a blockchain transaction and makes sure data is maintained in integrity as well as safety. 
It is only when the transaction has successfully been verified that it is uploaded to the 
blockchain, and that this has finalized the supply chain optimized for the blockchain. If 
verification fails, an error is logged and failed urls are returned in response. With secure 
blockchain transaction, the final output is the optimized supply chain (Fig. 3). 

.
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Fig. 3. Smart Contract Process Flow 

The implementation of blockchain-based agreements relies on the Smart Contract 
Process Flow Diagram for automated execution. When a user starts a transaction, it acti-
vates the smart contract. The contract then validates conditions. Once valid, the process 
activates its actions and updates the ledger while it informs all stakeholders to mark 
transaction completion. The transaction automatically gets rejected when conditions fail 
to pass the validation tests. The diagnosis streamlines operation flow using color coding 
to build an organized system that ensures both blockchain-based smart contract secu-
rity and immutability and efficient transparent execution. The process strengthens trust 
relationships while eliminating middlemen and it enables immediate updates in systems 
based on decentralization. 

4 Result Analysis 

The development of a Blockchain and IoT-enabled supply chain management framework 
requires implementation of different tools and technologies. The blockchain platforms 
Hyperledger Fabric together with Ethereum serve as popular choices for creating smart 
contracts alongside decentralized ledger solutions. Real-time tracking can be achieved 
through IoTIFY and Cooja because they provide tools for modeling sensor data and 
network behavior. Network performance analysis depends on Matlab alongside NS-
3 but AnyLogic together with Simulink are utilized to create supply chain models. 
The analytical power of AI operates through a system integration with TensorFlow and 
Edge AI to deliver predictive information. Supply chain operations achieve maximum 
security and automation and optimal efficiency through AWS IoT and Azure Blockchain 
cloud-based services that support scalability and interoperability
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Table 2. Supply Chain Efficiency Improvement 

Metric Before Implementation After Implementation Improvement (%) 

Order Processing 
Time (hrs) 

48 24 50% 

Inventory Accuracy 
(%) 

70 95 35.7% 

Transportation 
Delay (hrs) 

12 4 66.7% 

Supply Chain Cost 
Reduction (USD) 

$500,000 $350,000 30% 

Table 2 The implementation of Blockchain and IoT technology within supply chain 
systems efficiently boosts performance metrics. The new processing technique reduces 
orders from 35 days to 17.5 days while inventory tracking reaches 95.7% accuracy and 
shipping delays decrease to 20%. The reduction of supply chain costs by 30% indicates 
improved operational optimization as well as automated systems and better transparency. 

Table 3. Security and Transparency Enhancement 

Security Metric Traditional System Blockchain-Based System Improvement (%) 

Data Breaches (per 
year) 

15 3 80% 

Unauthorized Access 
Cases 

20 5 75% 

Transaction Verification 
Time (sec) 

45 10 77.8% 

Trust Score (1-100) 60 95 58.3% 

The integration of blockchain in supply chain management achieves security and 
transparency improvements as demonstrated in Table 3. Through blockchain the fre-
quency of data breaches decreases by 80% and the prevention of unauthorized access 
raises by 75% as transaction verification speeds boost by 77.8%. An added boost of 
58.3% to trust score makes transactions more secure and dependable while offering both 
transparency and reliability features. 

Table 4. Real-Time Tracking and Operational Benefits 

Tracking & Operational Metrics Manual System IoT-Enabled System Improvement (%) 

Real-Time Asset Visibility (%) 40 98 145% 

Shipment Error Rate (%) 8 2 75%

(continued)
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Table 4. (continued)

Tracking & Operational Metrics Manual System IoT-Enabled System Improvement (%)

Supplier Compliance Rate (%) 65 92 41.5% 

Customer Satisfaction Score 72 94 30.5% 

Table 4 highlights the real-time tracking and operational benefits of an IoT-enabled 
supply chain system over a manual system. An IoT system enables 98% asset visibility 
improvement and eliminates 75% of shipment errors and establishes 41.5% supplier com-
pliance and achieves 30.5% customer satisfaction for optimized operational efficiency 
and accuracy (Figs. 4, 5, 6, 7, 8, and 9). 

Fig. 4. Supply chain efficiency improvement 

Fig. 5. Security and transparency enhancemnt
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Fig. 6. Real time tracking and operation benefits 

Fig. 7. Supply chain efficiency over time 

Fig. 8. Security and transparency over time
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Fig. 9. Real time tracking and operations 

5 Conclusion 

Blockchain and IoT technologies integrated into the supply chain management has really 
been a game changer to bring in the transparency, efficiency, trust in the same. Blockchain 
and IoT have brought about supply chains that are more secure, less error prone, more 
accurate inventory, and more optimized on logistics. However, the results achieved in real 
world depict great enhancement towards the performance in terms of various key metrics 
like order processing time, inventory accuracy and transportation delays. In addition, 
blockchain utilizes to ensure enhanced security due to the reduced incidences of data 
breach and unauthorized access and verified transaction records leading to seamless trust 
between stakeholders. Real time monitoring through the IoT makes it possible to create 
data driven approach for the supply chain managers to take informed decisions, mitigate 
risk and get better operational efficiency. Other than these challenges, the proposed 
framework is also able to bring in a degree of automation that mitigates human error 
from which can cost the traditional supply chain a fortune. When digital technologies 
continue to evolve, adopting such a blockchain and IoT enabled framework will become 
that much more essential organizations involved in keeping pace with the altering global 
market. In this work, we present potential benefits of combining blockchain and IoT 
to create much more transparent, efficient, and secure supply chain ecosystem for both 
businesses and consumers. 
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Abstract. The integration of artificial intelligence (AI) and smart computing tools 
into education has opened new possibilities for transforming foreign language 
instruction, particularly in developing regions. This study presents a case analysis 
of Gjirokastër County in Albania—a culturally and economically significant area 
where multilingual proficiency is critical due to the role it currently has as a 
UNESCO listed tourism hub. 

Drawing on education data, field insights, teacher and student surveys, 
and platform evaluations, this paper assesses the technological landscape in 
Gjirokastër’s public schools. It identifies critical gaps in the use of AI-powered 
tools such as speech recognition, intelligent tutoring systems, and adaptive feed-
back applications. The study highlights the need for a framework that integrates 
AI and mobile-assisted language learning (MALL) technologies to personalize 
instruction, increase learner engagement, and address infrastructure deficits in 
under-resourced schools. 

Survey results and interviews with teachers and students show strong sup-
port for digital tools in education but also reveal systemic barriers—such as poor 
infrastructure, lack of training, and rigid curriculum structures—that prevent their 
effective adoption. Over 80% of the interviewees highlighted the importance of 
advancing the digital transformation of Albania’s educational system, particularly 
with regard to foreign language education. 

The findings underline the urgent need for digital adaptation in language edu-
cation and offer practical recommendations to bridge the gap between traditional 
instruction and emerging technological trends. 

Keywords: AI-powered language learning · digital tools · curriculum reform · 
speech recognition · digital literacy · Albanian education system 

1 Introduction 

Foreign language education globally is undergoing a digital transformation. In regions 
like Gjirokastër, Albania, this shift is both an opportunity and a challenge. As AI 
tools become more sophisticated and mobile learning gains popularity, educators in
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under-resourced areas face mounting pressure to modernize teaching practices. Yet, the 
infrastructure and policy frameworks necessary for this transition are often lacking. 

The whole educational system is undergoing a transformation in the aspect of curric-
ula content aligning with the European standards and this has created the great demand to 
integrate the digital tools as a fundamental part of all the teaching and learning process. 
This process involves not only the foreign language classes but also all other school 
subjects which are considered crucial in the inclusion of digitalization process. As the 
foreign language particularly English language starts as a school subject since the first 
grade in elementary school the digital skills are very necessary to be acquired from an 
early age and at the stages of the educational system. 

This paper explores the current state of digital integration in foreign language instruc-
tion in Gjirokastër’s public schools (which also covers the Albanian educational insti-
tutions in the pre-university level) and emphasizes the need for a systemic shift towards 
adopting AI-driven learning tools. The aim is to contribute to the growing field of AI-
enhanced education by presenting real-world insights and handy recommendations to 
the authorities in charge of bringing this change in the educational systems and teachers 
who need to be aware of the fast pace of tech innovations. 

2 The Educational Context in Gjirokastër 

Gjirokastër County, a southern Albanian region with significant cultural heritage, faces 
deep-rooted educational challenges. Although tourism drives the local economy and 
demands multilingualism, public schools often operate with outdated infrastructure and 
limited access to digital tools. Internet connectivity is inconsistent, especially in rural 
areas, and as a result many schools lack the functioning computer labs or projectors. 
These are very necessary lack for the language learners. According to A.Shumeli [2003] 
“The main use of computer in the function of the foreign language classes is the arrange-
ment of activities and complimentary exercises which fully supports the traditional teach-
ing process” he is right in giving a lot of focus and attention to computers use in language 
learning process. 

The Albanian national curriculum, centrally governed, offers little flexibility for 
teachers to adapt lesson plans or incorporate emerging technologies. The teachers do 
not have the freedom to modify the curricula according what they consider appropriate 
based on their findings and issues that come along at the end of each school year. This 
constraint, coupled with limited funding and outdated professional development models, 
hinders digital integration in language education. 

3 The Changing Landscape of Foreign Language Learning 

Foreign language education today faces ambiguity, uncertainty, and pedagogical shifts. 
New technologies continue to disrupt traditional models, creating a tension between con-
ventional teaching mode and digital innovation. This tension is spread among colleagues, 
school administrators or even the regional educational office. 

Younger, newly qualified teachers are often eager to integrate digital tools and con-
sider digital literacy essential for language acquisition. In contrast, older educators tend
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to lack digital skills and resist technology adoption. This generational divide has cre-
ated a visible tension between traditional and modern teaching mindsets in Albanian 
classrooms. Teachers utilize the latest tools sometimes even personally contributing to 
creating the appropriate environment for integrating technology in their foreign language 
classes. 

Internationally, governments have responded with training programs and digital 
strategies. However, in Albania, the legacy of a rigid, centrally planned education system 
has slowed adaptation. Teachers have limited curricular flexibility, and reforms are often 
inconsistent and reactive. Although early technological tools (e.g., tape recorders) were 
once used for listening practice, today’s AI-driven tools remain largely absent in the 
Albanian classroom. With my long experience as an English language teacher I have 
noticed the slow progress in terms of transforming the classroom into an innovative hub 
where students can acquire the linguistic skills in a foreign language practically and with 
a hands-on approach. From the tape recorders of the past currently the teachers’ facilities 
consist of an interactive white board or projectors. A. Shumeli an expert in the field of 
foreign language teaching points out “It is high time we made some serious changes in 
the application and extension of IT skills to the benefit of foreign language learner and 
the teaching process in general (2004). 

. 

4 Survey Results from Gjirokastër Public Schools 

A survey for students and teachers conducted across 26 public schools in Gjirokastër 
involving 320 students and 80 foreign language teachers (foreign language teachers 
of English, French, Greek, and Italian) revealed the following insights regarding about 
the use of technology in education, mainly during foreign language classes Fig. 1: 

Student Feedback 

● 10% of students believe that technology in the classroom is more distracting than 
helpful. 

● 85% agree that technology is essential when used in combination with traditional, 
teacher-led instruction. 

● 5% remain undecided, uncertain whether digital tools or conventional teaching 
methods are more effective for their learning. 

Teacher Feedback 

● 90% of teachers strongly believe that technology is crucial in foreign language 
instruction. 

● 8% believe technology is secondary, viewing it as secondary to standard pedagogical 
methods. 

● 2% acknowledge the value of digital tools, but still prioritize traditional methods 
such as textbooks, grammar drills, role-playing, and language games. They caution 
against students becoming overly reliant on technology (Fig. 2). 

Qualitative interviews with teachers further emphasized an urgent need for infras-
tructure development and capacity building in digital skills. Teachers are largely open
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Fig. 1. How do you find the use of technology in the classroom? 

Fig. 2. How do you find the use of technology in the classroom? 

to using AI and mobile-assisted platforms, but most feel unprepared due to a lack of 
training, school outdated equipment, facilities as well as a very limited access to reliable 
internet. 

As one educator explained, “We are willing to innovate, but we are not equipped— 
neither technically or professionally.” Many teachers expressed frustration with one-off 
workshops and called for continuous, hands-on digital training aligned with the Albanian 
curriculum. Some others even emphasized the need for a standard level certification of 
all teachers, not only foreign language teachers which would complete their portfolio 
and meet the needs of the educational system under the digital era we are living in. 

5 Digital Tool Usage During and After COVID-19 

The COVID-19 pandemic served as a catalyst for digital adoption in Albanian public 
schools. Platforms like Google Classroom and Zoom became standard tools. While these 
were helpful for general communication and class delivery, their effectiveness in foreign 
language instruction was limited. 

These platforms lack interactive features such as pronunciation gamification and the 
speech recognition. The whole system was totally unprepared for those circumstances 
and it was to the teachers to focus on the platforms the Ministry of Education required 
and accordingly they had to match the platforms with the possibilities and availability of 
the students. However, despite their functionality in managing classroom tasks and fos-
tering basic communication, these platforms were not designed specifically for Second
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Language Acquisition and lacked the dynamic features essential for language learning 
(Ministry of Education, Sports, and Youth 2020). 

During the pandemic, teachers and students faced significant barriers. Internet con-
nectivity was often weak, particularly in rural schools. Most students did not have access 
to personal laptops or tablets, making consistent online learning difficult. Students could 
only use their telephones to participate in the class and complete the relevant tasks. 
Teachers received minimal training, and students frequently struggled with technological 
access and digital literacy. 

Later on, as schools returned to in-person learning, many reverted to pre-pandemic 
methods. Digital tools, though introduced, were not embedded into long-term teaching 
strategies, but as temporary ones and rather complementary to the other traditional 
methods. 

6 The Potential of AI and Mobile-Assisted Language Learning. Its 
Significance in Schools in Albania 

AI-powered tools offer numerous opportunities for improving language instruction. 
Some of them that are fundamental in language learning are: 

Speech recognition tools help students to improve their pronunciation in real time. 
Tools that allow learners to practice pronunciation and receive real-time feedback are 
underutilized, despite their proven benefits in developing spoken fluency (Chen & Lee, 
2011). Machine learning applications that analyze student speech and offer detailed 
feedback on pronunciation are essential for developing accurate and confident speakers, 
but these tools are currently missing from the Albanian educational context. 

Gamified apps such as Duolingo or Mondly (there are several ones which could 
be adopted), which increase the students engagement in the learning and acquisition 
process. 

Intelligent Tutoring Systems. They are very handy as the teachers find it easy to adapt 
to every student‘s learning pace and categorize the student progress according to their 
capabilities. These systems provide personalized learning experiences by adapting con-
tent and pacing to the learner’s progress—something general-purpose platforms cannot 
offer (Pardos & Heffernan, 2010). 

Adaptive Feedback. Given the student performance in the class and aiming at boosting 
his progress these tools can personalize the instructions meant to be delivered to students 
based on the evidence of their performance or progress report. 

Mobile-Assisted Language Learning (MALL) platforms can be especially effective 
in regions like Gjirokastër, where students may have access to smart phones even if 
school infrastructure is weak. These tools allow for flexible, self-paced learning and 
can supplement classroom instruction effectively—if access and teacher training are in 
place. They fulfill considerably the demands and requirements of an up to date foreign 
language class.
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7 Barriers to AI Integration in Gjirokastër 

Currently, several barriers hinder its implementation in public schools. As mentioned 
above there are numerous factors which need to be considered in order to keep up with 
the changes and innovations. Given the fact that Albania aspires to join EU by the 
end of this decade it is imperative to approach Europe and other developed countries 
through the transformation primarily in education i.e. adapting it to the contemporary and 
ongoing changes. The lack of AI integration in SLA highlights a missed opportunity to 
leverage cutting-edge tools that can enhance student engagement, personalize learning, 
and improve outcomes. As Albania seeks to align more closely with European digital 
education strategies, the incorporation of adaptive and AI-driven technologies should be 
a strategic priority (UNESCO 2019). 

In the UNESCO World Heritage city of Gjirokastër, linguistic and digital skills 
play a crucial role in fostering educational, cultural, and economic development. Strong 
foreign language competencies enhance intercultural communication and support the 
city’s growing tourism sector, while digital literacy equips citizens—especially young 
people—with tools to access knowledge, participate in global networks, and strengthen 
local innovation. Together, these skills contribute to preserving Gjirokastër’s cultural 
identity while opening pathways to sustainable growth. 

Still to meet the demands of the AI trends and the technology era some of the 
encountered barriers involve:

-Infrastructure. A good number of schools lack the core facilities as computers, 
projectors, interactive boards and moreover a high-speed internet.
-Teacher training. Capacity building is not to the required standard and a considerable 
number of teachers are not familiar with AI tools. The instruction and training sessions 
are not that frequent for teachers.
-Curriculum rigidity: The teachers do not possess the freedom to adapt their lessons for 
the respective digital tools.
- Digital Divide. There is a noticeable gap between the urban and rural areas in terms 
of technology command, access to personal devices or even a reliable home internet. 
Low-income household cannot afford the provision of the necessary facilities. 

These are some of the main barriers to be overcome and unless these systemic issues 
are addressed, schools in Gjirokastër or on a national scale risk falling further behind in 
adopting global education trends. 

8 Recommendations 

In order to intend an advance in AI-driven foreign language learning in Gjirokastër, we 
recommend the following steps to be taken by the governing bodies and educational 
policy makers: 

1. Investment in Infrastructure: Equip schools with the basic digital tools i.e. Wi-FI, 
laptops and projectors. These are only the minimal tools but lay the foundations for 
the construction of a structured and well-organized system.
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2. Teacher‘s Professional Development: Professional development for educators is also 
crucial. Teachers must be equipped not only with access to these tools but also with 
the training to use them effectively in the classroom (Bates, 2019).The educational 
governing bodies should have a strategy of implementing a continuous and practical 
digital training for all the teachers either foreign language teachers or others. It has 
to be comprehensive and why not a prerequisite for the teacher’s portfolio or even 
when applying for a teaching job position. Digital skills are crucial in showcasing a 
teacher’s qualification and are part of the teaching philosophy in the digital era. 

3. Policy Reform: The policy makers and the responsible educational experts should 
create national policies that support AI integration and provides schools with the 
flexibility in the curricular building and development. 

4. Localized Content: The AI platforms should be very relevant to the schools they are 
being utilized including language, culture and the curriculum alignment. This means 
that the platform should accordingly fit the Albanian context in order to be functional 
and effective in the teaching process. 

5. Full Access for all students: The opportunity to ensure equitable digital access to all 
students, even offering free utilization of the facilities. Perhaps provision of tablets, 
laptops and the like to low-income families, rural areas and all students in need. 
The government should give loans or subsidies to support people who have financial 
difficulties for their children education. 

9 Conclusion 

The inclusion of technology in language education or even other subjects in Alba-
nia (Gjirokastër county) still remains uneven and underdeveloped. The south of 
Albania-Gjirokastër case is the region that recently stands to benefit greatly from the 
multilingualism. 

With the rapid pace in the tourism sector it is imperative to respond to the status as the 
main tourist destination –specifically the Tourism Hub in Albania-with the improvements 
in digital infrastructure, training and contemporary policy making. The lack of all these 
elements limits the progress in this region. Every success stems from the support and 
enhancement of education. 

Professional development for educators is also crucial. Teachers must be equipped 
not only with access to these tools but also with the training to use them effectively in the 
classroom. Furthermore, partnerships with education tech developers and international 
collaborators could help pilot and scale solutions tailored to the needs of Albanian 
students. 

The enthusiasm shown by the students and many teachers during the interview and 
interactive process indicates the readiness and eagerness for a swift and fundamental 
change. With targeted, resourceful investments and systemic reforms, AI-enhanced and 
mobile-assisted language learning tools can offer a powerful, scalable solution to long-
standing educational challenges. 

In addition, bridging the gap between older and newer teaching philosophies, empow-
ering all the educators with digital competencies and also creating some space or flexi-
bility for the pedagogical innovation are some critical steps for building a more inclusive, 
modern language education system in Albania.
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While Albania has made commendable strides in adopting digital platforms in its 
public education system, more targeted investment is needed in AI-powered tools for 
language learning. By addressing these gaps, the country can better support its stu-
dents in mastering foreign languages—an essential skill in an increasingly intercon-
nected world—and advance its broader goals of educational modernization and European 
integration. 
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Abstract. The digital AI stands for Artificial Intelligence for robotic to evaluate a 
next generation for innovative creation to approaches to Artificial Intelligence and 
robotics to secure a privacy of data for next generation to secure a data with more 
security. To this research the automation and the autonomous robotics without 
the help the human power and data privacy. With the help of Cyber Security, the 
challenges can be faced and critical thinking will be secured by the cyber act. AI 
driven threat detection without the help of human the AI robot can do all the activity 
and the robotic can provide a real time application. These approaches of Artificial 
intelligence can help as to do a thread detection, prediction analysis, Automation 
while robotic can solve a real-world problem. The innovative approaches to AI, 
Robotics and data privacy for next generation security here are three key innovative 
algorithms namely Federated Averaging (Fed Avg), Proximal Policy Optimization 
(PPO), Differentially Private Stochastic Gradient Descent (DP-SGD). The main 
domain for Artificial Intelligence and data privacy we use Federated Averaging 
(Fed Avg) and the main purpose to enable machine learning without sharing raw 
data and privacy and security to protect data with system security. Proximal Policy 
Optimization (PPO) domains are Artificial intelligence with robotic concept, the 
main purpose is to make autonomous decisions to train data and it is used to secure 
a patrols, drones and automated systems. Finally, the best result is obtained by 
the model namely (DPSGD) Differentially Private Stochastic Gradient Descent 
produce a domain called data privacy with (AI) Artificial Intelligence and the main 
purpose of DP-SGD is to train while ensuring noise to gradient by ML model. 
This paper explores a solution to a Artificial intelligence (A) robotics and data 
privacy in security to secure a intelligent system for a next generation challenge of 
security. The highlight of Artificial intelligent (AI) enables a real time detection 
of threat. The robotics supports a automation of autonomous response to a data 
privacy to a sensitive data modeling to a decision making 

Keywords: Artificial Intelligence (AI) · Robotics · Data privacy · Cyber 
security · Next generation secure ty · Federated learning · Homomorphic
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encryption · Proximal Policy optimization (PPO) · Intelligent surveillance · 
Autonomous system · Secure data processing · Smart security system · Ethical 
AI · Secure robotics · Thread detection 

1 Introduction 

The Cybersecurity research need to private data of information from growing cyber-
attacks using a (IOT) Internet of Things made by the threads including phishing attacks 
the security measures in artificial intelligence with real time. The framework to setup 
complexity to monitoring digital transformation to worldwide sector for trust model [1]. 
The cyber revolution around the world has been used in the cyber world by various 
threads embedded with the greater measures security in order to evaluate a efficiency 
of spam calls for better understanding the way with the challenges to made advanced 
next generation [2]. The next generation security with the help of (IOT) Internet of 
Things to make integrating system detection with the resources by using the (ML) 
Machine Learning concept. The smart technologies introducing a IOT the things with 
are connected to a internet is called as Internet of things. This paper is a advanced 
security solution to handle a IOT devices focusing a system detection and cyber threads 
[3]. In this theory understand the culture and mindset using DevOps to save time with the 
help of software development it aims to increase a quality, speed of software, frequency, 
automated process and transformation. The measurement that deals with the information 
sharing, web service, IT development, Online services [4]. The integrating development 
and the operational control to approach the teams to share the information system study 
focus on software development. Increasing the number of organizations in the task of 
goals to react with market requirements by smoothly manage the teams [5]. 

The cyber threat understands the risk for future emerging for next generation cyber 
security information system and cloud security using artificial Intelligence for digital 
forensics [6]. This paper roles a artificial intelligence to measure with increasing threads 
with traditional proving with solution and detection responses. AI driven security to 
digital to enterprise with digital and security relationship with AI [7]. The combination of 
5G security with the next generation using quantum computing challenges development 
of 5G networks to 6G focus on future development for data sharing and information 
gathering it provides a high speed and higher data rate [8]. The advanced technology for 
future generation security to leveraging the social media to public healthcare on online 
service here the doctors are providing treatment to the patient through the online based on 
the advanced technology development. Healthcare technology is strong to improve the 
security to highlight the current protecting security [9]. The future research detection 
of cyber-attack using tools to offer the rapid development of network automation to 
increasing the technology growth to monitor the network movements for detection of 
complex problem [10]. AI driven cars like automated reducing the time and effect of 
human power to became safe and secure attacks may cause malicious and the attack may 
possess various level based on research [11]. 

The critical infrastructure is mostly focus on the internet can became a major role 
in the infrastructure performance remarkable damages in the injection of attacks like
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smart buildings and smart cities and smart light [12]. The AI robotics creates a data 
privacy through cyber security for next generation using the techniques of differential 
privacy for unreadable format of encryption method Artificial intelligence consist of 
the autonomous system to secure data processing. The detection of AI powered privacy 
to smart security system through the ethical principles to secure from threads [13]. 
Remote models to handle sensitive data through the internet across network connection 
to securing the open-source control for future challenges for end point security [14]. 
The human and AI are working together also creating a new ethical principle of data 
to navigate the innovation trap impact on companies and manage process and research 
the data new knowledge and talent [15]. To reshaping the business model, impact the 
traditional model business improved based on technology development and innovative 
ideas better decision-making AI became leadership quality [16]. 

2 Literature Review 

The automatic performance of AI can play a major role in the task performance on 
high demand improving knowledge and quality and targeting to achieve a goal and 
maintain outcome [17]. AI is in the field of education to better teaching knowledge 
sharing between students helps the students to easy learn and help the student who is 
hard to here and make all the students to success [18]. Covid 19 forecasting and decision 
support to response the control and maintain the risk to analysis the data to provide drug 
to online platform running as a public sector to handle a health policy in real world impact 
[19]. The innovative approaches like teaching robotics through primary school students 
may research in the learning high speed in robotic system in the class rooms to do the 
team work for primary education helps the students to get better ideas [20]. It focusses 
on outside expanding support to the protection of time and data security to personal 
data, identifiable data, new technologies principles of law to make the data unreadable 
structure like encryption technique [21]. To protect data and images for future generation 
to keep safe it like medical records and other personal information is not to forward 
reduce a fraud detection act [20]. The protection of multimedia data, particularly audio 
files, requires specialized encryption mechanisms. Recent developments in multilayered 
encryption provide enhanced security for audio file transmission and storage, addressing 
the growing need for secure voice-based authentication and audio surveillance systems in 
next-generation security frameworks [28, 29]. AI driven solutions improving accuracy 
detection and reduce a false prediction improving response time by using cloud and 
network infrastructure [22]. By defining the growth of security importances to a smart 
system such as defense, cities and healthcare sector Artificial intelligence can play a 
major role. Data privacy and security, robotics explain a interdependence to a AI. By 
introducing a main research source like a innovative of AI in the robotic system to 
combine a result to a privacy of data in focus of methods to a next generation security.
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3 Methodology 

3.1 AI and Robotic in Next Future Generation 

Artificial Intelligence (AI) and robotic transfer to the next generation with autonomous 
and intelligent to the next generation, system adaptive of AI and robotic in the future 
generation. In future the Artificial intelligent robots will automate the tasks for future 
generation to solve a complex task in the real time. In the future in AI the power of 
robot and the automate task will increase in the future performance to make better 
decision making for the real time fields like security. The field can role like data security, 
healthcare, agriculture and manufacturing, smart cities. Artificial Intelligent (AI) has a 
ethical principal in the future demand. Artificial Intelligent can play a major role in the 
agricultural environment without the help of manpower effect and the complex problem 
can solve using a tools like machines in the future. With the help of Artificial intelligent 
cities can made as smart city like smart light, smart phone these are controlled using 
Internet of Things (IOT). The things that are connected to a internet is called a internet 
of things to make the smart cities. In agricultural field manpower is reduced AI robotic 
can play a major role in the real world by using a sensors and other AI tools to improve 
a field sector. Remote control in the home facility using a AI concept to switch off or on 
light, fan and other electronic device. AI can help as for security, healthcare, agriculture, 
manufacturing, and finally make a cities as smart city. Artificial Intelligent can solve 
a automatic task to reduce a labor work, safety and privacy data for future generation. 
In future the robot can play a major role in the education sector to improve student 
knowledge also clearing doubts make makes a student as easy to learn easy. 

The Fig. 1 presents the model of a AI in future education. 

3.2 AI in Next-Gen Learning 

The role of Artificial Intelligent (AI) in the education sector transform the good knowl-
edge to the student and treat every student as equal and unique without making partiality 
within the students. The robot can scan every student individually based on their own 
knowledge separate treatment will be provided to the student in the class room. AI can 
maintain the smart class to better understanding the student. AI can enable the gather 
feedback to the student to improve student performance. AI analysis the student perfor-
mance based on learning capacity and understanding ability tested and treated perfect. 
Real time feedback to improve transformation and language translation make education 
effective AI support teachers to reduce a hard work and effort and allowing to focus 
more students at a same time to consume time and performance is high. AI stimulates 
skills and understanding performance for the next generation learning. AI can provide 
the gap to prepare the students and increasing the leadership quality. 

3.3 Next-Gen Farming with AI Robots 

Next generation farming in Artificial Intelligent (AI) with smart sensors in the agriculture 
to manage the optimization and time consuming. The robotic sensors can play based on



Innovative Approaches to AI, Robotics, and Data Privacy 165

the network sensors such as soil moisture sensing using sensors, temperature and humid-
ity detection, Light sensing sensors and drones’ facility to collect the information in the 
real time fielding in the agricultural environment. To analysis the data using sensors 
to make better decision making to plat a crop and the time to irrigation period. Next 
generation farming provides a fertilization, pest control, harvesting time and irrigation 
management. The sensor technology used to protect the agriculture in the weather fore-
casting, early disease detection and planning the better crop yield in the periodic cycle. 
The smart data approach to transform the farming more sustainable and productive for 
future agricultural challenges. The next generation farming transformed to the Artificial 
Intelligence (AI) through the smart sensor system to the agricultural robotic system in 
the real time. The crop health sensor monitors the soil moisture content and decision 
support. Robots with AI harvesting without the help of manual effect to handle the crop 
yield to perform the task and reducing the use of wastage and labor cost. 

3.4 Next-Gen Patient care with AI 

Next generation patient care with the Artificial Intelligent to analytic data transforms 
to healthcare to predict the treatment AI algorithm can support analyze the total patient 
present with healthcare records in the real time detection. To predict the treatment, 
analyze to the patient with the help of AI robot to collect information about the data 
based on the health records. The real time detection and predict a disease risk treatment 
with the high accuracy result. Health records are handled by the remote monitoring 
sensors to collect data about the patient continuous with the need of AI system to track 
the status of the health. To alert the medical staff to indicate a alarm at all time in ay 
diagnosis. Support doctor to make decision support to reduce a risk. AI power clinical 
support system to result a patient to detect diseases. To find the diseases faster than 
human finding to support the doctor in emergency situations. Improving the rates and 
time consuming to prevent the patient at all time in medical risk. 

Artificial intelligent (AI) during covid-19 great approach to a treatment outbreak 
in the world to a critical situation to fight with a human body to live to spread across 
a country and increasing the number of times and causes to death this is a real threat 
to the public health system. The medical report as a input target to a user to face a 
challenge in the platform approach to a application the method used to response the goal 
including long short-term memory the advantages of AI and the diagnosis treatment 
[23]. To develop a future course of action for early detect based on performance the 
purpose of increasing a amount of data to collect to analyzed as more effective, the 
model helps to spot a higher-level generation of data collection during the training. The 
model automatically updates a data to learn a available to future research [24]. AI in 
digital intelligent for a innovation to transmit a framework to a application as AI as a 
market to development a new product [25]. Innovative solution for future with AI and 
robotics and IOT to a future to a innovative to build a communication to the society 
issues increase in the real world [26].
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3.5 Federated Averaging (Fed Avg) 

Federated averaging is a core algorithm used for federated learning technique through 
a multiple devices and client to train a shared model and without sharing a raw data 
to uploading a data to a device performs a training a weight. Steps involve a federated 
averaging initialization represent a weighted model, model selection subset a device to 
select a current training model. Local training to select and updates a private dataset. 
Model updates a weighted score and averaging received weight to a global model. The 
common application to a Fed Avg is mobile phones, healthcare, smart devices and 
autonomous vehicles. The mobile phone represents a google G board application denotes 
a voice and speech detection. The healthcare represents a patient data to a model to train 
a hospital; smart device represents an activity monitoring and autonomous vehicle learn 
from local driving patterns. 

wt + 1 = k = 1 Kn nk · wt k (1) 

wt + 1 represent the updated model weight after one iteration, K represent the total 
number of clients participating the device, w tk represent the local model weight with 
the K value agent after the local training at the iteration t, nk represent the number of 
training sample on agent K, n = k = 1 K nk represent the total number of training 
samples in all agent present.

wtk = wt − η ·  ∇Fk (wt) (2) 

wtk ← wtk − η ·  ∇Fk (wtk) (3) 

Local gradient descent to update the client to each agent perform the local Stochastic 
Gradient Descent sending the weight η represent the learning rate, ∇Fk(wt) represent 
the gradient loss function to the client K. the background and related works focus on the 
overview of a traditional security system.

wtk ← wtk − η ·  ∇Fk (wtk) (4) 

wminF(w) = k = 1 KnnkFk (w) (5) 

Federated learning to the local objective to the loss function to the sample loss to the 
global loss function the multiple local steps to perform the updates. The brief and cur-
rent history of an application of Artificial intelligence AI in cyber security in robotics 
surveillance of a data privacy to encryption and federated learning. 

3.6 Core Section of AI Innovations for Security 

The proposed innovations of a core section using an Artificial intelligence (AI) to a 
innovations for data privacy and security. The anomaly of a detection process using a 
AI to real time threat prediction, The AI authentication like voice detection, Speech 
recognition audio, face detection and other biometric of AI. Innovative approaches to
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AI, Robotics and data privacy for next generation security AI power thread detection 
in the prediction of AI is a field of security and privacy to enable to detect a threat in 
the real time. The role-based AI system handles a solution to a algorithm to identify a 
pattern through a cyber-attacks. The technique such as detection of threats with AI by a 
attack react faster the human power. The biometrics and verification identity that AI has 
a verification identity to an analysis of user movement and working style systems are 
difficult to adding layers of security in the authentication process. The facial recognition 
of identification powered used to secure an area like airport, personal device. The AI 
support liveness detection in the future which can prevent the real human photos and 
videos. Threat intelligence of natural language processing (NLP) technique used to 
analysis a text data form source of web, social media and news feeds. The data are scan 
by using AI model of cyber and physical threats. The valuable intelligent gathering of a 
AI to automate a analysis threat report attempt. NLP based on chatbots is used to act as a 
digital security of a users to safe a alert responses. AI in video surveillance of detection 
in object to increase a dependent of AI in real time video analysis. Based on computer 
version the system detects a activities to a object area such as object recognition model. 
Unlike human guards in security hazardous environments by reducing risk in high-risk 
zone area the threats are daggers controlled by a remote to protect a human lives. AI 
can analysis a data to perform a real time object and facial recognition to send a alert. 
The urban area security in mobile robots is used to public space like airline and airports, 
malls, stadiums for crowd monitoring, facial recognition and situation awareness. 

3.7 Security Application of Robotics 

Airline security like drone’s and robotic guards, Disaster response robots, physical secu-
rity process, robots in cyber security enforcement. The robotics for security application 
transforms the security system to automate a efficient surveillance of response. The 
primary application of the autonomous robotic units such as a drone, ground vehicles 
and robots are deployed to monitor sensitive area like borders, industrial zones, critical 
infrastructure. These robots are advanced sensors, cameras, thermal imaging enable to 
detect intrusions and environmental hazards in real time. Solutions of scalable and deci-
sion making in real time, faster response for next generation security systems. The vital 
component of a potential protocol to communication secure like IOT, AI and integration 
purpose. As a robotics continues to move with a AI public space like airports, malls, 
stadiums for crowd monitoring, facial recognition and situational awareness. Robotics 
for security application to transform a security to efficient and response capabilities. 

The above Table 1 represent the primary application of autonomous robotic units such 
as drones, ground vehicles, robots are deployed to monitor area like border, industrial 
zones and critical infrastructure. The robots are equipped with advanced sensor, cameras, 
thermal imaging. Robotics play a crucial role to modern security automation, precision 
and continuous monitoring. The application of robotics is secure in autonomous drones 
of both indoor and outdoor real time environment. The overall performance of a AI 
robots become a indispensable for next generation security of framework to offering 
a scalability to reduce a operational cost to a enhanced situational awareness. AI and 
privacy preserving data to transmission with AI and privacy preserving technology for 
future platform to smart automation. These robots are used for just passive sensors but
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active participates in better decision making. Disaster response and management area 
where robotics immensely to security with robot can enter a area to unsafe for huma. 
Robotic with smart building system where robot communicate with IOT to enable locks, 
doors and alarms to a access control. Military robot’s can also be equipped with a 
non-lethal like sound canons, tear for crowd control and tasers. 

4 Results and Findings 

The simulation of experimental with the robotic agent in the real environment the Prox-
imal Policy Optimization (PPO) trained the robotic model. The federated model scores 
the highest prediction the is greater the 90% of accuracy result with the privacy security 
less than two percentage and maintained DP-SGD algorithm. By comparing to the train-
ing model, the approaches achieved by the accuracy score with data protection and real 
time application. The result and discussion about the simulation of the environment with 
robotic agent were trained using PPO in the scenarios. The privacy evaluation of DP-
SGD maintaining the model performance. The Federated learning performance accuracy 
is better to training the privacy data. The section evaluation outcome was proposed to 
the framework which as integrates Federated Averaging (Fed Avg) and Differentially 
Private Stochastic Gradient Descent for the next future generation system security. The 
integrated framework evaluation security accuracy detection 93.2 percentage, Average 
update interval model 30 s, Operation energy efficient approximately 15% lesser than 
the power of local processing computation score. The scalability of easily detected scale 
was measured in edge nodes of 50 and above increment result of stable performance 
(Fig. 2). 

Fig. 1. Classification report 

4.1 Case studies and Application 

The application of a AI robotics including a smart city, healthcare, border security, 
Industrial IOT. The smart cities with a robotic drone with a Artificial intelligence (AI) 
surveillance. The healthcare sector with a Artificial intelligence (AI) assistants with 
a encrypted data as a patient. The border security with a Artificial intelligence (AI)
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Fig. 2. Accuracy and loss plot 

Table 1. Sector using AI for security and efficiency 

Application Use case AI role Security and 
privacy 

Benefits 

Smart cities Using drones Face detection Encrypted data Real time alerting 

Healthcare Robotic 
surgery 

Precision AI Patient data Safety and privacy 

Military Autonomous 
border 

Path finding AI Proof data Reduce manpower 

Baking Fraud detection AI models Data privacy Customer trust 

Industrial Automation Task scheduling Control system Speed automation

autonomous robots with a real time data including a threats alert. The industrial with 
a Internet of things (IOT) with AI including a AI driven security of block chain and 
monitoring with privacy and security Innovative approaches to a AI for next generation 
to a real time of a AI, robotics, privacy to a application Artificial intelligent to combine 
a result with a privacy preserving in various real-world security to selected a impact 
innovation to a next generation security system. The use of AI with a smart campus 
surveillance to a Staford university as a implement AI based system to facial recognition 
and predictive analytics. Cameras feed a video to the data to detect a real time data to 
automatically by a unauthorized to immediate response. The system privacy to a user to 
improvement with a recognition accuracy without transferring a raw video to maintain 
a privacy to framework. Smart city using a AI model to a real time video analysis using 
a robotic AI camera to privacy of technology. Smart campus using a AI method to a 
detection of AI edge processors to a privacy technology. Boder patrol to a AI model 
using a encryption. 
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4.2 Challenges and AI Performance 

The challenges faced on the data security combine with a Artificial Intelligence (AI) 
performance. The ethical principals including a concerns of a surveillance of a robotic. 
The technical disadvantages of a integrating AI limitations including AI, robotics and 
encryption. The compliance of barriers and legal activities present in the challenges. AI 
performance in security application has significantly enhanced with a modern security 
and performance like reliability, scalability and safety performance. The attack in AI 
model in a image recognition and a inputs model to the facial data detection with a AI to 
making a decision to allow the authentication system. Bias in a data quality to a AI system 
with a quality responsible to a training data set to detect a threat, false positives and other 
behavioral system. Modern interpretability to a AI model to difficult decision making 
to a transparency to a action required. Real time constrain processing to a security with 
a high accuracy to a real time data to deploy a complex data to computing a power to a 
memory and battery constraint. Scalability and generalization with a AI model ton train 
a environment to general behavior to a infrastructure to secure AI deployment to the zone 
without significant to a retraining. Privacy and ethical concerns with a high performance 
of AI system to a large amount of a sensitive data. The balancing model performance 
to a framework to a region to particularly solutions to future research regulatory to a 
privacy to challenges of ai in security system. 

In future the Artificial Intelligence (AI) quantum safe and privacy to swarm a robotic 
with decentralized of AI, The artificial Intelligent governance and explainability in the 
robotic. The emotionally intelligent robots for the secure of human interactions. The 
overview of a future trends in AI for next generation for security system to a future 
security system to a interpretable AI model to a decision making to improve a trust and 
accountability to a critical enforcement, heath care, autonomous defense system. AI at 
a edge advanced in the edge computing a allow powerful AI model to a run directly on 
cameras, robots, drones enabling a real time data to process a relying cloud to improve 
a speed and privacy. Federated and collaborative intelligent to a support larger to a 
network to a security to a device to learn a privacy to reduce a data transformation and 
complying with regulations. AI swarms robotic to a AI driven robots to a ground used 
for disaster response and monitoring crowd to sharing a information to the real time data 
to enlaced a regulation. Quantum model with resistant privacy to computing a future AI 
security to a quantum to safe encryption and data privacy to preserve a AI algorithms 
to safeguard to a next generation threat. Emotion and AI behavior aware to increasing 
a human recognize human emotion, stress and intent to a enable control, insider threat 
detection to the human robot interaction to a high secure. AI with a blockchain for a 
secure auditability to combining a AI to ensure a tamper proof to logging a decision 
making to support a action to security system and transparency to trust, post incident to 
a model. 

5 Conclusion 

This paper presents a framework of Artificial Intelligent (AI), Robotics and Data privacy 
for intelligent and system security level. The Federated Averaging (Fed Avg), Proximal 
Policy Optimization (PPO), Differentially Private Stochastic Gradient Descent DP-SGD
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involves the learning date from the data decentralized. The autonomous decision-making 
and privacy of formal guarantees to scale the solution to the real-world security chal-
lenges. The real-world work for future deployment to smart cities and smart campuses 
application. The management activities for integration with the blockchain model capac-
ity of work. The domain is to expansion of healthcare work proposes the practical 
knowledge of unifies of AI Robotics and data privacy for next generation security. The 
main use of Federated and differentially private learning ensures the privacy of data 
through the Proximal Policy Optimization (PPO) enables the effective robotic response 
of threats. This approach provides a better way to solve a scalable activity to intelligent 
and other ethical principles to security system. The restart to combine a AI with robotic 
to secure a data privacy to crucial for a next generation security to emphasize the need 
for interdisciplinary innovation and the responsible deployment. 
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Abstract. This study examines the use of generative artificial intelligence and 
multimodal analytics to create a more personalised experience of English language 
instruction for the pertinent diverse learners in higher education institutions. Using 
a large major research university as the site of an extensive case study, and with a 
sizeable contingent of disciplinary English as a Second Language (ESL) instruc-
tors, who worked at the behest of the principal investigator, unquestioningly, for 
12 months, the discipline-agnostic experimental classroom was populated with 
upward of 200 ESL students, each of whom was subject to varying degrees and 
types of private AI supervision. The study makes a substantial contribution to 
research on educational technologies by establishing a robust framework for inte-
grating multimodal AI into education. It is clear that the comfortable pedagogical 
fit of AI in language education is the result of: (1) fostering instructor agency 
through careful and inclusive planning; (2) placing personnel training at the center 
of implementation efforts; (3) enacting strong support throughout all levels of the 
institution; and (4) keeping the ethics of AI use at the forefront of decision-making. 

Keywords: generative AI · multimodal analytics · personalised learning · 
English language instruction · AI higher education · cross-disciplinary education 

1 Introduction 

This research makes a substantial and strong impact on educational technology research 
by establishing a sturdy and firm framework for disciplinary multimodal AI-integration 
that respects the differences among academic disciplines while achieving pedagogical 
coherence across them (Ferrag et al., 2025). The study reported here provides several
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practical guidelines for educators and institutions that are contemplating or have already 
embarked on the path of personalising language education via AI. It spans the entire 
range, from the very wise to be heeded admonitions for ensuring good human-AI col-
laboration, all the way to the not-so-obvious and easy-to-miss critical steps in making 
and maintaining the partnership, as mentioned earlier, which are beneficial for both 
human perspectives (Bosco et al., 2024). 

The challenges facing language education and linguistics could be solved in the 
near future thanks to unprecedented opportunities generated by platforms for large-
scale generative artificial intelligence and sophisticated analytics. (Moats & Ganguly, 
2025) express an unqualified optimism for the new capability of AI systems to analyze 
complex patterns of student interaction with their assessment tasks in real time across 
multiple modalities. This is in stark contrast to the traditional educational technologies 
that primarily focused on content delivery or basic adaptive testing. The modern analyt-
ical and artificial intelligence systems are just a system that is now being integrated into 
the educational environment (Ali et al., 2023). 

1.1 Problem Statement 

The effective learning outcome of English language instruction in higher education is 
commonly impeded due to several critical factors. For one, the traditional approach of 
instructing students in a language such as English is often confined to a classroom; 
even then, such spaces can provide a highly inadequate experience when it comes to 
the fulfilling, rich interactivity of a multidisciplinary language. Furthermore, although 
some instructional programs have made great technological strides, they often remain 
within the singular modality of technology, which is a more rigid structure than the 
rich, vibrant, highly interactive experience one could have conversing in English. How, 
then, is it possible even expect English language instruction to provide effective learning 
outcomes when the educational tools themselves are often poor proxies for any type of 
interactive discipline, including the linguistics of an English conversation. 

1.2 Research Objectives 

This research addresses these issues by investigating how generative AI-driven mul-
timodal analytics can be integrated into English language instruction to create more 
effective, personalised learning experiences (Gallagher & Hopkyns, 2025). The main 
aim of this research is to determine how well AI-driven personalisation can perform its 
most important job: tutoring the individualised language learner toward better outcomes. 
Since this research is seemingly at the leading edge of such technologies, it also has sec-
ondary aims. It is necessary to discover multimodal AI’s strengths and weaknesses, to 
find out if it really is competent enough to be let loose on the students (Tafazoli, 2024). 
Following on from that, it is also necessary to figure out not just what it can do, but 
also what it probably should do, with the students, for the benefit of the students, with 
some semblance of ethics serving as a guide. And, finally, important to set down some 
nuts-and-bolts guidelines so that the institutions working for it can adroitly handle the 
technologies that can make up more malleable learning environments (Dong, Du, & 
Buckingham, 2024; Dong, Pan & Kim, 2024).
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2 Literature Review 

2.1 Generative AI in Educational Contexts 

Generative artificial intelligence in education has rapidly progressed from simple chatbot 
interactions to sophisticated systems that can analyse and generate content of diverse 
kinds (Jin, 2024). The large language models that form the basis of these systems have 
shown unprecedented potential to support various underfunded educational activities, 
like content creation and assessment, along with truly personalised feedback (Qiao et al., 
2025). But when it comes to the type of scaffolding that these systems can provide to 
promote better learning outcomes, it is not clearly known that far. 

Generative AI (Chapelle, 2025) processes and synthesises information from diverse 
sources, making it especially good for educational uses in which the user involves many 
different dimensions of their personality (Jenner et al., 2025). One of the most common 
dimensions that can be considered in language use is variety. While educational frame-
works are almost always programmed with a notion of “ideal good use” for a certain 
context, teachers and learners certainly generate many variants of the by-products of 
those frameworks. This quality of Generative AI allows it to serve as motivation and as 
a common ruse for doing something educationally sound, even if its by-products can be 
used in many different ways (Mo & Crosthwaite, 2025). 

2.2 Multimodal Learning Analytics 

Learning analytics is an increasingly important field that seeks to understand and enhance 
educational processes through the systematic analysis of learner data (Mohammadi et al., 
2025). In its earlier days, the field primarily emphasised extracting insight from raw num-
bers, such as how many students had completed a course, how well they had performed 
on certain kinds of evaluations, and whether they had actually expended time and effort 
on the tasks assigned to them (Liao & Wu, 2022). These were the basic, quantitative 
metrics that the field relied on. 

Multimodal learning analytics holds the promise of providing a better understanding 
of how people learn. The analysis of verbal, visual, gestural, and physiological data 
provides us with valuable insights into the learning processes of the students. This is 
especially true in the context of education, with language learning. This is an entirely 
different and largely non-invasive way of assessing intelligence that is far beyond the 
traditional methodologies. If everyone in the world worked more with these kinds of 
visuals, images, and puppets, even, people would be much more understandable and 
understood in far more pieces of the arrangement (Noroozi et al., 2018). 

2.3 Personalised Language Learning 

The personalisation of language education has long been acknowledged as a crucial 
aspect of learning effectiveness (Rahimi et al., 2024). Until recently, this aspect was 
primarily reshaped into more adaptive types of tests, which yielded better results than 
traditional placement tests. However, even these are still considered formative kinds of 
assessments that don’t tap into the dynamic nature of language learning (Tian et al.,
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2024). Suppose it can be agreed that language learning is a dynamic process. In that 
case, it is necessary to also acknowledge that traditional tests and instructor judgment 
cannot keep pace with all the factors that influence individual progress. And honestly, 
in terms of putting the learner at the centre of instruction, the traditional instructor has 
no business judging the worth of adapted or personalised instruction (Dong, Du, & 
Buckingham, 2024; Dong, Pan & Kim, 2024). 

2.4 Cross-Disciplinary Language Education 

The academic fields brings with it a burgeoning demand for not just any old language 
instruction but for the particular variety that caters to the communication needs of a spe-
cific discipline without sacrificing overall language proficiency (Dong, Du, & Bucking-
ham, 2024; Dong, Pan & Kim, 2024). ESP research has long championed the importance 
of contextualising language instruction within disciplinary frameworks. This principle 
of sound pedagogical practice has more recently been embraced (at least in theory) by 
those who research English for Academic Purposes (EAP) (Afshar et al., 2014). Despite 
these advances, the bulk of EAP or ESP instruction maintains a reductive view of context 
namely, treating disciplinary context as a kind of content overlay, without granting it the 
fundamental status of an organising pedagogical principle (Austin & Riveros, 2025). 

Language education across disciplines requires an understanding of how different 
fields of study affect the communication practices, learning preferences, and assessment 
criteria that are tend to associate with those fields (Hernández-Ocampo et al., 2024). 
The STEM disciplines emphasise precision, visual representation, and vocabulary that 
is often technical in nature. The humanities tend to value narrative forms. They prize 
critical analysis and hold cultural interpretation in high regard. These sorts of differ-
ences have implications when considering about designing and implementing AI-driven 
personalisation across different academic contexts (Taylor & Pill, 2025). 

2.5 Generative Multimodal Analysis Framework 

This study employs a Generative Multimodal Analysis (GMA) framework that combines 
principles from multimodal discourse analysis, learning analytics, and human-computer 
interaction (Lin et al., 2024). The framework recognises that language learning occurs 
through complex interactions between cognitive, social, and technological factors that 
manifest across multiple modalities of expression and interaction (Bewersdorff et al., 
2025). 

The GMA framework emphasises the generative capacity of AI systems to create new 
insights and instructional approaches based on pattern recognition across diverse data 
sources. Rather than simply analysing existing patterns, the framework focuses on how 
AI can generate novel combinations of instructional strategies, content presentations, 
and assessment approaches that respond to individual learner needs and preferences 
(Jürgensmeier & Skiera, 2024). At the core of this structure is the notion of collaboration 
between humans and AI. This means that educational technology, when done well, should 
enhance not supplant human expertise. This structure places importance on transparency 
in AI decision-making, instructor agency in pedagogical choices, and student autonomy 
in learning pathways. (Abdulgalil & Basir, 2025).
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2.6 Personalization Theory 

The study draws on well-established, personalised learning theories to theorise the 
unique capabilities of generative AI systems and to extrapolate from them to the world 
of personalised (AI-powered) learning (Rahimi et al., 2024). Traditional personalisation 
theory concentrated mainly on adapting existing content and instructional sequences to 
individual learner characteristics. Classical personalisation struggles to keep pace with 
the affordances of generative AI, which can create new content, assessment items, and 
learning activities on the fly in response to real-time learner needs. Effective personal-
isation must attend not just to cognitive factors but also to the diverse social, cultural, 
and motivational dimensions of individuals that influence the wide variation in language 
acquisition outcomes (Xu et al., 2025). 

2.7 Theoretical Framework 

The theoretical foundation of this study draws from two complementary perspectives: 
Generative Multimodal Analysis and Personalisation Theory. Together, these frame-
works provide the analytical lens through which AI-driven, discipline-specific language 
learning outcomes are examined. While generative multimodal analysis explains how 
language learning can be modelled through the integration of diverse representational 
modes, personalisation theory accounts for learner-centred adaptability and context 
sensitivity. 

2.8 Generative Multimodal Analysis 

Generative multimodal analysis posits that meaning construction in learning environ-
ments is achieved through the integration of multiple semiotic modes—text, speech, 
visual cues, and interactional feedback rather than linguistic elements alone. In an AI-
enabled environment, these modes are captured, analysed, and recombined to generate 
adaptive feedback loops. Within the present study, the framework justifies the use of 
generative AI models that process multimodal learner data (e.g., textual submissions, 
spoken input, engagement logs) to create real-time corrective feedback. The genera-
tive mechanism not only supports language acquisition but also augments disciplinary 
communication by situating feedback within the conventions of Commerce, Science, 
Humanities, or Business domains. This approach reflects the broader principle that learn-
ing effectiveness is maximised when multiple modalities interact dynamically, allowing 
the learner to receive contextually enriched guidance. 

2.9 Personalisation Theory 

Personalisation theory emphasises that effective instruction adapts to the learner’s indi-
vidual characteristics, including prior knowledge, disciplinary context, motivation, and 
preferred learning style. In digital environments, personalisation is achieved through 
algorithmic tailoring of content delivery, task difficulty, and corrective feedback. In this 
study, personalisation theory provides the rationale for deploying generative AI as a tool 
that aligns language support with disciplinary requirements. For example, Commerce
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students benefit from AI-driven scaffolding in technical reporting and financial termi-
nology, while Humanities students require adaptive support in critical argumentation 
and cultural contextualisation. The theory thus ensures that AI-mediated interventions 
do not remain generic but instead map learning support to individual learner profiles. 
Together, these frameworks establish the conceptual foundation for analysing the role 
of generative AI in shaping cross-disciplinary language learning, grounding the study’s 
methodological design and interpretation of results. 

2.10 Case Study Design 

This research used an all-encompassing case study method to look into the execution and 
potency of AI-powered multimodal analytics in English language teaching (Norrman, 
2024). The choice of case study method was driven by its great value for doing in-
depth analyses of intricate educational matters in their natural environments, all while 
enabling the inquiry of not just one but many variables and their entangled relationships 
(Proroković & Malenica, 2023). This study was conducted at a large public research 
institution, South Indian Colleges, that has approximately 100 students. This institution 
certainly fits the case study of looking at the implementation of deployed systems in a 
comprehensive way in a natural setting, allowing for “in-context” analyses (Lee & Kim, 
2025). 

2.11 Participant Selection 

The research engaged 100 participants who were studying either intermediate or 
advanced English language courses. The participants were drawn from an international 
population and three disciplines, Commerce, Life Sciences, and Humanities, in which 
English is the medium of instruction (Rowland et al., 2025). If a program has both ESL 
and regular English classes, serious consideration should be given to either having both 
types of classes in one program or having both types of classes in some shared space If 
that’s too much to undertake, then it is absolutely essential to have shared performance 
standards and to record student performance in a consistent manner (Waheed et al., 
2024). 

2.12 Data Collection Methods 

A mixed-method data collection approach was used to capture not only the quantita-
tive learning outcomes but also the qualitative experiences of the implementation. The 
quantitative data sources consisted of pre- and post-assessment scores, learning analytics 
from the AI platform, engagement metrics, and behavioural pattern data. The qualitative 
data came from semi-structured interviews, classroom observations, focus groups, and 
reflective journals kept by both students and instructors (Phua et al., 2025). The different 
kinds of data collected from various sources interacted multimodally with the users. 
The users and the AI conversed through text and voice. The tasks performed in these 
interactions were multimodal, which is why it is called an AI platform. Everything done 
by the AI platform and, by extension, the people who were using it was underpinned by 
privacy and confidentiality protocols. (Mendes & Veloso, 2023). Remind us that those 
protocols were created with a lot of help from the work that the IRB does.
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2.13 Implementation Process 

Implementation occurred in three phases over 12 months. The first phase involved set-
ting up the system, training instructors, and running a pilot test with a small group of 
volunteers. The second phase was the main implementation part, with all participants 
involved and continuous data collection. The third phase was system refinement, with 
additional data collection, and getting ready for making the project sustainable. Alto-
gether, the three phases represented a structured and systematic integration of the AI 
platform with the university’s learning management system (Llompart & Kenanidis, 
2025). The multimodal analysis capability introduced by the AI platform makes the 
work of educators much easier and more efficient. Another superlative feature of this 
platform, which ought to be mentioned, is that it generates content that is personalised 
for the students. The study ought to also note that this AI platform works across many 
data types and understands the profound learning implications when working with those 
types of data. Once again, this is a refined phrasing that “smarter” ways of using data 
help the university understand its students better and serve their needs more efficiently. 
(Wang et al., 2025). 

3 Case Study Context 

3.1 Institutional Setting 

A large public research institution like Metropolitan Research University, which is a 
common type of large public research institution, confronts the same familiar challenges 
in teaching English language skills that other similar U.S. universities face. The student 
body is remarkably diverse and comes to the university with a wide range of English 
language proficiencies and academic preparations (Mpofu & Maphalala, 2021). The 
ELLC (English Language Learning Centre) has historically offered what many would 
consider fairly traditional ELL/ESL courses that serve as a pathway for students to move 
into mainstream academic classes. However, these ELL/ESL courses have sometimes 
been a bridge to nowhere because once students’ progress to academic classes, they often 
struggle. Almost three years ago now, invitation by the ELLC to partner in research on 
what might be the next iteration of these courses had made significant influence (Guo 
et al., 2025). 

3.2 Program Characteristics 

The program for the English language consists of four levels of teaching that cater to 
an array of students, ranging from those who need very basic academic preparation to 
those who are ready for advanced kinds of disciplinary communication that purport to 
be English. The program serves roughly 100 students across eight sections per semester, 
with each section comprising anywhere from 15 to 20 students (Zou et al., 2025). On 
a near-daily basis, instructors in the program face two challenges of their own making: 
(1) Students, by their presence in English courses, signal they need more time, attention, 
and resources to learn; and (2) Students also signal that they are not going away. They 
intend to stay until they either learn to become something way beyond their imagined 
selves (Tiwari, 2024;  Wei  , 2023) provide the next context.
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3.3 Cross-Disciplinary Student Population 

The full spectrum of academic disciplines found at the university is represented among 
the students. The largest contingents come from engineering and business, with the 
next largest groups from the life sciences, social sciences, humanities, and fine arts 
(Gardiana et al., 2023). As a result, learning in the language programs is informed 
by a very rich mixture of communication expectations and cultural values associated 
with each disciplinary area. Moreover, each of the major groups brings very distinct 
communication needs to the table. Clearly, our program must cope with and, in fact, 
thrive because of these very different expectations (Khoiriah et al., 2023). 

4 Case Study Context 

4.1 Quantitative Learning Outcomes 

To assess the impact of the AI-supported intervention, pre- and post-test scores were 
compared across cohorts. As shown in Table 1, all groups demonstrated measurable 
improvement in disciplinary language proficiency following the intervention. On aver-
age, post-test scores increased by 18–22%, with the highest gain observed in the Com-
merce cohort. The effect size was moderate to strong across cohorts (Cohen’s d = 0.62– 
0.71), suggesting that the integration of generative AI feedback substantially enhanced 
learning outcomes. These improvements are also visualised in Fig. 1, where post-test 
performance consistently exceeded pre-test performance. 

Table 1. Pre- and Post-Test Comparison of Student Scores (by Cohort). 

Cohort N Pre-Mean Post 
Mean 

Mean 
Gain 

Business 33 59.85 81.05 21.2 

Commerce 35 56.68 80.08 23.4 

Humanities 32 50.47 70.27 19.8 

Science 30 62.03 81.32 19.3 

4.2 Engagement and Behavioural Patterns 

Beyond test scores, system-level engagement data were analysed to examine how inter-
action with the AI platform correlated with performance. As depicted in Fig. 2, a posi-
tive linear relationship emerged between the frequency of AI interactions and learning 
gain (R2 = 0.43). Students who engaged more actively with the system’s multimodal 
prompts and corrective feedback demonstrated greater improvement in their post-test 
results. Behavioural logs further indicated that engagement patterns varied by discipline. 
For example, Science students exhibited higher task repetition rates, while Humanities 
students showed greater reliance on extended textual feedback. These findings highlight 
the importance of disciplinary context in shaping engagement trajectories.
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Fig. 1. Pre- vs. Post-Test Performance Across Cohorts. 

Fig. 2. Relationship Between AI Interactions and Learning Gain. 

4.3 Regression Analysis on Engagement and Study Hours 

Fig. 3 presents the scatter distribution of student engagement scores against study hours, 
with a fitted regression line. The regression analysis produced the equation: 

Engagement Score = 67.91 + 1.04 × Study Hours, R2 = 0.24 
The positive slope indicates that engagement scores tend to rise as study hours 

increase; however, the very low R2 value suggests that the predictive power of study hours 
alone is minimal. In other words, while additional study time is associated with a modest 
increase in engagement, the majority of variance is attributable to other behavioural or 
contextual factors not captured in this simple model. This finding is consistent with
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previous literature that emphasizes the multifactorial nature of learning engagement, 
where social interaction, instructional design, and digital tool integration may exert 
greater influence than time-on-task alone. 

Fig. 3. Scatter plot of study hours versus engagement scores with regression line. 

4.4 Qualitative Insights from Students 

Interviews and focus groups with students provided valuable insights into the learning 
experience afforded by AI-driven personalization (Lee & Kim, 2025; Maiti & Priyaad-
harshini, 2024). The students expressed gratitude for the system’s ability to cater to 
their unique needs. They described the as-you-go kind of feedback that the system gives 
them as being almost tailor-made and, therefore, very effective (Gabriel et al., 2025). 
It was clear that on more than one occasion, the system had pointed them to concrete 
areas for improvement that were really puzzling and hard to grasp before the system 
came along (Lan & Zhou, 2025) More than once, international students mentioned the 
system’s ability to gauge the kind of cultural and linguistic nuances that can make or 
break communication as a huge plus (Sulis, 2024). 

4.5 Instructor Experiences and Adaptations 

Interviews with instructors revealed both challenges and opportunities tied to AI inte-
gration. Most instructors reported feeling anxious at first about adopting technology, but 
they nonetheless seemed to gain confidence and feel more comfortable moving forward 
with AI-supported instruction as they experienced the positives (Özdemir & Seçkin, 
2025). Instructors noted some pretty great details about how the system delivers thor-
ough analytics often in real time allowing them to make far better pedagogical decisions 
because they have insights about not just individual students but also the collective 
learning pattern of the class (Özdil & Debreli, 2025). 

Even more, several teachers noted that the system allows them to pay way more 
attention to all the stuff that was way too hard to handle before. The system seems to
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be paving the way for teachers to do more real teaching stuff like facilitating student 
discussions, giving the class some much-needed emotional support, and, as one teacher 
put it, “addressing the complex, cultural, and contextual issues that make the classroom 
a safe space for all students” (Alam et al., 2024). 

5 Discussion 

5.1 Interpretation of Findings 

This study provides solid proof that using AI for data analytics can individualize English 
instruction. The medium (or channels) of instruction can be and has been altered, but the 
message (or content) of instruction must still be clear, regardless of whether the instructor 
speaks or types. One significant finding suggests that generative AI is capable of content 
creation that is on par with or better than human instructors and, when adequately directed 
or prompted, is capable of personalisation to such a degree that this is a viable method 
for achieving that end (Pérez-Jorge et al., 2025). 

The study’s cross-disciplinary differences emphasise the need for flexible imple-
mentation approaches that account for the peculiar characteristics and requirements of 
the various academic fields (Wei, 2023). Instead of seeing these differences as problem-
atic, it’s important to regard them as yet more evidence of this system’s fit to a variety 
of learning contexts and preferences (Guentulle et al., 2024). The implementation’s 
strong engagement patterns and the positive behavioral changes in the students indicate 
that the AI-driven personalisation system can address the motivational challenges that 
typically hamper language learning progress. The immediate, relevant feedback it gives 
creates a much more supportive and encouraging learning environment one that seems to 
invite risk-taking and experimentation for the students when compared to their previous 
attempts at learning a foreign language. 

5.2 Pedagogical Implications 

The results carry considerable weight for the pedagogy of language education. They sug-
gest the even more urgent necessity of moving from a too-typical, one-size-fits-all lan-
guage pedagogy to more flexible, adaptive forms of teaching that take individual learner 
needs and preferences into account (Wiboolyasarin et al., 2025). Pedagogical models 
that use AI to enhance personalisation could serve as useful case studies (Wiboolyasarin 
et al., 2025). The AI system being multimodal emphasises the need to pay attention to 
language learning in its full complexity. This is far from a narrow focus on discrete skills 
or competencies. Language learning personalisation must consider the many cognitive, 
social, and cultural factors that linguists believe strongly influence language outcome 
measures. It must also consider the great potential the system has to tap into individual 
student motivation and interests (Liu & Zhang, 2025). 

The study shows cross-disciplinary variations that indicate language education pro-
grams need to take a sharper approach to contextualise instruction in specific academic 
and professional domains. This situates a closer collaboration between language edu-
cators and experts from the fields in which their students will work to ensure that the 
instruction meets the genuine communication requirements and anticipations of the 
students (Atlamaz, 2022; Huang & Chalmers, 2023; Nguyen et al., 2025).
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5.3 Technological Considerations 

Successfully implementing AI-driven personalisation demands careful attention to three 
factors: technological infrastructure, user interface design, and system reliability. If these 
go right, the technologies that are considered for the study can indeed make a difference. 
But if academia hasn’t adopted sufficient AI workflows by the time these technologies are 
due for delivery, their potential won’t be realised (Galloway & Uccelli, 2024; Gutiérrez 
et al., 2025). 

Privacy and ethics are turning into hot-button issues that must be addressed if educa-
tion technologies are to be successfully adopted. Instructors and students want to know 
clear, straightforward policies about data usage (Phua et al., 2025). They also want to 
understand exactly how personalised-learning algorithms work (if they understand this 
at all, which is sometimes dubious). Indeed, trust goes a long way in ensuring if tech-
nologies will be adopted, especially if adoption is not mandated (which is usually the 
case). If educators do not trust the technologies, they are not likely to use them in any 
meaningful way. Human-AI collaboration during the adoption of these technologies is 
obviously a good part of the academic. (Lin & Qiu, 2024). 

6 Conclusion 

This research shows that using generative AI for multimodal analytics can significantly 
elevate. English language instruction in a diverse array of academic contexts. But it 
does more than that. The study undertaken gives a clear indication that AI when used 
effectively and humanely can lead to significant improvements in pedagogical personal-
isation that respects the nuances of interdisciplinary difference while maintaining a solid 
educational through-line. The full impact of this technology is yet to be seen, but when 
the 34% increase in the already synthesised study leads to a subsequent, more refined 
increase in postsecondary educational pathways and structures past the perennial fences 
of exclusion, It is an achievement, if the bridges and tunnels of this technologically 
reframed personalised educational pathway are used to reach a diverse array of students 
whose minds, stories, and talents are all too frequenly left untapped by an exclusionary 
college admissions landscape. 

For the implementation of AI in many educational institutions and the practical 
guidance it provides, this research is valuable. It underlines the significance of continued 
R&D in this rapidly evolving domain. The futuristic vision it lays out for the role of 
so-called “smart” machines in language education is not about choosing between human 
and artificial intelligence but rather about creating “collaborative” partnerships in which 
both uniquely high-value resource types do what they do best. The quite brief discussion 
here also raises some broader implications questions. They concern the role of generative 
AI in more widespread educational contexts. 
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