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1. INTRODUCTION 

In modern institutional environments such as 
universities, research laboratories, and 
corporate offices, the handling of sensitive data 
including student records, financial systems, and 
proprietary research has become increasingly 
dependent on cloud-integrated services. While 
these services offer operational scalability and 
efficiency, they also expose systems to 
sophisticated cyber threats, including 
distributed denial-of-service (DDoS) attacks, 
zero-day exploits, and polymorphic malware [1, 
2]. Institutions that manage critical assets such 
as personal identities, intellectual property, and 
authentication credentials have become 
prominent targets for such advanced threats. As 
infrastructure evolves toward hybrid edge-cloud 
architectures, these environments require 
adaptive, context-aware security mechanisms 
that can operate in real time on distributed, 
resource-constrained devices [3,4]. 

Traditional intrusion detection systems (IDS) 
are predominantly based on rule sets, signature-
based matching, and supervised learning 
algorithms such as Artificial Neural Networks 
(ANN), Decision Trees, and Support Vector 
Machines (SVM) [5,6]. Although effective for 
known attacks, these systems often fail to detect 
previously unseen or dynamically changing 
threats, particularly zero-day and polymorphic 
attacks, due to their dependence on static 
training datasets and centralized processing. 
Moreover, the rigid nature of signature-based 
models makes them ineffective against 
metamorphic malware that modifies its 
structure to evade detection. Centralized IDS 
deployments also lead to increased network 
congestion and latency, especially in high-
density institutional environments. These 
limitations highlight the inadequacy of 
conventional models for modern, real-time, and 
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distributed detection needs. 
 
   To address these challenges, this study 
proposes a novel hybrid intrusion detection 
architecture that integrates Fuzzy C-Means 
(FCM) clustering with an Adaptive Neuro-Fuzzy 

Inference System (ANFIS) (Fig 1). FCM, deployed 
at the cloud layer, segments traffic data into 
overlapping clusters based on membership 
degrees. The clustering process minimizes the 
objective function: 

  
 

 
Figure 1:  Overall system architecture integrating fuzzy clustering and FNN on edge-cloud setup 

 
where xi is the data point, cj is the centroid of 
cluster j, uij is the degree of membership, and m 
is the fuzzification parameter [7]. This method 
allows the system to identify ambiguous or 
anomalous behaviors that traditional hard 
clustering would overlook. 
   The ANFIS component, implemented at the 
edge layer, performs layered rule-based 
classification using five-layer architecture—
comprising fuzzification, rule generation, 
normalization, defuzzification, and output 
computation. ANFIS combines the learning 
capabilities of neural networks with fuzzy 
inference to dynamically adapt its rules through 
hybrid training involving back propagation and 
least-squares estimation [8]. This enables the 
system to respond to emerging threats in real 
time, without requiring centralized retraining 
or static rule updates. 
    The proposed system was deployed in a real-
world institutional setting using an Ubuntu-
based edge server connected to a secure 
Amazon Web Services (AWS) cloud 
environment. Evaluation was conducted using 
the UNSW-NB15 dataset, which includes a 
diverse set of network attack scenarios, 
including zero-day and polymorphic attacks 

[9,10]. The hybrid model achieved a detection 
accuracy of 94.6%, a detection rate of 96.1%, 
and a false positive rate of only 2.8%. Average 
detection latency was measured at 1.45 
seconds under real-time traffic simulation. 
Secure data transmission between the edge and 
cloud was ensured using AES-256 encryption 
and tunneling protocols, minimizing privacy 
risks while maintaining system responsiveness. 
This work makes three primary contributions. 
First, it introduces a novel hybrid security 
model that adapts to uncertainty and real-time 
dynamics in edge-cloud architectures. Second, 
it demonstrates the system’s practical 
deployment and performance under real-time 
institutional conditions. Third, it addresses the 
security-privacy trade-off by integrating 
encrypted edge-to-cloud data tunneling while 
minimizing local processing exposure. The 
proposed system offers a scalable, 
interpretable, and privacy-preserving solution 
suitable for mission-critical deployments in 
academic, corporate, and research 
environments. Furthermore, it lays the 
groundwork for future research integrating 
block chain auditing and quantum-resistant 
fuzzy logic architectures [11]. 
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2. MATERIALS AND METHODS 
2.1 Fuzzy Clustering for Preprocessing and 
Threat Patterning 
 
   Fuzzy C-Means (FCM) clustering was 
employed in this study as a core preprocessing 
method to identify complex and previously 
unrecognized threat patterns from raw packet 
and log data. Traditional clustering techniques 
often struggle with overlapping data in 
cybersecurity environments, particularly where 
polymorphic or metamorphic attack behaviors 
defy discrete classification [11]. FCM mitigates 
this limitation by enabling each data point to 
possess partial membership in multiple 
clusters, allowing for more expressive 
representation of dynamic threat behavior. 
 
   In the proposed framework, FCM processes 
raw behavioral data collected from routers and 
firewalls, forming semantically rich clusters 
that abstract intricate traffic characteristic. 
These clusters are not fixed but evolve as new 
data is observed, which allows the system to 
dynamically respond to variant and zero-day 
attacks. The evolving cluster centroids facilitate 
adaptive grouping, making FCM particularly 
suited for use in proactive threat intelligence 
systems that rely on behavior generalization 
rather than fixed signatures. The output of this 
clustering phase forms the input layer to the 
subsequent prediction engine, ensuring scalable 
and responsive behavior in real-time detection 
scenarios. 
 
2.2 Fuzzy Neural Network (FNN) for 

Intrusion Prediction 
 

   For the intrusion prediction module, an 
Adaptive Neuro-Fuzzy Inference System 
(ANFIS) was utilized to leverage the 
interpretability of fuzzy logic and the learning 
capacity of neural networks [12]. The system 
accepts the output clusters from the FCM phase 
as its input features. These clusters represent 
condensed behavioural profiles of traffic 
patterns (Fig 2). Each fuzzy rule within ANFIS is 
mapped to a specific output category such as 
“normal,” “potential threat,” or “intrusion,” and 
these rules are updated in real time based on 
evolving input patterns (Fig 3). 
 
   The hybrid model learns continuously, 
eliminating the need for static rule updates. 
This adaptability ensures robustness against 

advanced persistent threats (APTs), zero-day 
vulnerabilities, and subtle behavioral anomalies 
that typically evade rule-based intrusion 
detection systems. Furthermore, the fuzzy 
component of the model introduces 
interpretability and controlled uncertainty, 
allowing partial classifications of ambiguous 
behavior and reducing false positives without 
compromising detection sensitivity. Rule 
inference, fuzzification, and defuzzification 
layers were modified to support dynamic rule 
updates as driven by shifting FCM clusters, 
resulting in a system that evolves along with the 
threat landscape. 

 

Figure 2:   Fuzzy clustering workflow for data 
segmentation 

 

 

Figure 3:   ANFIS layered architecture with 
input, rule, and output mapping 

 

2.3 Environment: Ubuntu Server (College 
Lab) Integrated with AWS Cloud 
 

   The implementation of the hybrid architecture 
was realized using a dual-node deployment, 
combining edge processing on a local Ubuntu 
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22.04 LTS server and deeper inference tasks on 
a cloud-hosted node. The local node, deployed 
within a college laboratory, was equipped with 
a quad-core Intel i7 processor, 16 GB DDR4 
RAM, and a 1 TB SSD, and was responsible for 
capturing and clustering real-time traffic. This 
edge server handled latency-sensitive tasks 
such as real-time FCM clustering, while more 
computationally intensive operations like rule 
training and historical log analysis were 
offloaded to an Amazon EC2 instance (t2.x 
large) integrated into the system via a secure 
channel. 
   A TLS-encrypted SSH tunnel with IP 
whitelisting was configured between the local 
and cloud nodes to ensure secure data 
transmission. The cloud instance, running the 
ANFIS model, conducted deeper inference and 
facilitated the ongoing training of the fuzzy 
neural network. Synchronization of models, 
logs, and clustering outputs was handled 
through automated cron jobs and system D 
services. Log rotation scripts were employed to 
manage historical data efficiently. This hybrid 
infrastructure provides a scalable and secure 
setup for managing real-time intrusions in 
environments with constrained local resources. 
 
2.4  Dataset: UNSW-NB15—Modern and 
Realistic Cybersecurity Dataset 
 
   The UNSW-NB15 dataset, developed by the 
Australian Centre for Cyber Security (ACCS), 
was selected for training and evaluating the 
proposed system. This dataset contains over 
two million labeled records and includes nine 
types of modern attack behaviors, including 
denial-of-service (DoS), worms, exploits, 
fuzzers, and backdoors. These were 
synthetically generated using the IXIA 
PerfectStorm tool to replicate contemporary 
threat environments [13]. 
 
   Each record comprises 49 features 
encompassing flow-based, content-based, and 
time-based characteristics. Feature 
normalization was performed using both 
MinMax and standard scaling techniques prior 
to clustering. The dataset was divided into 
training, validation, and testing sets in a 
70:15:15 split, and a five-fold cross-validation 
strategy was adopted during training to ensure 
robustness and minimize overfitting. This 
ensured that the model's predictive capability 
was not over-specialized to a particular 

partition of data, improving generalizability 
across unseen threat patterns. The use of 
UNSW-NB15 over legacy datasets like KDD99 
reflects the need for modern threat 
representation in hybrid cloud and edge 
environments. 
 
2.5 Tools: Wireshark for Traffic Analysis, 
TensorFlow, and Python (scikit-fuzzy) 
 
   The system was developed using Python 3.10 
within a scientific computing environment. 
Fuzzy clustering was implemented using the 
scikit-fuzzy package, which allowed for 
adjustable membership functions and 
convergence thresholds. The ANFIS model was 
constructed using Tensor Flow 2.x, with custom 
layers designed for fuzzification, rule 
evaluation, and defuzzification, supported by 
NumPy for numerical operations. The model 
architecture was modified to accommodate 
dynamic rule updates, enabling it to learn 
continuously from shifting cluster assignments 
generated by the FCM engine. 
 
   Wireshark was used for packet inspection and 
real-time traffic collection from both internal 
LAN and external cloud-facing interfaces. 
Packets were transformed into flow-based 
features, including average packet length and 
session duration, to match the format of the 
UNSW dataset and to improve model 
compatibility. Visual analytics were conducted 
using Matplotlib and Seaborn to interpret 
clustering performance, confusion matrices, and 
classification outcomes. During early-stage 
development, Jupyter Notebooks were used for 
interactive prototyping. For production 
deployment, all models were containerized 
using Docker to ensure reproducibility and 
consistency across edge and cloud platforms. 
 
2.6 Security Evaluation Protocol 

 
    A comprehensive security evaluation protocol 
was developed to assess the resilience, 
accuracy, and adaptability of the proposed 
system under simulated adversarial conditions. 
The evaluation focused on standard 
classification metrics, including precision, 
recall, F1-score, false positive rate (FPR), and 
detection latency. On the labeled test set of the 
UNSW-NB15 dataset, the system achieved an 
average F1-score of 93.2%, with particularly 
strong performance in detecting fuzzers and 
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exploit attacks. Detection latency averaged 1.5 
seconds from packet capture to classification, 
meeting near real-time operational 
requirements. The system's ability to adapt to 
concept drift was evaluated by injecting 
evolving threat patterns over time and 
monitoring the reformation of FCM clusters and 
their effect on rule evolution in ANFIS. 
Additional tests simulated covert intrusions 
through custom packet injection, malformed 
payloads, and port scans. The robustness of 
encrypted communication between edge and 
cloud was verified using entropy measurements 
and stress tests under AES-256 encryption and 
TLS [14]. While the encryption mechanisms 

provided confidentiality, further analysis 
included assessing potential vulnerabilities 
such as data poisoning and rule manipulation. 
The model's resilience to these adversarial 
conditions was validated by introducing 
mislabeled training samples and obfuscated 
payloads. Despite these perturbations, the 
system maintained high classification 
performance and continued to evolve its rule 
set effectively. Through these evaluations, the 
system demonstrated a high degree of 
robustness, adaptability, and real-time 
operational efficiency, confirming its suitability 
for deployment in contemporary hybrid cyber 
security environments (Table1). 

 

TABLE 1: ENVIRONMENT CONFIGURATION AND DATASET STATISTICS 
Component Specification / Description 

Edge Server Intel i7-9700, 16 GB RAM, 1 TB SSD, Ubuntu 22.04 LTS 
Cloud Node AWS EC2 (t2.xlarge), 4 vCPUs, 16 GB RAM, EBS Storage 500 GB 
Dataset Name UNSW-NB15 (Australian Centre for Cyber Security) 
Total Records 2,540,044 
Number of Features 49 
Attack Categories Fuzzers, DoS, Exploits, Worms, Backdoors, Reconnaissance, Generic, 

Shellcode, Analysis 
Training–Validation–

Testing 
70% – 15% – 15% split 

Python Libraries Used scikit-fuzzy, tensorflow, numpy, matplotlib, seaborn 
Traffic Analysis Tool Wireshark 
Security Protocols 

Evaluated 
FPR, Precision, Recall, Latency, Confusion Matrix, Rule Adaptivity 

 
3. RESULTS AND DISCUSSION 
3.1 Metrics: Accuracy, False Positive Rate 
(FPR), Detection Rate 
 

Three important metrics—accuracy, false 
positive rate (FPR), and detection rate (DR)—
were used to evaluate the hybrid intrusion 
detection system. These metrics provide a 
comprehensive measure of the system’s ability 
to minimize false alarms while correctly 
identifying threats. DR represents the 
percentage of true attacks detected, while 
accuracy denotes the overall correctness in 
identifying both benign and malicious events. 
FPR is a critical metric in intrusion detection as 
a high FPR can overwhelm system 
administrators with unnecessary alerts. 

The proposed hybrid model outperformed 
conventional approaches with an accuracy of 
94.6%, a detection rate of 96.1%, and a low FPR 

of 2.8%. These results indicate high reliability in 
both recognizing attacks and minimizing false 
positives. Fuzzy logic contributed significantly 
to reducing misclassification, while ANFIS-
based adaptive rule learning improved the 
model’s capacity to handle ambiguous data [15]. 
Such performance demonstrates the system’s 
practical viability for real-world deployment in 
environments where adaptive intelligence and 
reliability are vital. 

3.2 Performance Comparison: Fuzzy 
Clustering + FNN vs. Classical ANN, SVM 

Comparative studies were conducted 
between the proposed hybrid system, which 
integrates Fuzzy C-Means (FCM) clustering and 
Fuzzy Neural Networks (FNN), and classical 
machine learning methods, including Artificial 
Neural Networks (ANN) and Support Vector 
Machines (SVM). ANN achieved an accuracy of 
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88.7%, but its inability to handle ambiguous 
data resulted in a higher FPR of 6.5%. SVM 
showed an even higher FPR of 8.2% and a lower 
detection rate of 84.9%, indicating difficulty in 
distinguishing overlapping class boundaries. 

The hybrid fuzzy system showed significant 
improvement due to its two-layered 
architecture. FCM helped segment complex 
behavioral data into well-defined clusters, and 
ANFIS-based rule learning enhanced context-
aware decision-making. This design enabled the 
system to detect low-volume and covert attacks 
more effectively [16]. As a result, it was more 
robust in dynamic data environments, including 
those affected by data drift and adversarial 
behavior patterns. 

Compared with other hybrid systems such as 
fuzzy-genetic algorithms and deep learning-
fuzzy architectures, the proposed model shows 
advantages in speed, adaptability, and resource 
efficiency. Evolutionary-fuzzy methods typically 
require computationally intensive optimization, 
while deep models, though accurate, often lack 
real-time responsiveness [17]. By contrast, the 
proposed FCM + FNN model provides a balance 
of adaptability and low latency, making it more 
suitable for real-time intrusion detection [18]. 

Traditional rule-based IDS struggle to adapt 
to evolving threats because they rely on static 
thresholds and predefined signatures. In 
contrast, fuzzy systems handle ambiguity and 
incomplete inputs effectively, offering adaptive 
reasoning and learning capabilities. This 
flexibility allows the model to dynamically 
update inference rules and decision criteria, 
particularly in response to zero-day attacks 
[19]. Consequently, fuzzy logic combined with 
neural inference and clustering enables early 
detection of novel threats with high accuracy 
and minimal false positives [20]. Such models 
are especially valuable in complex cyber-
physical systems (CPS) and IoT environments, 
where evolving, covert, and unpredictable 
threats are common [21]. 

3.3 Real-time Simulation Results 

Real-time simulations were carried out in a 
testbed replicating institutional network 
conditions. Synthetic traffic generated using the 
UNSW-NB15 dataset was injected via TCP 

Replay, comprising both benign and malicious 
flows. Packet recording and classification were 
performed on an Ubuntu Edge node using 
Wireshark and Python-based FCM clustering. 
The experiment measured packet arrival time, 
classification latency, and alert generation 
delay. 

The hybrid system exhibited a peak CPU 
utilization of 61%, peak RAM usage under 4.5 
GB, and an average response time of 1.45 
seconds, demonstrating efficiency within the 
requirements for real-time intrusion detection. 
Because input data were pre-organized into 
fuzzy clusters, the downstream computational 
burden was reduced. The ANFIS-based rule 
layer performed faster than traditional deep 
learning models due to its lightweight inference 
mechanism [22]. 

Real-time classification heatmaps further 
validated the segmentation efficiency. As shown 
in Figure 4, the proposed system achieved the 
highest performance among tested models: 
detection rate of 96.1%, accuracy of 94.6%, and 
FPR of only 2.8%. Figure 5 illustrates the 
relationship between fuzzy clusters and assault 
classes. Clusters 0, 1, and 2 were strongly 
associated with fuzzers, exploits, and DoS 
attacks, respectively. Cluster 3 corresponded 
mainly to benign traffic with minor intrusion 
overlap, indicating that the clustering process 
effectively distinguished between traffic types. 

Table 2 summarizes performance 
comparisons: the hybrid model achieved 
superior metrics across all categories, including 
precision (95.4%) and F1-score (95.7%). Table 
3 compares resource utilization and delay. The 
proposed hybrid system showed the lowest 
average response time (1.45 s), peak CPU usage 
(61%), RAM consumption (4.3 GB), disk I/O (45 
MB/s), and model load time (2.2 s) compared to 
ANN and SVM. 

These results underscore the system's 
suitability for edge computing environments. 
Edge computing minimizes latency by 
processing data close to the source, reducing 
bandwidth requirements and ensuring 
operational continuity in the event of cloud 
outages [23,24]. Localized processing also 
improves data privacy by limiting exposure to 
external networks [25,26]. The system supports 
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federated intelligence, allowing adaptive 
learning across distributed nodes without the 
need to transmit raw data [27,28]. Such 
architecture provides the agility and robustness 

necessary for mission-critical environments like 
autonomous vehicles, mobile sensor networks, 
and smart cities, where fast and intelligent 
decision-making is required [29,30]. 

 

Figure 4:   Detection accuracy comparison across models 

 

Figure 5:   Threat classification heatmap (fuzzy clusters vs real classes) 

Fuzzy logic further strengthens resilience by 
offering reasoning under ambiguity. Unlike 
binary logic, fuzzy inference accepts partial 
truths and provides continuity in decision-
making despite uncertain, incomplete, or noisy 
data [31, 32]. Even in cases of sensor 
degradation or ambiguity, the system can 
maintain a functional security posture through 

integration with entropy-based classifiers and 
adaptive probabilistic models [33]. These 
capabilities are especially valuable in 
applications like UAV surveillance, medical 
diagnostics, and autonomous navigation, where 
rapid interpretation of uncertain data is 
essential [34]. 
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TABLE 2 : PERFORMANCE METRICS COMPARISON 

Metric Classical 
ANN 

SVM 
Proposed Hybrid 

(FCM + FNN) 
Accuracy (%) 88.7 85.3 94.6 

Detection Rate (%) 89.9 84.9 96.1 

False Positive Rate (%) 6.5 8.2 2.8 

Precision (%) 87.2 83.5 95.4 

F1-Score 88.0 84.1 95.7 

 
TABLE 3: LATENCY AND RESOURCE USAGE ON SERVER 

 

Parameter Classical ANN SVM 
Proposed Hybrid 

(FCM + FNN) 

Average Response Time 

(sec) 

2.10 2.35 1.45 

Peak CPU Usage (%) 78% 82% 61% 

Peak RAM Usage (GB) 5.6 6.1 4.3 

Disk I/O During Peak 

(MB/s) 

62 59 45 

Model Load Time (sec) 3.5 3.1 2.2 

 

CONCLUSION 

This research presents a hybrid intrusion 
detection system combining Fuzzy C-Means 
clustering, Fuzzy Neural Networks, and ANFIS-
based inference, designed for edge-cloud 
environments. The system achieved 94.6% 
accuracy, a 96.1% detection rate, and a low 
false positive rate of 2.8%, with an average 
response time of 1.45 seconds and efficient 
resource usage. Its ability to adapt to 
ambiguous and evolving threats, including zero-
day and low-volume attacks, significantly 
outperforms traditional models such as ANN 
and SVM. Fuzzy logic enables contextual 
decision-making, while edge deployment 
enhances responsiveness, autonomy, and data 
privacy. The architecture is well-suited for 
securing dynamic infrastructures such as smart 
cities, IoT networks, and industrial systems. 
Future enhancements include blockchain-based 
audit trails, federated learning for decentralized 
model training, and quantum fuzzy systems for 
advanced uncertainty handling. Overall, the 
proposed system offers a scalable, adaptive, and 

efficient solution for real-time cybersecurity in 
mission-critical edge-cloud environments. 
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