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Abstract Abstract:
The necessity for security to protect the privacy of everyone who frequently uses PCs, cell phones, and IOT devices
Document Sections has increased along with the quick development and expansion of technology. Thus, logs have become a vital tool and

greatest buddy for developers and other IT administrators in current technological age. Application logs have been
used for a variety of tasks, such as business analytics, security compliance, debugging, and monitoring. Thus, Log4j is
II. Litreature Survey a popular open-source Java software library used by developers to monitor the activity of their software applications.
Alibaba Cloud security researchers published a notification on December 9, 2023, alerting the public to a new Zero-Day
vulnerability affecting the Java logging package log4j, tagged as CVE-2021-44228. With a severity score of 10.0 (the

IV. Mitigation highest rating) this vulnerability allows hosts running software that makes use of this log4j version to execute simple
remote code execution.
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