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Preface

In today's data-driven world, information is a powerful asset. From small-
scale business applications to large-scale enterprise systems, managing data
efficiently, accurately, and securely is essential. Relational Database
Management Systems (RDBMS) form the backbone of this data
infrastructure, offering a structured and logical approach to storing,
retrieving, and manipulating data.

This book is designed to provide a comprehensive understanding of RDBMS
concepts, theories, and practices. It begins with foundational principles such
as data models, relational algebra, and normalization, gradually advancing to
SQL programming, transaction management, indexing, and database
security. Special attention has been given to real-world examples and
practical use-cases to bridge the gap between theory and application.

The book is intended for undergraduate and postgraduate students of
computer science, information technology, and related disciplines, as well as
professionals who seek to build or refresh their knowledge of relational
databases. Each chapter is accompanied by illustrations, review questions,
and exercises to aid comprehension and encourage hands-on learning.

In writing this book, the objective has been not only to educate but also to
inspire curiosity and critical thinking about how data is organized and used
in modern systems. It is our hope that readers will come away with a solid
foundation in RDBMS and an appreciation for the role of databases in the
broader landscape of computing.

We express our sincere gratitude to educators, reviewers, and industry
experts whose insights and feedback have enriched the content. Any
suggestions for improvement are welcome as we strive to make future
editions even more effective and relevant.
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About the Book

This book on Relational Database Management Systems (RDBMS) offers a
comprehensive and structured exploration of the fundamental concepts,
principles, and practical applications of relational databases. Designed for
students, educators, and professionals, it covers everything from the basics of
database systems and architecture to advanced topics such as transaction
management, concurrency control, and database recovery.

The book begins with an introduction to database systems and data models,
then delves deeply into the relational model, relational algebra, and SQL—the
core tools for managing and querying relational databases. It also addresses
essential aspects of database design, including entity-relationship modeling
and normalization, ensuring readers understand how to create efficient and
reliable database schemas.

Further chapters focus on physical storage, indexing, query optimization, and
the critical areas of transaction processing and concurrency control, which
guarantee data integrity and performance in multi-user environments.
Security, authorization, and recovery mechanisms are also thoroughly
discussed to prepare readers for real-world challenges in database
administration.

To bridge theory and practice, the book concludes with advanced topics and a
dedicated chapter on case studies and applications, illustrating how relational
databases are implemented across various industries and use cases.

Additionally, the book emphasizes practical examples and exercises that
reinforce learning and encourage hands-on experience. It incorporates the
latest trends and technologies in database management, including cloud
databases and data warehousing. The clear explanations and structured
approach make complex topics accessible to readers with varying levels of
expertise. Whether you are a beginner or an experienced practitioner, this book
serves as a valuable resource for mastering RDBMS concepts and techniques.
Its balanced coverage ensures that readers are well-equipped to design,
implement, and manage robust database systems in today’s data-driven
environments.
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CHAPTER 1
INTRODUCTION TO DATABASE SYSTEMS
Learning Outcomes
o Define and explain the essential characteristics of databases.

e Trace the evolution from file-based systems to modern database
systems.

o Distinguish between different types of Database Management Systems
(DBMS).

e Analyze the major applications and significance of databases in
contemporary society.

e Identify and describe the roles of various database users and
administrators.

1.1 Definition of a Database

A database is a systematically organized collection of related data, stored and
accessed electronically from a computer system. The concept of a database
extends far beyond a simple digital file; it is a structured and integrated system
that allows for efficient data management, retrieval, and manipulation. Unlike
unstructured data storage, a database is designed to ensure that data is logically
related, easily accessible, and consistently maintained over time.

1.1.1 Components of a Database

Databases are composed of several key components that work together to
provide reliable and efficient data management. The core component is the
data itself, which is organized into tables, records, and fields. Metadata
describes the structure, relationships, and constraints of the data, such as data
types, field lengths, and integrity rules. The database schema acts as a
blueprint, defining how data is organized and how relationships among data
are maintained. In addition, databases often include indexes to speed up data
retrieval and views to present data in specific formats to different users.

A Database Management System (DBMYS) is the software layer that manages
the database, providing tools for defining, constructing, manipulating, and



sharing data among authorized users. The DBMS ensures that data is stored
securely, remains consistent, and is accessible to multiple users without
conflicts.

1.1.2 Characteristics of Databases

The defining characteristics of databases set them apart from other forms of
data storage. Data integrity is a fundamental property, ensuring that data
remains accurate, valid, and reliable throughout its lifecycle. This is achieved
through constraints, validation rules, and transaction controls that prevent
unauthorized or erroneous changes.

Data security is another essential characteristic, encompassing measures such
as user authentication, access controls, and encryption to protect data from
unauthorized access, breaches, or corruption. Data independence refers to the
separation of data structure from application programs, allowing database
administrators to modify the schema without disrupting existing applications.

Efficient access is facilitated by query languages, indexing, and optimized
storage structures, enabling users to retrieve and manipulate data rapidly, even
in very large databases. Multi-user support is critical in organizational settings,
allowing multiple users to access and update the database concurrently while
maintaining data consistency and preventing conflicts.

Table 1.1: Key Characteristics of Databases

Data Integrity

Data Security

Data Independence

Efficient Access

Multi-user Support

Explanation:

Table 1.1 summarizes the foundational qualities that make databases essential
for reliable and secure data management. These characteristics ensure that
databases can support complex, real-world applications with high demands for
accuracy, security, and performance. For example, in a banking system, data



integrity ensures that account balances are always accurate, while data security
prevents unauthorized access to sensitive financial information.

1.1.3 The Role of Standards and Protocols

Modern databases adhere to a range of standards and protocols to ensure
interoperability, scalability, and reliability. Standards such as SQL (Structured
Query Language) provide a consistent way to define, query, and manipulate
data across different DBMS platforms. Protocols for data exchange, backup,
and recovery further enhance the robustness and usability of databases in
distributed and cloud environments.

1.2 Evolution from File Systems to Database Systems

The history of data management is marked by a gradual shift from simple file-
based storage to sophisticated database systems. This evolution was driven by
the need to overcome the limitations of early data storage methods and to
support increasingly complex and large-scale applications.

1.2.1 File-Based Systems: Structure and Limitations

In the early days of computing, organizations managed data using file-based
systems. Each application maintained its own set of files, typically in formats
such as text, CSV, or binary. While this approach was straightforward, it
introduced significant challenges as organizations grew and the volume of data
increased.

One of the primary issues was data redundancy, where the same data was
stored in multiple files, leading to wasted storage space and increased risk of
inconsistency. For example, a customer’s address might appear in both the
sales and billing files, and any change would need to be updated in multiple
places. Data inconsistency arose when updates were not applied uniformly,
resulting in conflicting information across files.

File-based systems also lacked integration, making it difficult to perform
complex queries that required data from multiple sources. Security and access
control were minimal, often limited to file-level permissions, which were
inadequate for sensitive or regulated data. Maintenance was labor-intensive,
as changes to data structures required manual updates to every affected
application.



1.2.2 Early Database Systems: Hierarchical and Network Models

To address the limitations of file-based systems, the first database management
systems emerged in the 1960s. The hierarchical model, exemplified by IBM’s
Information Management System (IMS), organized data in a tree-like
structure, with each record having a single parent. This model was efficient
for certain applications but inflexible for complex relationships.

The network model, introduced by the Conference on Data Systems
Languages (CODASYL), allowed more complex many-to-many relationships
by representing data as a graph of records connected by links. While this
model improved flexibility, it required users to navigate data through explicit
pointers, making queries and maintenance cumbersome.

1.2.3 The Relational Model: A Paradigm Shift

A transformative moment in database history occurred in 1970, when E. F.
Codd published his seminal paper on the relational model. The relational
model organizes data into tables (relations), where each row represents a
record and each column represents an attribute. Relationships between tables
are established using keys, eliminating the need for explicit pointers.

o
e

Fig 1.1: Evolution from File Systems to Database Systems

Explanation:
Figure 1.1 visually contrasts the fragmented nature of file-based systems with



the integrated, centralized approach of database systems. The transition to
database systems reduced redundancy, improved data consistency, and
enabled organizations to manage and share data more effectively. In the
centralized model, data is stored in a unified structure, making it easier to
enforce standards, maintain integrity, and support complex queries.

The relational model introduced several advantages, including data
independence, easier querying through declarative languages like SQL, and
greater flexibility in managing and integrating data. This model became the
foundation for most modern database systems, enabling organizations to scale
their data management capabilities and support a wide range of applications.

1.2.4 Modern Trends: Distributed and Cloud Databases

Recent decades have seen the emergence of distributed and cloud-based
databases, which allow data to be stored and accessed across multiple physical
locations. These systems provide scalability, fault tolerance, and high
availability, supporting global applications and real-time analytics. The
evolution continues as organizations adopt new technologies to meet the
demands of big data, Internet of Things (IoT), and artificial intelligence.

1.3 Types of Database Management Systems

Database Management Systems (DBMS) have evolved to support a variety of
data models and application requirements. Understanding the different types
of DBMS is essential for selecting the right system for a given use case.

1.3.1 Hierarchical Database Management Systems

Hierarchical DBMS organize data in a tree-like structure, where each child
record has only one parent. This model is efficient for applications with
predictable, one-to-many relationships, such as organizational charts or
directory services. However, its rigidity makes it less suitable for applications
with complex or dynamic relationships.

1.3.2 Network Database Management Systems

Network DBMS use a graph structure, allowing each record to have multiple
parent and child records. This model supports more complex relationships but
can be difficult to design and maintain. Network databases are well-suited for



applications like airline reservation systems, where data entities are highly
interconnected.

1.3.3 Relational Database Management Systems (RDBMS)

Relational DBMS store data in tables composed of rows and columns. Each
table represents a different entity, and relationships between entities are
established through keys. RDBMS are the most widely used type of DBMS
due to their flexibility, scalability, and support for powerful query languages
like SQL. Examples include Oracle, MySQL, Microsoft SQL Server, and
PostgreSQL.

1.3.4 Object-Oriented Database Management Systems

Object-oriented DBMS integrate object-oriented programming concepts,
allowing data to be stored as objects with attributes and methods. These
systems are suitable for applications requiring complex data representations,
such as CAD/CAM and multimedia databases. They support inheritance,
encapsulation, and polymorphism, enabling more natural modeling of real-
world entities.

1.3.5 NoSQL Database Management Systems

NoSQL DBMS are designed for large-scale, unstructured, or semi-structured
data. They support various data models, including key-value, document,
column-family, and graph. NoSQL systems are commonly used in big data,
real-time web applications, and IoT. They offer high scalability, flexible
schemas, and the ability to handle massive volumes of data.

Table 1.2: Types of Database Management Systems

Type Data Model Example Use Case
Hierarchical Tree Structure Telecom directories
Network Graph Structure Airline reservations

Relational Tables (Relations) Banking, ERP systems




Object- Objects and Classes CAD/CAM,
Oriented multimedia
NoSQL Key-Value, Document, | Social media, IoT
Graph
Explanation:

Table 1.2 compares the main types of database management systems,
highlighting their data models and typical use cases. Each type addresses
specific requirements, from structured business data to flexible, high-volume
web applications. For instance, RDBMS are ideal for transactional systems,
while NoSQL databases excel in scenarios requiring scalability and flexibility.

1.3.6 Hybrid and NewSQL Systems

Hybrid systems combine features of different DBMS types to address specific
needs, such as supporting both structured and unstructured data. NewSQL
databases aim to provide the scalability of NoSQL systems while maintaining
the ACID properties of traditional relational databases, making them suitable
for high-performance, mission-critical applications.

1.4 Applications and Importance of Databases

Databases form the backbone of modern information systems and support a
wide range of applications across various sectors.

1.4.1 Business Applications

In business, databases are fundamental for managing customer relationships,
processing transactions, tracking inventory, and supporting decision-making
processes. Enterprise Resource Planning (ERP) and Customer Relationship
Management (CRM) systems rely heavily on robust databases. Databases
enable organizations to analyze sales trends, optimize supply chains, and
enhance customer service by providing timely and accurate information.

1.4.2 Healthcare Applications

Healthcare organizations use databases to store electronic health records,
manage patient information, and support research. Accurate and secure data
management is critical for patient care and regulatory compliance. Databases
facilitate the integration of clinical, administrative, and research data, enabling



healthcare providers to deliver better outcomes and improve operational
efficiency.

1.4.3 Educational Applications

Educational institutions utilize databases for student information systems,
digital libraries, and e-learning platforms. Databases enable efficient
management of enrollment, grading, and resource allocation. They also
support research activities by providing access to large datasets and scholarly
resources.

1.4.4 Government and Public Sector Applications

Governments depend on databases for managing tax records, census data,
social services, and law enforcement information. Databases help streamline
operations, improve transparency, and enhance public service delivery. For
example, law enforcement agencies use databases to track criminal records,
analyze crime patterns, and coordinate investigations.

1.4.5 E-commerce and Online Services

E-commerce platforms use databases to manage product catalogs, customer
orders, payment processing, and user profiles. The scalability and reliability
of databases are essential for supporting high transaction volumes and real-
time operations. Databases also enable personalized recommendations, fraud
detection, and inventory management in online retail.

1.4.6 Scientific Research and Big Data

Scientific research increasingly relies on databases to store and analyze large
volumes of experimental data, simulations, and publications. Big data
technologies, often built on NoSQL databases, enable researchers to process
and interpret complex datasets, leading to new discoveries and innovations.
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Fig 1.2: Application Areas of Databases

Explanation:

Figure 1.2 illustrates the diverse sectors that depend on databases for their core
operations. The central role of databases in these fields underscores their
importance in enabling data-driven decision-making and efficient service
delivery. Whether in commerce, healthcare, education, or government,
databases empower organizations to leverage information as a strategic asset.

1.5 Overview of Database Users and Administrators

A robust database environment involves a range of users, each with distinct
roles and responsibilities.

1.5.1 Database Administrators (DBAs)

DBAs are responsible for the overall management of database systems. Their
duties include designing database structures, ensuring data security,
performing backups, optimizing performance, and troubleshooting issues.
DBAs also enforce policies for data access, monitor system health, and plan
for disaster recovery.

1.5.2 Application Programmers

Application programmers develop software applications that interact with the
database. They write code to access, modify, and display data, ensuring that
applications meet user requirements and business objectives. Programmers
must understand both the database schema and the needs of end users to create
effective solutions.



1.5.3 End Users

End users are individuals who interact with the database through applications
or direct queries. They may be employees, customers, or other stakeholders
who need to access and manipulate data for their tasks. End users rely on
intuitive interfaces and reliable data to perform their daily activities.

1.5.4 System Analysts

System analysts assess organizational needs and design database systems to
meet those requirements. They bridge the gap between business objectives and
technical implementation, ensuring that the database supports strategic goals.
System analysts collaborate with DBAs, programmers, and end users to
deliver effective solutions.

1.5.5 Data Architects and Data Scientists

In modern organizations, data architects design the overall data infrastructure,
including databases, data warehouses, and data lakes. Data scientists use
databases to extract, analyze, and visualize data, supporting advanced
analytics and machine learning initiatives.

Table 1.3: Roles in a Database Environment

Role Responsibilities

Database Administrator | Maintenance, security, backup

Application Programmer | Develops database applications

End User Uses applications to access data

System Analyst Designs and analyzes database needs

Data Architect Plans and designs data infrastructure

Data Scientist Analyzes and interprets data
Explanation:

Table 1.3 details the primary roles involved in a database environment. Each



role contributes to the effective design, implementation, and use of database
systems, ensuring that organizational data is managed efficiently and securely.
The collaboration among these roles is essential for maintaining data quality,
supporting business operations, and enabling innovation.

Summary

This chapter provided a comprehensive introduction to database systems. It
began by defining databases and highlighting their essential characteristics,
such as data integrity, security, independence, efficient access, and multi-user
support. The chapter traced the historical evolution from file-based systems to
modern DBMS, emphasizing the paradigm shift brought by the relational
model and the continued innovation in distributed and cloud-based databases.

A detailed exploration of the different types of DBMS—including
hierarchical, network, relational, object-oriented, NoSQL, hybrid, and
NewSQL systems—demonstrated how each addresses specific data
management needs. The chapter also examined the wide-ranging applications
of databases, from business and healthcare to education, government, e-
commerce, and scientific research, illustrating their central role in
contemporary society.

Finally, the chapter described the various users and administrators who
interact with databases, outlining their responsibilities and the importance of
collaboration in maintaining effective data environments. This foundational
knowledge sets the stage for deeper study of database design, implementation,
and management in the chapters that follow.

Review Questions

1. Define a database and explain its essential characteristics. How do
these characteristics contribute to effective data management in
organizations?

2. Discuss the major limitations of file-based systems and describe how
the evolution to database systems addressed these challenges.

3. Compare and contrast the hierarchical, network, relational, and
NoSQL database models. Provide examples of applications suited to
each model.



4. Describe the roles and responsibilities of different users in a database
environment, including database administrators, application
programmers, end users, and system analysts.

5. Analyze the importance of databases in at least three different sectors
(such as business, healthcare, and government), and explain how
databases support critical operations in these fields.



CHAPTER 2
DATABASE SYSTEM ARCHITECTURE
Learning Outcomes

o Understand the fundamental principles and structure of the three-level
database architecture.

o Comprehend the concepts of data abstraction and data independence,
and their critical role in database design.

o Identify and explain the major components of a Database Management
System (DBMS) and their interactions.

o Differentiate among various database system environments and
understand their suitability for different organizational needs.

e Analyze client-server and distributed database architectures, including
their advantages, challenges, and real-world applications.

2.1 Three-Level Architecture: External, Conceptual, Internal

Modern database systems are designed with a layered architecture to manage
complexity, enhance security, and provide flexibility. The ANSI/SPARC three-
level architecture, developed in the 1970s by the American National Standards
Institute (ANSI) and the Standards Planning and Requirements Committee
(SPARC), is a foundational model that separates the database system into three
distinct layers: the external, conceptual, and internal levels. This separation
allows different users and applications to interact with the database at
appropriate levels of detail and abstraction.

2.1.1 External Level (View Level)

The external level represents the highest layer of abstraction in the database
system and is closest to the end-users. It is often referred to as the view level
because it defines the various user views of the database. Each user or user
group may have a customized view of the data tailored to their specific needs
and roles. These views simplify interaction by hiding irrelevant data and
presenting only the information necessary for the user’s tasks.



For example, consider a university database. The registrar's office might have
a view that includes student enrollment and grades, while the financial office
sees billing and payment data. Faculty members might access course
schedules and student attendance records. Each view restricts access to
sensitive or unrelated data, thereby enforcing security and privacy.

The external level is essential for:

o Data Security: By restricting user access to only the data they are
authorized to see.

o Simplification: By hiding the complexity of the entire database and
presenting a simplified interface.

o Customization: Allowing different users to have different logical
views without affecting the underlying data.

2.1.2 Conceptual Level (Logical Level)

The conceptual level sits between the external and internal levels and provides
a unified, community-wide view of the entire database. It abstracts away the
details of physical storage and focuses on the logical structure of the data. The
conceptual schema defines all entities, attributes, relationships, constraints,
and security policies that apply to the database as a whole.

This level is maintained by the database administrator (DBA) and serves as a
blueprint for the database. It ensures consistency and integrity across all
external views and hides the physical details of data storage. The conceptual
level is critical because it allows the database to evolve logically without
affecting how users view or interact with the data.

For instance, if the university decides to add a new attribute to the student
entity (such as a middle name), this change is made at the conceptual level.
Users’ external views remain unchanged unless the new attribute is relevant to
their role.

2.1.3 Internal Level (Physical Level)

The internal level is the lowest level of abstraction and deals with the physical
storage of data on hardware devices such as hard disks, solid-state drives, or



cloud storage. It specifies how data is actually stored, including file structures,
indexing methods, compression techniques, and encryption.

The internal schema describes the physical organization of data, such as the
order of records in files, data blocks, and access paths. This level is responsible
for optimizing storage space, improving data retrieval speed, and ensuring data
durability.

Changes at the internal level, such as switching from one indexing method to
another or moving data to a different storage medium, do not affect the
conceptual schema or external views. This separation is fundamental to
physical data independence.

Table 2.1: Three-Level Architecture of Database Systems |

Level Also  Known | Description
As

External View Level User-specific views, hides complexity

Conceptual | Logical Level | Unified logical  structure, defines
relationships

Internal Physical Level | Physical storage details, indexing, file
layout

Explanation:

Table 2.1 summarizes the three levels of database architecture. The external
level customizes data access for users, the conceptual level provides a
consistent logical view, and the internal level manages the details of physical
data storage. This separation supports data independence, security, and
maintainability.

Explanation: Figure 2.1 visually represents the three-level architecture. Each
external view maps to the conceptual schema, which in turn maps to the
internal schema. This structure enables changes at one level without affecting
others, supporting both logical and physical data independence.
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Fig 2.1: Diagram of Three-Level Architecture
2.2 Data Abstraction and Data Independence
2.2.1 Data Abstraction

Data abstraction is the process of hiding the complex details of data storage
and management from users and application developers. It allows users to
interact with data at a level appropriate to their needs without worrying about
the underlying complexities. The three-level architecture is a direct
implementation of data abstraction, providing distinct views for different
stakeholders.

At the external level, users see only the data relevant to their tasks. At the
conceptual level, the database administrator manages the logical structure
without concern for physical storage. At the internal level, database engineers
optimize physical storage without affecting logical design or user views.

This layered abstraction simplifies database design, enhances security by
limiting data exposure, and facilitates maintenance by isolating changes.

2.2.2 Data Independence

Data independence is the ability to change the schema at one level of the
database system without affecting the schema at the next higher level. It is a



critical property that allows databases to evolve and adapt without disrupting
applications or users.

There are two types of data independence:

e Logical Data Independence: This refers to the capacity to change the
conceptual schema without altering external schemas or application
programs. For example, adding a new attribute or entity, or changing
relationships among entities, should not affect how users interact with
the database. Logical data independence is challenging to achieve but
vital for long-term database flexibility.

Physical Data Independence: This is the ability to modify the internal
schema—such as changing file organization, indexing methods, or storage
devices—without affecting the conceptual schema or application programs.
Physical data independence is easier to achieve and is essential for
performance tuning and hardware upgrades.

Table 2.2: Types of Data Independence

Type Description

Logical | The ability to change the conceptual schema without altering
external/user views.

Physical | The ability to change the physical storage structure without
affecting the logical schema.

Explanation:

Table 2.2 distinguishes between logical and physical data independence. These
properties allow database administrators to adapt to changing requirements
and technologies while minimizing the impact on users and applications.

2.3 Components of a DBMS

A Database Management System (DBMS) is a complex software system
composed of multiple integrated components that work together to provide
efficient, secure, and reliable data management.



2.3.1 DBMS Engine

The DBMS engine is the core component responsible for managing data
storage, retrieval, and update operations. It handles the physical reading and
writing of data on storage devices, manages buffer caches, and coordinates
access to data structures. The engine ensures that data is stored efficiently and
retrieved quickly, optimizing performance through caching, indexing, and
query execution strategies.

2.3.2 Database Schema Manager

The schema manager maintains the definitions of database schemas at all three
levels—external, conceptual, and internal. It manages the creation,
modification, and deletion of schema objects such as tables, indexes, views,
and constraints. The schema manager ensures that the database structure
remains consistent and enforces integrity constraints defined by the DBA.

2.3.3 Query Processor

The query processor interprets and executes user queries written in query
languages such as SQL. It parses the query to check for syntax and semantic
correctness, generates an internal representation, and optimizes the query plan
to minimize resource usage and response time. The query processor then
coordinates with the DBMS engine to retrieve or modify the requested data.

2.3.4 Transaction Manager

The transaction manager is responsible for ensuring the ACID properties of
database transactions: Atomicity, Consistency, Isolation, and Durability. It
manages concurrent access to the database, coordinates locking and
concurrency control mechanisms, and handles transaction commit or rollback
in case of failures. This component is critical for maintaining data integrity in
multi-user environments.

2.3.5 Storage Manager

The storage manager oversees the physical storage of data, including file
organization, indexing, and buffering. It manages the allocation and
deallocation of space on storage devices, implements access paths for efficient
data retrieval, and performs backup and recovery operations to protect data
against loss or corruption.



2.3.6 Authorization and Security Manager

This component enforces security policies by controlling user authentication,
authorization, and access rights. It ensures that only authorized users can
perform specific operations on the database, protecting sensitive data from
unauthorized access or manipulation.

Table 2.3: Major Components of a DBMS

Component Function

DBMS Engine Handles data storage and retrieval

Schema Manager Manages database schemas

Query Processor Parses and executes queries

Transaction Manager | Ensures ACID properties and manages concurrency

Storage Manager Manages physical data storage and access

Security Manager Controls user access and enforces security
Explanation:

Table 2.3 lists the principal modules of a DBMS and their functions. Each
component plays a vital role in ensuring that the database system operates
efficiently, securely, and reliably. For example, the transaction manager’s role
is crucial in preventing data corruption when multiple users access the
database simultaneously.

2.4 Database System Environments

Database systems can be deployed in various environments depending on
organizational requirements, scale, and technology infrastructure. Each
environment offers different advantages and challenges.

2.4.1 Centralized Database Environment

In a centralized database environment, all data is stored and managed on a
single server or mainframe computer. Users access the database through
terminals or client applications connected to this central server. Centralized
systems simplify management, backup, and security since all data resides in
one location.

However, centralized databases can become bottlenecks as the number of
users or data volume increases. Performance may degrade under heavy load,
and the system may be vulnerable to a single point of failure.



2.4.2 Distributed Database Environment

Distributed database systems consist of multiple interconnected databases
located at different physical sites. Data may be replicated or partitioned across
sites to improve availability, reliability, and performance. Users can access
data transparently as if it were stored in a single database.

Distributed environments enable local autonomy, allowing sites to operate
independently while maintaining global consistency. They also improve fault
tolerance since failure at one site does not incapacitate the entire system.

However, distributed databases introduce complexity in synchronization,
concurrency control, and security. Maintaining data consistency across sites
requires sophisticated protocols and algorithms.

2.4.3 Cloud Database Environment

Cloud databases are hosted on cloud computing platforms, offering on-
demand scalability, high availability, and managed services. Organizations can
access cloud databases over the internet without investing in physical
infrastructure.

Cloud environments provide flexibility, rapid provisioning, and disaster
recovery capabilities. They enable pay-as-you-go pricing models, reducing
upfront costs.

Challenges include data privacy concerns, dependence on network
connectivity, and potential vendor lock-in. Organizations must carefully
evaluate cloud providers’ security and compliance measures.

Table 2.4: Types of Database System Environments

Environment | Description
Centralized Single server, easy management, potential bottlenecks

Distributed Multiple  sites, improved  reliability,  complex
synchronization
Cloud Hosted on cloud, scalable, managed services
Explanation:

Table 2.4 compares different database system environments. Each
environment offers distinct advantages and challenges, influencing how



organizations design and deploy their database systems. For example, a
multinational corporation may prefer a distributed database to support regional
offices, while a startup might choose a cloud database for cost efficiency.

2.5 Client-Server and Distributed Architectures
2.5.1 Client-Server Architecture

The client-server model is a widely adopted architecture in database systems.
It separates the system into two primary components: clients and servers.

e Clients are user-facing applications that provide interfaces for data
entry, query, and reporting. They handle user interactions and present
data in a usable format.

o Servers manage database storage, query processing, transaction
management, and security. They respond to client requests by
executing queries and returning results.

This separation allows centralized control over data while distributing
processing load. Client-server systems can be two-tier, where clients
communicate directly with the database server, or three-tier, where an
application server intermediates between clients and the database server,
adding scalability and flexibility.
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Explanation:

Figure 2.2 illustrates how clients interact with a central database server. This
architecture supports concurrent users, centralized data management, and
easier maintenance compared to monolithic systems. The three-tier model
further enhances scalability by separating presentation, application logic, and
data management.

2.5.2 Distributed Database Architecture

Distributed database architecture extends the client-server model by
distributing data and processing across multiple interconnected servers located
at different sites. Each server manages its local data but cooperates to provide
a unified database view.

Distributed architectures enhance system reliability, availability, and
performance by localizing data access and balancing load. They support
geographically dispersed organizations and enable disaster recovery through
data replication.

However, distributed systems face challenges in maintaining data consistency,
coordinating transactions across sites, and securing data over networks.
Advanced algorithms for concurrency control, distributed commit protocols,
and encryption are essential to address these issues.
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Explanation:

Figure 2.3 depicts a distributed database system where multiple servers
collaborate to provide seamless data access. Clients can query data regardless
of its physical location, benefiting from improved fault tolerance and
scalability.

2.6 Summary

This chapter provided an in-depth exploration of database system architecture,
beginning with the ANSI/SPARC three-level architecture that separates the
database into external, conceptual, and internal levels. This layered design
supports data abstraction and independence, allowing flexible, secure, and
maintainable database systems.



The chapter detailed the major components of a DBMS, including the engine,
schema manager, query processor, transaction manager, storage manager, and
security manager, emphasizing their roles in efficient and reliable data
management.

Various database deployment environments were examined, including
centralized, distributed, and cloud-based systems, highlighting their respective
advantages and challenges. The chapter concluded with a discussion of client-
server and distributed database architectures, illustrating how these models
support modern, scalable, and resilient database applications.

Understanding these architectural principles is fundamental for designing,
implementing, and managing database systems that meet the diverse and
evolving needs of organizations.

Review Questions

1. Describe the ANSI/SPARC three-level architecture of database
systems. What is the purpose of each level, and how do they interact?

2. Explain the concepts of data abstraction and data independence. Why
are they important in database system design?

3. List and describe the major components of a Database Management
System. How does each component contribute to the overall
functionality?

4. Compare centralized, distributed, and cloud database environments.
What are the key benefits and challenges associated with each?

5. Discuss the client-server and distributed database architectures. How
do these architectures impact system scalability, reliability, and
performance?



CHAPTER 3
DATA MODELS AND DATABASE DESIGN

Learning Outcomes

Understand the concept and importance of data modeling in database
design.

Describe the components of the Entity-Relationship (ER) model:
entities, attributes, and relationships.

Interpret and construct ER diagrams using standard notations,
including cardinality and participation.

Explain the structure and principles of the relational model, including
tables, keys, and relationships.

Compare hierarchical, network, and object-oriented data models and
their applications.

Apply the process of mapping ER models to relational schemas for
implementation in relational databases.

3.1 Introduction to Data Modeling

Data modeling is the foundation of effective database design. It is the process
of creating a conceptual representation of the data, its structure, and the

relationships among data elements within a specific domain. This conceptual
model serves as a blueprint for both the logical and physical design of the

database, ensuring that the final system accurately reflects the real-world

entities and processes it is intended to support.

A robust data model enables clear communication among stakeholders,
reduces ambiguity, and helps prevent costly design errors. It also provides the
basis for enforcing data integrity, supporting efficient queries, and
accommodating future changes in requirements.



3.2 The Entity-Relationship (ER) Model

The Entity-Relationship (ER) model, introduced by Peter Chen in 1976, is a
widely used conceptual modeling approach for database design. The ER model
focuses on identifying the entities that exist within the domain, the attributes
that describe these entities, and the relationships that connect them.

3.2.1 Entities

An entity is any object, person, place, event, or concept that is relevant to the
system being modeled and about which data needs to be stored. Entities are
represented as rectangles in ER diagrams and are grouped into entity sets. For
example, in a university database, "Student," "Course," and "Instructor" are
all entities.

3.2.2 Attributes

Attributes are the properties or characteristics that describe an entity. For
instance, a "Student" entity may have attributes such as StudentID, Name,
DateOfBirth, and Email. Attributes are depicted as ovals connected to their
respective entity rectangles in ER diagrams.

Attributes may be simple (atomic), composite (divisible into subparts),
derived (calculated from other attributes), or multi-valued (having multiple
values for a single entity instance).

Table 3.1: Examples of Entities and Attributes|

Entity Attributes

Student StudentID, Name, DateOfBirth, Email

Course CourselD, Title, Credits

Instructor | InstructorID, Name, Department

Explanation:
Table 3.1 presents examples of entities and their attributes in a university
context, illustrating how each entity is described by a set of properties.



3.2.3 Relationships

A relationship is an association among two or more entities. For example, a
"Student" enrolls in a "Course," or an "Instructor" teaches a "Course."
Relationships are depicted as diamonds in ER diagrams and are connected to
the participating entities by lines.

Relationships can also have their own attributes, known as descriptive
attributes. For example, the "Enrollment" relationship between "Student" and
"Course" may have an attribute "EnrollmentDate."

Cardinality and Participation

Cardinality specifies the number of instances of one entity that can be
associated with instances of another. Common types include one-to-one, one-
to-many, and many-to-many. Participation indicates whether all or only some
instances of an entity participate in a relationship.

Table 3.2: Types of Relationship Cardinality

Relationship Description Example

Type

One-to-One Each entity in A relates to one | Each student has one
in B and vice versa ID card

One-to-Many One entity in A relates to many | One instructor teaches
in B many courses

Many-to-Many | Many in A relate to many in B | Students  enroll in

many courses

Explanation:
Table 3.2 summarizes the main types of relationship cardinality, providing
examples for each.

3.3 ER Diagrams and Notations

An Entity-Relationship Diagram (ERD) is a graphical representation of the
ER model. ERDs use standardized symbols to depict entities, attributes, and




relationships, making it easier to visualize and communicate the database
structure.

BOOK MEMBER
string | BooklD | PK string | MemberIlD | PK
string | Title string | Name
string | Author string | Email
string | ISBN string | Phone
string | Status string | Address
BOR:RE,\:VS JAKES
LOAN

date LoanDate

date DueDate

date ReturnDate

string | Status

Fig 3.1: ER Diagram for Library System

Explanation:

Figure 3.1 illustrates the structure of a library database, showing how entities,
attributes, and relationships are visually organized in an ERD.

3.3.1 ER Diagram Symbols
e Rectangles: Entities
e Ovals: Attributes
o Diamonds: Relationships
o Lines: Connections between entities, attributes, and relationships

e Double ovals: Multi-valued attributes



e Dashed ovals: Derived attributes

3.3.2 Example ER Diagram

Consider a library database with entities "Book," "Member," and "Loan."
¢ "Book" has attributes BookID, Title, Author.
e "Member" has attributes MemberID, Name, Address.

e "Loan" is a relationship between "Book" and "Member," with an
attribute LoanDate.

3.3.3 ER Diagram Design Process

Constructing an ER diagram involves identifying all entities, their attributes,
and relationships, then arranging them to clearly show the structure and
constraints of the database. The process is iterative, often requiring input from
domain experts and validation against real-world scenarios.

3.4 The Relational Model: Tables, Keys, and Relationships

The relational model, introduced by E. F. Codd, organizes data into tables
(relations), where each table consists of rows (tuples) and columns (attributes).
This model is the foundation of most modern database systems.

3.4.1 Structure of Tables

Each table in the relational model represents an entity set. Columns correspond
to attributes, and each row represents a unique instance of the entity.

Table 3.3: Example Student Table

StudentID | Name DateOfBirth | Email

1001 Alice Lee | 2002-03-14 alice@email.com

1002 Bob Chan | 2001-11-22 bob@email.com
Explanation:

Table 3.3 shows how a "Student" entity set is represented as a table, with each
row corresponding to a student and each column to an attribute.
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3.4.2 Keys

Keys are essential for uniquely identifying records and establishing
relationships between tables. The primary key uniquely identifies each row in
a table. Foreign keys are attributes in one table that reference the primary key
of another table, establishing referential integrity. Candidate keys are
attributes that could serve as a primary key, while composite keys consist of
multiple attributes.

Table 3.4: Types of Keys in the Relational Model

Key Type Description Example
Primary Key | Uniquely identifies each row StudentID in
Student
Foreign Key | References primary key in another | CourselD n
table Enrollment

Composite Combination of attributes as a | (StudentID,
Key unique identifier CourselD)

Explanation:
Table 3.4 summarizes the different types of keys and their roles in the
relational model.

3.4.3 Representing Relationships

Relationships between entities are represented using foreign keys or
associative tables. For one-to-many relationships, the primary key of the "one"
side is included as a foreign key in the "many" side’s table. Many-to-many
relationships require a separate associative table containing foreign keys
referencing both related entities.

Table 3.5: Example of Associative Table for Many-to-Many Relationship

EnrollmentID StudentID CourselD EnrollmentDate
1 1001 CSE101 2024-01-10
2 1002 MAT?201 2024-01-12




Explanation:
Table 3.5 demonstrates how a many-to-many relationship between "Student"
and "Course" is implemented using an associative table "Enrollment."

3.5 Other Data Models: Hierarchical, Network, Object-Oriented

While the relational model is dominant, other data models have played
important roles in database history and remain relevant for specialized
applications.

3.5.1 Hierarchical Model

The hierarchical model organizes data in a tree-like structure, where each
record has a single parent and potentially many children. This model is
efficient for applications with clear one-to-many relationships, such as
organizational charts or file systems.

Table 3.6: Hierarchical Model Example

Parent Entity Child Entity
Department Employee
Library Book

Explanation: Table 3.6 illustrates how the hierarchical model structures data
in parent-child relationships.

3.5.2 Network Model

The network model extends the hierarchical model by allowing records to
have multiple parent and child records, forming a graph structure. This model
is suitable for complex many-to-many relationships, such as airline reservation
systems.

3.5.3 Object-Oriented Model

The object-oriented data model integrates object-oriented programming
concepts with database design. Data is stored as objects, which encapsulate
both state (attributes) and behavior (methods). This model supports
inheritance, encapsulation, and polymorphism, making it suitable for
applications with complex data types, such as CAD/CAM and multimedia
databases.



Table 3.7: Comparison of Data Models

Model Structure Typical Use Case

Hierarchical Tree File systems, directories

Network Graph Airline reservations

Relational Table Banking, ERP

Object-Oriented Objects/classes Multimedia, engineering
Explanation:

Table 3.7 compares the main data models, highlighting their structures and
typical use cases.

3.6 Mapping ER Models to Relational Schemas

The process of mapping ER models to relational schemas is a crucial step in
database design. It involves translating the conceptual design (ERD) into a
logical schema that can be implemented in a relational DBMS.

3.6.1 Mapping Entities

Each entity set in the ER model is mapped to a table in the relational schema.
The entity’s attributes become the table’s columns, and the entity’s primary
key becomes the table’s primary key.

3.6.2 Mapping Relationships

For one-to-many relationships, the primary key of the "one" side becomes a
foreign key in the "many" side’s table. For many-to-many relationships, a new
table is created to represent the relationship, with foreign keys referencing the
primary keys of the related entities. One-to-one relationships can be
implemented by including the primary key of one entity as a foreign key in the
other entity’s table.

3.6.3 Mapping Attributes

Simple attributes become columns in the table. Composite attributes are
broken down into their components, each becoming a column. Multi-valued
attributes are represented by creating a new table with a foreign key
referencing the original entity.



3.6.4 Example: Mapping a University ER Model

Suppose the ER model includes entities "Student," "Course," and a many-to-
many relationship "Enrollment." The mapping would result in three tables:

Table 3.8: Mapping ER Model to Relational Schema

ER Relational Columns
Entity/Relationship Table
Student Student StudentID (PK), Name, Email
Course Course CourselD (PK), Title
Enrollment Enrollment StudentID (FK), CourselD (FK),
EnrollmentDate
Explanation:

Table 3.8 demonstrates how entities and relationships from the ER model are
translated into relational tables and keys.

3.7 Summary

This chapter provided an in-depth exploration of data models and database
design. It began with the Entity-Relationship model, explaining entities,
attributes, and relationships, and the construction of ER diagrams with
cardinality and participation constraints. The relational model was examined
as the primary framework for implementing databases, focusing on tables,
keys, relationships, and integrity constraints. Other data models—hierarchical,
network, and object-oriented—were discussed to provide historical context
and alternative approaches. Finally, the systematic process of mapping ER
models to relational schemas was described, highlighting the practical steps to
move from conceptual design to database implementation. Mastery of these
concepts equips database designers and developers to create robust, efficient,
and scalable databases aligned with real-world requirements.



Review Questions

1.

Explain the components of the Entity-Relationship model and how
they represent real-world data.

Describe the process of constructing an ER diagram and the
significance of cardinality and participation constraints.

Discuss the structure of the relational model and the role of keys in
maintaining data integrity and relationships.

Compare hierarchical, network, and object-oriented data models,
highlighting their advantages and limitations.

Outline the steps for mapping an ER model to a relational schema,
using a university enrollment system as an example.



CHAPTER 4
RELATIONAL MODEL CONCEPTS
Learning Outcomes

e Describe the structure and core components of the relational model,
including schemas, tuples, attributes, and domains.

o Explain the purpose and types of keys in relational databases: primary,
foreign, candidate, and super keys.

e Understand and apply integrity constraints: domain, entity, and
referential integrity.

e Analyze and perform operations using relational algebra.

e Comprehend the fundamentals of relational calculus as a foundation
for query formulation.

4.1 Introduction to the Relational Model

The relational model is the backbone of modern database systems, providing
a systematic way to organize, store, and retrieve data. Developed by E. F. Codd
in the 1970s, this model represents data as a collection of relations, commonly
referred to as tables. Each table consists of rows and columns, where each row
is a unique record and each column represents an attribute of the data. The
relational model’s strength lies in its simplicity, mathematical foundation, and
its ability to support complex queries and data manipulation through a well-
defined set of operations.

The adoption of the relational model marked a significant departure from
earlier database models such as hierarchical and network models. Unlike
those, which often required users to navigate complex data paths, the relational
model allows users to focus on the logical structure of data and relationships.
This abstraction makes it easier to design, maintain, and scale databases, and
it underpins the functionality of widely used database management systems
like Oracle, MySQL, SQL Server, and PostgreSQL.



4.2 Relational Schema, Tuples, Attributes, and Domains
4.2.1 Relational Schema

A relational schema is the formal definition of a relation’s structure. It specifies
the relation’s name, the names and data types of its attributes, and the
constraints that apply to those attributes. The schema serves as a template,
dictating what kind of data can be stored and how it is organized. For example,
a STUDENT schema might be defined as follows:

Table 4.1: Relational Table

Attribute Data Type | Constraints

ROLL NUMBER | Integer Unique, Not Null

NAME Varchar(50) | Not Null

CGPA Float Range: 0.0 to 10.0

STUDENT

integer ROLL_NUMBER | PK | Unique, Not Null
varchar(50) | NAME Not Null
float CGPA Range: 0.0 to 10.0

The schema ensures that every tuple (row) in the STUDENT table adheres to
these definitions. It is important to note that while the schema remains
constant, the actual data (relation instance) can change over time as records
are added, updated, or deleted.

A well-designed schema not only organizes data efficiently but also enforces
rules that maintain data integrity. For example, the ROLL NUMBER attribute



is constrained to be unique and not null, ensuring that each student is uniquely
identifiable and that no record is missing this crucial piece of information.

4.2.2 Tuples

In the context of the relational model, a tuple represents a single record or row
in a table. Each tuple is an ordered set of attribute values, corresponding to
one instance of the entity or relationship described by the table. For instance,
in the STUDENT table, a tuple might represent the data for a specific student,
including their roll number, name, and CGPA.

Table 4.1: Sample Tuples in STUDENT Relation

ROLL NUMBER | NAME CGPA
101 Alice Lee | 8.7
102 Bob Chen | 9.1
103 Carol Tan | 7.8

Each row in Table 4.1 is a tuple, and the collection of all tuples in a table at a
given moment is called a relation instance. The order of tuples in a relation is
not significant, as relations are mathematically defined as sets, not sequences.
However, the order of attributes within a tuple is important, as it must match
the schema.

Tuples are the fundamental units of data in a relational database, and
operations such as insertion, deletion, and updating are performed at the tuple
level.

4.2.3 Attributes and Domains

Attributes are the named columns of a relation, each describing a property or
characteristic of the entity or relationship. For example, in the STUDENT
table, ROLL NUMBER, NAME, and CGPA are attributes. Each attribute has
a domain, which is the set of permissible values it can take. The domain
defines the data type, allowable range, and sometimes the format or pattern of
values.

Table 4.2: Attribute Domains Example

Attribute Domain
ROLL NUMBER | Positive integers
NAME Strings (max 50 characters)




| CGPA \ Floating-point numbers 0-10 |
Domains play a critical role in ensuring data integrity. For instance, the domain

for CGPA restricts values to the range 0.0 to 10.0, preventing invalid data such
as negative numbers or values above 10.0 from being entered. Similarly, the
NAME attribute’s domain restricts values to a maximum length, ensuring
consistency and efficient storage.

The careful definition of domains is essential for enforcing business rules,
supporting validation, and maintaining the overall quality of the database.

4.2.4 Relation Instance

A relation instance is the actual set of tuples present in a table at a specific
point in time. While the schema defines the structure, the relation instance
represents the current data. As operations are performed—such as adding new
students, updating CGPA, or deleting records—the relation instance changes,
but the schema remains constant unless explicitly altered.

4.3 Keys: Primary, Foreign, Candidate, and Super Key

Keys are vital to the relational model because they ensure that each tuple can
be uniquely identified and that relationships between tables are well-defined.

4.3.1 Super Key

A super key is any set of one or more attributes that, taken together, uniquely
identifies a tuple within a relation. There may be multiple super keys in a table.
For example, in the STUDENT table, the set {ROLL NUMBER, NAME} is
a super key because the combination of roll number and name will always be
unique if ROLL NUMBER is unique.

4.3.2 Candidate Key

A candidate key is a minimal super key—meaning it has no unnecessary
attributes. If any attribute is removed from a candidate key, it would no longer
uniquely identify tuples. In most cases, a table can have several candidate
keys. For the STUDENT table, ROLL NUMBER is a candidate key, and if
email addresses are unique, EMAIL could also be a candidate key.

4.3.3 Primary Key



The primary key is the candidate key chosen by the database designer to
uniquely identify tuples in a relation. It is the main reference point for
identifying records and must be unique and not null. Only one primary key is
chosen for each table, although there may be several candidate keys.

4.3.4 Alternate Key

Any candidate key that is not selected as the primary key is called an alternate
key. Alternate keys can be used for searching or indexing but are not the main
identifier.

4.3.5 Foreign Key

A foreign key is an attribute (or set of attributes) in one relation that refers to
the primary key of another relation. Foreign keys are essential for establishing
links between tables and enforcing referential integrity. For example, in an
ENROLLMENT table, the attribute ROLL NUMBER can be a foreign key
referencing the primary key in the STUDENT table, linking each enrollment
record to a specific student.

Table 4.3: Keys in STUDENT and ENROLLMENT Relations

STUDENT Table ENROLLMENT Table

ROLL NUMBER (Primary Key) | ENROLLMENT ID (Primary Key)

NAME ROLL NUMBER (Foreign Key)

CGPA COURSE ID (Foreign Key)
Explanation:

In Table 4.3, ROLL NUMBER is the primary key in the STUDENT table and
also serves as a foreign key in the ENROLLMENT table, ensuring that every
enrollment record is associated with a valid student.

Table 4.4: Types of Keys and Their Functions

Key Type Description

Super Key Uniquely identifies tuples (may be composite)
Candidate Key | Minimal super key, potential primary key
Primary Key | Chosen candidate key, uniquely identifies tuples
Alternate Key | Candidate key not chosen as primary key
Foreign Key References primary key in another relation
Keys are fundamental for maintaining data integrity, supporting efficient data

retrieval, and enabling the establishment of relationships between tables.



4.4 Integrity Constraints: Domain, Entity, Referential

Integrity constraints are rules that the database management system enforces
to ensure the validity and consistency of the data.

4.4.1 Domain Constraints

Domain constraints restrict the values that an attribute can take, based on its
domain. For example, an AGE attribute might only allow positive integers,
and a GENDER attribute might only allow 'M' or 'F'. These constraints are
enforced by the DBMS at the time of data entry or update, preventing invalid
data from being stored.

4.4.2 Entity Integrity

Entity integrity requires that the primary key of a table must be unique and not
null. This ensures that each tuple can be uniquely identified and that there are
no duplicate or missing primary key values. Entity integrity is crucial for the
reliability of data retrieval and updates, as it prevents ambiguity in identifying
records.

4.4.3 Referential Integrity

Referential integrity ensures that foreign key values in one relation either
match primary key values in the referenced relation or are null. This prevents
the existence of orphan records—records in a child table that do not
correspond to any record in the parent table. For example, if a student is
deleted from the STUDENT table, any related records in the ENROLLMENT
table must be handled appropriately to maintain referential integrity.

Table 4.5: Integrity Constraints Summary

Constraint Description Example
Type
Domain Attribute values must belong | CGPA between 0.0 and
to a valid domain 10.0
Entity Primary key values must be | ROLL NUMBER in
Integrity unique and not null STUDENT
Referential Foreign key values must | ROLL NUMBER in
Integrity match primary keys or be | ENROLLMENT
null




Explanation:
Table 4.5 summarizes the three main types of integrity constraints, illustrating
how each contributes to the overall consistency and reliability of the database.

4.5 Relational Algebra and Operations

Relational algebra is a formal system for manipulating relations. It provides a
set of operations that take one or more relations as input and produce a new
relation as output. These operations are the foundation for query languages
like SQL and are essential for understanding how data is processed in a
relational database.

4.5.1 Basic Operations

Selection (o): The selection operation retrieves tuples from a relation that
satisfy a specified condition. For example, to find all students with CGPA
greater than 8.0, the selection operation is applied to the STUDENT table with
the condition CGPA > 8.0.

Projection (m): Projection extracts specified columns from a relation,
eliminating duplicate values. For instance, to obtain a list of all student names,
projection is applied to the NAME attribute of the STUDENT table.

Union (V): The union operation combines tuples from two relations, removing
duplicates. Both relations must have the same schema.

Set Difference (—): Set difference returns tuples present in one relation but not
in another. This operation is useful for finding records that exist in one table
but not in another.

Cartesian Product (x): The Cartesian product combines every tuple of one
relation with every tuple of another, resulting in a relation that contains all
possible combinations. This operation is often used as an intermediate step in
join operations.

Rename (p): Rename changes the name of a relation or its attributes, which
can be useful for clarity in complex queries.



Table 4.6: Relational Algebra Operations

Operation Symbol | Description
Selection o Selects rows meeting a condition
Projection T Selects specific columns
Union U Combines tuples from two relations
Difference - Tuples in one relation but not in another
Cartesian Prod. | % All combinations of tuples from two tables
Rename p Changes relation or attribute names

4.5.2 Join Operations

Join operations are used to combine related tuples from two or more relations
based on a common attribute.

Theta Join: Combines tuples from two relations based on a general join
condition.

Equi Join: A special case of theta join where the condition is based on
equality.

Natural Join: Joins relations by automatically matching attributes with the
same name and eliminating duplicate columns.

Table 4.7: Example of Join Operation

STUDENT Table | ENROLLMENT Table
ROLL NUMBER | NAME

101 Alice Lee

102 Bob Chen

A natural join on ROLL NUMBER would produce a relation combining

student names with their course enrollments.

4.5.3 Example of Relational Algebra
Suppose you want to find the names of students with a CGPA above 8.0:
1 NAME(c_CGPA>8.0(STUDENT))

This expression first selects students with CGPA > 8.0 and then projects only
their names.



4.6 Relational Calculus Fundamentals

Relational calculus is a non-procedural query language that describes what to
retrieve rather than how to retrieve it. There are two types: tuple relational
calculus (TRC) and domain relational calculus (DRC).

4.6.1 Tuple Relational Calculus (TRC)

In TRC, queries specify the properties of the desired result tuples. For
example, to find students with CGPA above 8.0:

{t|t€ STUDENT A t.CGPA > 8.0 }

This query returns all tuples t from the STUDENT relation where the CGPA
attribute is greater than 8.0.

4.6.2 Domain Relational Calculus (DRC)

In DRC, queries specify the domains (attribute values) of the result. For
example:

{<n>|3r,g(<r,n,g>€ STUDENTAg>8.0)}

This query returns the names n of students for whom there exists a roll number
r and CGPA g such that the tuple <r, n, g> is in the STUDENT relation and g
> 8.0.

4.6.3 Comparison of Relational Algebra and Relational Calculus

Relational algebra is procedural, specifying a sequence of operations to obtain
the result. Relational calculus is declarative, specifying only the properties of
the result.

Table 4.8: Relational Algebra vs. Relational Calculus

Feature Relational Algebra | Relational Calculus
Query Type | Procedural Declarative

Syntax Operations Logical formulas
Focus How to retrieve data | What data to retrieve




4.8 Advanced Examples and Applications of Relational Model Concepts

The relational model’s power is best appreciated through real-world
applications and more advanced examples. Consider a university database that
manages students, courses, instructors, and enrollments. The relational schema
for this scenario might include the following relations:

« STUDENT(ROLL_NUMBER, NAME, CGPA)
« COURSE(COURSE_ID, TITLE, CREDITS)
« INSTRUCTOR(INSTRUCTOR_ID, NAME, DEPARTMENT)

« ENROLLMENT(ENROLLMENT ID, ROLL_NUMBER,
COURSE_ID, SEMESTER)

Each of these tables is interconnected through keys, and each enforces
integrity constraints to ensure data remains valid and consistent.

4.8.1 Example: Enforcing Integrity Constraints

Suppose a new enrollment record is to be added for a student with
ROLL NUMBER 105 in COURSE ID ‘CSE202’. Before insertion, the
DBMS checks that:

e The ROLL NUMBER exists in the STUDENT table (referential
integrity).

e The COURSE_ID exists in the COURSE table (referential integrity).
e The ENROLLMENT ID is unique and not null (entity integrity).

e All attribute values conform to their domains, such as SEMESTER
being a valid term (domain constraint).

If any of these checks fail, the insertion is rejected, preserving the integrity of
the data.

4.8.2 Example: Complex Relational Algebra Queries

Suppose you want to find the names of all students enrolled in courses taught
by an instructor in the ‘Computer Science’ department.

This query involves several steps:



e Join ENROLLMENT and STUDENT on ROLL NUMBER to get
student details for each enrollment.

e Join ENROLLMENT and COURSE on COURSE ID to get course
details.

e Join COURSE and INSTRUCTOR on a teaching relationship
(assuming a TEACHES table: TEACHES(INSTRUCTOR ID,
COURSE _ID)).

e Select only those rows where the instructor’s department is ‘Computer
Science’.

e Project the student names.
The relational algebra expression for this might look like:

n NAME(c DEPARTMENT='Computer ~ Science'((STUDENT =
ENROLLMENT) B> (ENROLLMENT < COURSE) < (COURSE
TEACHES) i<t INSTRUCTOR))

This example demonstrates the expressive power of relational algebra for
answering complex questions from a well-structured database.

4.8.3 Example: Relational Calculus Query
Using tuple relational calculus, the same query could be expressed as:

{ s.NAME | e, c, t,i (e € ENROLLMENT A s € STUDENT A ¢ € COURSE
A t € TEACHES A i € INSTRUCTOR A eROLL NUMBER =
s.ROLL NUMBER A e.COURSE ID = c.COURSE ID A t.COURSE ID =
c.COURSE ID A tINSTRUCTOR ID = 1iINSTRUCTOR ID A
1.DEPARTMENT = 'Computer Science') }

This non-procedural approach specifies the properties of the result without
detailing the sequence of operations.

4.9 Practical Considerations in Relational Database Design

Designing a relational database involves more than just defining schemas and
keys. Several practical considerations ensure the database is robust, efficient,
and scalable.



4.9.1 Normalization

Normalization is a systematic process of organizing data to minimize
redundancy and dependency. By decomposing tables into smaller, well-
structured relations, normalization ensures that data anomalies are avoided and
updates are efficient. The process involves applying a series of normal
forms—First Normal Form (1NF), Second Normal Form (2NF), Third Normal
Form (3NF), and so on—each imposing stricter requirements on the structure
of relations.

For example, a table that stores both student and course information together
may lead to redundant data and update anomalies. By splitting this into
separate STUDENT and COURSE tables, linked by an ENROLLMENT table,
the design becomes cleaner and more maintainable.

4.9.2 Indexing

Indexes are auxiliary data structures that improve the speed of data retrieval
operations. By creating an index on frequently searched attributes, such as
primary keys or foreign keys, the DBMS can quickly locate tuples without
scanning the entire table. However, indexes also incur storage overhead and
can slow down insert and update operations, so their use must be balanced
according to the application’s needs.

4.9.3 Transaction Management

Relational databases are often accessed concurrently by multiple users and
applications. Transaction management ensures that operations are executed
atomically, consistently, in isolation, and durably (the ACID properties). This
prevents issues such as lost updates, dirty reads, and inconsistent data states,
especially in multi-user environments.

4.9.4 Security and Authorization

Modern relational databases provide robust mechanisms for controlling access
to data. Users can be granted or denied permissions to read, write, or modify
specific tables or attributes. Security policies are enforced at the schema level,
ensuring that sensitive information is protected and only accessible to
authorized users.



4.11 Summary

This chapter has provided a comprehensive exploration of the relational
model’s core concepts, including schemas, tuples, attributes, domains, and the
various types of keys that ensure data is uniquely identifiable and relationships
are well-defined. Integrity constraints—domain, entity, and referential—were
discussed as essential mechanisms for maintaining data validity and
consistency. The chapter also introduced the formal languages of relational
algebra and relational calculus, providing the theoretical foundation for
querying and manipulating relational data.

Through advanced examples, the practical application of these concepts was
demonstrated, showing how real-world databases are structured, queried, and
maintained. Additional considerations such as normalization, indexing,
transaction management, and security were discussed to highlight the
complexities and best practices of relational database design.

A solid grasp of these concepts is crucial for anyone involved in the design,
implementation, or management of relational databases, forming the basis for
further study in advanced database topics.

Review Questions

1. Explain the difference between a relational schema and a relation
instance, providing examples for each.

2. Describe the various types of keys used in the relational model and
discuss their roles in ensuring data integrity.

3. What are integrity constraints in relational databases? Illustrate each
type with a practical example.

4. Using relational algebra, write an expression to find the names of
students enrolled in a specific course, and explain each step.

5. Discuss the importance of normalization and indexing in relational
database design. How do they contribute to data integrity and
performance?



CHAPTER 5
STRUCTURED QUERY LANGUAGE (SQL)
Learning Outcomes

e Understand the syntax and structure of SQL statements and the
importance of data types.

e Distinguish between DDL, DML, DCL, and TCL in SQL and apply
their commands for various database tasks.

o Design and modify tables using SQL, and manipulate data effectively.

o Enforce data integrity and automate business logic using constraints,
triggers, and views.

e Analyze real-world scenarios and write advanced SQL queries for
complex requirements.

5.1 SQL Syntax and Data Types

Structured Query Language (SQL) is the universal language for managing and
manipulating relational databases. It provides a standardized way to define
database structures, insert and modify data, control access, and perform
complex queries. SQL is declarative, meaning users specify what they want,
not how to achieve it, making it accessible to both technical and non-technical
users.

5.1.1 SQL Syntax Overview

SQL statements are composed of keywords, identifiers (such as table and
column names), operators, and values. While SQL is case-insensitive,
keywords are often written in uppercase for clarity. Each statement typically
ends with a semicolon, especially when multiple statements are executed in
sequence.

Example: Basic SQL Syntax
SELECT columnl, column2
FROM table name

WHERE condition;



The above syntax retrieves specific columns from a table where certain
conditions are met.

SELECT FROM WHERE GROUP BY ORDER BY
* Column selection * Table sources * Row filtering + Aggregation groups + Sorting
+ Aggregations + Joins + Conditions * Rollup + ASC/IDESC

Figure 5.1: SQL Statement Structure

Explanation:

Figure 5.1 shows the logical flow of a typical SQL SELECT statement,
illustrating how clauses are ordered and processed.

5.1.2 SQL Data Types

Choosing the right data type for each column is essential for data integrity,

efficient storage, and performance. SQL supports a variety of data types; each
suited to different kinds of data.

Table 5.1: Common SQL Data Types

Data Type Description Example Values

INT Integer numbers 42, -7, 1001

FLOAT/DOUBLE | Floating-point numbers 3.14,2.718, -0.5

CHAR(n) Fixed-length character string (n | 'A', 'Bob', 'SQL'
chars)

VARCHAR(n) Variable-length character string | 'Alice', 'Database’
(up to n)

DATE Date (YYYY-MM-DD) '2025-07-05'

TIME Time (HH:MM:SS) '14:30:00'

DATETIME Date and time '2025-07-05

14:30:00'

BOOLEAN Logical TRUE/FALSE TRUE, FALSE

BLOB Binary Large Object (files, | (binary data)
images, etc.)

Explanation:

Table 5.1 lists common SQL data types, showing how each is used to define
the nature of data in a column.



Example: Table Definition with Data Types
CREATE TABLE EMPLOYEE (

EMP_ID INT PRIMARY KEY,

NAME VARCHAR(100) NOT NULL,

SALARY FLOAT,

JOIN DATE DATE,

ACTIVE BOOLEAN DEFAULT TRUE
)i

This example demonstrates the use of various data types and constraints in a
table definition.

5.2 Data Definition Language (DDL)

Data Definition Language (DDL) is the subset of SQL used to define, alter,
and remove database structures such as tables, indexes, and schemas. DDL
commands are typically executed by database administrators during the initial
design phase or when major structural changes are needed.

5.2.1 CREATE Statement

The CREATE statement is used to create new tables, indexes, views, or entire
databases. It defines the structure, data types, and constraints for each column.

Example: Creating a Table

CREATE TABLE DEPARTMENT (
DEPT ID CHAR(5) PRIMARY KEY,
DEPT NAME VARCHAR(50) NOT NULL,
LOCATION VARCHAR(30)

);

This statement creates a DEPARTMENT table with a primary key and not-
null constraint.



5.2.2 ALTER Statement

The ALTER statement modifies the structure of an existing table, allowing you
to add, remove, or change columns and constraints.

Example: Adding a Column

ALTER TABLE EMPLOYEE ADD COLUMN EMAIL VARCHAR(100);
Example: Modifying a Column

sql

ALTER TABLE EMPLOYEE MODIFY SALARY DOUBLE;

5.2.3 DROP Statement

The DROP statement deletes a table or other database object permanently,
including all its data.

Example: Dropping a Table
DROP TABLE TEMP_EMPLOYEES;
5.2.4 TRUNCATE Statement

The TRUNCATE statement removes all rows from a table but keeps its
structure intact.

Example: Truncating a Table
TRUNCATE TABLE LOGS;

Table 5.2: DDL Commands and Functions

Command Function

CREATE Creates a new object (table, index, view, etc.)
ALTER Modifies an existing object
DROP Deletes an object and its data

TRUNCATE | Removes all data, keeps table structure




Explanation:
Table 5.2 summarizes the main DDL commands and their typical uses.

CREATE TABLE ALTER TABLE TRUNCATE TABLE DROP TABLE
» Define structure * Modify structure + Remove all data » Delete structure
+ Set constraints » Add/remove columns » Reset identity + Remove permanently

Figure 5.2: DDL Command Flow

Explanation:
Figure 5.2 illustrates the lifecycle of a table, from creation to modification,
truncation, and deletion.

5.3 Data Manipulation Language (DML)

Data Manipulation Language (DML) commands are used to interact with and
modify the data stored in tables. DML is the most frequently used part of SQL,
enabling users to add, retrieve, update, and remove data.

5.3.1 SELECT Statement

The SELECT statement retrieves data from one or more tables. It supports
filtering, sorting, grouping, and joining data for complex queries.

Example: Basic SELECT

SELECT NAME, SALARY FROM EMPLOYEE WHERE SALARY >
50000;

Example: SELECT with JOIN

SELECT E.NAME, D.DEPT NAME

FROM EMPLOYEE E

JOIN DEPARTMENT D ON E.DEPT _ID = D.DEPT _ID;

Example: SELECT with Aggregation
SELECT DEPT ID, AVG(SALARY) AS AVG_SALARY
FROM EMPLOYEE



GROUP BY DEPT ID
ORDER BY AVG_SALARY DESC;

5.3.2 INSERT Statement

The INSERT statement adds new rows to a table.

Example: Inserting a Record

INSERT INTO EMPLOYEE (EMP_ID, NAME, SALARY, DEPT ID)
VALUES (101, 'Jane Doe', 75000, 'D0O01");

5.3.3 UPDATE Statement

The UPDATE statement modifies existing data in a table.
Example: Updating a Record

UPDATE EMPLOYEE

SET SALARY =SALARY * 1.10

WHERE DEPT _ID ='D001";

5.3.4 DELETE Statement

The DELETE statement removes rows from a table.

Example: Deleting Records

DELETE FROM EMPLOYEE WHERE ACTIVE = FALSE;

Table 5.3: DML Commands and Functions

Command | Function

SELECT Retrieves data from tables
INSERT Adds new data to tables
UPDATE | Modifies existing data in tables
DELETE | Removes data from tables




Explanation:
Table 5.3 lists the primary DML commands and their purposes.

AddINSERT d SELECT UPDATE DELETE

. records

new . * Retrieve data » Modify records * Remove records
+ Specify

« Filter/sort results « Conditional changes

+ Conditional removal
columns/values

Figure 5.3: DML Data Flow

Explanation:
Figure 5.3 shows how data can be added, queried, modified, and removed in
a relational database.

5.4 Data Control Language (DCL) and Transaction Control Language
(TCL)

5.4.1 Data Control Language (DCL)

DCL commands are essential for database security and access management.
They control who can access or modify data.

e GRANT assigns privileges to users or roles.

e REVOKE removes privileges.
Example: Granting and Revoking Privileges
GRANT SELECT, INSERT ON EMPLOYEE TO analyst;
REVOKE INSERT ON EMPLOYEE FROM analyst;
5.4.2 Transaction Control Language (TCL)

TCL commands manage the changes made by DML statements, ensuring that
database transactions are processed reliably and maintain data integrity.

e COMMIT saves all changes made in the current transaction.
e ROLLBACK undoes changes since the last commit.

e SAVEPOINT sets a point within a transaction for partial rollback.



Example: Transaction Management

BEGIN;

UPDATE EMPLOYEE SET SALARY = 80000 WHERE EMP _ID =101;
SAVEPOINT before bonus;

UPDATE EMPLOYEE SET SALARY = 85000 WHERE EMP ID =101;
ROLLBACK TO before bonus;

COMMIT;
Table 5.4: DCL and TCL Commands
Command Function
GRANT Assigns privileges
REVOKE Removes privileges
COMMIT Saves transaction changes
ROLLBACK | Reverts changes since last commit/savepoint
SAVEPOINT | Sets a rollback point in a transaction

Explanation:
Table 5.4 distinguishes DCL and TCL commands and their roles in database
security and transaction management.

COMMIT/ROLLBACK

* COMMIT: Save changes

« ROLLBACK: Undo
changes

BEGIN
« Start transaction

SAVEPOINT
= Create restore point
 Optional milestone

DML Operations

INSERT/UPDATE/DELETE
* Data modifications

» Set isolation level

Figure 5.4: Transaction
Lifecycle
llustrates ACID transaction
flow:

1. Begin — 2. Execute
operations — 3. Optional
savepoint — 4. Final
commit/rollback

Figure 5.4: Transaction Lifecycle



5.5 Constraints, Triggers, and Views
5.5.1 Constraints

Constraints are rules applied to table columns to enforce data integrity and
consistency. They prevent invalid data from being entered and maintain the
accuracy of the database.

Types of Constraints
e PRIMARY KEY: Ensures each row is uniquely identifiable.
o FOREIGN KEY: Enforces referential integrity between tables.
e UNIQUE: Ensures all values in a column are unique.
e NOT NULL: Prevents null values in a column.
e CHECK: Restricts values based on a condition.
o DEFAULT: Assigns a default value if none is provided.
Example: Table with Constraints
CREATE TABLE ENROLLMENT (
ENROLLMENT ID INT PRIMARY KEY,
STUDENT ID INT NOT NULL,
COURSE _ID CHAR(6) NOT NULL,
ENROLL DATE DATE DEFAULT CURRENT_DATE,

CONSTRAINT fk student FOREIGN KEY (STUDENT ID)
REFERENCES STUDENT(ROLL NUMBER),

CONSTRAINT  fk course FOREIGN KEY (COURSE ID)
REFERENCES COURSE(COURSE _ID),

CONSTRAINT chk enroll date CHECK (ENROLL DATE >= '2020-
01-01")

);



Table 5.5: SQL Constraints and Their Uses

Constraint | Purpose Example Syntax

PRIMARY | Uniquely identifies | PRIMARY KEY

KEY each row (ENROLLMENT ID)

FOREIGN Links to primary | FOREIGN KEY (STUDENT ID)

KEY key in another table | REFERENCES STUDENT

UNIQUE Ensures all values | UNIQUE (EMAIL)
are unique

NOT NULL | Prevents null | NAME VARCHAR(50) NOT NULL
values

CHECK Restricts values | CHECK (CGPA BETWEEN 0 AND
based on condition | 10)

DEFAULT Sets default value if | ENROLL DATE DATE DEFAULT

none provided

CURRENT DATE

1. Explanation:
Table 5.5 summarizes the main types of constraints and their uses in
SQL. PRIMARY KEY

@)

Purpose: Ensures that each row in a table is uniquely
identifiable. It enforces uniqueness and not null on the
specified column(s).

Example Syntax:
PRIMARY KEY (ENROLLMENT ID)
This means the ENROLLMENT ID column will uniquely
identify each record in the table and cannot be null.

2. FOREIGN KEY

o

Purpose: Establishes a referential link between two tables by
referencing the primary key of another table. It ensures data
integrity between related tables.

Example Syntax:
FOREIGN KEY (STUDENT ID) REFERENCES STUDENT
This sets STUDENT ID as a foreign key that refers to the
primary key of the STUDENT table.

3. UNIQUE



o Purpose: Ensures that all values in a column (or group of
columns) are distinct across all rows in the table.

o Example Syntax:
UNIQUE (EMAIL)
This constraint ensures that no two students can have the same
email address.

4. NOT NULL

o Purpose: Prevents the insertion of NULL values into the
specified column, ensuring that every row must contain a value

for this field.
o Example Syntax:
NAME VARCHAR(50) NOT NULL

This ensures that the NAME field must have a value in every
row and cannot be left blank.

5. CHECK

o Purpose: Limits the range of values that can be entered into a
column by specifying a logical condition.

o Example Syntax:
CHECK (CGPA BETWEEN 0 AND 10)
This restricts values of CGPA to be only between 0 and 10.

6. DEFAULT

o Purpose: Assigns a default value to a column if no value is
provided during insertion.

o Example Syntax:
ENROLL DATE DATE DEFAULT CURRENT DATE
This sets the default value of ENROLL DATE to the current
date if the user does not specify a value.

5.5.2 Triggers

A trigger is a procedural code that is automatically executed in response to
certain events on a table, such as INSERT, UPDATE, or DELETE. Triggers



are used for enforcing complex business rules, auditing changes, or
maintaining derived data.

Example: Trigger for Auditing
CREATE TRIGGER log_salary update
AFTER UPDATE ON EMPLOYEE
FOR EACH ROW

INSERT INTO SALARY AUDIT (EMP ID, OLD SALARY,
NEW_SALARY, CHANGE_ DATE)

VALUES (OLD.EMP _ID, OLD.SALARY, NEW.SALARY,
CURRENT _DATE);

This trigger automatically logs salary changes for employees.

INSERT INTQ
UPDATE EMPLOYEE TRIGGER FIRES
. . SALARY_AUDIT
= Modify salary data Event (AFTER UPDATE) = Automatic execution Executes -
. = Record changes
+ Before/After event + Conditional logic

+ Track timestamp/user

Figure 5.5: Trigger
Workflow
Demonstrates automatic
database reaction:

1. UPDATE occurs — 2.
Trigger fires — 3. Audit
record created

Figure 5.5: Trigger Workflow
5.5.3 Views

A view is a virtual table created by a SQL query. Views do not store data
themselves but provide a way to present, filter, or aggregate data from one or
more tables.

Example: Creating a View
CREATE VIEW ActiveEmployees AS
SELECT EMP_ID, NAME, SALARY



FROM EMPLOYEE
WHERE ACTIVE = TRUE;

Example: Using a View
SELECT * FROM ActiveEmployees WHERE SALARY > 60000;

Views can simplify complex queries, restrict access to sensitive data, and
present customized perspectives to different users.

Table 5.6: Features and Benefits of Views

Feature Description

Virtual Table | Does not store data physically

Security Restricts access to specific columns/rows

Simplification | Provides a simplified interface for queries

Updatable Some views can be updated directly
Explanation:

Table 5.6 lists the features and benefits of using views in SQL.
Figure 5.6: View Representation

[Underlying Tables] --> [View Definition] --> [User Query]
5.6 Advanced SQL Usage and Best Practices

5.6.1 Complex Queries and Subqueries

SQL supports subqueries, nested SELECT statements, and set operations
(UNION, INTERSECT, EXCEPT) for advanced data retrieval.

Example: Subquery

SELECT NAME

FROM STUDENT

WHERE CGPA > (SELECT AVG(CGPA) FROM STUDENT);

This query finds students whose CGPA is above the average.



5.6.2 Joins

SQL provides various types of joins (INNER JOIN, LEFT JOIN, RIGHT
JOIN, FULL JOIN) to combine data from multiple tables based on related
columns.

Example: INNER JOIN

SELECT S.NAME, C.TITLE

FROM ENROLLMENT E

JOIN STUDENT S ON E.STUDENT ID =S.ROLL NUMBER
JOIN COURSE C ON E.COURSE ID =C.COURSE ID;

5.6.3 Indexing for Performance

Indexes can be created on columns to speed up data retrieval. However,
excessive indexing can slow down write operations.

Example: Creating an Index

CREATE INDEX idx_student name ON STUDENT(NAME);

5.6.4 Security and Access Control

Use roles, privileges, and views to limit access to sensitive data. Always
follow the principle of least privilege.

5.8 Summary

This chapter provided an in-depth exploration of Structured Query Language
(SQL), the cornerstone of relational database management. It began with the
fundamentals of SQL syntax and data types, emphasizing the importance of
choosing appropriate types for data integrity and efficiency. The chapter
detailed the roles and usage of DDL, DML, DCL, and TCL, equipping readers
to define, manipulate, secure, and manage transactions in databases.
Constraints, triggers, and views were discussed as powerful tools for enforcing
business rules, automating responses to data changes, and presenting data in



flexible ways. Advanced topics such as complex queries, joins, indexing, and

security best practices were also introduced, preparing readers for real-world
database development and administration.

Review Questions

1.

Explain the structure and purpose of each category of SQL command:
DDL, DML, DCL, and TCL. Provide examples of when each would
be used in a database project.

Discuss the importance of data types in SQL. How do data types affect
storage, performance, and data integrity? Illustrate with examples.

Describe how constraints and triggers work together to enforce
business rules and maintain data integrity in a relational database.

Write an SQL query using a subquery and a join to find all students
enrolled in courses taught by a specific instructor.

What are the benefits of using views in SQL? How can views be used
to enhance security and simplify complex queries for end-users?



CHAPTER 6
DATABASE DESIGN AND NORMALIZATION
Learning Outcomes

e Understand the systematic process of database design from
requirements to implementation.

e Explain the concept of functional dependencies and their role in
identifying relationships among data.

e Describe and apply the principles of normalization, including 1NF,
2NF, 3NF, and BCNF, to eliminate redundancy and anomalies.

e Analyze and perform decomposition of relations, ensuring lossless join
and dependency preservation.

o Evaluate the impact of normalization on data integrity, efficiency, and
maintainability.

6.1 Database Design Process

Database design is a structured methodology for transforming real-world
requirements into a robust, efficient, and maintainable database system. The
process typically unfolds in several stages, each building on the previous one
to ensure the final database structure is both logical and practical.

6.1.1 Requirement Analysis

The design process begins with a thorough analysis of user requirements. This
involves gathering information about the data to be stored, the operations to
be performed, and the constraints to be enforced. Techniques such as
interviews, questionnaires, and document analysis are used to identify entities,
attributes, relationships, and business rules.

6.1.2 Conceptual Design

In this stage, designers create a high-level conceptual schema, often using the
Entity-Relationship (ER) model. The conceptual design abstracts away
implementation details, focusing on entities, attributes, and relationships. The
resulting ER diagram serves as a blueprint for the logical structure of the
database.



6.1.3 Logical Design

The conceptual schema is then translated into a logical schema, typically using
the relational model. Entities become tables, attributes become columns, and
relationships are represented through primary and foreign keys. At this stage,
normalization principles are applied to refine the schema and eliminate
redundancy.

6.1.4 Physical Design

Physical design involves optimizing the logical schema for the specific
database management system (DBMS) and hardware environment. This
includes choosing storage structures, indexing strategies, and partitioning
methods to ensure performance, scalability, and security.

6.1.5 Implementation and Testing

Finally, the physical schema is implemented in the chosen DBMS. Data is
loaded, and the system is tested for correctness, efficiency, and adherence to
requirements. Ongoing maintenance and tuning ensure that the database
continues to meet changing business needs.

Table 6.1: Phases of Database Design

Phase Description
Requirement Analysis | Gather and analyze user data needs
Conceptual Design Develop ER diagrams and high-level models

Logical Design Convert to relational schema, apply normalization

Physical Design Optimize storage and performance

Implementation Create database, load data, test, and tune
Explanation:

Table 6.1 summarizes the main phases of the database design process,
highlighting the progression from requirements to implementation.

6.2 Functional Dependencies

Functional dependencies are fundamental to understanding the relationships
among attributes in a relation. A functional dependency (FD) exists when the
value of one attribute (or a set of attributes) uniquely determines the value of
another attribute.



6.2.1 Definition

If attribute B is functionally dependent on attribute A (denoted as A — B), then
for every unique value of A, there is only one associated value of B. For
example, in a STUDENT table, if ROLL NUMBER uniquely determines
NAME, then ROLL NUMBER — NAME.

6.2.2 Types of Functional Dependencies

e Full Functional Dependency: An attribute is fully functionally
dependent on a set of attributes if it is not dependent on any subset of
those attributes.

o Partial Dependency: Occurs when a non-prime attribute is
functionally dependent on part of a candidate key in a relation with a
composite key.

o Transitive Dependency: Exists when one non-prime attribute
depends on another non-prime attribute, which in turn depends on the
primary key.

6.2.3 Role in Normalization

Functional dependencies are the basis for identifying redundancy and
anomalies in a relation. By analyzing FDs, designers can decompose tables
into smaller relations that satisfy higher normal forms.

Table 6.2: Example of Functional Dependencies

Relation: ENROLLMENT(ROLL NUMBER, COURSE 1D,
STUDENT NAME, COURSE TITLE)

Functional Dependencies

ROLL NUMBER — STUDENT NAME

COURSE ID — COURSE TITLE

(ROLL NUMBER, COURSE ID) — (STUDENT NAME,
COURSE TITLE)

Explanation:

Table 6.2 shows how certain attributes are determined by others, guiding the

normalization process.



6.3 Normal Forms: 1NF, 2NF, 3NF, BCNF

Normalization is the systematic process of organizing data in a database to
minimize redundancy and prevent update, insertion, and deletion anomalies.
This is achieved by structuring tables and relationships according to specific
rules called normal forms.

6.3.1 First Normal Form (1NF)

A relation is in 1NF if all its attributes contain only atomic (indivisible) values
and each record is unique. Repeating groups and arrays are eliminated,
ensuring that each cell contains a single value.

Example:

ROLL NUMBER | NAME | COURSES

101 Alice CSE101, MAT201
102 Bob CSE101
This table 1s not in INF due to the multi-valued COURSES attribute. To

convert to INF:

ROLL_NUMBER NAME COURSE_ID

101 Alice CSEI101
101 Alice MAT201
102 Bob  CSEI101

6.3.2 Second Normal Form (2NF)

A relation is in 2NF if it is in INF and every non-prime attribute is fully
functionally dependent on the whole of every candidate key. 2NF eliminates
partial dependencies in tables with composite primary keys.

Example:

Suppose ENROLLMENT(ROLL NUMBER, COURSE 1D,
STUDENT NAME, COURSE TITLE) has a composite key
(ROLL_NUMBER, COURSE_ID). If STUDENT NAME depends only on
ROLL NUMBER, this is a partial dependency. To achieve 2NF, split the table:



Table: STUDENT
ROLL NUMBER
101

102

Table: ENROLLMENT
NAME

Alice

Bob

6.3.3 Third Normal Form (3NF)

A relation is in 3NF if it is in 2NF and all its attributes are not only fully
functionally dependent on the primary key but also non-transitively dependent
(i.e., no transitive dependencies).

Example:

If a STUDENT table has (ROLL NUMBER, NAME, ADVISOR,
ADVISOR PHONE), and ADVISOR PHONE depends on ADVISOR, not
on ROLL NUMBER, this is a transitive dependency. To achieve 3NF:

Table: STUDENT

Table: ADVISOR

ROLL NUMBER

NAME

101

Alice

102

Bob

6.3.4 Boyce-Codd Normal Form (BCNF)

BCNEF is a stricter version of 3NF. A relation is in BCNF if, for every non-
trivial functional dependency X — Y, X is a super key. BCNF handles certain
anomalies not addressed by 3NF.

Example:

Suppose a table TEACHING(COURSE _ID, INSTRUCTOR, ROOM) where
(COURSE ID, INSTRUCTOR) is the key, but ROOM depends on
INSTRUCTOR (INSTRUCTOR — ROOM). This violates BCNF, as
INSTRUCTOR is not a super key. To achieve BCNF, decompose:

Table: INSTRUCTOR ROOM | Table: COURSE TEACHING
INSTRUCTOR ROOM

Dr. Rao 101

Dr. Sen 102




Table 6.3: Summary of Normal Forms

Normal Rule/Requirement Eliminates

Form

INF Atomic values, no repeating | Multi-valued, arrays

groups

2NF INF + no partial dependency Partial dependency

3NF 2NF + no transitive dependency Transitive
dependency

BCNF Every determinant is a super key | Remaining anomalies

Explanation:

Table 6.3 summarizes the rules for each normal form and the type of
redundancy/anomaly it eliminates.

6.4 Decomposition and Lossless Join

Decomposition is the process of breaking a relation into two or more smaller
relations to eliminate redundancy and anomalies while preserving the original
information.

6.4.1 Lossless Join Property

A decomposition is lossless if, after decomposing a relation into two or more
tables and then joining them back, the original relation is perfectly
reconstructed without any spurious tuples. Lossless join is essential to ensure
that no information is lost during decomposition.

Example:

Suppose a relation R(A, B, C) with functional dependencies A — B and B —
C. Decompose R into R1(A, B) and R2(B, C). If you join R1 and R2 on B,
you can reconstruct the original relation without loss.

6.4.2 Dependency Preservation

A decomposition preserves dependencies if all functional dependencies can be
enforced by simply enforcing them on the individual decomposed relations,
without needing to join the tables. Dependency preservation is important for
ensuring that data integrity constraints can be checked efficiently.



Table 6.4: Decomposition Properties

Property Description

Lossless Join Original relation can be perfectly reconstructed
Dependency Preservation | All FDs can be enforced on decomposed tables
Explanation:

Table 6.4 highlights the two key properties of a good decomposition.

I Original Table I

Decompose

4

R1

\

Join

l

Original Table
Restored

NSV

Figure 6.1: Decomposition and Lossless Join

Explanation:
Figure 6.1 visually represents the process of decomposition and the
importance of the lossless join property.

6.5 Practical Example: Normalization in Action

Consider a customer orders table in unnormalized form:

order_i | customer na | customer pho | product | product | product
d me ne 1 2 3
1 Alice 1234567890 Pen Noteboo | -
k
2 Bob 9876543210 Pencil - -

This table has repeating groups and redundant customer data.
6.5.1 Step 1: Convert to INF

Eliminate repeating groups:

order id | customer name | customer phone | product
1 Alice 1234567890 Pen




Alice

1234567890

DO [ —

Bob

9876543210

6.5.2 Step 2: Convert to 2NF

Remove partial dependencies by separating customer data:

Notebook
Pencil

customer id | customer name | customer phone
101 Alice 1234567890

102 Bob 9876543210
order id customer id product

1 101 Pen

1 101 Notebook

2 102 Pencil

6.5.3 Step 3: Convert to 3NF

If product details (like price) depend only on product, separate that too:

product _id | product_name | price

201 Pen 10

202 Notebook 30

203 Pencil 5

order id customer _id product id

1 101 201

1 101 202

2 102 203
Explanation:

Normalization is a systematic approach in database design to minimize

redundancy and avoid undesirable characteristics like update anomalies,

insertion

anomalies, and deletion anomalies.

The given example
demonstrates the practical implementation of normalization through three
progressive steps: First Normal Form (1NF), Second Normal Form (2NF), and

Third Normal Form (3NF).

Initially, the unnormalized table includes customer order data with repeating
groups—multiple products listed within the same row—Ieading to inefficient
data organization and redundancy, especially with customer details repeated
across orders. In the first step, the table is converted to INF by eliminating



these repeating groups. Each product associated with an order is represented
in a separate row, ensuring atomicity of data (each cell contains a single value),
which is a core requirement of I1NF.

Next, to achieve 2NF, the table is further refined by removing partial
dependencies. Since customer details depend only on the customer and not on
the product, they are extracted into a separate customer table. A new identifier,
customer id, is introduced to maintain a relationship between the orders and
the customers, thereby ensuring that all non-key attributes are fully
functionally dependent on the whole primary key, satisfying the rules of 2NF.

Finally, to meet the criteria of 3NF, transitive dependencies are addressed.
Product details such as price, which depend only on the product and not on the
order or customer, are moved to a separate product table. This avoids
duplication of product information across multiple rows and ensures that non-
key attributes are only dependent on the primary key of their respective tables.

Through these steps, the database structure becomes more efficient, flexible,
and easier to maintain. Redundancy is significantly reduced, data consistency
is enhanced, and the risk of anomalies during data manipulation operations is
minimized.

6.6 Summary

This chapter explored the database design process, emphasizing the
importance of normalization in creating efficient, consistent, and maintainable
databases. Functional dependencies were introduced as the foundation for
identifying redundancy and guiding normalization. The chapter detailed the
progression through normal forms—INF, 2NF, 3NF, and BCNF—
highlighting the rules and benefits of each. Decomposition was discussed as a
tool for refining database structure, with a focus on achieving lossless join and
dependency preservation. Through practical examples, the chapter illustrated
how normalization transforms raw data into a well-structured relational
schema, ensuring data integrity and adaptability for future growth.



Review Questions

1.

Describe the main stages of the database design process and explain
the purpose of each.

What is a functional dependency? Provide examples and discuss its
significance in normalization.

Explain the differences between 1NF, 2NF, 3NF, and BCNF. Give a
practical example of how a table is normalized through these forms.

Why are lossless join and dependency preservation important in
decomposition? Illustrate with an example.

Discuss the potential trade-offs between normalization and
performance. When might denormalization be considered appropriate?



CHAPTER 7
STORAGE, FILE ORGANIZATION, AND INDEXING
Learning Outcomes

e Analyze and compare various storage structures and file organization
methods in database systems.

e Explain and evaluate indexing techniques, especially B-Trees and
hashing, for efficient data retrieval.

e Assess physical database design considerations and their impact on
performance, reliability, and scalability.

e Apply best practices in performance tuning and optimization for real-
world database environments.

e Understand the structure and significance of database catalogs and
metadata in modern DBMS.

7.1 Storage Structures and File Organization
7.1.1 Introduction to Storage Structures

At the heart of every database system lies the challenge of storing vast
quantities of data in a way that allows for efficient retrieval, modification, and
management. The storage structure of a database refers to the way data is
physically stored on storage media such as magnetic disks, solid-state drives
(SSDs), or even cloud-based storage. The storage structure must balance
several competing goals: maximizing speed of access, minimizing cost,
ensuring data durability, and supporting concurrent access by multiple users.

In a typical database, data is stored in files, and these files are further divided
into blocks or pages. Each block is the smallest unit of data that can be read
from or written to disk in a single operation. The way records are placed into
these blocks and how blocks are managed by the DBMS is a crucial aspect of
database performance.

The choice of storage structure impacts not only the speed of data access but
also the ease of backup, recovery, and scaling the database as data volumes
grow.



7.1.2 File Structure and Disk Blocks

A file in a database is a logical collection of records, but physically, it is a
sequence of disk blocks. Each block typically holds several records, and the
DBMS must manage the mapping between logical records and their physical
storage locations.

Disk blocks are usually of a fixed size (for example, 4 KB or 8 KB), and the
DBMS tries to pack as many records as possible into each block. When a
record is inserted, updated, or deleted, the DBMS must locate the appropriate
block, read it into memory, make the change, and write it back to disk. This
process is called block I/O, and minimizing the number of block I/O
operations is a key goal in database design.

Fragmentation can occur over time as records are inserted and deleted, leading
to wasted space and slower access. Periodic reorganization or compaction of
files may be necessary to maintain performance.

7.1.3 Types of File Organization
Heap (Unordered) File Organization

Heap file organization is the simplest and most flexible method. New records
are placed wherever there is space—usually at the end of the file or in the first
available free block. There is no ordering of records based on any attribute.

Advantages:

Heap files are very fast for inserting new records, as the DBMS does not need
to maintain any order. This method is suitable for small tables or tables where
the main operation is adding new data.

Disadvantages:

Searching for a specific record requires scanning the entire file, which is
inefficient for large datasets. Deleting records can also lead to fragmentation
and wasted space.

Example:

A log table that records every login event in a system may use heap file
organization, as new events are constantly added and old events are rarely
searched for.



Sequential (Ordered) File Organization

In sequential file organization, records are stored in order based on the value
of a key attribute (such as a customer ID or date). This makes it very efficient
to search for records within a range or to process records in sorted order.

Advantages:
Range queries and batch processing are fast, as records are already sorted. This
method is ideal for applications like payroll, where records are processed
sequentially.

Disadvantages:

Inserting or deleting records is slow, as the DBMS must maintain the order by
shifting records or reorganizing blocks. This method is not suitable for tables
with frequent updates.

Example:
A payroll system that processes employee records in order of employee ID or
hire date may use sequential file organization.

Hash File Organization

Hash file organization uses a hash function to determine the location of each
record based on a key attribute. The hash function maps the key value to a
specific block or bucket.

Advantages:

Hashing provides very fast access for equality searches (e.g., “find the record
with this exact ID”). It is very efficient for tables where most queries are point
queries.

Disadvantages:

Hashing is not suitable for range queries, as records are not stored in any
particular order. Hash collisions (when two keys hash to the same bucket)
require overflow handling, which can complicate retrieval.

Example:
A student database where most queries are “find student by roll number” can
use hash file organization for rapid access.



Indexed Sequential Access Method (ISAM)

ISAM is a hybrid approach that combines sequential file organization with an
index. The data file is kept in order, and a separate index file contains pointers
to blocks in the data file. This allows both fast direct access (using the index)
and efficient range queries (using the sequential order).

Advantages:
ISAM balances the strengths of sequential and direct access. It is suitable for
applications with a mix of search and batch processing.

Disadvantages:

Indexes require maintenance and additional storage. Over time, as records are
inserted and deleted, the index and data files may become fragmented,
requiring periodic reorganization.

Example:
A bank’s account database may use ISAM to support both rapid lookup of
individual accounts and efficient monthly statement processing.

Clustered File Organization

Clustered file organization stores related records from multiple tables together
in the same disk block. This is particularly useful for queries that frequently
join these tables.

Advantages:
Improves performance for join operations by reducing the number of disk 1/0
operations needed to retrieve related records.

Disadvantages:
Managing variable-sized records and maintaining the clustering as data
changes can be complex.

Example:
A sales database may cluster customer and order records together, as queries
often join these tables.



B+ Tree File Organization

B+ tree file organization uses a balanced tree structure where all records are
stored at the leaf nodes, and internal nodes contain keys for navigation. Leaf
nodes are linked, enabling efficient range queries.

Advantages:
B+ trees provide fast access for both point and range queries. The tree remains
balanced, ensuring consistent performance even as data is inserted or deleted.

Disadvantages:
B+ trees are more complex to implement and require additional storage for
internal nodes and pointers.

Example:
A library catalog may use B+ tree organization to support both “find book by
ISBN” and “list all books by author” queries efficiently.

Table 7.1: Comparison of File Organization Methods

Method Search Insert/Update Suitability
Efficiency Efficiency
Heap Poor Excellent Small/static tables
Sequential | Good (sorted) | Poor Batch/range queries
Hash Excellent (key) | Good Point
queries/equality
ISAM Good Good Mixed workloads
Clustered | Good (joins) Moderate Join-heavy queries
B+ Tree Excellent Good Range and point
queries
Explanation:

Table 7.1 summarizes the strengths and weaknesses of each file organization
method, helping database designers choose the best approach for specific
scenarios.

The diagram titled Figure 7.1: File Organization Methods categorizes
various techniques used in file storage and access in database systems,
grouping them into three major classes: Basic Methods, Indexed Methods,
and Advanced Methods. Each category reflects a different level of
complexity and performance optimization based on how data is stored and
accessed.



Basic Methods are the simplest form of file organization, characterized by

their lack of indexing and simple structure. Within this category, two primary
types are illustrated:

Heap files store records in an unordered manner. This method is
optimal for fast insertions but less efficient for search operations due
to the lack of order.

Sequential files, on the other hand, store data in a sorted manner based
on a key. This enables fast scan operations, especially when reading
records in order, but can be slower for random access or insertions.

Indexed Methods use indexes to improve access speed and efficiency, making

them suitable for applications requiring frequent searches and lookups. Three

types are shown:

ISAM (Indexed Sequential Access Method) involves a two-level
static index structure, combining the benefits of both sequential and
direct access. It's efficient for read-heavy scenarios but less adaptive to
dynamic data updates.

B+ Tree is a balanced indexing method widely used as the default in
modern RDBMS due to its efficiency in maintaining sorted data and
supporting both point queries and range queries.

Hash file organization maps keys directly to locations using a hash
function, allowing constant time O(1) access for exact-match queries,
making it ideal for lookup-heavy applications.

Advanced Methods are designed for specialized use cases requiring
optimized performance. The Clustered file organization falls under this
category and stores related records physically together on disk. This enhances

performance for range-based queries as data is organized based on clustering
keys, allowing fast access to ranges of values.

Overall, the diagram effectively showcases how each file organization method
caters to different needs, balancing between simplicity, speed, and adaptability

depending on the data access patterns and system requirements.
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Figure 7.1: File Organization Methods
7.2 Indexing Techniques: B-Trees, Hashing
7.2.1 Introduction to Indexing

Indexes are auxiliary data structures that enable rapid access to records in a
database. Without indexes, the DBMS would need to scan entire tables to find
matching records, which is inefficient for large datasets. An index works much
like the index in a book: it allows the DBMS to quickly locate the position of
a record based on a key value.

Indexes can be created on one or more attributes (columns) of a table. The
most common types of indexes are B-Tree (and its variant, B+ Tree) and hash
indexes.

7.2.2 B-Tree and B+ Tree Indexes
B-Tree Index

A B-Tree is a balanced tree data structure in which all leaf nodes are at the
same depth. Each node contains a set of keys and pointers to child nodes. The
B-Tree maintains balance by splitting or merging nodes as records are inserted
or deleted, ensuring that the tree height remains logarithmic in the number of
records.

How B-Trees Work:



o Each node (except the root) has between [n/2] and n children, where n
is the order of the tree.

o Keys within a node are sorted, and pointers guide the search.
e Searching, inserting, and deleting records all take O(log n) time.
B+ Tree Index

A B+ Tree is a variant of the B-Tree where all actual data records are stored at
the leaf level, and internal nodes only store keys for navigation. Leaf nodes
are linked together in a doubly-linked list, allowing for efficient range scans.

Advantages of B+ Trees:

o Efficient for both point queries (find a specific key) and range queries
(find all keys between X and Y).

o Balanced structure ensures consistent performance.
o High branching factor reduces tree height, minimizing disk I/O.

Example:
A B+ Tree index on a customer ID column allows the DBMS to quickly find
a specific customer or list all customers in a given range.

Figure 7.2 represents the B+ Tree, a widely used indexing structure in database
systems due to its balance between fast access and efficient storage. It is a
hierarchical structure composed of three main levels: the root node, internal
nodes, and leaf nodes. The root node sits at the top and directs access to
different parts of the tree by pointing to internal nodes, which further narrow
down the search path.

Internal nodes do not store actual data but only key values and child pointers.
These nodes guide the search operation by comparing keys and navigating to
the correct subtree. The leaf nodes, at the bottom of the tree, contain the actual
data entries or pointers to the records in the database. One of the most
important features of B+ Trees is that leaf nodes are linked together in a
doubly linked list structure, allowing for efficient range queries and in-
order traversal.



This structure ensures that the tree remains balanced, with all leaf nodes at
the same depth, providing logarithmic time complexity (O(log n)) for search,
insert, and delete operations. The linked leaf nodes further enhance
performance for queries that need to scan a sequence of data values, making
B+ Trees an ideal choice for use in Relational Database Management
Systems (RDBMS).
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Figure 7.2: B+ Tree Structure
7.2.3 Hash Indexing

Hash indexes use a hash function to map key values to specific buckets or slots
in the index. When searching for a record, the DBMS computes the hash of
the key and looks up the corresponding bucket.



Advantages:
o Extremely fast for equality searches (e.g., “find record with key X’).
e Simple to implement and maintain.

Disadvantages:
e Not suitable for range queries, as records are not ordered.

e Hash collisions (different keys mapping to the same bucket) require
overflow handling, which can impact performance.

Example:
A hash index on an employee ID column allows for rapid lookup of individual
employee records.

7.2.4 Composite and Multi-Level Indexes

Composite indexes are built on multiple columns, enabling efficient searches
on combinations of attributes (e.g., last name and first name). Multi-level
indexes introduce additional layers, such as a primary index on one attribute
and secondary indexes on others, to support complex queries.

Example:
A composite index on (last name, first name) allows for efficient searches by
full name.

7.2.5 Index Maintenance

Indexes must be updated whenever records are inserted, updated, or deleted.
This maintenance overhead is justified by the significant performance gains in
query execution. Periodic index rebuilding or reorganization may be necessary
to maintain optimal performance.

Table 7.2: Comparison of Indexing Techniques

Index Type | Best For Limitations

B+ Tree Point/range queries Slightly slower for inserts
Hash Equality queries Not for range queries
Composite | Multi-column queries | More storage, update cost




7.3 Physical Database Design Considerations
7.3.1 Storage Media Selection

The choice of storage media is a critical decision in physical database design.
Options include magnetic disks (HDDs), solid-state drives (SSDs), and cloud
storage. Each has unique characteristics:

o HDDs: Offer large storage capacity at low cost but have higher latency
due to mechanical movement.

e SSDs: Provide much faster access times and higher reliability but are
more expensive per gigabyte.

e Cloud Storage: Offers scalability and high availability but may
introduce network latency and security considerations.

The selection depends on workload requirements, budget, and performance
expectations.

7.3.2 Block Size and Record Placement

Block size determines how much data is read or written in a single disk
operation. Larger block sizes reduce the number of I/O operations for large
sequential reads but may waste space if records are small. The DBMS must
also decide how to place records within blocks to minimize fragmentation and
maximize space utilization.

Example:
A table with fixed-length records may use a block size that is a multiple of the
record size, ensuring efficient packing.

7.3.3 Data Clustering and Partitioning

Clustering stores related records together, improving performance for queries
that access related data. Partitioning divides large tables into smaller segments
(partitions), which can be stored on different disks or servers.

o Horizontal Partitioning: Splits a table into subsets of rows (e.g., by
region or date).

e Vertical Partitioning: Splits a table into subsets of columns.



Partitioning can improve query performance, enable parallel processing, and
simplify maintenance.

7.3.4 Redundancy and Fault Tolerance

To prevent data loss from hardware failure, databases employ redundancy
strategies such as RAID (Redundant Array of Independent Disks) and regular
backups. RAID uses multiple disks to store copies or parity information,
allowing recovery from disk failures.

Example:
RAID 1 (mirroring) duplicates data on two disks, providing high availability.

7.3.5 Storage Layout and Access Paths

Efficient storage layout reduces disk head movement and maximizes
throughput. Access paths, such as indexes and pointers, are designed to
minimize the number of disk accesses needed to retrieve data.

Table 7.3: Physical Design Factors and Their Impact

Factor Impact on Performance and Reliability

Storage Media | Speed, durability, cost

Block Size I/O efficiency, space utilization
Clustering Query performance for related data
Partitioning Scalability, parallelism, maintenance
Redundancy Data safety, disaster recovery

7.4 Performance Tuning and Optimization
7.4.1 Query Optimization

The query optimizer is a core component of the DBMS that analyzes SQL
queries and determines the most efficient way to execute them. It considers
available indexes, join methods, data distribution, and statistics to choose an
execution plan that minimizes resource usage and response time.

Example:
A query joining two large tables may be executed using a hash join, merge
join, or nested loop join, depending on the optimizer’s cost estimates.



7.4.2 Index Tuning

Choosing which indexes to create is a balancing act. Indexes speed up queries
but slow down inserts, updates, and deletes. The DBMS provides tools to
analyze query patterns and recommend indexes.

Best Practices:
e Index columns used in WHERE clauses and JOIN conditions.
e Avoid excessive indexing, which can degrade write performance.
e Periodically review and drop unused indexes.

7.4.3 Buffer Management and Caching

The DBMS uses a buffer pool in main memory to cache frequently accessed
data blocks. When a query requests data, the DBMS first checks the buffer
pool before reading from disk. Effective buffer management reduces disk I/O
and speeds up query execution.

Example:
A table that is frequently queried may have its most accessed blocks kept in
memory, reducing response time for users.

7.4.4 Table Partitioning and Parallel Processing

Partitioning large tables enables the DBMS to process queries in parallel,
distributing the workload across multiple disks or servers. This improves
throughput and reduces response times for complex queries.

Example:
A sales database partitioned by month allows queries for a specific month to
scan only the relevant partition, speeding up execution.

7.4.5 Statistics and Cost Estimation

The DBMS maintains statistics on table sizes, index selectivity, and data
distribution. These statistics are used by the optimizer to estimate the cost of
different execution plans and choose the most efficient one.



Example:
If the optimizer knows that a certain value is rare, it may choose an index scan
over a full table scan.

7.4.6 Maintenance Operations

Regular maintenance tasks such as rebuilding indexes, reorganizing tables,
and updating statistics are essential for sustaining optimal performance.
Neglecting maintenance can lead to slow queries, wasted space, and even data
corruption.

Table 7.4: Performance Tuning Techniques

Technique Benefit
Query Optimization | Faster query execution
Index Tuning Improved search and retrieval
Buffer Management | Reduced disk I/O, faster access
Partitioning Scalability, parallel query execution
Maintenance Sustained long-term performance
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Figure 7.3: Performance Tuning Cycle



Explanation:

Figure 7.3 depicts the Performance Tuning Cycle, a continuous and iterative
process essential for maintaining the efficiency and responsiveness of
database systems. The cycle begins with Monitoring, where key performance
indicators (KPIs) such as query execution time, CPU usage, memory
consumption, and disk I/O are tracked. Monitoring helps in identifying
potential bottlenecks or irregularities in the system.

Once data is collected, the next phase is Analysis. In this stage, DBAs or
performance engineers review logs, query plans, and usage patterns to
pinpoint specific issues—such as slow queries, missing indexes, or inefficient
schema designs—that are impacting performance.

Based on the analysis, the Optimization phase involves implementing
changes to improve performance. This may include tuning SQL queries,
indexing critical columns, adjusting configuration parameters, or even
redesigning parts of the database schema.

The final phase, Maintenance, ensures that the improvements are sustained
over time. It involves tasks such as regular updates, re-indexing, cleaning up
logs, and managing resources. After maintenance, the cycle loops back to
Monitoring, as databases are dynamic and new performance issues can
emerge over time due to changes in data volume, usage patterns, or system
workload.

This continuous loop ensures that database systems remain high-performing,
reliable, and scalable, aligning with evolving business and technical
requirements.

7.5 Database Catalogs and Metadata

7.5.1 The Role of Database Catalogs

A database catalog, also known as a data dictionary or system catalog, is a
special set of tables maintained by the DBMS to store metadata—data about
the data. The catalog is the authoritative source for information about the
structure, constraints, and organization of the database.

7.5.2 Metadata Contents

The catalog contains detailed information about:



Tables: Names, columns, data types, constraints, and storage details.

Indexes: Index names, columns indexed, type of index, and storage
location.

Views: Definitions of virtual tables based on queries.
Users and Roles: Usernames, privileges, and access controls.

Constraints: Primary keys, foreign keys, unique constraints, and
check conditions.

Statistics: Row counts, index selectivity, and data distribution.

Storage: File locations, block sizes, and partitioning information.

7.5.3 Importance of Metadata

Metadata is essential for:

Query Optimization: The optimizer uses catalog information to plan
efficient query execution.

Database Administration: Administrators use the catalog to manage
schemas, monitor usage, and enforce security.

Security and Auditing: The catalog tracks user privileges and access
history, supporting compliance and auditing.

Application Development: Developers can query the catalog to
dynamically discover database structure and adapt applications.

Table 7.5: Typical Metadata in a Database Catalog

Metadata Type | Example Information

Table Definitions | Table names, columns, data types
Indexes Index names, columns indexed
Constraints PK, FK, UNIQUE, CHECK constraints
Storage Info File locations, block sizes

Statistics Row counts, index selectivity
Users/Roles Usernames, privileges, access rights

Figure 7.4: Database Catalog Structure
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Explanation:
Figure 7.4 illustrates the central role of the Database Catalog in managing

and organizing metadata—the data about the structure and configuration of

a database system. The catalog serves as a repository of critical information

used by the database management system (DBMS) to operate efficiently and

enforce consistency, security, and integrity.

Various elements interact with the catalog:

Tables: The catalog stores schema definitions, such as table names,
column names, data types, and relationships. This metadata is crucial
for query processing and integrity enforcement.

Indexes: Information about index structures, including which tables
and columns are indexed, is maintained to optimize data retrieval
operations.

Constraints: Rules like primary keys, foreign keys, unique
constraints, and check conditions are recorded in the catalog to
maintain data validity and consistency.

Users: Metadata about users, roles, and access privileges are kept to
manage authentication and authorization.

Statistics: The catalog includes performance-related metadata such as
row counts, data distribution, and usage patterns. These statistics help
the query optimizer in making informed execution plan decisions.



All these components feed into and are managed by the Database Catalog,
making it a vital backbone for database administration, security enforcement,
query optimization, and overall system stability.

7.6 Summary

This chapter has provided an in-depth, comprehensive exploration of storage
structures, file organization, and indexing in database systems. Starting with
the fundamentals of how data is physically stored and organized, we examined
the strengths and weaknesses of various file organization methods, including
heap, sequential, hash, ISAM, clustered, and B+ tree. Indexing techniques,
especially B+ trees and hashing, were discussed as essential tools for
accelerating data retrieval and supporting efficient query execution.

Physical database design considerations—including storage media selection,
block size, clustering, partitioning, and redundancy—were explored in detail,
highlighting their impact on performance, reliability, and scalability. The
chapter also covered best practices in performance tuning, including query
optimization, index tuning, buffer management, and maintenance operations.

Finally, we examined the critical role of database catalogs and metadata, which
underpin efficient database management, optimization, and security. Mastery
of these concepts is essential for designing, implementing, and maintaining
high-performance, reliable, and scalable database systems.

Review Questions

1. Compare and contrast heap, sequential, hash, ISAM, clustered, and B+
tree file organization methods. For each, describe a scenario where it
would be most appropriate and explain why.

2. Explain the structure, operation, and advantages of B+ tree and hash
indexing. How do these techniques aftect query performance, and what
are their limitations?

3. Discuss the key physical database design considerations, such as
storage media, block size, clustering, and redundancy. How do these
factors influence database performance and reliability?



4. Describe the process and importance of performance tuning in a
database system. What are the main techniques, and how do they
interact to achieve optimal performance?

5. What is a database catalog? List and explain the types of metadata it
stores, and discuss their importance in query optimization, security,
and application development.



CHAPTER 8
QUERY PROCESSING AND OPTIMIZATION

Learning Outcomes

e Understand the complete lifecycle of a database query from
submission to result delivery.

e Analyze each step of query processing, including parsing, translation,
optimization, and execution.

o Evaluate various query evaluation strategies and their impact on
performance.

e Apply advanced query optimization techniques to improve efficiency
and resource utilization.

o Interpret cost estimation methods and execution plans, and understand
their role in performance tuning.

e Assess performance considerations in real-world database
environments and apply best practices for optimization.

8.1 Query Processing Steps
8.1.1 Overview of Query Processing

Query processing is the backbone of any database management system
(DBMS). It refers to the series of steps that a DBMS follows to transform a
high-level query (such as SQL) into a form that can be executed efficiently on
the underlying data storage. This process is essential for bridging the gap
between user-friendly query languages and the complex, low-level operations
required to retrieve and manipulate data.

A typical query processing workflow involves several phases, each with
distinct responsibilities and challenges. The process begins the moment a
query is submitted and continues until the results are returned to the user or
application.



8.1.2 Detailed Steps in Query Processing
1. Query Submission

The process starts when a client application or user submits a query to the
database server, often over a network. The query is received by the database’s
network layer, which manages connections and communication protocols.

2. Tokenization and Parsing

The first internal step is tokenization, where the query string is broken down
into tokens—keywords, identifiers, operators, and literals. The parser then
checks the syntax of the query, ensuring it adheres to the SQL grammar.

o Syntax Check: Determines if the query is syntactically correct. For
example, a misspelled keyword (“SELCT” instead of “SELECT”) will
be caught here.

e Semantic Check: Ensures that referenced tables and columns exist
and that operations make sense (e.g., comparing a string to a number
is flagged as an error).

e Shared Pool Check: The system checks if an identical query has been
recently executed and cached. If so, the cached execution plan may be
reused, saving time on further processing.

3. Query Translation

Once the query passes parsing, it is translated from SQL into an internal
representation, often in the form of relational algebra expressions or query
trees. This translation makes it easier for the optimizer and execution engine
to manipulate and analyze the query.

4. Query Optimization

The optimizer examines multiple possible ways to execute the query,
generating various execution plans. It evaluates each plan’s cost based on
factors like available indexes, join methods, data distribution, and expected
row counts. The optimizer selects the plan with the lowest estimated cost.



5. Code Generation and Execution Plan Creation

The chosen execution plan is converted into a series of low-level operations
(such as scans, joins, and sorts) that the DBMS can execute. This plan is often
represented as a tree or graph, where each node is an operation.

6. Query Execution

The execution engine processes the plan, interacting with the storage engine
to access the required data blocks, perform operations, and generate the result
set. The results are formatted and returned to the client.

7. Result Delivery

The final results are sent back to the user or application, completing the query
lifecycle.

Table 8.1: Steps in Query Processing

Step Description

Submission User or application sends query to DBMS

Parsing Tokenization, syntax and semantic checks

Translation Convert SQL to internal representation (relational
algebra/tree)

Optimization Generate and evaluate alternative execution plans, select
the best one

Code Translate plan into low-level operations

Generation

Execution Process plan, access data, compute results

Result Delivery | Return results to user or application

Explanation:

Table 8.1 summarizes the multi-stage process that transforms a user query into
actionable database operations.
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Figure 8.1: Query Processing Pipeline

Explanation:
Figure 8.1 illustrates the Query Processing Pipeline, which outlines the
sequential stages a query undergoes within a Database Management System



(DBMS) from the moment it's submitted by the user until the final result is
produced. Each step in this pipeline plays a vital role in ensuring the query is

executed efficiently and correctly.

1.

Query Submission: This is the initial step where the user submits a
SQL query to the DBMS. The query could range from a simple data
retrieval request to a complex join or aggregation.

Parsing: In this stage, the DBMS checks the syntax and semantics of
the query. It ensures the query conforms to the SQL language rules and
that all referenced objects (tables, columns, etc.) exist in the database.

Translation: The parsed query is then converted into an internal
representation, often a logical query tree or algebraic expression,
which is easier for the system to work with.

Optimization: The logical representation of the query is optimized by
the query optimizer. It evaluates multiple strategies and chooses the
most efficient execution plan based on factors like indexes, statistics,
join order, and available resources.

Plan Generation: The optimized logical plan is then translated into a
physical plan—a set of low-level operations (like scans, joins, or
sorts) that the database engine can execute.

Execution: The DBMS executes the physical plan by accessing the
necessary data from storage, applying the specified operations, and
constructing the result.

Result: The final result of the query is returned to the user in the
expected format.

This pipeline ensures that complex SQL queries are handled efficiently,
transforming high-level user intentions into optimized, executable operations

that the database can process quickly and accurately.

8.2 Query Evaluation Strategies

8.2.1 Logical and Physical Query Plans

After parsing and translation, the DBMS generates a logical query plan—an
abstract representation of the query using relational algebra operators. This



plan is then mapped to one or more physical query plans, which specify the
actual algorithms and access methods to be used.

e Logical Plan: Describes what operations need to be performed (e.g.,
select, project, join) without specifying how.

o Physical Plan: Specifies how each operation will be carried out (e.g.,
index scan vs. full table scan, nested loop join vs. hash join).

8.2.2 Access Methods
Access methods determine how the DBMS retrieves data from storage:

o Full Table Scan: Reads every row in the table. Simple but costly for
large tables.

e Index Scan: Uses an index to quickly locate rows matching a
condition.

o Index Seek: Directly navigates to the required index entry, much faster
than a scan.

e Bitmap Index Scan: Efficient for queries involving multiple
conditions on indexed columns.

8.2.3 Join Algorithms

Joins are among the most resource-intensive operations in query processing.
The DBMS can choose from several join algorithms:

e Nested Loop Join: For each row in the first table, scans the second
table for matching rows. Best for small tables or when one table is very
small.

e Merge Join: Both tables are sorted on the join key; matching rows are
found by advancing pointers through both tables. Efficient for large,
sorted tables.

o Hash Join: Builds a hash table on the join key of one table, then probes
it with rows from the other table. Excellent for large, unsorted tables.



8.2.4 Sorting and Aggregation

Queries often require sorting (ORDER BY) or aggregation (SUM, AVG,
COUNT). The DBMS chooses algorithms such as in-memory sort, external

merge sort, or hash-based aggregation depending on data size and available

memory.

8.2.5 Pipelining and Materialization

o Pipelining: Intermediate results are passed directly from one operator

to the next without being written to disk, saving I/O and memory.

e Materialization: Intermediate results are stored temporarily, which
may be necessary if results are reused or if pipelining is not possible.

Table 8.2: Query Evaluation Strategies

Strategy Description Best Use Case
Full Table Scan | Reads all rows Small tables, no suitable
index
Index Scan/Seek | Uses index for fast access Indexed columns,
selective queries
Nested Loop | Scans inner table for each | Small or highly selective
Join outer row joins
Merge Join Sorts both tables, then | Large, sorted tables
merges
Hash Join Hashes one table, probes with | Large, unsorted tables
the other
Pipelining Passes  results  directly | Fast, memory-efficient
between operators queries
Materialization | Stores intermediate results Complex queries, result
reuse
Explanation:

Table 8.2 outlines various query evaluation strategies used by database

systems to execute SQL queries efficiently. Each strategy represents a

different method of accessing or processing data, and the choice of strategy

greatly influences query performance. The effectiveness of each approach

depends on factors like data size, indexing, sorting, and query complexity.




The Full Table Scan strategy involves reading all rows of a table regardless
of the condition. While it is generally slower, it can be efficient for small
tables or when no suitable index is available to support the query condition.

An Index Scan/Seek leverages existing indexes on columns to access only
the relevant rows quickly. This strategy is ideal for selective queries where
the condition significantly narrows down the result set, and the column used
in the condition is indexed.

A Nested Loop Join is used when joining two tables. For each row in the outer
table, the system scans the inner table to find matching rows. It works well for
small tables or highly selective joins, but can be inefficient for large datasets
due to repeated scans.

The Merge Join strategy sorts both tables on the join key and then merges
them in a single pass. This is efficient for large tables that are already sorted
or when sorting is inexpensive.

A Hash Join creates a hash table on one of the tables (typically the smaller
one) and then probes it with rows from the other table. It is suitable for large,
unsorted tables, especially when no useful indexes are available and sorting
would be too costly.

Pipelining is an execution strategy where the output of one operation is passed
directly to the next without intermediate storage. This approach reduces disk
I/O and memory usage, making it ideal for fast, memory-efficient queries.

In contrast, Materialization stores the intermediate results of subqueries or
operations in temporary tables. This strategy is useful for complex queries
where intermediate results are reused multiple times, though it incurs more
overhead due to storage.

Together, these strategies form the backbone of query execution planning in
modern database systems. Choosing the right one based on query structure and
data characteristics can significantly enhance performance and resource
efficiency.
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Explanation:

Figure 8.2 presents the three primary join algorithms used by database
systems to combine rows from two or more tables: Nested Loop Join, Merge

Join,

and Hash Join. Each algorithm has its strengths and is optimized for

different data scenarios, such as data size, sorting, and indexing.

Nested Loop Join is the simplest and most intuitive join method. For
every row in the outer table, the system scans all rows in the inner table
to find matching values. Although straightforward, it can be inefficient
for large datasets due to its quadratic time complexity. However, it is
well-suited for small tables or situations where indexed lookups can
reduce the number of inner table scans.

Merge Join requires that both input tables are sorted on the join key.
It then iterates through both tables simultaneously, merging matching
rows in a single pass. This approach is highly efficient for large, pre-
sorted datasets, and is particularly effective when combined with sort-
merge phases in query execution.

Hash Join is a more dynamic method that builds an in-memory hash
table for one of the tables (usually the smaller one) and then scans the
other table, probing the hash table for matching rows. This join type
is highly effective for large, unsorted tables, especially when sorting
is expensive or impractical.



The arrows between these join types in the figure suggest that the choice
among them is not fixed but dependent on the context—including table size,
data distribution, indexing, and sort order. Modern query optimizers evaluate
these conditions and choose the most appropriate join strategy to deliver
efficient performance.

8.3 Query Optimization Techniques
8.3.1 The Role of the Query Optimizer

The query optimizer is a sophisticated component of the DBMS that
automatically transforms a logical query plan into the most efficient physical
execution plan. Its goal is to minimize resource usage (CPU, memory, disk
I/O) and response time.

8.3.2 Heuristic (Rule-Based) Optimization

Heuristic optimization applies a set of rules to rewrite queries into more
efficient forms. Common heuristics include:

e Push Selections Down: Apply filters as early as possible to reduce the
size of intermediate results.

e Combine Selections and Projections: Merge adjacent selection and
projection operations to minimize data processed.

e Join Order Optimization: Reorder joins to process the smallest or
most selective tables first.

o Eliminate Redundant Operations: Remove unnecessary
computations or data accesses.

8.3.3 Cost-Based Optimization

Cost-based optimization evaluates multiple alternative execution plans and
estimates their resource costs using statistics from the database catalog (such
as table sizes, index selectivity, and data distribution). The optimizer chooses
the plan with the lowest estimated cost.

e Cardinality Estimation: Predicts the number of rows produced by
each operation.



o Selectivity Estimation: Estimates the fraction of rows that satisfy a
condition.

e Cost Models: Assigns costs to operations based on 1/O, CPU, and
memory usage.

8.3.4 Plan Enumeration and Pruning

The optimizer generates many possible plans (plan enumeration) but quickly
eliminates (prunes) those that are clearly suboptimal, focusing on the most
promising alternatives.

8.3.5 Use of Indexes and Statistics

The optimizer considers available indexes and up-to-date statistics to
determine whether to use an index scan or a full table scan, and which join
algorithm to apply.

8.3.6 Rewriting Subqueries and Views

The optimizer may flatten subqueries or materialize views to simplify the
execution plan and improve performance.

Table 8.3: Query Optimization Techniques

Technique Description Benefit
Heuristic Rule-based transformations Simpler, faster plans
Rewriting
Cost-Based Estimates resource usage of | Finds  lowest-cost
Optimization alternative plans plan
Join Order | Reorders joins for efficiency Reduces
Optimization intermediate results
Index Utilization Chooses best index for access | Faster data retrieval
Subquery Flattens  or  materializes | Simplifies execution
Rewriting subqueries

Explanation:

Table 8.3 outlines key query optimization techniques employed by modern
database systems to improve the efficiency and performance of SQL queries.
These techniques are integral to the query optimization phase, where the



system decides how best to execute a given query by transforming it into an
efficient plan.

The first technique, Heuristic Rewriting, involves applying rule-based
transformations to the query structure. These heuristics follow predefined
rules, such as pushing selections closer to base tables or reordering operations
to reduce processing time. This method is lightweight and produces simpler
and faster execution plans, though not necessarily the most optimal.

Cost-Based Optimization (CBO) goes a step further by evaluating multiple
alternative execution plans and estimating their resource usage, including
CPU, memory, and I/O operations. Based on statistical metadata, the optimizer
selects the plan with the lowest estimated cost, making this approach highly
effective for complex queries.

Join Order Optimization focuses on the sequence in which tables are
joined. By rearranging the order of joins, the optimizer can minimize the size
of intermediate results, which in turn improves execution time and resource
consumption—especially important in queries involving multiple joins.

Index Utilization involves the strategic use of indexes to improve data access.
The optimizer determines which index, if any, will provide the most efficient
access path to the required data. Proper index usage can significantly reduce
scan times and improve query performance.

Lastly, Subquery Rewriting transforms subqueries into simpler or more
efficient forms, such as converting correlated subqueries into joins or
flattening nested queries. This simplification helps reduce overhead and often
leads to better-performing query plans.

Together, these optimization techniques enable a query optimizer to
transform high-level declarative SQL statements into low-level execution
strategies that are both efficient and scalable, ensuring high performance
across a wide range of data workloads.
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Figure 8.3: Query Optimization Flow



Explanation:
Figure 8.3 shows the transformation path from a logical plan to a physical
execution plan.

8.4 Cost Estimation and Execution Plans
8.4.1 Importance of Cost Estimation

Cost estimation is at the heart of query optimization. The DBMS must predict
the resource cost of each possible execution plan before choosing the best one.
Costs are measured in terms of disk I/O, CPU cycles, memory usage, and
sometimes network traffic (for distributed databases).

8.4.2 Components of Cost Estimation
e I/O Cost: Number of disk reads and writes required by the plan.

e CPU Cost: Processing time for computations, comparisons, and
function evaluations.

e Memory Cost: Amount of RAM needed for sorting, hashing, and
buffering intermediate results.

e Network Cost: Data transfer time for distributed queries.

The optimizer uses statistics from the database catalog (e.g., table sizes, index
selectivity, value distributions) to estimate these costs.

8.4.3 Execution Plans

An execution plan is a detailed, step-by-step roadmap for how the DBMS will
execute a query. It specifies the sequence of operations, the access methods
(e.g., index scan, hash join), and the order in which tables are processed.

e Plan Trees: Execution plans are typically represented as trees, with
leaf nodes representing data access operations and internal nodes
representing relational operators (e.g., join, sort).

e Operator Nodes: Each node in the plan tree corresponds to a specific
operation, such as scanning a table, applying a filter, or joining two
datasets.



8.4.4 Viewing and Interpreting Execution Plans

Most DBMSs provide tools to view the execution plan for a query (e.g.,
EXPLAIN in PostgreSQL, SQL Server Management Studio’s graphical
plans). Interpreting these plans is essential for diagnosing performance issues

and tuning queries.

Example:

A plan may show that a query is using a full table scan instead of an index

scan, indicating a need to create or update an index.

Table 8.4: Cost Components in Execution Plans

Component | Description Example Impact

/O Disk reads/writes for data | Slow if many blocks are
access accessed

CpPU Processing time for | High for complex joins or
computations sorts

Memory RAM needed for intermediate | Limits  parallelism  if
results insufficient

Network Data transfer in distributed | Bottleneck for remote
systems queries

Explanation:

Table 8.4 highlights the key cost components considered by a database query

optimizer when evaluating and selecting execution plans. These
components—I/0, CPU, Memory, and Network—collectively determine the
efficiency and performance of query execution, particularly in complex or

distributed environments.

e 1/O (Input/Output) cost refers to the disk operations required to
access data, such as reading from or writing to storage blocks. I/O
tends to be one of the most expensive operations, especially if the
query needs to scan large tables or access data that isn’t indexed. For
example, a full table scan that reads thousands of disk blocks can
significantly slow down query performance due to the latency of disk
access.

e CPU cost involves the processing time used to perform computations
like filtering, sorting, and joining data. Complex operations such as
nested loop joins, large aggregations, or sorting large result sets can



lead to high CPU usage, potentially slowing down the system or
affecting other running queries.

Memory refers to the RAM needed to store intermediate results
during query execution. Adequate memory allows the database to
execute operations like hash joins, aggregations, and sorting in
memory, which is much faster than using temporary disk storage.
However, if memory is insufficient, the system may spill data to disk,
reducing performance and limiting parallel execution.

Network cost comes into play in distributed database systems,
where data must be transferred across different nodes or systems. High
network usage can become a major bottleneck, particularly in remote
joins or queries that aggregate data across partitions, leading to
increased response times.

These cost components are evaluated by the optimizer during the query

planning phase to estimate the overall expense of executing different

strategies. By balancing these factors, the optimizer selects the most cost-
effective plan, ensuring that queries run efficiently in terms of time and

system resource utilization.
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Explanation:
Figure 8.4 illustrates a typical execution plan tree generated by a database



query optimizer. The diagram shows a JOIN operation (likely a Hash Join
based on the implementation) at the root node, which combines data from two
different access methods. The left branch represents a full TABLE SCAN
(sequential scan) that reads all rows from a table, while the right branch shows
an efficient INDEX SCAN that retrieves only the relevant rows using an index.
The execution plan includes performance metrics, with the JOIN operation
accounting for 85% of the total query cost, while the TABLE SCAN and
INDEX SCAN contribute 60% and 25% respectively. This type of plan is
commonly seen when joining a large table (50K rows in this case) with a
smaller filtered result set (1K rows). The diagram effectively demonstrates
how database optimizers balance the trade-offs between different access
methods, where full scans may be preferred for large data portions while
indexed access is used for selective filtering. The cost percentages and row
estimates shown are representative of real-world execution plans that database
administrators analyze for query performance tuning.

The execution plan tree visually represents the physical operations the
database engine will perform, from the bottom up. First, it retrieves data
through the access methods (scan and index scan), then combines them
through the join operation. This hierarchical structure helps database
professionals understand how different parts of a query contribute to overall
performance and where optimization efforts should be focused. The
significant cost difference between the two access paths (60% vs 25%) clearly
shows the performance benefit of using an index when appropriate, while also
demonstrating that full scans are sometimes unavoidable for large portions of
data. Such execution plans are crucial for identifying performance bottlenecks
in SQL queries.

8.5 Performance Considerations
8.5.1 Factors Affecting Query Performance

Several factors influence the performance of query processing and
optimization:

o Data Volume: Larger tables require more time to scan and process.

o Index Availability: Proper indexes can dramatically speed up queries.



Query Complexity: Complex queries with many joins, subqueries, or
aggregations are more resource-intensive.

Hardware Resources: CPU speed, memory size, disk speed, and
network bandwidth all affect performance.

Concurrency: Multiple users or applications running queries
simultaneously can lead to contention and locking issues.

8.5.2 Best Practices for Performance Tuning

Indexing: Create indexes on columns frequently used in WHERE
clauses, JOIN conditions, and ORDER BY clauses.

Query Refactoring: Rewrite queries to minimize unnecessary joins,
subqueries, and computations.

Partitioning: Split large tables into partitions to reduce scan times and
enable parallel processing.

Statistics Maintenance: Keep statistics up to date so the optimizer can
make accurate cost estimates.

Caching and Buffering: Use memory effectively to cache frequently
accessed data and intermediate results.

Avoiding Over-Indexing: Too many indexes slow down data
modification operations.

8.5.3 Monitoring and Profiling

Use DBMS tools to monitor query execution times, resource usage, and wait

events. Profiling queries helps identify bottlenecks and opportunities for

optimization.

8.5.4 Adaptive Query Processing

Modern DBMSs use adaptive query processing, where the execution plan can
change dynamically based on actual runtime conditions (e.g., unexpected data
distribution or resource contention).



Table 8.5: Performance Tuning Checklist

Area Key Actions

Indexing Create, drop, and tune indexes

Query Design | Refactor for simplicity and efficiency

Partitioning Use horizontal/vertical partitioning as appropriate

Statistics Update regularly

Caching Optimize buffer pool and cache usage

Monitoring Profile and analyze query performance
Explanation:

Table 8.5 provides a checklist for systematic performance tuning in query
processing. Performance tuning is a critical aspect of database management
that involves systematically optimizing various components to enhance
efficiency and response times. Table 8.5 presents a comprehensive checklist
covering six key areas of focus. Indexing forms the foundation, requiring
careful creation and maintenance of appropriate indexes while eliminating
unused or redundant ones. Query design emphasizes writing efficient SQL by
simplifying complex queries, avoiding unnecessary operations, and using
proper join techniques. Partitioning strategies, both horizontal (by rows) and
vertical (by columns), help manage large datasets by improving query
performance and maintenance operations. Maintaining
accurate statistics enables the query optimizer to make informed decisions
about execution plans, necessitating regular updates especially after
significant data changes. Caching optimization involves configuring memory
structures like buffer pools to reduce physical I/O operations. Finally,
continuous monitoring through profiling and analysis helps identify
bottlenecks and verify the impact of tuning efforts. This holistic approach
ensures databases deliver optimal performance by addressing storage,
memory, query processing, and ongoing maintenance aspects in an integrated
manner. The checklist serves as a practical guide for database administrators
to methodically improve system performance across all critical dimensions.
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Figure 8.5 shows the iterative nature of performance tuning in database

environments.

8.6 Case Study: End-to-End Query Processing

8.6.1 Scenario

Suppose a retail company wants to generate a report of all customers who
purchased products in the last month, including their names, purchase dates,

and total amounts spent.

8.6.2 Step-by-Step Processing

1. Query Submission: The analyst submits an SQL query joining the
CUSTOMERS, ORDERS, and PRODUCTS tables.

2. Parsing and Translation: The DBMS parses the query, checks for

syntax and semantic errors, and translates it into a relational algebra
tree.

3. Optimization:
The optimizer considers multiple plans:

o Should

scan ORDERS first

CUSTOMERS, or vice versa?

and then join with

o Are there indexes on purchase date or customer id?

o What is the selectivity of the date filter?




4. Cost Estimation: The optimizer estimates 1/O, CPU, and memory
costs for each plan, using statistics on table sizes and index selectivity.

5. Execution Plan Selection: The optimizer selects a plan that uses an
index scan on purchase date, a hash join with CUSTOMERS, and a
merge join with PRODUCTS.

6. Execution: The execution engine processes the plan, retrieves data
from storage, performs joins and aggregations, and formats the result.

7. Result Delivery: The report is returned to the analyst, who reviews the
output.

8.6.3 Lessons Learned

e Proper indexing and up-to-date statistics enabled the optimizer to
choose an efficient plan.

e Query performance was monitored and further improved by
partitioning the ORDERS table by month.

8.8 Summary

This chapter provided a comprehensive and in-depth exploration of query
processing and optimization in modern database systems. We examined the
full lifecycle of a query, from submission and parsing to translation,
optimization, execution, and result delivery. Various query evaluation
strategies were analyzed, including access methods, join algorithms, and the
use of pipelining and materialization.

Advanced query optimization techniques—both heuristic and cost-based—
were discussed, highlighting the importance of plan enumeration, pruning, and
the use of statistics and indexes. The chapter detailed the critical role of cost
estimation in selecting the best execution plan and showed how execution
plans are constructed, interpreted, and tuned.

Performance considerations were covered extensively, with best practices for
indexing, query design, partitioning, statistics maintenance, and adaptive
processing. A practical case study illustrated the end-to-end process in a real-
world scenario.



Mastering these concepts is essential for database professionals who seek to
design, implement, and maintain high-performance, scalable, and reliable
database systems.

Review Questions

1.

Describe in detail each step of the query processing pipeline, from
submission to result delivery. Why is each step important?

Compare and contrast different query evaluation strategies, such as full
table scan, index scan, nested loop join, merge join, and hash join.
When is each most appropriate?

Explain the difference between heuristic and cost-based query
optimization. How does the optimizer use statistics and indexes to
choose the best execution plan?

What are the main components of cost estimation in query processing?
How do these influence the selection of an execution plan?

Outline a systematic approach to performance tuning in query
processing. What tools and techniques should a database administrator
use to monitor, analyze, and improve query performance?



CHAPTER 9
TRANSACTION MANAGEMENT

Learning Outcomes

Master the theoretical foundations and practical implementation of
transaction management in database systems.

Analyze the ACID properties in depth and their role in ensuring
reliable, robust, and consistent database operations.

Understand the lifecycle of transactions, including all possible states
and transitions.

Evaluate the significance of transaction schedules, serializability, and
recoverability for correctness in concurrent execution.

Identify, explain, and mitigate concurrency anomalies and their impact
on data integrity.

Explore isolation levels, their implementation, trade-offs, and real-
world implications for performance and consistency.

Apply advanced concepts such as locking protocols, deadlock
handling, timestamp ordering, and multi-version concurrency control.

Develop strategies for effective transaction management in distributed
and high-availability database environments.

9.1 Introduction to Transaction Management

9.1.1 The Role of Transactions in Database Systems

A transaction is the fundamental unit of work in a database system. It

encapsulates a sequence of operations—such as reading, writing, updating, or
b

deleting data—that must be executed as a single, indivisible unit. The primary
goal of transaction management is to ensure that the database remains in a

consistent state even in the presence of concurrent operations, system crashes,
or hardware failures.

In modern applications, databases often serve thousands or millions of users
simultaneously. Each user’s actions—such as transferring funds, placing



orders, or updating records—are modeled as transactions. The DBMS must
coordinate these transactions to prevent data corruption, lost updates, and
inconsistent states.

9.1.2 Historical Context and Motivation

The concept of transactions was introduced to address the challenges of
concurrent access and system failures in early banking and airline reservation
systems. Without transaction management, simultaneous updates could lead
to inconsistencies (e.g., two ATMs dispensing the same cash), and system
crashes could leave the database in a partially updated, corrupt state.

Today, transaction management is at the core of mission-critical systems in
finance, healthcare, e-commerce, and more. Understanding its principles is
essential for designing reliable, scalable, and secure applications.

9.2 Transaction Concepts and ACID Properties
9.2.1 Formal Definition of a Transaction

A transaction TTT is a finite sequence of database operations (read, write,
commit, abort) that transforms the database from one consistent state to
another. Formally, a transaction can be represented as:

T={01,02,...,0n,commit/abort}
where each Oi is a database operation.
9.2.2 The ACID Properties
Atomicity

Atomicity ensures that all operations in a transaction are treated as a single,
indivisible unit. If any operation fails, the entire transaction is rolled back, and
the database is restored to its previous state. This is typically implemented
using a write-ahead log (WAL) or undo/redo logs.

Example:
In a funds transfer, if the debit succeeds but the credit fails, atomicity ensures
that the debit is also undone.

Consistency



Consistency guarantees that a transaction transforms the database from one
valid state to another, preserving all integrity constraints, triggers, and
business rules. The DBMS enforces constraints such as primary keys, foreign
keys, and check conditions during transaction execution.

Example:
If a transaction violates a foreign key constraint, it is aborted to maintain
consistency.

Isolation

Isolation ensures that concurrently executing transactions do not interfere with
each other. Each transaction should execute as if it were the only one running,
preventing phenomena such as dirty reads, lost updates, and inconsistent
analysis.

Technical Note: Isolation is enforced using concurrency control mechanisms
such as locking, timestamp ordering, or multi-version concurrency control
(MVCCO).

Durability

Durability ensures that once a transaction commits, its changes are permanent,
even in the event of a system crash. This is achieved by writing committed
changes to non-volatile storage (e.g., disk, SSD).

Example:
After a successful purchase, the order record remains in the database even if
the server crashes immediately afterward.

9.2.3 ACID in Practice

Most commercial DBMSs guarantee ACID properties through a combination
of logging, locking, buffer management, and recovery protocols. However,
trade-offs are sometimes made for performance, especially in distributed or
NoSQL systems.

Table 9.1: ACID Properties and Their Implementation

Property Guarantee Implementation
Mechanism




Atomicity | All or nothing execution Logging, rollback, undo

logs
Consistency | Valid state transitions, constraint | Triggers, constraints
enforcement
Isolation No interference from concurrent | Locking, MVCC,
transactions serialization

Durability | Committed changes survive | Write-ahead logging,

failures backups

Explanation:

Table 9.1 summarizes the ACID properties and typical mechanisms used to
enforce them.

9.3 Transaction States and Schedules

9.3.1 Transaction Lifecycle and State Diagram

A transaction passes through several well-defined states during its execution:

1.
2.

Active: The transaction is executing its operations.

Partially Committed: All operations have been executed, and the
transaction is ready to commit.

Committed: The transaction has been successfully completed, and all
changes are permanent.

Failed: An error or system failure has occurred; the transaction cannot
proceed.

Aborted: The transaction has been rolled back, and all changes are
undone.
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Figure 9.1: Transaction State Diagram

Explanation:

Figure 9.1 presents a Transaction State Diagram, which outlines the various
states a transaction can go through during its execution in a Database
Management System (DBMS). This diagram is essential to understanding
transaction management, especially in ensuring properties like atomicity,
consistency, isolation, and durability (ACID).

e A transaction begins in the Active state, where all the operations (like
read, write, update) are being executed.

e Once all operations complete successfully, the transaction enters the
Partially Committed state, indicating it is ready to finalize but hasn't
yet written changes permanently.

e If no errors occur, it transitions to the Committed state, where all
changes are permanently saved to the database.

HOWCVCI‘, €1Tors Can occur:

e From the Active or Partially Committed state, if a failure happens
(like a crash or logical error), the transaction moves to the Failed state.



o From Failed, the system initiates a rollback, and the transaction enters
the Aborted state, ensuring that any changes made during the
transaction are undone.

This model helps ensure transactional integrity, allowing the DBMS to
recover gracefully from failures and maintain a consistent state.

9.3.2 Transaction Schedules

A schedule is an interleaving of operations from multiple transactions.
Schedules are classified as:

e Serial Schedule: Transactions execute one after another, with no
interleaving. This is the simplest but least concurrent.

e Concurrent Schedule: Operations from different transactions are
interleaved to improve throughput and resource utilization.

Example: Serial vs. Concurrent Schedule
Serial Schedule:

T1: Read(A), Write(A), Commit
T2: Read(B), Write(B), Commit

Concurrent Schedule:
T1: Read(A)
T2: Read(B)
T1: Write(A)
T2: Write(B)
T1: Commit
T2: Commit

9.3.3 Precedence Graphs

A precedence graph (also called a serialization graph) is used to analyze the
dependencies between operations in a schedule. Nodes represent transactions,
and edges indicate conflicts (e.g., one transaction writes a data item before
another reads or writes it).

If the graph is acyclic, the schedule is serializable.
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Figure 9.2: Precedence Graph Example

Explanation:

Figure 9.2 shows a simple precedence graph with one dependency. Figure 9.2
illustrates a precedence graph (also known as a serialization graph), which
is used to represent dependencies between transactions in a database
schedule. This graph is a key concept in concurrency control, especially when
verifying if a schedule is conflict-serializable.

In this example, the directed edge from T1 to T2 indicates that Transaction
T1 must precede Transaction T2 in any equivalent serial schedule. This
dependency could arise due to conflicting operations, such as T1 writing a data
item that T2 later reads or writes. The graph visually encodes the order
constraints needed to preserve consistency.

Since the graph has no cycles, it confirms that the schedule is conflict-
serializable—meaning the interleaved execution of T1 and T2 is equivalent to
executing them in a serial order (T1 before T2). Such analysis helps in
ensuring correctness in concurrent transaction execution.

9.4 Serializability and Recoverability
9.4.1 Serializability: The Gold Standard
Conlflict Serializability

A schedule is conflict serializable if it can be transformed into a serial
schedule by swapping non-conflicting operations. Two operations conflict if
they:

o Belong to different transactions,

e Access the same data item,



o At least one is a write.
Testing Serializability:

Construct a precedence graph; if it has no cycles, the schedule is conflict
serializable.

View Serializability

A schedule is view serializable if it produces the same read/write results as a
serial schedule, even if operations are reordered. View serializability is more
general but harder to test than conflict serializability.

Example: Serializability Analysis
Suppose two transactions:

T1: Read(A), Write(A)

T2: Read(A), Write(A)

A schedule where T1 reads and writes A, then T2 reads and writes A, is serial.
If their operations are interleaved, we must check for conflicts.

9.4.2 Recoverability

A schedule is recoverable if transactions commit only after all transactions
whose changes they have read have committed. This avoids cascading
rollbacks.

e Cascadeless Schedule: Transactions only read data written by
committed transactions.

o Strict Schedule: Transactions hold exclusive locks until commit,
ensuring no other transaction can read or write until the first commits.

Example: Cascading Rollback

T1: Write(A)
T2: Read(A)
T1: Abort
T2: 277



If T2 reads a value written by T1 and T1 aborts, T2 must also abort, causing a
cascading rollback.

Table 9.2: Schedule Types and Recoverability

Schedule Description Example Scenario

Type

Recoverable | Commit only after dependent | Safe, may cause rollbacks
commits

Cascadeless Only read committed data Avoids cascading aborts

Strict No read/write until previous | Highest  safety, less
commit concurrency

9.5 Concurrency Issues
9.5.1 The Need for Concurrency Control

Concurrency control is essential in multi-user database systems to ensure that
simultaneous transactions do not interfere with each other, leading to data
corruption or inconsistent results. The DBMS must coordinate access to
shared data items, allowing safe interleaving of operations.

9.5.2 Common Concurrency Anomalies
Lost Update

Occurs when two transactions read the same data and update it, but one update
overwrites the other.

Example:

T1: Read(X), X=X+ 10

T2: Read(X), X=X -5

T1: Write(X)

T2: Write(X) // T1’s update is lost

Dirty Read (Uncommitted Dependency)

A transaction reads data written by another transaction that has not yet
committed. If the first transaction aborts, the second has read invalid data.



Example:
T1: Write(X)
T2: Read(X)
T1: Abort
T2: 277

Non-Repeatable Read

A transaction reads the same data twice and gets different results because
another transaction modified it in between.

Example:

T1: Read(X)

T2: Write(X)

T1: Read(X) // Value has changed

Phantom Read

A transaction re-executes a query and finds new rows inserted by another
transaction.

Example:

T1: SELECT * FROM Orders WHERE amount > 100

T2: INSERT INTO Orders VALUES (200)

T1: SELECT * FROM Orders WHERE amount > 100 // New row appears

Table 9.3: Concurrency Anomalies and Their Impact

Anomaly Description Data Integrity Risk
Lost Update Overwriting concurrent updates | Inconsistent data
Dirty Read Reading uncommitted changes | Invalid results
Non-Repeatable Different results in same | Unpredictable

Read transaction behavior

Phantom Read New/removed rows in repeated | Inconsistent

queries reporting




9.5.3 Real-World Example

In an online ticket booking system, two users may attempt to book the last
available seat simultaneously. Without proper concurrency control, both may
succeed, resulting in overbooking and customer dissatisfaction.

9.6 Isolation Levels: Theory and Practice
9.6.1 SQL Standard Isolation Levels

SQL defines four standard isolation levels, each offering a different balance
between consistency and concurrency.

READ UNCOMMITTED
e Transactions can read uncommitted changes made by others.
o Allows dirty reads, non-repeatable reads, and phantom reads.
e Maximum concurrency, minimum consistency.

READ COMMITTED
o Transactions see only committed changes.

o Prevents dirty reads, but allows non-repeatable reads and phantom
reads.

e Default in many DBMSs.
REPEATABLE READ

o Ensures that if a transaction reads a row, it will see the same value if it
reads again.

e Prevents dirty and non-repeatable reads; phantom reads may still
occur.

SERIALIZABLE
o Transactions are fully isolated; the effect is as if they executed serially.

o Prevents all anomalies, but can reduce concurrency due to locking.



Table 9.4: Isolation Levels and Allowed Anomalies

Level Dirty Non-Repeatable Phantom
Read Read Read

Read Yes Yes Yes

Uncommitted

Read Committed No Yes Yes

Repeatable Read No No Yes

Serializable No No No

9.6.2 Implementation of Isolation Levels

Isolation levels are implemented using a combination of locking protocols,
versioning, and scheduling algorithms:

Locking: Shared and exclusive locks are used to control access to data
items.

Multi-Version Concurrency Control (MVCC): Maintains multiple
versions of data items so that readers do not block writers and vice
versa.

Snapshot Isolation: Each transaction sees a consistent snapshot of the
database as of its start time.

9.6.3 Trade-Offs and Tuning

Choosing the right isolation level depends on application requirements:

High Consistency Needs: Use SERIALIZABLE, but expect lower
throughput.

High Throughput Needs: Use READ COMMITTED or
REPEATABLE READ, accepting some anomalies.

Analytical Workloads: Often tolerate lower isolation for better
performance.
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Figure 9.3: Isolation Level Trade-Offs

9.3 illustrates the trade-off between consistency and concurrency

provided by different transaction isolation levels in a database management

system. The diagram shows a spectrum where isolation levels range from
SERIALIZABLE (providing the highest consistency) to READ
UNCOMMITTED (providing the highest concurrency).

SERIALIZABLE is the strictest isolation level. It ensures that
transactions are executed in a completely isolated manner, equivalent
to some serial order. It prevents all concurrency anomalies—
including dirty reads, non-repeatable reads, and phantom reads—but
also offers the least concurrency due to extensive locking or
validation.

REPEATABLE READ allows more concurrency than
SERIALIZABLE but still prevents dirty reads and non-repeatable
reads. However, it may allow phantom reads—where a new row
appears in a subsequent query due to another transaction's insert.

READ COMMITTED permits a higher level of concurrency by only
preventing dirty reads (where a transaction reads uncommitted data
from another). However, non-repeatable reads and phantom reads
can still occur.

READ UNCOMMITTED offers the highest concurrency by allowing
transactions to read data that has not yet been committed. This can
lead to dirty reads and other anomalies, making it the least strict and
least consistent.

The trade-off shown in the figure reflects a core challenge in database systems:
increasing isolation improves consistency but reduces concurrency, while
relaxing isolation improves concurrency at the expense of consistency.



Choosing the appropriate level depends on the specific requirements of the
application—whether it prioritizes data accuracy or system performance.

9.7 Advanced Transaction Management Techniques
9.7.1 Lock-Based Protocols
Two-Phase Locking (2PL)
e Growing Phase: Transaction acquires all required locks.

o Shrinking Phase: Transaction releases locks; no new locks can be
acquired.

o Guarantees serializability but may cause deadlocks.

Strict Two-Phase Locking
e All exclusive locks are held until the transaction commits or aborts.
o Ensures strict schedules, preventing cascading aborts.

Deadlock Handling

e Deadlock Detection: The DBMS builds a wait-for graph and aborts
one transaction to break cycles.

e Deadlock Prevention: Transactions acquire locks in a predefined
order.

9.7.2 Timestamp-Based Protocols

Each transaction is assigned a unique timestamp. The DBMS uses these
timestamps to order conflicting operations, ensuring serializability.

e Basic Timestamp Ordering: Operations are allowed only if they do
not violate the timestamp order.

e Thomas’s Write Rule: Allows some overwrites if they do not affect
serializability.

9.7.3 Optimistic Concurrency Control

Assumes conflicts are rare. Transactions execute without locking, validate at
commit, and abort if conflicts are detected.



o Phases: Read, validation, write.
e Suitable for read-heavy, low-contention workloads.
9.7.4 Multi-Version Concurrency Control (MVCC)

Maintains multiple versions of data items, allowing readers and writers to
proceed without blocking each other.

« Readers: See the version as of their transaction start.

e Writers: Create new versions; old versions are garbage collected after
all readers finish.

Example:
PostgreSQL and Oracle use MVCC for high concurrency and performance.

9.7.5 Distributed Transaction Management
In distributed databases, transactions may span multiple nodes or databases.

e Two-Phase Commit (2PC): Ensures atomicity across nodes; all nodes
must agree to commit.

e Three-Phase Commit (3PC): Adds an extra phase for higher fault
tolerance.

Challenges:
Network failures, partial commits, and clock synchronization.

9.8 Logging, Recovery, and Durability
9.8.1 Write-Ahead Logging (WAL)

Before making changes to the database, the DBMS writes log records
describing the changes to stable storage. This allows recovery after a crash.

9.8.2 Checkpointing

Periodically, the DBMS writes all modified data to disk and records a
checkpoint in the log. Recovery can start from the last checkpoint, reducing
recovery time.



9.8.3 Recovery Algorithms
o Undo: Reverses changes made by uncommitted transactions.

e Redo: Reapplies changes made by committed transactions not yet
written to disk.

9.8.4 Crash Recovery Process

1. Analysis: Identify transactions active at the time of crash.

2. Redo: Apply all changes from committed transactions.

3. Undo: Roll back changes from uncommitted transactions.
9.9 Case Studies and Practical Applications
9.9.1 Banking Systems

e Scenario: Simultaneous transfers, withdrawals, and deposits.

o Challenge: Preventing double spending, lost updates, and ensuring
atomicity.

e Solution: Use strict two-phase locking and serializable isolation.
9.9.2 E-Commerce Order Processing

e Scenario: High volume of concurrent orders and inventory updates.

o Challenge: Avoiding overselling, maintaining inventory consistency.

e Solution: Use MVCC for high concurrency, periodic reconciliation for
consistency.

9.9.3 Distributed Databases
e Scenario: Global applications with data replicated across continents.
o Challenge: Network latency, partition tolerance, distributed commit.

e Solution: Use 2PC/3PC protocols, eventual consistency for some
workloads.



9.10 Summary

This chapter has provided an exhaustive, advanced exploration of transaction
management in database systems. We began by defining transactions and the
ACID properties, then examined the detailed lifecycle of transactions and the
critical role of schedules in concurrent execution. Serializability and
recoverability were analyzed as the core correctness criteria, supported by
formal tools such as precedence graphs.

Concurrency anomalies were discussed in depth, with real-world examples
illustrating the risks and consequences of poor concurrency control. The
chapter offered a comprehensive treatment of isolation levels, their
implementation, and the trade-offs between consistency and concurrency.
Advanced techniques—including locking protocols, deadlock handling,
timestamp ordering, optimistic concurrency, and MVCC—were explained,
along with their application in distributed and high-availability environments.

Logging, recovery, and durability mechanisms were covered to show how
databases recover from crashes and guarantee permanent, reliable storage.
Case studies from banking, e-commerce, and distributed systems
demonstrated the practical application of these concepts.

A deep understanding of transaction management is essential for building,
operating, and scaling robust database systems in today’s data-driven world.

Review Questions

1. Provide a formal definition of a transaction and explain each ACID
property with practical examples.

2. [Illustrate the transaction state diagram and discuss the significance of
each state and transition.

3. What is a precedence graph? How is it used to test for conflict
serializability? Provide a worked example.

4. Compare and contrast the main concurrency anomalies. For each,
describe a real-world scenario where it could occur and its potential
impact.



10.

Explain the four SQL isolation levels in detail, including how each is
implemented and the trade-offs involved.

Describe the two-phase locking protocol and its variants. How does it
guarantee serializability and what are the risks of deadlock?

Discuss optimistic concurrency control and multi-version concurrency
control. In what scenarios are these approaches preferable to locking?

Outline the two-phase commit protocol for distributed transactions.
What are its strengths and weaknesses?

Describe the process of crash recovery in a database system, including
the roles of logging, checkpoints, undo, and redo.

Analyze a case study (such as banking or e-commerce) and design a
transaction management strategy that balances consistency,
availability, and performance.



CHAPTER 10
CONCURRENCY CONTROL

Learning Outcomes

Comprehend the theoretical and practical foundations of concurrency
control in database systems.

Analyze the problems and anomalies arising from concurrent
transactions and their impact on data integrity.

Master lock-based protocols, including two-phase locking, lock
granularity, and deadlock implications.

Understand timestamp-based protocols, their mechanisms, and use
cases.

Explore optimistic concurrency control, its phases, validation, and
performance characteristics.

Develop advanced strategies for deadlock detection, prevention, and
recovery.

Apply concurrency control concepts to distributed and high-
performance database environments.

10.1 Problems in Concurrent Transactions

10.1.1 Introduction to Concurrency

Modern database systems are designed to support multiple users and
applications accessing and modifying data simultaneously. This concurrent

access 1s essential for performance, responsiveness, and scalability. However,
it introduces significant challenges in ensuring that simultaneous transactions
do not interfere with each other, leading to data corruption, lost updates, or
inconsistent states.

Concurrency control is the set of techniques and mechanisms that coordinate

the execution of concurrent transactions to ensure correctness, consistency,
and isolation.



10.1.2 The Need for Concurrency Control

Without proper concurrency control, the following problems can arise:

Lost Updates: Two transactions read the same data and update it, but
the last write overwrites the earlier one, losing changes.

Dirty Reads: A transaction reads data written by another transaction
that has not yet committed. If the first transaction rolls back, the second
has read invalid data.

Non-Repeatable Reads: A transaction reads the same data twice and
gets different results because another transaction modified it in
between.

Phantom Reads: A transaction re-executes a query and finds new
rows inserted by another transaction.

Uncommitted Dependency: Reading data that may later be rolled
back, leading to inconsistencies.

Table 10.1: Concurrency Anomalies

Anomaly Description Example Scenario

Lost Update Overwriting concurrent | Two users update the
updates same bank balance

Dirty Read Reading  uncommitted | Reading a draft order
changes before commit

Non-Repeatable Different results for | Price changes between

Read repeated reads reads

Phantom Read New/removed rows in | New bookings appear in
repeated queries a hotel search

Uncommitted Reading data that may be | Reading a  canceled

Dependency rolled back transaction’s update

10.1.3 Real-World Example: Banking

Consider two users, Alice and Bob, sharing a joint account. Both attempt to
withdraw money at the same time from different ATMs. Without concurrency
control, both may see the same balance and overdraw the account, resulting in
an inconsistent state.



10.1.4 Correctness Criteria
Concurrency control aims to ensure:

o Serializability: The concurrent execution of transactions yields the
same result as some serial execution.

e Recoverability: Transactions only commit if all transactions whose
changes they read have committed.

o Isolation: Transactions appear to execute in isolation from each other.
10.2 Lock-Based Protocols
10.2.1 The Concept of Locking

A lock is a mechanism to control access to a data item by concurrent
transactions. Locks prevent conflicts by ensuring that only one transaction can
access a data item in a conflicting mode at a time.

Types of Locks

e Shared Lock (S-Lock): Allows multiple transactions to read a data
item but not modify it.

o Exclusive Lock (X-Lock): Allows a transaction to both read and write
a data item; no other transaction can access the item while it is locked
exclusively.

Table 10.2: Lock Compatibility Matrix

Shared Lock | Exclusive Lock

Shared Lock Yes No

Exclusive Lock | No No

Explanation:
Multiple shared locks can coexist, but an exclusive lock is mutually exclusive
with all others.



10.2.2 Two-Phase Locking Protocol (2PL)

Two-Phase Locking (2PL) is the most widely used locking protocol in
database systems. It ensures serializability by dividing the transaction into two
phases:

e Growing Phase: The transaction acquires all the locks it needs but
cannot release any lock.

o Shrinking Phase: The transaction releases locks but cannot acquire
any new lock.

Strict Two-Phase Locking

A stricter variant, where all exclusive locks are held until the transaction
commits or aborts. This prevents cascading aborts and ensures strict schedules.

Figure 10.1: Two-Phase Locking Timeline
text

[Growing Phase: Acquire Locks] — [Lock Point] — [Shrinking Phase:
Release Locks]

Explanation:
After the lock point, no new locks can be acquired.

10.2.3 Lock Granularity
Locks can be applied at different levels:
o Database-level: Coarse, low overhead, but low concurrency.
o Table-level: Moderate granularity.
o Page/block-level: Fine granularity, higher concurrency.
o Row-level: Highest concurrency, highest overhead.
Intention Locks

To support multi-granularity locking, intention locks indicate a transaction’s
intention to acquire finer-grained locks.



10.2.4 Lock Management and Deadlocks

Lock manager is the DBMS component that tracks lock requests and grants
or denies them based on compatibility.

Deadlocks

A deadlock occurs when two or more transactions are waiting for each other
to release locks, resulting in a cycle of dependencies.

Deadlock Detection: The DBMS builds a wait-for graph and looks for cycles.
If a cycle is found, one transaction is aborted to break the deadlock.

Deadlock Prevention: Transactions acquire locks in a predefined order or use
timeouts to prevent deadlocks.

Table 10.3: Lock-Based Protocols and Their Properties

Protocol Serializability | Deadlock | Cascading | Use Case
Risk Aborts

2PL Yes Yes Possible General
DBMS

Strict 2PL Yes Yes Prevented | High-integrity
systems

Conservative | Yes No Prevented | Deadlock-free

2PL environments

10.3 Timestamp-Based Protocols
10.3.1 The Concept of Timestamp Ordering

In timestamp-based concurrency control, every transaction is assigned a
unique timestamp when it begins. This timestamp determines the serialization
order of transactions.

How Timestamps Work

e Each data item has two timestamps: the largest timestamp of any
transaction that read it (read TS) and the largest timestamp of any
transaction that wrote it (write TS).

e When a transaction wants to read or write a data item, the DBMS
checks these timestamps to ensure serializability.



10.3.2 Basic Timestamp Ordering Protocol

e Read Rule: A transaction T with timestamp TS(T) can read a data item
only if TS(T) > write_TS(data item).

e Write Rule: T can write a data item only if TS(T) > read TS(data
item) and TS(T) > write TS(data item).

If these conditions are violated, the transaction is rolled back and restarted
with a new timestamp.

Example

Suppose T1 (timestamp 10) and T2 (timestamp 20) both want to write to X. If
T2 writes first, T1’s write is rejected because its timestamp is older than
write TS(X).

10.3.3 Thomas’s Write Rule

A refinement that allows some obsolete writes to be ignored, improving
concurrency without sacrificing serializability.

10.3.4 Advantages and Disadvantages
Advantages:
o No deadlocks, as transactions never wait for locks.
o Suitable for distributed databases.
Disadvantages:
o High abort rates if there are many conflicts.
e Starvation possible for long-running or low-timestamp transactions.

Table 10.4: Comparison of Locking and Timestamp Protocols

Feature Lock-Based Protocols | Timestamp-Based Protocols
Deadlocks | Possible Not possible

Blocking | Yes No

Starvation | Rare Possible




Overhead | Lock management Timestamp checking

10.4 Optimistic Concurrency Control
10.4.1 The Optimistic Approach

Optimistic Concurrency Control (OCC) assumes that conflicts between
transactions are rare. Transactions execute without acquiring locks, working
on private copies of data. Validation occurs at commit time.

10.4.2 Phases of OCC

1. Read Phase: The transaction reads data and makes tentative changes
to a private workspace.

2. Validation Phase: Before commit, the system checks if the
transaction’s changes conflict with other concurrent transactions.

3. Write Phase: If validation succeeds, changes are applied to the
database; otherwise, the transaction is rolled back.

Read Phase —=| Validation Phase |——=>| Write Phase or Abort

Figure 10.2: OCC Transaction Timeline
10.4.3 Validation Criteria

During validation, the system checks for overlapping read/write sets between
transactions. If a conflict is detected (e.g., another transaction wrote to a data
item that was read), the transaction is aborted and restarted.

10.4.4 Advantages and Disadvantages
Advantages:

e No locks, so no deadlocks.

e High concurrency for read-heavy workloads.
Disadvantages:

o High abort rate in write-heavy or highly contended environments.



Validation overhead can be significant.

10.4.5 Use Cases

OCC is best suited for environments with many short, read-only transactions
and few updates, such as decision-support systems or analytics.

Table 10.5: OCC vs. Locking Protocols

Feature 0CC Lock-Based Protocols
Locks None Required

Deadlocks | Impossible Possible

Abort Rate | High (write-heavy) Low

Best For Read-mostly workloads | General workloads

Table 10.5 compares Optimistic Concurrency Control (OCC) and Lock-
Based Protocols, two fundamental approaches to managing concurrent
transactions in database systems. Each method has distinct characteristics,

advantages, and limitations, making them suitable for different types of
workloads.

Locks: OCC operates without using locks, allowing transactions to
execute freely during the read phase and only checking for conflicts at
the end. This contrasts with lock-based protocols, which require
locks (e.g., shared or exclusive locks) on data items to prevent
concurrent access and maintain consistency. Locking can serialize
access and ensure correctness during concurrent updates.

Deadlocks: In OCC, since there are no locks, deadlocks cannot
occur. This simplifies concurrency management and eliminates the
need for deadlock detection or resolution mechanisms. However, in
lock-based protocols, deadlocks are possible when two or more
transactions hold locks and wait indefinitely for each other’s resources,
requiring complex handling techniques.

Abort Rate: OCC can have a high abort rate, especially in write-
heavy workloads, where frequent validation failures occur due to
conflicts during the final validation phase. In contrast, lock-based
protocols typically have a lower abort rate because they prevent



conflicting operations from proceeding simultaneously by enforcing
access control during execution.

e Best For: OCC is ideal for read-mostly workloads, such as analytical
or decision support systems, where write operations are infrequent and
the likelihood of conflicts is low. On the other hand, lock-based
protocols are more suited for general workloads, including
transaction-heavy systems, as they provide robust handling of both
reads and writes with stronger consistency guarantees throughout
execution.

In summary, OCC offers better concurrency and performance in
environments with low conflict, while lock-based protocols provide better
control and reliability in more complex, high-contention scenarios.
Choosing the right protocol depends on the specific needs and characteristics
of the database workload.

10.5 Deadlock Handling
10.5.1 What is a Deadlock?

A deadlock occurs when two or more transactions are each waiting for the
other to release a lock, creating a cycle of dependencies that prevents any of
them from proceeding.

Transaction T1

Transaction T2

\

Transaction T3

Figure 10.3: Deadlock Wait-For Graph

Explanation:
A cycle in the wait-for graph indicates a deadlock. Figure 10.3 shows a Wait-



For Graph, which is a tool used in database systems to detect deadlocks
among transactions. In this graph, each node represents a transaction, and a
directed edge from one transaction to another indicates that the first
transaction is waiting for a resource (like a lock) currently held by the second.

In this example:
e T1 is waiting for T2,
e T2 is waiting for T3,
e and T3 is waiting for T1.

This creates a cycle: T1 — T2 — T3 — T1. A cycle in the wait-for graph is
a definitive indicator of a deadlock. This means that none of the transactions
in the cycle can proceed because they are each waiting on resources held by
one another—leading to a permanent blocking situation.

Deadlocks must be resolved by the DBMS, often by detecting the cycle and
then aborting one or more transactions to break the loop and release the
locked resources. The wait-for graph provides a visual and algorithmic means
to identify such problematic cycles efficiently.

10.5.2 Deadlock Detection

The DBMS periodically constructs a wait-for graph to detect cycles. If a cycle
is found, one transaction is chosen as a victim and aborted to break the
deadlock.

Deadlock Detection Algorithm

1. Build the wait-for graph.

2. Search for cycles using depth-first search.

3. Ifacycle is found, abort one transaction in the cycle.
10.5.3 Deadlock Prevention

Deadlock prevention techniques ensure that deadlocks never occur by
constraining how locks are acquired.



e Wait-Die Scheme: Older transactions can wait for younger ones;
younger ones abort if they must wait for an older transaction.

e Wound-Wait Scheme: Older transactions preempt younger ones by
forcing them to abort; younger ones wait for older ones.

10.5.4 Deadlock Avoidance

The system can use algorithms such as the Banker’s Algorithm to avoid
entering unsafe states that could lead to deadlocks.

10.5.5 Deadlock Recovery

If a deadlock is detected, the system chooses a victim (based on criteria like
transaction age, resources used, or cost of rollback), aborts it, and releases its

locks.
Table 10.6: Deadlock Handling Strategies
Strategy | Description Overhead Guarantees No
Deadlocks?
Detection | Periodically check | Moderate No
for cycles
Prevention | Order lock | Low/Moderate | Yes
acquisition, abort
Avoidance | Banker’s Algorithm, | High Yes
safe states
Recovery | Abort victim, release | High (if | No
locks frequent)

10.6 Advanced Topics in Concurrency Control
10.6.1 Multi-Version Concurrency Control (MVCC)

MVCC maintains multiple versions of each data item, allowing readers to
access a consistent snapshot while writers update data in parallel. This avoids
blocking and improves performance.

o Readers: See the version as of their transaction start.

e Writers: Create new versions; old versions are garbage collected.



Example:
PostgreSQL and Oracle use MVCC for high concurrency.

10.6.2 Validation Concurrency Control

Also known as validation-based or certification-based control, this method
validates transactions at commit time to ensure serializability.

e Read Phase: Transactions read and make tentative changes.

e Validation Phase: Check for conflicts with other transactions.

o Write Phase: If validation passes, changes are committed.
10.6.3 Concurrency Control in Distributed Databases

In distributed systems, concurrency control must coordinate across multiple
nodes.

o Distributed Lock Managers: Each node manages local locks; global
coordination is needed.

o Distributed Timestamp Ordering: Timestamps must be globally
unique and synchronized.

o Distributed Deadlock Detection: Wait-for graphs span multiple
nodes.

10.6.4 Performance Comparison and Trade-Offs

Empirical studies show that no single concurrency control method is best in
all scenarios. Lock-based protocols are robust but can cause blocking and
deadlocks. Timestamp and optimistic methods avoid blocking but may suffer
high abort rates in high-contention environments.

Table 10.7: Performance Comparison

Method Best For Weaknesses
2PL General workloads Deadlocks, blocking
Timestamp | Distributed, low-contention Starvation, aborts
oCcC Read-heavy, low-contention High aborts if many
writes
MVCC High concurrency, mixed | Storage overhead
workloads




10.7 Case Studies and Practical Applications
10.7.1 Banking Systems
e Scenario: Simultaneous withdrawals, deposits, transfers.

e Solution: Strict 2PL or MVCC to prevent lost updates and ensure
consistent balances.

10.7.2 E-Commerce Platforms
e Scenario: High volume of concurrent orders and inventory updates.

e Solution: MVCC or OCC for high concurrency, with periodic
reconciliation.

10.7.3 Distributed Cloud Databases
e Scenario: Global applications with data replicated across regions.

e Solution: Distributed locking, timestamp ordering, or eventual
consistency depending on latency and consistency requirements.

10.8 Summary

This chapter has provided an exhaustive, advanced exploration of concurrency
control in database systems. We began by analyzing the fundamental problems
that arise from concurrent transactions, including lost updates, dirty reads, and
phantom reads, and the necessity for robust concurrency control mechanisms.

Lock-based protocols, especially two-phase locking and its variants, were
explored in depth, including their implementation, lock granularity, and
deadlock implications. Timestamp-based protocols were dissected, showing
how serialization can be enforced without blocking, but at the cost of possible
starvation and high abort rates. Optimistic concurrency control was explained,
with a focus on its validation phase and suitability for read-heavy workloads.

Deadlock handling strategies—including detection, prevention, avoidance,
and recovery—were presented, along with their trade-offs in complexity and
performance. Advanced topics such as multi-version concurrency control,
validation-based control, and concurrency control in distributed environments
were covered, highlighting the challenges and solutions for high-availability
and global-scale systems.



Through detailed case studies, figures, and tables, this chapter equips you with

the knowledge to design, implement, and tune concurrency control

mechanisms for any modern database environment.

Review Questions

1.

10.

Explain in detail the problems that arise from concurrent transactions.
Provide real-world examples for each anomaly.

Describe the two-phase locking protocol, its phases, and how it
guarantees serializability. What are the trade-offs in terms of
concurrency and deadlocks?

Compare and contrast lock-based and timestamp-based concurrency
control protocols. In what scenarios is each preferable?

Outline the phases of optimistic concurrency control. How does
validation ensure serializability, and what are the performance
implications?

Discuss deadlock handling strategies in depth. How does a DBMS
detect, prevent, and recover from deadlocks? Illustrate with diagrams.

What is multi-version concurrency control (MVCC)? How does it
improve concurrency, and what are its limitations?

How do distributed databases implement concurrency control? What
additional challenges arise, and how are they addressed?

Using a case study (such as banking, e-commerce, or cloud databases),
design a concurrency control strategy that balances consistency,
performance, and scalability.

Discuss the impact of lock granularity and intention locks on system
performance. When is fine-grained locking preferable to coarse-
grained locking?

Evaluate the trade-offs between different concurrency control
techniques in terms of throughput, latency, abort rates, and
implementation complexity.



CHAPTER 11
DATABASE RECOVERY TECHNIQUES

Learning Outcomes

o Comprehensively understand the spectrum of failures that can affect
database systems, from hardware to logical errors.

e Analyze and compare advanced recovery techniques, including log-
based and shadow paging methods, with their theoretical foundations
and practical implementations.

e Master the design and application of checkpoints and backup strategies
for robust, high-availability systems.

o Dissect and apply recovery algorithms, including ARIES and other
industry standards, for both single-site and distributed databases.

e Develop a deep understanding of how data consistency and durability
are ensured, even in the face of catastrophic failures, concurrent
transactions, and complex workloads.

o Integrate recovery techniques with concurrency control, transaction
management, and system architecture for holistic database reliability.

11.1 Introduction to Database Recovery

Database recovery is a critical component of database management systems
(DBMS), tasked with restoring the database to a consistent and correct state
following failures. Failures can occur due to hardware malfunctions, software
errors, power outages, or even human mistakes. Without robust recovery
mechanisms, databases risk losing data, becoming inconsistent, or entering
states that violate integrity constraints.

The importance of recovery extends beyond mere fault tolerance; it is
foundational to maintaining user trust and ensuring uninterrupted service in
systems where data accuracy and availability are paramount. Over the
decades, recovery techniques have evolved from simple backup and restore



operations to sophisticated algorithms that enable rapid, fine-grained recovery
with minimal downtime.

11.2 Types of Failures

Failures affecting databases can be broadly categorized based on their scope
and impact. Transaction failures are localized to a single transaction and may
result from logical errors, deadlocks, or explicit aborts. These failures require
rolling back the transaction to maintain consistency without affecting other
transactions.

System or process failures occur when the DBMS or operating system crashes,
halting all active transactions. Although the hardware remains intact, the
system must restart and recover to a consistent state, undoing uncommitted
changes and redoing committed ones.

Media or storage failures are more severe, involving physical damage or
corruption of storage devices. Recovery in such cases often necessitates
restoring data from backups and applying logs to bring the database up to date.

Application or logical failures arise from software bugs, incorrect data input,
or malicious actions that corrupt data or violate business rules. Recovery may
involve logical undo operations or point-in-time recovery to revert the
database to a known good state.

Catastrophic failures encompass disasters such as fires, floods, or major power
outages that can destroy entire data centers. Recovery strategies here rely
heavily on off-site backups, replication, and disaster recovery plans.

Understanding the nature of these failures is essential for designing
appropriate recovery mechanisms that balance speed, data integrity, and
resource utilization.

11.3 Recovery Techniques: Log-Based and Shadow Paging

Log-based recovery is the most widely adopted technique in modern DBMSs.
It revolves around the concept of write-ahead logging (WAL), where all
modifications are first recorded in a durable log before being applied to the
database. This log contains detailed records of each operation, including
transaction identifiers, operation types, affected data items, and before-and-
after images of data values.



The write-ahead logging principle ensures that in the event of a failure, the
system can consult the log to determine which transactions committed and
which did not, enabling it to redo committed changes and undo uncommitted
ones. This approach supports fine-grained recovery and high concurrency but
requires efficient log management to handle potentially large volumes of log
data.

Shadow paging is an alternative recovery technique that avoids logging by
maintaining two copies of the database pages: the current pages and shadow
pages. When a transaction starts, the system creates a shadow page table that
maps logical pages to physical disk pages. Updates are performed on new
copies of pages, and only upon commit is the shadow page table replaced by
the updated page table. If a transaction aborts, the shadow page table remains
unchanged, effectively rolling back all changes.

While shadow paging simplifies recovery and avoids the overhead of
undo/redo logging, it is less flexible and efficient for large, dynamic databases.
It also complicates concurrency control and can lead to increased
fragmentation.

11.4 Checkpoints and Backup Strategies

Checkpoints are mechanisms that limit recovery time by periodically
recording a consistent snapshot of the database state. During a checkpoint, the
DBMS flushes all dirty pages (modified but not yet written to disk) to stable
storage and writes a checkpoint record to the log, indicating that all changes
prior to this point are safely on disk.

Checkpoints can be sharp, where all transactions are paused during the
checkpointing process, or fuzzy, where transactions continue to execute while
the checkpoint is taken. Fuzzy checkpoints are more complex but reduce
system downtime.

Backup strategies complement checkpoints by providing copies of the
database that can be restored in case of media failures or catastrophic events.
Full backups capture the entire database, while incremental and differential
backups capture changes since the last backup, optimizing storage and
recovery time.



Online backups allow the database to remain operational during backup,
whereas offline backups require the system to be quiesced. Off-site backups
and cloud storage enhance disaster resilience by protecting against site-wide
failures.

11.5 Recovery Algorithms

Among recovery algorithms, ARIES (Algorithm for Recovery and Isolation
Exploiting Semantics) stands out as the industry standard. ARIES employs
write-ahead logging, repeating history during redo, and selective undo to
provide efficient, reliable recovery even in highly concurrent environments.

The recovery process in ARIES involves three phases: analysis, redo, and
undo. During analysis, the system scans the log to identify dirty pages and
active transactions at the time of failure. The redo phase reapplies all logged
changes to bring the database to the state at crash time, including uncommitted
changes. Finally, the undo phase rolls back changes from uncommitted
transactions, ensuring atomicity.

ARIES uses log sequence numbers (LSNs) to track changes and compensation
log records (CLRs) to record undo operations, enabling idempotent recovery
processes.

Other recovery algorithms include deferred update, where changes are only
applied at commit time, and immediate update, where changes are applied
immediately but logged for undo. Shadow paging, as discussed earlier, offers
an alternative approach with different trade-offs.

11.6 Ensuring Data Consistency and Durability

Consistency and durability are guaranteed through the interplay of transaction
management, logging, and recovery. The DBMS enforces constraints and
business rules during transaction execution and ensures that committed data
survives failures.

In distributed databases, mechanisms such as two-phase commit and quorum-
based protocols coordinate commits across nodes, maintaining consistency
despite network partitions or node failures.

Durability depends on stable storage, including redundant arrays of
independent disks (RAID), battery-backed caches, and cloud replication.



Write-ahead logging combined with group commit techniques balances
performance with durability guarantees.

Point-in-time recovery allows administrators to restore the database to a
specific moment, undoing logical errors or malicious changes. This capability
relies on a combination of backups and transaction logs.

11.7 Advanced Topics in Database Recovery

Recovery in distributed and cloud environments introduces additional
challenges, such as partial failures, network latency, and synchronization
issues. Distributed recovery protocols coordinate logs and checkpoints across
nodes to maintain global consistency.

Recovery techniques must also integrate tightly with concurrency control to
avoid undoing committed changes or redoing uncommitted ones. Modern
systems employ parallel recovery, log archiving, and security mechanisms
such as audit trails and tamper detection to enhance reliability and compliance.

11.8 Summary

Database recovery techniques are essential for maintaining data integrity and
availability in the face of diverse failures. This chapter has explored the types
of failures, log-based and shadow paging recovery methods, checkpointing
and backup strategies, and advanced recovery algorithms like ARIES. It has
also examined how consistency and durability are ensured through integration
with transaction management and concurrency control. Understanding these
concepts is critical for designing resilient database systems capable of
supporting today’s demanding applications.

Review Questions

1. Explain the different types of failures that can affect a database system
and the recovery challenges they pose.

2. Compare log-based recovery and shadow paging, discussing their
advantages and limitations.

3. Describe the checkpointing process and its role in reducing recovery
time.



10.

Outline the ARIES recovery algorithm and explain why it is widely
used in commercial DBMSs.

Discuss how backup strategies complement recovery techniques to
ensure data safety.

Explain the mechanisms that guarantee consistency and durability in
distributed databases.

Analyze the challenges of recovery in cloud environments and how
modern systems address them.

Describe how recovery techniques interact with concurrency control
to maintain database correctness.

What is point-in-time recovery, and why is it important?

Propose a recovery plan for a large-scale e-commerce database that
balances performance, availability, and data integrity.



CHAPTER 12
DATABASE SECURITY AND AUTHORIZATION

Learning Outcomes

By the end of this chapter, you will gain deep expertise in the principles,
practices, and challenges of database security and authorization. You will be
able to identify and analyze security requirements for databases, implement
and evaluate access control mechanisms, design and manage user privileges
and roles, enforce data privacy and protection, and address emerging security
challenges in modern database environments.

12.1 Security Requirements in Databases
12.1.1 The Imperative for Database Security

Databases are the central repositories of an organization’s most valuable
digital assets: customer information, financial records, intellectual property,
and operational data. As the volume and value of data have grown, so too have
the risks. Data breaches, insider threats, ransomware, and regulatory penalties
are now existential threats to organizations. Database security is not simply a
technical concern but a strategic imperative, directly impacting trust,
reputation, and business continuity.

12.1.2 The Security Triad: Confidentiality, Integrity, and Availability
The foundation of database security is the CIA triad:

o Confidentiality demands that only authorized users can access
sensitive data. This requires robust authentication, authorization, and
data masking.

o Integrity ensures that data is accurate, consistent, and protected from
unauthorized modification, whether accidental or malicious.

e Availability means that data is accessible to authorized users when
needed, even in the face of attacks, failures, or disasters.



12.1.3 Threat Landscape

Modern databases face a complex threat landscape. Attackers may exploit
vulnerabilities in software, misconfigurations, weak authentication, or social
engineering to gain unauthorized access. Insider threats, whether from
disgruntled employees or careless users, are a significant risk. Advanced
persistent threats (APTs), ransomware, SQL injection, privilege escalation,
denial-of-service (DoS), and data exfiltration are just a few of the attack
vectors that must be mitigated.

12.1.4 Regulatory and Compliance Requirements

Laws and regulations such as GDPR, HIPAA, PCI DSS, and SOX impose
strict requirements on how data is stored, accessed, and protected. Non-
compliance can result in heavy fines, legal action, and reputational damage.
Organizations must implement security controls that not only protect data but
also provide audit trails and evidence of compliance.

12.1.5 Security Policies and Governance

Effective database security begins with comprehensive policies that define
acceptable use, access controls, incident response, and data retention. Security
policies must be integrated with business objectives and IT governance
frameworks. Regular risk assessments, security awareness training, and
ongoing policy reviews are essential to adapt to evolving threats and
technologies.

12.2 Access Control Mechanisms
12.2.1 Authentication

Authentication is the process of verifying the identity of users or systems
attempting to access the database. Strong authentication mechanisms are the
first line of defense against unauthorized access. Password-based
authentication should enforce complexity, expiration, and uniqueness. Multi-
factor authentication (MFA) adds an extra layer by requiring something the
user knows (password), something they have (token or phone), or something
they are (biometrics).

Modern databases often support integration with enterprise identity providers,
LDAP, Kerberos, or OAuth for centralized and federated authentication.



12.2.2 Authorization

Authorization determines what actions an authenticated user or process is
permitted to perform. This is enforced through access control lists (ACLs),

privileges, and roles. The principle of least privilege dictates that users should
be granted only the minimum rights necessary to perform their duties.

Authorization can be implemented at various levels:

System-level: Controls access to the DBMS itself.
Database-level: Controls access to specific databases within a DBMS.

Object-level: Controls access to tables, views, procedures, and other
objects.

Row-level and column-level: Restricts access to specific rows or
columns within a table, supporting fine-grained security.

12.2.3 Access Control Models

Several models are used to implement authorization:

Discretionary Access Control (DAC): Object owners grant or revoke
access to others at their discretion. Common in traditional RDBMSs.

Mandatory Access Control (MAC): Access is based on fixed
policies, often using security labels and classifications. Used in
military and government systems.

Role-Based Access Control (RBAC): Users are assigned roles, and
roles are granted privileges. This simplifies management and supports
separation of duties.

Attribute-Based Access Control (ABAC): Access is determined by
evaluating attributes of users, resources, and context, enabling
dynamic and policy-driven control.

12.2.4 Granular Permission Assignment

Permissions should be assigned at the most granular level possible to minimize

risk. Table-level, column-level, and even row-level permissions can be
enforced. For highly sensitive data, access may be restricted through views,



stored procedures, or data masking, ensuring that users never interact with raw
data directly.

12.2.5 Auditing and Monitoring

Continuous monitoring of database activity is essential for detecting
unauthorized access, privilege abuse, or suspicious patterns. Audit logs
capture details of who accessed what data, when, and what actions were
performed. Automated alerts and regular reviews of audit trails are crucial for
early detection and incident response.

12.3 User Privileges and Roles
12.3.1 Privilege Types

Privileges in a database system define what operations a user or role can
perform. These include:

o Data privileges: SELECT, INSERT, UPDATE, DELETE on tables or
Views.

e Schema privileges: CREATE, ALTER, DROP for database objects.

e Administrative privileges: GRANT, REVOKE, BACKUP,
RESTORE, and user management.

Privileges can be granted directly to users or, more commonly, to roles.
12.3.2 Role-Based Access Control (RBAC)

RBAC is a best-practice approach for managing privileges in complex
environments. Roles represent job functions (e.g., DBA, developer, analyst)
and encapsulate the permissions required for those functions. Users are
assigned to roles, inheriting the associated privileges.

RBAC simplifies administration, supports compliance by enforcing separation
of duties, and reduces the risk of privilege creep (users accumulating excessive
rights over time).

12.3.3 Principle of Least Privilege

The principle of least privilege is foundational to secure database
administration. Users and applications should be granted only the permissions



they absolutely need—no more, no less. This reduces the attack surface and
limits the potential damage from compromised accounts.

Periodic reviews and audits of user privileges are necessary to identify and
remove unnecessary rights. Automated tools can help detect privilege
escalation and enforce least-privilege policies.

12.3.4 Privilege Management Lifecycle
Privilege management is an ongoing process:

e Provisioning: Assigning privileges and roles to new users or
applications.

o Review: Regularly auditing existing privileges for appropriateness.

e Revocation: Removing privileges when users change roles or leave
the organization.

o Delegation: Allowing temporary or conditional elevation of privileges
for specific tasks.

12.3.5 Separation of Duties

Separation of duties is a security principle that divides responsibilities among
multiple individuals or systems to prevent fraud and error. In databases, this
may mean separating the roles of data entry, approval, and auditing, or
restricting administrative access to a small, trusted group.

12.4 Data Privacy and Protection
12.4.1 Data Classification and Discovery

Effective data protection begins with knowing what data you have and where
it resides. Data classification involves categorizing data based on sensitivity,
regulatory requirements, and business value. Sensitive data—such as
personally identifiable information (PII), financial records, or health data—
requires stronger controls and monitoring.

Automated data discovery tools can scan databases to identify sensitive fields,
supporting compliance and targeted protection.



12.4.2 Encryption

Encryption is a cornerstone of data privacy. Data should be encrypted both at
rest (on disk or in backups) and in transit (over networks). Transparent data
encryption (TDE) secures entire databases, while column-level encryption
protects specific sensitive fields.

Key management is critical; encryption keys must be stored securely, rotated
regularly, and separated from encrypted data.

12.4.3 Data Masking and Tokenization

Data masking replaces sensitive data with realistic but fictitious values,
allowing development, testing, or analytics without exposing real data.
Tokenization substitutes sensitive data with unique tokens, storing the
mapping in a secure token vault. Both techniques reduce the risk of data
exposure in non-production environments.

12.4.4 Access Logging and Monitoring

Every access to sensitive data should be logged, including user identity, time,
data accessed, and operation performed. Real-time monitoring and anomaly
detection can identify suspicious activity, such as mass data exports or access
from unusual locations.

12.4.5 Data Retention and Purging

Data retention policies define how long data is kept and when it is deleted.
Retaining data longer than necessary increases risk; purging obsolete data
reduces the attack surface and supports compliance with regulations like
GDPR’s “right to be forgotten.”

12.4.6 Data Integrity and Validation

Integrity checks, checksums, and validation rules ensure that data is not
tampered with or corrupted. Regular integrity audits and automated validation
processes help maintain data quality and trustworthiness.



12.4.7 Privacy by Design

Privacy should be embedded into the database design process. This includes
minimizing data collection, using pseudonymization, and ensuring that
privacy controls are enforced at every stage of the data lifecycle.

12.5 Security Challenges in Modern Databases
12.5.1 Evolving Threats and Attack Vectors

Attackers continually develop new techniques to exploit database
vulnerabilities. SQL injection, privilege escalation, zero-day exploits, and
ransomware are persistent threats. Insider threats, whether malicious or
accidental, remain a significant risk.

Cloud databases and Database-as-a-Service (DBaaS) introduce new
challenges, such as shared infrastructure, multi-tenancy, and reliance on third-
party security controls.

12.5.2 Physical and Network Security

Physical security of database servers is foundational. Unauthorized physical
access can lead to theft, tampering, or destruction of data. Server rooms should
be protected with locks, surveillance, and access logs.

On the network level, databases should be isolated from public networks,
protected by firewalls, and accessible only through secure, authenticated
connections. Network segmentation, VPNs, and intrusion detection systems
(IDS) further reduce the risk of unauthorized access.

12.5.3 Patching and Vulnerability Management

Unpatched software is a leading cause of data breaches. Regularly applying
security patches to the DBMS, operating system, and supporting software is
essential. Vulnerability scans and penetration testing identify weaknesses
before attackers can exploit them.

12.5.4 Secure Configuration and Hardening

Default database configurations often include unnecessary services, open
ports, or weak default credentials. Hardening involves disabling unused



features, changing default passwords, restricting network access, and
following vendor security guidelines.

12.5.5 Secure Development Practices

Applications interacting with databases must be designed securely. This
includes using parameterized queries to prevent SQL injection, validating user
input, and avoiding excessive privileges in application accounts.

12.5.6 Incident Response and Forensics

Despite best efforts, breaches may still occur. A robust incident response plan
outlines steps for detecting, containing, eradicating, and recovering from
security incidents. Forensic analysis of logs and system states helps determine
the scope and impact of a breach.

12.5.7 Compliance and Auditability

Regulatory compliance requires not only technical controls but also
documentation, regular audits, and the ability to produce evidence of security
measures and incident response. Automated compliance tools and audit trails
simplify this process.

12.5.8 Security in Distributed and Cloud Databases

Distributed databases and cloud deployments require special attention to data
replication, synchronization, and cross-region security controls. Shared
responsibility models clarify which security tasks are handled by the provider
and which by the customer. Encryption, access control, and monitoring must
extend across all nodes and geographic locations.

12.5.9 Emerging Technologies and Future Challenges

The rise of Al, machine learning, and big data analytics introduces new
privacy and security considerations. Databases must handle vast volumes of
sensitive data, often in real time, requiring scalable and adaptive security
measures. Quantum computing poses a potential future threat to cryptographic
algorithms, necessitating ongoing research and preparedness.



12.6 Figures and Tables

Table 12.1: Security Controls and Their Functions

Control Type Function Example
Implementation

Authentication Verify user identity Password, MFA, SSO

Authorization Define user | RBAC, DAC, ABAC
permissions

Encryption Protect data | TDE, TLS, column
confidentiality encryption

Auditing Monitor and log | Audit logs, SIEM
access/activity integration

Data Obscure sensitive data | Masked test databases

Masking/Tokenization | for non-prod use

Patching Fix vulnerabilities Regular software

updates

Physical Security Prevent unauthorized | Locked server rooms,
physical access surveillance

Network Security Prevent unauthorized | Firewalls, VPNs, IDS
network access

Backup and Recovery | Ensure data | Regular backups, off-
availability and | site storage
durability

Incident Response Detect and respond to | IR plans, forensic tools
breaches

Table 12.1 outlines the essential security controls used in database and
information system environments, along with their functions and typical
implementations. These controls form the backbone of a comprehensive
cybersecurity strategy, addressing different layers—from user authentication
to physical infrastructure.

1. Authentication

o Function: Verifies the identity of users attempting to access the
system.

o Example: Methods like passwords, Multi-Factor
Authentication (MFA), and Single Sign-On (SSO) ensure
that only legitimate users gain access.



2. Authorization

o Function: Determines what resources or actions a user is
allowed to access after authentication.

o Example: Implemented through models such as Role-Based
Access Control (RBAC), Discretionary Access Control
(DAC), or Attribute-Based Access Control (ABAC).

3. Encryption

o Function: Ensures data confidentiality by transforming
readable data into unreadable formats.

o Example: Techniques include Transparent Data Encryption
(TDE) for storage, Transport Layer Security (TLS) for
communication, and column-level encryption for sensitive
fields.

4. Auditing

o Function: Monitors and logs access to data and system
activities to detect misuse or unauthorized actions.

o Example: Use of audit logs, SIEM (Security Information
and Event Management) tools to aggregate and analyze logs
for anomalies.

5. Data Masking / Tokenization

o Function: Obscures sensitive data, especially in non-
production environments like testing and training.

o Example: Creating masked databases or using tokenization
so real data isn’t exposed to non-authorized users or systems.

6. Patching

o Function: Addresses known software vulnerabilities by
applying fixes or updates.

o Example: Regular and timely application of security patches
and updates to databases, OS, and applications.



7. Physical Security

o Function: Prevents unauthorized physical access to servers
and network devices.

o Example: Locked server rooms, biometric access, and video
surveillance systems are common implementations.

8. Network Security

o Function: Protects systems from external threats via network-
level controls.

o Example: Use of firewalls, Virtual Private Networks
(VPNs), and Intrusion Detection Systems (IDS) to monitor
and control incoming/outgoing traffic.

9. Backup and Recovery

o Function: Ensures data availability and resilience in case of
hardware failure, attacks, or disasters.

o Example: Regular backups, off-site or cloud storage, and
automated recovery procedures help ensure minimal data
loss.

10. Incident Response

o Function: Detects, analyzes, and responds to security breaches
or failures.

o Example: Use of formal Incident Response (IR) plans,
forensic tools, and trained teams to contain and recover from
security events.

Together, these controls create a multi-layered defense strategy—often
referred to as "defense in depth"—that protects data confidentiality, integrity,
and availability from various types of threats and failures across the system.
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Figure 12.1: Database Security Architecture

Figure 12.1 illustrates a layered database security architecture, showing
how multiple defensive mechanisms work together to protect database
systems from various threats. This layered approach is known as defense in
depth, where each layer provides a safeguard that reinforces the others,
enhancing overall system resilience.

1. Physical Security forms the outermost layer, ensuring that database
servers and hardware infrastructure are physically protected from
unauthorized access. This includes secured server rooms, surveillance
systems, and restricted facility access.

2. Network Security acts as a barrier against external threats,
safeguarding the database system from attacks over the network. It
includes firewalls, VPNs, intrusion detection/prevention systems
(IDS/IPS), and secure network segmentation.

3. Authentication is the first logical security checkpoint, ensuring that
only verified users or systems can access the database. This may
involve usernames and passwords, multi-factor authentication (MFA),
or integration with identity management systems.



4. Authorization governs what authenticated users are allowed to do
within the database. Using access control models like RBAC or
ABAC, it ensures users only access data and operations they are
explicitly permitted to.

5. Encryption protects data confidentiality both at rest and in transit.
Techniques like Transparent Data Encryption (TDE), SSL/TLS, and
column-level encryption ensure sensitive data remains unreadable to
unauthorized entities—even if accessed.

6. Auditing provides visibility and accountability by logging user
actions, access events, and system activities. Audit trails support
compliance, intrusion detection, and forensic analysis in the event of a
security breach.

7. Application Security ensures that the software interfacing with the
database is secure. This includes secure coding practices, input
validation, use of parameterized queries to prevent SQL injection, and
access control enforcement at the application level.

In summary, this architecture diagram emphasizes the importance of multi-
level security, where each layer contributes to protecting data integrity,
confidentiality, and availability. Implementing all these layers cohesively
ensures a robust and secure database environment.

Table 12.2: Comparison of Access Control Models

Model | Flexibility | Granularity | Use Case

DAC High Moderate Small/medium organizations
MAC | Low High Government, military
RBAC | High High Enterprises, compliance

ABAC | Very High | Very High Dynamic, policy-driven

Table 12.2 provides a comparative analysis of four prominent access control
models—Discretionary Access Control (DAC), Mandatory Access
Control (MAC), Role-Based Access Control (RBAC), and Attribute-Based



Access Control (ABAC)—evaluated in terms of flexibility, granularity, and
typical use cases.

DAC (Discretionary Access Control) is known for its high flexibility,
allowing resource owners to grant or revoke access rights at their discretion.
While it is relatively easy to implement and manage, its moderate
granularity means it may not support complex permission structures
efficiently. DAC is commonly used in small to medium organizations, where
fewer users and simpler permission requirements make owner-managed
access practical.

In contrast, MAC (Mandatory Access Control) enforces strict access policies
defined by a central authority and does not allow users to alter permissions.
Its low flexibility is offset by high granularity, providing strong security
based on classifications such as “confidential” or “top secret.” This model is
widely used in government and military settings, where data sensitivity and
non-discretionary enforcement are critical.

RBAC (Role-Based Access Control) strikes a balance between control and
manageability. It offers high flexibility and granularity by assigning
permissions to roles rather than individuals, making it easier to administer
access in large environments. This model is ideal for enterprises and
compliance-driven industries, where standardized access control based on
job functions helps meet regulatory requirements and reduces administrative
burden.

Finally, ABAC (Attribute-Based Access Control) offers the highest level of
flexibility and granularity. It determines access decisions based on a
combination of attributes—such as user identity, resource type, time, location,
and purpose—making it ideal for dynamic, policy-driven environments like
cloud platforms or large-scale, decentralized systems. ABAC supports fine-
grained, context-aware security policies that adapt to real-time conditions.

In essence, each model has its strengths and trade-offs. The choice of access
control mechanism depends on the organization’s size, security
requirements, operational complexity, and regulatory obligations.
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Figure 12.2: Role-Based Access Control (RBAC) Workflow

Figure 12.2 presents a detailed view of the Role-Based Access Control
(RBAC) model, demonstrating how access to database resources is
structured, managed, and enforced. The diagram flows from Users —
Roles — Privileges — Database Objects, providing a clear, modular access
control framework.

1. Users
This block includes all entities that may interact with the database:

o Database accounts (e.g., userl, admin),
o Service principals (non-human actors like apps or services),
o Authentication credentials (used to verify identity).

Users do not get direct access to data but are instead assigned roles.

2. Roles
Roles are logical groupings of access rights that reflect:

o Functional groupings (e.g., developer, analyst),
o Departmental roles (e.g., HR, Finance),
o Security levels (e.g., confidential, public).

Users are assigned to roles, which simplifies management by grouping
permissions.

3. Privileges
Roles are granted privileges, which define what actions can be
performed:

o CRUD permissions: Create, Read, Update, Delete access,



o Schema ownership: Authority over a schema’s structure,

o System-level rights: Administrative actions like backup or
user management.

4. Database Objects
Privileges apply to specific database objects:
o Tables/Views (data storage and presentation),
o Stored Procedures (business logic),
o Schemas (logical groupings of database objects).

This workflow highlights the separation of identity from permissions via
roles, which boosts security, maintainability, and scalability. Instead of
assigning permissions user-by-user, administrators assign roles that
encapsulate required privileges, making RBAC ideal for enterprise-level
systems with many users and complex permission hierarchies.

12.7 Summary

This chapter has provided an exhaustive exploration of database security and
authorization, covering foundational requirements, access control
mechanisms, privilege and role management, data privacy, and protection. It
has examined the evolving security challenges faced by modern databases,
including physical, network, and application-level threats, as well as the
complexities introduced by cloud and distributed environments.

By integrating best practices such as strong authentication, least privilege,
encryption, continuous monitoring, secure development, and incident
response, organizations can build robust defenses against both external and
internal threats. The chapter also highlighted the importance of compliance,
auditability, and adaptability in the face of emerging technologies and
regulatory landscapes.

Mastery of these concepts is essential for database administrators, security
architects, developers, and anyone responsible for safeguarding critical data
assets in today’s interconnected and rapidly evolving digital world.



Review Questions

1.
2.

10.

Explain the CIA triad and its relevance to database security.

Describe the differences between authentication and authorization in
the context of database access.

How does role-based access control (RBAC) simplify privilege
management in large organizations?

Discuss the importance of data classification and discovery in
designing effective data protection strategies.

Compare and contrast encryption at rest, in transit, and at the column
level. When should each be used?

What are the main security challenges introduced by cloud and
distributed databases, and how can they be mitigated?

Why is the principle of least privilege critical in database security, and
how can it be enforced?

Outline the steps involved in a database incident response plan.

How do compliance requirements such as GDPR and HIPAA shape
database security policies and practices?

Propose a comprehensive database security architecture for a
multinational organization, addressing physical, network, application,
and data-level controls.



