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ABSTRACT
Smart cities are being created all over the world to
enhance the safety and quality of life for their residents
via the use of technology. Video surveillance, which
includes placing cameras at key locations across the city
to keep an eye on public areas and give law enforcement
and other local authorities real-time access to recordings,
is a crucial part of the architecture of smart cities. Cutting-
edge technologies like deep learning, blockchain, edge
computing, and cloud computing are used in modern
video surveillance systems. This paper offers a
comprehensive review of video surveillance systems for
smart cities, examining both their benefits and drawbacks.
In order to improve inhabitants' safety, security, and
overall well-being, this article aims to show the benefits of
video surveillance systems in smart cities and offers
suggestions for their application.
Keywords: - Smart City, Video surveillance, Surveillance
technology
Introduction
Globally, cities are becoming more livable with data-
driven solutions and sophisticated information technology.
A well-constructed smart city infrastructure improves
urban services including public safety, energy supply,
transportation and communication, while improving the
Sustainability and quality of life of its people. The use of
video surveillance systems (VSS) is important in smart
city applications. It recognizes and recognizes crucial
occurrences that support traffic control, environmental
monitoring, crime prevention, and public safety[1]
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FIGURE 1.1 GLOBAL NETWORK OF
INDIVIDUAL NETWORKS
Figure 1.1 illustrates the extensive global network
comprising interconnected individual networks.
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This vast web of connectivity forms the backbone of
modern communication and data exchange, enabling
seamless interactions across diverse geographic regions.
Each node in the figure represents a unique network, such
as corporate intranets, public internet services, and private
networks, all linked together to create a unified global
system[2]
These interconnected networks facilitate various critical
applications, including internet browsing, data sharing,
and online communications, supporting the digital
infrastructure that underpins smart cities. This global
network enables efficient data flow, real-time information
sharing, and collaboration on an unprecedented scale. It
also highlights the complexity and interdependence of
contemporary digital ecosystems, emphasizing the
importance of robust cybersecurity measures and resilient
infrastructure to maintain the integrity and functionality of
these networks.
In the context of smart cities, the global network of
individual networks plays a crucial role in integrating
various urban services and technologies. It supports
advanced applications like video surveillance systems
(VSS), telemedicine, and smart traffic management,
contributing to enhanced public safety, improved
healthcare access, and optimized urban operations. The
continuous evolution and expansion of this global network
are essential for sustaining the growth and development of
smart cities worldwide.
The modern city faces challenges due to high population
density. For instance, congested roads with excessive
vehicles often lead to accidents involving both
automobiles and pedestrians. Additionally, vehicle
emissions and industrial activities contribute to air and
water pollution, posing risks to public health. Limited
availability of clinics and hospitals further complicates
access to healthcare services. Telemedicine has been
increasingly adopted globally to address these healthcare
challenges; a trend accelerated by the COVID-19
pandemic. Moreover, frequent incidents of crime and fires
necessitate swift responses to minimize damage, which
increases the societal costs associated with maintaining
additional police and fire stations[3]
Video surveillance systems are essential for smart city
infrastructure, enhancing public safety, optimizing
resource management, and supporting data-driven
decision-making. These systems utilize advanced
technologies such as artificial intelligence and video
analytics to deliver numerous benefits.

e  Enhanced Public Safety
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Strategically placed video surveillance cameras
throughout the city allow for real-time monitoring and
rapid incident response. These systems can identify
suspects and stolen vehicles using features such as facial
recognition and license plate reading.
Recent releases of video surveillance systems have
focused on various areas such as attack prevention,
anomaly detection, crowd behaviour analysis, and drone
surveillance. Some studies draw attention to the
advantages of using specific datasets. In this paper, we
present the VSS architecture and examine the parts and
technologies needed for activities related to urban
surveillance[4]

e  Optimized City Operations

Analysing video data enables the monitoring of traffic
flow, detection of infrastructure issues, and optimization
of resource allocation, including energy and waste
management. This data-driven approach enhances the
efficiency and sustainability of city services.

o Informed Decision Making

The extensive information captured by video surveillance
systems, combined with analytics, offers valuable insights
to city authorities. This helps in forecasting trends,
anticipating security threats, and making more informed
decisions for urban planning and development.

As video surveillance capabilities advance, especially
with the integration of Al, it is crucial to address privacy
and ethical concerns through robust regulatory
frameworks and transparent policies.

Smart Cities

Emergency medical services, remote patient monitoring
and isolation monitoring are all used by healthcare
institutions. Whether a patient is walking, falling, or
standing still, deep learning algorithms can determine
their state and implement medical intervention when
needed. The recorded video data is sent to the nearest
edge node or cloud server. This data is analysed by
algorithms like Convolutional Neural Networks (CNN)
and Deep Neural Networks (DNN) to see if a patient
needs medical help. During outbreaks of infectious
diseases like Covid-19, the system monitors public health
threats and ensures adherence to quarantine rules[5]
Traffic management uses video surveillance systems to
analyse congestion, enforce traffic laws, and monitor
accidents. Pre-processing methods like region-of-interest
(ROI) algorithms and background extraction are used on
real-time video feeds from cameras positioned on major
intersections and roads to manage traffic in real time.
Later, various techniques like computer vision and deep
learning are used to analyze these pre-processed video
sequences.

During observation Supervised deep learning methods
include deep CNN (DCNN), masked R-CNN (MRCNN)
and convolutional neural networks (CNN) are used to
detect common accidents and patterns. The capabilities of
the system can be increased by the use of unsupervised
deep learning methods such as  Incremental
Spatiotemporal Learner (ISTL) that allow recognition of
novel accident types[6]

To increase public safety and detect crime, video cameras
are positioned in public spaces like streets, parks, transit
hubs, and business districts. These cameras keep an eye
on what the general populace does. They witness odd
gatherings, thievery, vandalism, and disruptions in public.
Real-time analysis of scenes recorded motion-based
methods including frame differencing, optical flow, and
deep learning algorithms are used on a local edge node or
cloud server to recognize human actions. In these
environments, various human gestures are classified and
recognized using deep learning techniques such as CNN
(Convolutional Neural Network), RNN (Recurrent Neural
Network), DNN (Deep Neural Network) and LSTM
(Long Short-Term Memory). Maintaining public safety
requires stricter restrictions on the carrying of weapons in
public places.
With the help of technologies like Video Surveillance
Technologies (VSS), colour-based in order to monitor the
weather and air pollution in urban areas, computer vision
is utilized to evaluate live video feeds. Faint, discoloured
layers in the atmosphere are recognizable phenomena,
such as smoke and fog. Real-time alarms can be
configured to sound when predefined limits for air
pollution are exceeded by focusing on particular colour
ranges. Furthermore, the system detects precipitation,
snowfall, fog, and other meteorological phenomena,
generates forecasts, and keeps track of critical data. Early
fire detection requires the quick identification of low-level
flames.
Related Works
Artificial Intelligence (AI) is revolutionizing the
development of smart cities by enabling innovative
applications that enhance urban services and improve the
quality of life for citizens. Here are some key areas where
Al is making a significant impact:[7][8]

e Healthcare and Public Safety

Remote Patient Monitoring: Al-powered video analytics
can detect a patient's state (walking, falling, standing still)
and trigger medical intervention when needed, improving
emergency response and care.
Infectious Disease Monitoring: Al systems can monitor
public spaces to ensure adherence to quarantine protocols
and detect potential disease outbreaks, supporting public
health efforts.

o  Traffic Management

Real-Time Congestion Analysis: Al-powered computer
vision techniques can analyse video feeds from traffic
cameras to detect congestion, enforce traffic laws, and
optimize traffic flow.

Accident Detection and Prevention: Supervised and
unsupervised deep learning models can identify common
accident patterns and novel incidents, enabling proactive
safety measures.

e Crime Prevention and Public Security

Anomaly Detection: Al algorithms can analyse video
footage to detect suspicious activities such as gatherings,
theft, and vandalism, and alert authorities for timely
intervention.
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Weapon Detection: Al-powered video surveillance can
help maintain public safety by identifying the presence of
weapons in public spaces.

o  Environmental Monitoring

Air Quality Monitoring: Computer vision techniques can
analyse video feeds to detect air pollution levels, weather
patterns, and other environmental factors, enabling real-
time alerts and forecasting.

Fire Detection: Al models can quickly identify low-level
flames in video footage, enabling early fire detection and
response.

Proposed Work

Unmanned aerial vehicles (UAVs), mobile cameras,
dashcams, and public or private CCTVs are just a few of
the tools that a smart city's video surveillance system
(VSS) keeps an eye on the
neighbourhood.

EDGE NODE
CAMERA > cLoun —*{ BLOCK CHAIN
COMPUTING

Figure 2. Overview of Video Surveillance System.
Depending on their size and function, different
technologies and gadgets are used. Edge computing is
extensively employed in situations such as environmental
monitoring and healthcare that call for rapid decisions and
real-time data exchange. Deep learning algorithms are
used in traffic monitoring systems to analyze video
captured by roadside cameras. Red-colored frames in
video feeds are identified using a color-based deep
learning classification method to help in early fire
detection.

Cameras are extensively deployed in cities, facilitating the
collection of visual data for smart city applications. There
are two types of monitoring devices: fixed and mobile.
Fixed surveillance systems are usually placed on streets,
traffic intersections, inside and outside buildings to
provide constant monitoring of specific areas. On the
other hand, mobile surveillance tools offer greater
mobility and the ability to monitor areas that are not
immediately visible.

Because edge computing is so good at processing visual
input, it is becoming more and more common in video
surveillance systems. Conventional video security systems
send video footage to a cloud or central server for
analysis, processing, and archiving. However, because it
requires strong computing power, big storage capacities,
and high-speed network connections, this method can be
costly and slow.

In contrast, edge computing involves the internal
processing and analysis of video data in network devices
such as smartphones and wireless access points and base
stations. When using deep learning for real-time data-
driven applications to identify system issues and modify
traffic patterns in response to existing road conditions, this
localized approach is especially useful. Data is processed
and stored locally, negating the need to move it to a
centralized server. By doing this, bandwidth utilization is
optimized and network congestion is reduced.

Due to the high computing requirements of computer
vision algorithms, For video streams to be free of noise
and unnecessary information, pre-processing is necessary.
This improves the quality of critical data and increases
accuracy. As other studies have shown, common methods
include image enhancement, noise reduction, video
compression, region of interest (ROI) segmentation, and
noise reduction.
Cloud computing is essential for video surveillance
systems because it provides scalable, scalable and
reasonably priced options for processing, storing and
analyzing videos. Cloud storage solutions make it easy to
offload video content, eliminating the need for on-site
equipment and providing remote access from anywhere
with an Internet connection. High availability and
redundancy are guaranteed by cloud-based storage,
improving data security and preventing loss. However,
cloud computing can face difficulties including high
network bandwidth requirements and potential latency
issues.
Blockchain technology is used in smart cities to securely
collect and analyze data using IoT sensors, actuators and
monitoring devices. Blockchain technology's
decentralized, secure, immutable, robust and fault-tolerant
properties overcome issues such as network congestion,
single points of failure and cyber security threats
associated with the storage of sensitive data. In smart
cities, permissioned or private blockchain systems are
often used to guarantee data integrity and protect against
loss or alteration.
Security, integrity, and reliability across blockchain
networks are ensured by authentication and authorization
mechanisms that regulate data exchange within systems.
Credential or digital signature verification verifies the
validity of blockchain network participants, while
authentication verifies the authenticity of devices or users,
protecting sensitive data such as membership information
from unauthorized access. These mechanisms for secure
data exchange and system integration between different
systems ensure that by restricting access to shared data,
only authorized devices can improve the overall the
ecosystem's integrity and safety.
Cloud Computing and Blockchain in Smart City
Infrastructure

o Cloud Computing for Video Surveillance Systems

Cloud computing is essential for video surveillance
systems, providing scalable, flexible, and cost-effective
options for processing, storing, and analysing video
content. Cloud storage solutions allow for the offloading
of video data, eliminating the need for on-site equipment
and enabling remote access from anywhere with an
Internet connection. Cloud-based storage ensures high
availability and redundancy, enhancing data security and
preventing loss. However, challenges such as high
network bandwidth requirements and potential latency
issues may arise with cloud computing.
e Blockchain Technology in Smart Cities

Blockchain technology securely collects and analyses data
using IoT sensors, actuators, and monitoring devices in
smart cities. Its decentralized, secure, immutable, robust,
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and fault-tolerant properties address issues like network
congestion, single points of failure, and cybersecurity
threats associated with the storage of sensitive data. In
smart cities, permissioned or private blockchain systems
are often used to guarantee data integrity and protect
against data loss or alteration.

Enhancing Security and Reliability with AI

Artificial Intelligence (Al) further enhances the security
and reliability of blockchain-based data management in
smart cities. Al algorithms can be integrated into
blockchain systems to:

Anomaly Detection: Al analyzes data patterns to detect
anomalies and potential security threats, alerting
authorities to take proactive measures.

Predictive Maintenance: Al predicts and prevents system
failures by analyzing data from sensors and monitoring
devices, ensuring continuous operation.

Enhanced Authentication: Al improves authentication
mechanisms by verifying digital signatures and
credentials, ensuring only authorized devices and users
access sensitive data.

Real-Time Monitoring: Al monitors data in real-time,
providing instant alerts and notifications for potential
security breaches or system failures.

Applications of Al in Smart Cities

Traffic Management: Al-powered systems analyze traffic
patterns, optimize routes, and manage traffic lights in real-
time to reduce congestion and improve safety.
Environmental Monitoring: Al analyzes environmental
data from sensors to detect air pollution, weather patterns,
and other factors, enabling real-time alerts and
forecasting.

Public Safety: Al analyzes video feeds from surveillance
cameras to detect potential threats, alert authorities, and
improve response times.

Healthcare: Al analyzes patient data from remote
monitoring systems to detect health anomalies and trigger
medical interventions when needed.

Benefits of Al Integration

Improved Efficiency: Al automates many tasks, reducing
the workload of human operators and enhancing the
overall efficiency of city services.

Enhanced Decision Making: Al provides data-driven
insights, enabling more informed decision-making for
urban planning and resource allocation.

Increased Transparency: Al enhances transparency by
providing detailed data analysis and real-time monitoring,
ensuring accountability and trust in city operations.

By integrating Al with blockchain technology, smart cities
can create a robust and secure infrastructure that enhances
public safety, optimizes city operations, and improves the
quality of life for citizens.

Algorithm

Video surveillance systems (VSSs) rely heavily on object
classification to help detect and identify specific objects in
a within a live video feed. Using object classification,
items can be categorized and put into predefined groups,
like stream. Object classification is used to categorize and
group things into predetermined categories such as people,
cars, plants, animals, and urban environmental variables.

By dividing the items into separate categories, you can
collect the data needed for further processing and analysis.
The process of object classification involves several
stages including image acquisition, Object recognition,
feature extraction and image processing. The pre-image
processing stage includes techniques for image
enhancement, noise reduction and video compression.
Patterns in the image are found by feature extraction, and
the object of interest is located by comparing the extracted
features with a database of known objects. As explained in
the following subsections, this process can be
accomplished through several components, including
motion, shape, color, and texture, first feature extraction
and then object recognition[9]

Object tracking in video surveillance refers to the
automated recognition and monitoring of objects of
interest inside a video feed. The objective is to track these
items as they pass through the video frames, regardless of
whether they are fully or partially obscured. There are
many ways to implement this concept, and it can be used
for things as diverse as traffic monitoring, gesture
recognition, and security. For object tracking, methods
such as point-based, kernel-based and shadow-based
techniques can be used. The specific objectives and
demands of the task determine which approach is best.

To detect and classify objects N-YOLO extracts each
image into a consistent grid by dividing it into two
candidate bounding boxes in urban areas. An item in a
prospective bounding box can be identified using the
applicable class identifier.

Next, we use a correlation-based tracking method to
combine the detection findings from each sub image.

With counter-tracking, the exact contour shadow of the
tracked object is obtained by collecting form and optical
flow data from the observed objects. Using an object
model generated from previous frames, edge-based object
tracking determines the area of the object in each frame.
This technique can be used to follow a slow-moving
person strolling or jogging. due to contour tracking treats
shapes as boundary silhouettes, it is particularly well-
suited for hard material structures. The tracking data is
continuously updated in video frames.

In 2021, a modified version of the YOLOV3 algorithm
identified and classified fire-affected locations with 98.9%
accuracy. By training the algorithm on photos containing
the red color commonly associated with fire, the authors
were able to increase recognition accuracy. The improved
YOLOV3 system learns to calculate The legally too that
smoky villa aris pepipur any plus two pia ssing training
one photos oppi fresh. Thanks to this training strategy, the
system enables us to use a dataset that contains photos of
both these properties. For detecting smoke and flames, a
DCNN model influenced by Google Net architecture was
developed and it succeeded in detecting smoke with a
success rate of 65%.

To classify and recognize specific actions or behaviors,
human behavior-based action classification uses deep
learning algorithms to extract relevant features from video
data inputs. Applications for this technology include
activity recognition in surveillance systems, sports video
analysis, public safety and health.
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Human Activity Recognition (HAR) uses wearable
technology in conjunction with cameras to track the
human body. Wearable technology—Ilike fitness trackers
and smartwatches—collects movement data from sensors
in the gadget. Machine learning techniques are used to
process and evaluate this data to recognize different
human behaviors. The kind and volume of data gathered,
the intricacy of the machine learning model applied to the
analysis, and the degree of recognition accuracy all
influence each other. Comparing wearable technology to
the camera-based system displayed at HAR, it was
superior. uwith an accuracy rate of approximately 96%.
Combining camera and wearable device tracking can
further improve the accuracy of action recognition[10]

A UAV (unmanned aerial vehicle) was used to transport
information gathered to the near edge using wearable
technology. Various algorithms and approaches were
employed to process the data in order to derive insights
and detect any issues or anomalies. If any issues are
found, the located medical facilities can take the necessary
steps, including notifying the health care providers or
alerting the users.

In a video surveillance system (VSS), data security refers
to protecting video footage and associated data from loss,
alteration or illegal access. Sensitive information such as
financial, criminal, sexual, private and national security
details are often found in video surveillance data. This
information must be protected to avoid data breaches and
maintain privacy. Secure management is important
because unauthorized changes have the potential to
undermine the validity and integrity of data. But Videos
are often seen or leaked by uninvited parties, presenting a
serious security problem. To solve To address this issue, a
lot of businesses are putting in place blockchain systems,
which offer robust, impenetrable cryptography with fault-
tolerant capabilities.

Conclusion

These studies deal with difficult video surveillance-related
challenges. These efforts have led to the successful design
and implementation of many methods and methodologies
that yield effective and practical outcomes. Despite these
significant improvements, VSS performance still needs to
be improved. In this area we include future work that
needs to be further improved in terms of accuracy and
robustness.

Video surveillance is essential for the development of
smart cities to enhance safety and quality of life of people.
Creating a safe environment requires an integrated
strategy. From the standpoint of surveillance, cameras can
improve community safety, facilitate effective traffic
management, and stop abnormal behavior. By
strategically placing security cameras, communities can
create a more comfortable and safe urban environment
and monitor and address problems.

A comprehensive assessment of video surveillance
systems (VSSs) and related technologies such as camera
gear and video analysis techniques is presented in this
paper.

Blockchain management has recently garnered significant
attention as a research area. All participants in a
blockchain network share a public ledger, making the
system resistant to cyber-attacks due to its distributed

nature. If blockchain technology can overcome
cybersecurity challenges, it holds promise for widespread
future adoption. However, concerns remain about its cost-
effectiveness. Research in this area will be valuable for
addressing these issues in the future.
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