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Abstract:
Security issues have been highlighted by the widespread deployment of UAVs in both civilian and military settings due
to their susceptibility to signal jamming and spoofing. Traditional UAV autopilot systems put cybersecurity last on the list
of priorities. An increasing concern in smart city security systems is the vulnerability of UAVs to GPS spoofing and
jamming, which can lead to signal loss, hacking, or hijacking. Because of these problems, this study suggests using the
Attn-BiLSTM model for preventative and attack detection purposes. Normalisation of z-scores is the first step in
preprocessing. Attribute selection using chi-square and correlation analyses. Using a CNN to extract spatial-temporal
information and a BiLSTM to process them are necessary for UAV signal integrity prediction. Important aspects for the
safety of UAV communications are brought to light by the attention mechanism's expansion. The proposed method
achieves a prediction accuracy of 99.18%, which is higher than four leading deep learning models, according to the
experimental results. By protecting UAVs against jamming and spoofing assaults, this study improves their operational
security and reliability in dangerous areas, demonstrating the significance of AI in UAV cybersecurity.
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I. Introduction
The Unmanned Aerial Vehicles (UAVs) are vulnerable to attacks from both ground-based and airborne vehicles
passing through the gearbox proximity medium. These attacks can take control of the UAV's flight operations or
even its autopilot system. It gets worse when the network connection is unstable which prevents UAVs from
communicating. Because of this a system that can intelligently monitor drones and make decisions on the fly is
essential. The use of carry-and-forward transmission to establish UAVs makes them vulnerable to attacks because
their network connections are often unstable. In order to distinguish between malicious and benign communication
as well as to categories all forms of attackers the suggested IDS employs a multiclass classification technique [1].
The Logistics, agriculture, remote sensing, wireless hotspot services, smart city applications and disaster
management are just a few of the many sectors that make use of UAVs. In particular UAVs are being employed to
disinfect public spaces make public statements and monitor crowds as part of the effort to control the spread. Also
methods are being worked out to use legal UAVs to monitor and follow suspicious UAVs. In contrast to the
commercial UAV segment's shipments and the newest Goldman Sachs study predicts that consumer UAV
shipments and USD. By facilitating adaptable deployment and backhaul connectivity operations, UAVs are
anticipated to play a significant role in the forthcoming 5G networks [2]. Using in areas where GPS is unavailable
UAVs will need to switch to inertial navigation or visual odometer. Attacks that simulate or jam GPS signals can
wreak havoc on autonomous UAVs by interfering with their navigation timing and control systems. Attacks like
these can seriously hinder UAV performance particularly in dangerous areas.
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