
 

Camguard: Preventing unauthorised camera 
access  for women’s saftey 

Saranya S1*, K.Priyadharsan2, and KYadavamuthiah1 

1Assistant Professor, Department of Computer Science and Engineering, Sathyabama Institute of 

Science and Technology, Chennai,  India 
2Research Scholar, Department of Computer Science and Engineering,Vels Institute of Science, 

Technology and Advanced Studies, Chennai,  India 

3Department of Information Technology, Hindustan Institute of Technology and Science,Chennai,  

India 

Abstract.Online harassment is a serious problem that can have significant 

negative impacts on the mental health and well-being of its victims. To 

address this issue, an Android app has been developed that is accessible to 

a wide range of users worldwide. The app is built on a script backend 

process, providing a stable and efficient environment for data management 

and request processing. The app's API is integrated into the script backend 

process, ensuring seamless and efficient operation.During the installation 

process, the app requires users to go through a verification process that 

includes providing their Google Account, mobile number, and an OTP. 

This ensures that only legitimate users have access to the app's features and 

functions. The app also requires users to create a strong master password, 

which is directly connected to the Google bot, enhancing its security. 

Biometrics are recommended to protect the master password, ensuring that 

only authorized users can access their data.The app's security measures are 

crucial in ensuring the privacy and protection of user data. The use of 

biometrics and direct connection to the Google bot enhances security, and 

the app's API provides access to relevant information and enhances the 

user experience. Users can change their password securely, ensuring that 

only authorized users can access their data.Overall, the app is a reliable and 

efficient solution for managing and protecting user data. Its compatibility 

with a wide range of devices and seamless integration of API make it 

accessible to a large percentage of Android users worldwide. The app's 

verification process, use of biometrics, and direct connection to the Google 

bot enhance its security, ensuring that only authorized users have access to 

the app's functionalities. The development of this app is a critical step in 

addressing the issue of online harassment and protecting the privacy and 

well-being of its users. 

1 Introduction 
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The rise of online harassment and cyberbullying has become a major concern in recent 

years, especially for women who are frequently the targets of such attacks. With the 

increasing availability of apps and programs that can compromise users' sensitive data, it is 

becoming harder to protect oneself online. To address this problem, an app has been 

developed that can prevent unauthorised access to the camera and protect users' sensitive 

data. The app requires a strong master password during registration and operates through a 

script backend process that ensures efficient data management and request processing. By 

preventing unauthorised access to the camera, the app can help protect users' privacy and 

prevent online harassment and abuse. Additionally, the app allows users to change their 

password whenever they suspect it has been compromised, thus preventing unauthorised 

access to their sensitive data. Overall, the app is a promising solution to the issue of online 

harassment and cyberbullying, and its ability to prevent unauthorised access to the camera 

and connect directly to the Google bot make it a highly secure and reliable solution. It is 

essential that we continue to develop innovative solutions like this app to create a safer and 

more secure online environment for all users[1][3]. 

2 Problem statement 

Online assessment through cameras has become an increasingly popular method for 

evaluating candidates and employees, particularly in remote work environments. However, 

this method of assessment can present unique challenges and issues for both men and 

women. In this article, we will explore some of the issues that men and women may face in 

online assessments through cameras and discuss ways to address these challenges. 

 

For women, online assessments through cameras can lead to appearance-based bias. 

Women are often judged based on their appearance, and this can be particularly harmful in 

a professional context. Women may feel pressure to look a certain way, which can distract 

them from focusing on their performance during the assessment. Furthermore, women may 

be unfairly judged based on their appearance rather than their knowledge or skills. 

Appearance-based bias can also lead to gender stereotypes, with women being perceived as 

less confident or assertive, even if their actual performance suggests otherwise. 

 

Privacy concerns are another issue that women may face in online assessments through 

cameras. Women may be more concerned about their privacy during online assessments 

through cameras, especially if they are required to share personal information or if their 

home environment is visible in the background. Women may be reluctant to share personal 

details or appear on camera due to concerns about their safety and privacy. 

 

Cultural and religious differences can also impact women's experiences during online 

assessments through cameras. Women from certain cultural or religious backgrounds may 

have reservations about appearing on camera, which can affect their performance in online 

assessments. They may be more comfortable with audio-only assessments, or they may 

require special accommodations to participate in video assessments. 

 

Technical difficulties are another issue that can impact women's performance during 

online assessments through cameras. Poor internet connection, malfunctioning cameras, 

and other technical issues can disrupt the assessment process and lead to inaccurate results. 

Women may be disproportionately affected by technical difficulties if they are more likely 

to experience these issues due to their geographic location or other factors. 
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While women may face unique challenges in online assessments through cameras, men 

can also experience issues. Men may also feel pressure to look a certain way, which can 

distract them from their performance during the assessment. Furthermore, men may also 

experience gender stereotypes, such as being perceived as overly confident or aggressive. 

 

In order to address these challenges, organisations should take steps to minimise the 

impact of appearance-based bias, gender stereotypes, and other issues. Providing clear 

guidelines and support for participants can help to ensure that they feel comfortable and 

confident during the assessment process. Addressing biases and stereotypes can also help to 

ensure that participants are evaluated based on their skills and knowledge, rather than their 

appearance or gender. Technical issues can be minimised by ensuring that participants have 

access to reliable internet connections and equipment[2]. 

 

3 Methodology 

The development of this app was focused on creating a solution that would be 

accessible to a large audience of android users worldwide. The app was designed to support 

APK, which is the standard format for android applications. This ensures that the app is 

compatible with a wide range of devices, making it accessible to a large percentage of 

android users. 

 

The app is built on a script backend process, which provides a stable and efficient 

environment for data management and request processing. The app's API is an advantage, 

as it provides access to relevant information and enhances the user experience. The API is 

integrated into the script backend process, ensuring that the app operates seamlessly and 

efficiently. 

 

During the installation process, the app requires users to go through a verification 

process. The verification process is essential in ensuring that only legitimate users have 

access to the app's features and functions. The verification process requires the user to 

provide their Google Account, Mobile Number, and an OTP. This ensures that the user's 

identity is verified, and only authorised users have access to the app's functionalities. 

 

After the verification process, the user is required to create a strong master password. 

The master password is used to protect the user's data and ensure their privacy. It is 

recommended that the user utilises a six-digit pin and biometrics to protect the master 

password. This is because biometrics, such as fingerprints, iris, facial characteristics, or 

voice, are unique to each individual and cannot be easily stolen, purchased, distributed, or 

sold. 

 

The use of biometrics enhances the security of the app by ensuring that only the 

authorised user can access their data. The master password is also directly connected to the 

Google bot, enhancing the security of the app. The direct connection ensures that any 

suspicious activity is promptly reported to the user and the relevant authorities[7]. 
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Fig. 1. System architecture 

The app's security measures are essential in ensuring the privacy and protection of the user's 

data. The use of biometrics and the direct connection to the Google bot ensures that the 

user's data is secure and protected at all times. The app's API also provides access to 

relevant information and enhances the user experience. 

 

Furthermore, the app provides users with the ability to change their password whenever 

they want. To change the password, the master password is directly connected to the 

Google bot. This ensures that any changes made to the password are done securely and 

promptly. 

 

In conclusion, the development of this app was focused on creating a solution that would be 

accessible to a large percentage of android users worldwide. The app was designed to 

support APK and was built on a script backend process with an API that enhances the user 

experience. The app's security measures, such as the verification process, use of biometrics, 

and direct connection to the Google bot, ensure that the user's data is secure and protected 

at all times. The app's ability to change the password securely also enhances the user 

experience. Overall, this app provides android users with a reliable and efficient solution 

for managing and protecting their data[8]. 

 

4 Execution part 

Account verification:Account verification is the procedure used to confirm that an 

account, whether new or old, is owned and controlled by a certain real person or business. 

Account verification services are provided by a number of websites, including social media 
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platforms. Check mark icons or badges next to the names of people or organisations are 

frequently used to visually identify verified accounts.Account verification types include 

4.1 Google accounts 

It provides users with an additional layer of security by requiring them to confirm that they 

are not robots before they can establish or log in to their accounts. This step helps to protect 

users from abuse and deters spammers from abusing the system. By requiring phone 

verification, Google can verify that the person trying to access the account is a real person 

and not an automated program trying to gain unauthorised access. This helps to ensure the 

security of users' personal information and prevents fraudulent activity on the platform. 

Overall, the use of phone verification in Google accounts is an effective way to maintain 

the integrity of the system and protect users from potential harm. 

4.2 Telephone number 

Telephone number verification services are online tools used to validate the authenticity of 

a given phone number. These services use various methods to determine whether a phone 

number is active, including sending a text message or making a phone call to the number. 

The verification process helps to ensure that the phone number provided is legitimate and 

belongs to the user who is attempting to verify their identity. This process is commonly 

used by businesses, social media platforms, and other online services to prevent fraud and 

ensure the security of their users' information. Overall, telephone number verification 

services are an effective way to verify the identity of users and prevent fraudulent activity 

on digital platforms. 

It is required of users to grant access to the requested permissions during the process.  

4.3 Master password 

It is created to secure user access to sensitive devices, such as cameras. In an app that 

requires camera access, users are asked to provide their master password each time they use 

the app to view their camera feed. If the user does not immediately grant access after 

receiving a warning notice, the camera feed will remain protected until the user enters their 

master password. This feature adds an extra layer of security to prevent unauthorised access 

and potential privacy breaches. Overall, a strong and unique master password can help to 

ensure that only the authorised user can view their camera feed, protecting their privacy and 

security. 

4.4 AWservice 

It is a platform that provides a range of online services, including data storage and security 

solutions. It is designed to help individuals and organisations manage their data and protect 

their online assets, such as websites, apps, and social media accounts. The platform offers a 

range of features, including data backup and recovery, anti-malware protection, and user 

authentication. It is known for its reliability and security, making it a popular choice for 

businesses and individuals who need to keep their data safe and secure. Overall, AWservice 

is a valuable tool for anyone who is concerned about data security and wants to ensure that 

their online assets are protected against unauthorized access, data breaches, and other forms 

of online threats 
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5 Result analysis 

This app provides a back-end process that allows users to protect their apps and data from 

internet harassment. By using the app, users can shield their apps from data transfers, image 

sharing, and other forms of unauthorised access. The app provides quick response 

notifications to the user whenever a hacker tries to access or enters the protected app, 

giving them peace of mind and added security. Overall, the app is designed to enhance the 

user's security and protect their privacy by preventing unauthorised access to their apps and 

data, making the user feel considerably more safe and secure. 

6 Conclusion 

This app is designed primarily for young girls, providing them with protection against 

online harassment. One of the main advantages of this app is that it is simple to install and 

use, making it accessible to a wide range of users. Once the app is downloaded, users can 

benefit from its protective features, which can help to prevent online harassment and 

protect their privacy. 

 

The AWservice, which powers the app, keeps user data on file to ensure that it is easily 

accessible if needed. For example, if a user forgets their master password, they can quickly 

and easily update their password without any hassles. This is made possible by the app's 

integration with the Google Bot, which allows users to reset their password quickly and 

easily. 

 

Overall, this app is a valuable tool for anyone who is concerned about online harassment 

and wants to protect their privacy. Its simple installation process and user-friendly interface 

make it accessible to a wide range of users, while its advanced features provide a high level 

of protection against online harassment. By leveraging the power of the AWservice and 

Google Bot, this app offers users a reliable and effective way to protect themselves online. 
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