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Abstract:
Detection is therefore a vital element of any wireless network's security solution. Consequently, a dependable wireless
intrusion detection system capable of identifying ... View more
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Abstract:
Detection is therefore a vital element of any wireless network's security solution. Consequently, a dependable wireless
intrusion detection system capable of identifying Man-in-the-Middle attacks within the Internet of Things is shown here.
In this study, empirical evidence is presented to support the notion that a Man-in-the-Middle attack results in a much
longer delay than other forms of attacks. In order for organizations to properly protect their sensitive data, they require
a way of forecasting MITM attacks that is both faster and more accurate. Our investigations into this occurrence will be
oriented on enhancing our preparedness for future attacks of a similar sort. To identify Man-in-the-Middle (MITM)
attacks, we examined a number of machine learning algorithms and evaluated them by applying them to a log
collection gathered from Internet of Things devices. A variety of performance measures for models were the subject of
study. The GNB methodology requires much less time for both prediction and testing than other methods such as KNN
and Random Forest. With a probability of 99.6 percent, GNB is extremely likely to be true. As a result, the GNB method
is enough for assessing the presence or absence of an MITM attack..
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I. Introduction
IoT refers to communication between devices or the cloud by certain standards. The use of wireless
sensor nodes to connect various devices to the IoT using 5G technology enhances bandwidth and
reduces latency. With the increasing demand of Iota, the number of devices connected to the
network increases, resulting in various network or data security attacks, leading to the loss of
personal information to unauthorized persons. A unique ID is used to connect various devices to a
particular network. This network employs different topologies like star, mesh, and bus for
interconnecting various devices. Clustering techniques are employed to group various network
components depending on the coverage area. Applications that involve health monitoring or wildlife
monitoring require time-to-time sensed information from the concerned nodes. The information is
sensed and sent to the sink via the cluster head. In the case of clustering, the dates are aggregated
and shared through the gateway node. The nodes must have a sufficient energy level which is the
threshold value to transmit the information in case of node failure Alternative paths are chosen for
the transferring of information[1]. The sensed data is averaged and sent to the edge node such that
energy utilization is reduced. There are resource constraints in various sensor devices connected
through wireless mode, like hidden terminal problems, out of reach since it is a dynamic
environment. With the integration of 5G the application of IoT is sure to increase in the days to
come. With the implementation of 5G, which is expected to be in 2023, the vulnerabilities due to the
integration of technology are going to be a difficult task since security is a major issue in all aspects.
Thus, encryption and decryption techniques are to be used to preserve data from various attacks,
either passive or active. Despite the various advantages, there are a few disadvantages in terms of
security issues.
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