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New encryption standards are essential to keep up with the ever-evolving technology landscape. As cyber-attacks and hacking methods
become more sophisticated, encryption standards must also advance to provide stronger security. An effort to deal with this is the
Blueshift Encryption Technique. This research study has used optimized overheads while performing encryption operations to improve
blueshift encryption method’s performance. This research study addresses the cloud security challenges by enhancing the Blueshift
Encryption Method to ensure robust data protection in cloud environments. Here, the research novelty lies in the optimization of
encryption overheads, making use of NumPy arrays and vectorization for efficient data processing. Furthermore, the obtained results
are compared with the most recent related works in the domain of cloud security and encryption methods. By highlighting the
enhancements achieved in both performance and security, this research study not only addresses a critical issue but also offers a
promising solution that is benchmarked against contemporary standards.

Cloud computing security | Data protection | Benchmark testing | Data processing | Encryption | Arrays | Standards | Optimization |
Cyberattack | Blueshift Encryption Method | Overheads Optimization | Cloud Security | Data Encryption | Cybersecurity | Performance
Enhancement | Quantum Computing

https://resolver.scholarsportal.info/resolve/27680673/v2023inone/186_ebemboo.xml 
https://doi.org/10.1109/I-SMAC58438.2023.10290393 

Preservation Status Report a problem

Related Articles:
Frequency-Minimal Utility-Maximal Moving Target Defense Against DDoS in SDN-Based Systems
Saptarshi Debroy , Prasad Calyam , Minh Nguyen, Roshan Lal Neupane, Bidyut Mukherjee , Ajay Kumar Eeralla, Khaled

Salah
June 2020, 17(2), p.890 - 903 - IEEE Transactions on Network and Service Management

Secure Monitoring and Notification System for Cloud Infrastructures
Rumi Ujiie, Vadim Kholodilo, Bradley Northern, Denis Ulybyshev
March 2022, Complete, p.787 - 792 - SoutheastCon 2022

A Cloud Security Assessment System Based on Classifying and Grading
Xuexiu Chen, Chi Chen, Yuan Tao, Jiankun Hu
March 2015, 2(2), p.58 - 67 - IEEE Cloud Computing

https://journals.scholarsportal.info/login?uri=/27680673/v2023inone/186_ebemboo.xml
http://resolver.scholarsportal.info/resolve/doi/10.1109/I-SMAC58438.2023.10290393
https://journals.scholarsportal.info/browse/27680673
https://journals.scholarsportal.info/search?q=K.%20Uma%20Maheswari&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/search?q=V.%20Sumalatha&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/browse/27680673/v2023inone
https://journals.scholarsportal.info/browse/27680673
https://journals.scholarsportal.info/search?q=%22Cloud+computing+security%22&search_in=KW&sub=
https://journals.scholarsportal.info/search?q=%22Data+protection%22&search_in=KW&sub=
https://journals.scholarsportal.info/search?q=%22Benchmark+testing%22&search_in=KW&sub=
https://journals.scholarsportal.info/search?q=%22Data+processing%22&search_in=KW&sub=
https://journals.scholarsportal.info/search?q=%22Encryption%22&search_in=KW&sub=
https://journals.scholarsportal.info/search?q=%22Arrays%22&search_in=KW&sub=
https://journals.scholarsportal.info/search?q=%22Standards%22&search_in=KW&sub=
https://journals.scholarsportal.info/search?q=%22Optimization%22&search_in=KW&sub=
https://journals.scholarsportal.info/search?q=%22Cyberattack%22&search_in=KW&sub=
https://journals.scholarsportal.info/search?q=%22Blueshift+Encryption+Method%22&search_in=KW&sub=
https://journals.scholarsportal.info/search?q=%22Overheads+Optimization%22&search_in=KW&sub=
https://journals.scholarsportal.info/search?q=%22Cloud+Security%22&search_in=KW&sub=
https://journals.scholarsportal.info/search?q=%22Data+Encryption%22&search_in=KW&sub=
https://journals.scholarsportal.info/search?q=%22Cybersecurity%22&search_in=KW&sub=
https://journals.scholarsportal.info/search?q=%22Performance+Enhancement%22&search_in=KW&sub=
https://journals.scholarsportal.info/search?q=%22Quantum+Computing%22&search_in=KW&sub=
https://resolver.scholarsportal.info/resolve/27680673/v2023inone/186_ebemboo.xml
https://doi.org/10.1109/I-SMAC58438.2023.10290393
https://journals.scholarsportal.info/contact?article=/27680673/v2023inone/186_ebemboo.xml
https://journals.scholarsportal.info/details/19324537/v17i0002/890_fumtdadiss.xml&sub=all
https://journals.scholarsportal.info/search?q=Saptarshi%20Debroy&search_in=AUTHOR&sub=
https://orcid.org/0000-0002-4783-119X
https://journals.scholarsportal.info/search?q=Prasad%20Calyam&search_in=AUTHOR&sub=
https://orcid.org/0000-0002-7666-5389
https://journals.scholarsportal.info/search?q=Minh%20Nguyen&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/search?q=Roshan%20Lal%20Neupane&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/search?q=Bidyut%20Mukherjee&search_in=AUTHOR&sub=
https://orcid.org/0000-0002-1809-3482
https://journals.scholarsportal.info/search?q=Ajay%20Kumar%20Eeralla&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/search?q=Khaled%20Salah&search_in=AUTHOR&sub=
https://orcid.org/0000-0002-2310-2558
https://journals.scholarsportal.info/browse/19324537/v17i0002
https://journals.scholarsportal.info/browse/19324537
https://journals.scholarsportal.info/details/1558058x/v2022inone/787_smansfci.xml&sub=all
https://journals.scholarsportal.info/search?q=Rumi%20Ujiie&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/search?q=Vadim%20Kholodilo&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/search?q=Bradley%20Northern&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/search?q=Denis%20Ulybyshev&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/browse/1558058x/v2022inone
https://journals.scholarsportal.info/browse/1558058x
https://journals.scholarsportal.info/details/23256095/v02i0002/58_acsasbocag.xml&sub=all
https://journals.scholarsportal.info/search?q=Xuexiu%20Chen&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/search?q=Chi%20Chen&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/search?q=Yuan%20Tao&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/search?q=Jiankun%20Hu&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/browse/23256095/v02i0002
https://journals.scholarsportal.info/browse/23256095


9/20/24, 4:05 PM Enhancing Blueshift Encryption Method by Overheads Optimization | Scholars Portal Journals

https://journals.scholarsportal.info/details/27680673/v2023inone/186_ebemboo.xml 2/2

RETRACTED ARTICLE: E-Health Cloud Security Using Timing Enabled Proxy Re-Encryption
V. Vijayakumar, M. K. Priyan, G Ushadevi, R. Varatharajan, Gunasekaran Manogaran , Prathamesh Vijay Tarare
June 2019, 24(3), p.1034 - 1045 - Mobile Networks and Applications



About
Contact
Terms of Use
Privacy Statement
Accessibility Commitment
Report an Accessibility Problem
Accessibility Help



https://journals.scholarsportal.info/details/1383469x/v24i0003/1034_raecsutepr.xml&sub=all
https://journals.scholarsportal.info/search?q=V.%20Vijayakumar&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/search?q=M.%20K.%20Priyan&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/search?q=G%20Ushadevi&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/search?q=R.%20Varatharajan&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/search?q=Gunasekaran%20Manogaran&search_in=AUTHOR&sub=
https://orcid.org/0000-0003-4083-6163
https://journals.scholarsportal.info/search?q=Prathamesh%20Vijay%20Tarare&search_in=AUTHOR&sub=
https://journals.scholarsportal.info/browse/1383469x/v24i0003
https://journals.scholarsportal.info/browse/1383469x
https://journals.scholarsportal.info/about
https://journals.scholarsportal.info/contact
https://journals.scholarsportal.info/terms
https://journals.scholarsportal.info/privacy
https://journals.scholarsportal.info/accessibility/commitment
https://journals.scholarsportal.info/accessibility/feedback
https://journals.scholarsportal.info/accessibility/help
https://twitter.com/scholarsportal
http://www.ocul.on.ca/

