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I. Introduction

The Internet of things technology provides enumerable services and forms a global infrastructure
for the information society. It enables services to interconnect existing and evolving communication
technologies. Also, the communication between the devices is done without human intervention.
With the advancement in loT technology, the cyber-attacks are also increased. The biggest
challenge in 10T is to prevent the computer network from harmful attacks [1]. Some of the main
security techniques are firewalls, antivirus software and IDSs. These techniques protect the network
attacks. The IDS is a software mechanism, which when deployed, monitors and protects the loT
devices from attacks and signals an alarm when an unknown signal is recognised. IDS plays a vital
role among other techniques in intrusion detection[2]. To overcome this problem, researchers
started working constructing IDS using Atrtificial intelligence techniques namely ML and DL. Using
ML and DL techniques, useful information can be extracted from massive datasets[3]. When the
training dataset is available, the attack variants are easily detected using Machine learning based
IDS. Deep Learning on the other hind cian betus d ttQ ach,’gvedoutsta nding performance. In deep
learning feature extraction is done hand ?nnrllgn% w?t Ww%%el%?aslgﬁica ion. There are multiple hidden
layers in deep learning, hence the output is accurate. The process takes more time compared to
Machine learning[4]. Both the techniques are widely employed in all fields of technology. In this
paper, we explore on deep learning model - Convolutional Neural Network on three different
datasets namely NSLKDD, IDS2018 and I0TID20. The cross-model verification of the output for all
the data sources are analysed. It took a longer duration to measure the performance of the model,
hence for better efficiency and to eventually increase the speed, a feature selection algorithm based
on the SGD, a generic optimization algorithm SELBEST is proposed and its performance is
measured. loT devices, ranging from smart home gadgets to industrial sensors, are vulnerable to a

wide array of cyber threats. Traditional IDS primarily designed for networks with conventional traffic
patterns may not effectively detect loT -specific attacks. CNNs, which have excelled in computer
vision, exhibit promise for loT intrusion detection by leveraging their ability to capture spatial
patterns in data.
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