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Digitization has enabled the world to move forward at a faster pace,
however, on the flip side it has opened up another huge
problem-“fraud attacks”. Everyday industry is faced with a new type
of fraud, which is a huge threat to the IT Industry. Organizations will
have to focus on continuous security process improvement and
build multiple layers of security controls to safeguard customer
assets and its brand value. Though, Fraud is thought to be
predominant in the financial sector, it also applies to E-Commerce,
health care, payment gate ways and for that matter any digitized
business process where customers are exchanging their
credentials, locations, credit card and other sensitive details online.
To identify and stop these frauds attacks, the industry is desperately
looking for accurate and new ways to detect fraud in real time.
Organizations should focus on real time fraud detection to prevent
fraud through a multitude of factors and stay ahead of the
fraudsters. In order to achieve that organizations should come
together to exchange fraudulent activity/information amongst
themselves and be more transparent to each other. The need of the
hour is to create a platform which enables transparent & secure
exchange of information, alert organizations of fraudulent activities,

real time, there by learning from each other and adapting quickly.

Topics

Data processing, Machine learning, Learning_and learning

models, Health care, Industry

https://pubs.aip.org/aip/acp/article-abstract/2523/1/020174/2874840/Global-fraud-prevention-leveraging-artificial-and ?redirectedFrom=fulltext

1/5


javascript:;
https://doi.org/10.1063/5.0109860
https://pubs.aip.org/acp/search-results?page=1&tax=P2736P1234
https://pubs.aip.org/acp/search-results?page=1&tax=P2736P3219
https://pubs.aip.org/acp/search-results?page=1&tax=P4555C7582
https://pubs.aip.org/acp/search-results?page=1&tax=P5510C6818
https://pubs.aip.org/acp/search-results?page=1&tax=P5510P2632
javascript:;
javascript:;

9/20/24, 11:18 AM

Global fraud prevention leveraging artificial and machine learning technologies | AIP Conference Proceedings | AIP Publishing

REFERENCES

1. G. Jaculine Priya and S. Saradha, “Fraud Detection and
Prevention Using Machine Learning Algorithms: A Review,” 7th
International Conference on Electrical Energy Systems (ICEES),
2021, pp. 564-568, DOI:
https://doi.org/10.1109/ICEES51510.2021.9383631.

Google Scholar  Crossref

2. G. Jaculine Priya and Dr.S. Saradha., “Real Time Global
Fraud Detection and Prevention®., International E-Conference
On Advances In Information Technology., June-2020 BIHER.,
ISBN NO. 978-93-5407-796-8

3. Mehak Mahajan and Sandeep Sharma., “Detect Fraud in
Credit Card using Data Mining Techniques®., International
Journal of Innovative Technology and Exploring Engineering,.
ISSN:, Volume 9, Issue 2, December 2019

Google Scholar

4. Mandeep Singh and Sunny Kumar and Tushant Garg.,
“Credit Card Fraud Detection Using Hidden Markov Model*.,
International Journal Of Engineering And Computer Science,
Volume 8, Issue 11, NOVEMBER 2019. pp. 24878-24882
https://doi.org/10.18535/ijecs/v8i11.4386

Google Scholar  Crossref

5. Olawale Adepoiju., Julius Wosowei., Shiwani lawte and
Hemaint Jaiman., “Comparative Evaluation of Credit Card Fraud
Detection Using Machine Learning Techniques®., Global
Conference for Advancement in Technology,|EEE, 2019, 978-1-
7281-3694-3

Google Scholar

6. Thennakoon, Anuruddha, et al “Real-time credit card fraud
detection using machine learning.” 2019 9th International
Conference on Cloud Computing, Data Science & Engineering
(Confluence). IEEE, 2019.

Google Scholar  Crossref

7. Jhangiani, Resham, Doina Bein, and Abhishek Verma.
“‘Machine learning pipeline for fraud detection and prevention in
e-commerce transactions.” 2019 IEEE 10th Annual Ubiquitous

https://pubs.aip.org/aip/acp/article-abstract/2523/1/020174/2874840/Global-fraud-prevention-leveraging-artificial-and ?redirectedFrom=fulltext

2/5


https://doi.org/10.1109/ICEES51510.2021.9383631
https://scholar.google.com/scholar_lookup?title=Fraud%20Detection%20and%20Prevention%20Using%20Machine%20Learning%20Algorithms%3A%20A%20Review&author=G.%20Jaculine%20Priya&author=S.%20Saradha&publication_year=2021&journal=&volume=&pages=564-568
http://dx.doi.org/10.1109/ICEES51510.2021.9383631
https://scholar.google.com/scholar_lookup?title=Detect%20Fraud%20in%20Credit%20Card%20using%20Data%20Mining%20Techniques&author=Mehak%20Mahajan&author=Sandeep%20Sharma&publication_year=2019&journal=International%20Journal%20of%20Innovative%20Technology%20and%20Exploring%20Engineering&volume=9&pages=
https://doi.org/10.18535/ijecs/v8i11.4386
https://scholar.google.com/scholar_lookup?title=Credit%20Card%20Fraud%20Detection%20Using%20Hidden%20Markov%20Model&author=Mandeep%20Singh&author=Sunny%20Kumar&author=Tushant%20Garg&publication_year=2019&journal=International%20Journal%20Of%20Engineering%20And%20Computer%20Science&volume=8&pages=24878-24882
http://dx.doi.org/10.18535/ijecs/v8i11.4386
https://scholar.google.com/scholar_lookup?title=Comparative%20Evaluation%20of%20Credit%20Card%20Fraud%20Detection%20Using%20Machine%20Learning%20Techniques&author=Adepoju.%20Olawale&author=Wosowei.%20Julius&author=Shiwani%20lawte&author=Hemaint%20Jaiman&publication_year=2019&journal=Global%20Conference%20for%20Advancement%20in%20Technology%2CIEEE&volume=&pages=
https://scholar.google.com/scholar_lookup?title=Real-time%20credit%20card%20fraud%20detection%20using%20machine%20learning&author=Anuruddha%20Thennakoon&publication_year=2019&journal=&volume=&pages=
http://dx.doi.org/10.1109/CONFLUENCE.2019.8776942

9/20/24, 11:18 AM Global fraud prevention leveraging artificial and machine learning technologies | AIP Conference Proceedings | AIP Publishing

Computing, Electronics & Mobile Communication Conference
(UEMCON). IEEE, 2019.
Google Scholar  Crossref

8. Shiv Shankar Singh., “Electronic Credit Card Fraud Detection
System by Collaboration of Machine Learning Models*,,
International Journal of Innovative and Exploring Engineering,
ISSN:, Volume 8,Issue 12S, October 2019, pp. 92-95.

9. Maniraj, S.P., Aditya Saini., Swarna Deep Sarkar and
Shadap Ahmed., “Credit Card Fraud Detection Using Machine
Learning and Data Science®., International Journal of
Engineering Research & Technology, ISSN:, Volume 8, Issue 9,
SEPTEMBER-2019.

Google Scholar

10. Debachudamani Prusti., and Santanu Kumar Rath.,
“Fraudulent Transaction Detection in Credit Card by Applying
Ensemble Machine Learning techniques®., 10th ICCCNT July
2019., IEEE

Google Scholar

11. Yashvi Jain., Namrata Tiwari., Shripriya Dupey., and Sarika
Jain., “A Comparative Analysis of Various Credit Card Fraud
Detection Techniques®., International Journal of Recent
Technology and Engineering, ISSN:, Volume 7, Issue 5S2,
January 2019

Google Scholar

12. Anish Halimaa A and Dr. K.Sundarakantham “Machine
Learning Based Intrusion Detection System®., ISBN:978-1-5386-
9439-8.,IEEE 2019.

Google Scholar

13. Masoumeh Zareapoor, Pourya Shamsolmoali, “Application
of Credit Card Fraud Detection: Based on Bagging Ensemble
Classifier”, Elsevier, 2015, pp.679—-685.

Google Scholar

14. Hunt, W. (2020). Artificial Intelligence’s Role in Finance and
How Financial Companies are Leveraging the Technology to
Their Advantage. Available at SSRN 3707908.

Google Scholar

https://pubs.aip.org/aip/acp/article-abstract/2523/1/020174/2874840/Global-fraud-prevention-leveraging-artificial-and ?redirectedFrom=fulltext 3/5


https://scholar.google.com/scholar_lookup?title=Machine%20learning%20pipeline%20for%20fraud%20detection%20and%20prevention%20in%20e-commerce%20transactions&author=Resham%20Jhangiani&author=Doina%20Bein&author=Abhishek%20Verma&publication_year=2019&journal=&volume=&pages=
http://dx.doi.org/10.1109/UEMCON47517.2019
https://scholar.google.com/scholar_lookup?title=Credit%20Card%20Fraud%20Detection%20Using%20Machine%20Learning%20and%20Data%20Science&author=S.P.%20Maniraj&author=Saini.%20Aditya&author=Swarna%20Deep%20Sarkar&author=Shadap%20Ahmed&publication_year=2019&journal=International%20Journal%20of%20Engineering%20Research%20%26%20Technology&volume=8&pages=
https://scholar.google.com/scholar_lookup?title=Fraudulent%20Transaction%20Detection%20in%20Credit%20Card%20by%20Applying%20Ensemble%20Machine%20Learning%20techniques&author=Prusti.%20Debachudamani&author=Santanu%20Kumar%20Rath&publication_year=2019&journal=&volume=&pages=
https://scholar.google.com/scholar_lookup?title=A%20Comparative%20Analysis%20of%20Various%20Credit%20Card%20Fraud%20Detection%20Techniques&author=Jain.%20Yashvi&author=Tiwari.%20Namrata&author=Dupey.%20Shripriya&author=Sarika%20Jain&publication_year=2019&journal=International%20Journal%20of%20Recent%20Technology%20and%20Engineering&volume=7&pages=
https://scholar.google.com/scholar_lookup?title=Machine%20Learning%20Based%20Intrusion%20Detection%20System&author=Anish%20Halimaa&author=Dr.%20K.%20Sundarakantham&publication_year=2019&journal=&volume=&pages=
https://scholar.google.com/scholar_lookup?title=Application%20of%20Credit%20Card%20Fraud%20Detection%3A%20Based%20on%20Bagging%20Ensemble%20Classifier&author=Masoumeh%20Zareapoor&author=Pourya%20Shamsolmoali&publication_year=2015&book=Application%20of%20Credit%20Card%20Fraud%20Detection%3A%20Based%20on%20Bagging%20Ensemble%20Classifier
https://scholar.google.com/scholar_lookup?title=Artificial%20Intelligence%E2%80%99s%20Role%20in%20Finance%20and%20How%20Financial%20Companies%20are%20Leveraging%20the%20Technology%20to%20Their%20Advantage&author=W.%20Hunt&publication_year=2020&journal=&volume=&pages=

9/20/24, 11:18 AM

Global fraud prevention leveraging artificial and machine learning technologies | AIP Conference Proceedings | AIP Publishing

15. Brynjolfsson, E.,& Mcafee, AN.D.R.E.W. (2017). The
Business of artificial intelligence. Harvard Business Review, 7,
3-11.

Google Scholar

16. Kumarapandian, S.(2018). Melanoma classification using
multiwavelet transform and support vector machine. International
Journal of MC Square Scientific Research, 10(3), 01-07.

Google Scholar

17. Yang, Q., Liu, Y., Chen, T., & Tong, Y.(2019). Federated
machine learning: Concept and applications. ACM Transactions
on Intelligent Systems and Technology(TIST), 10(2), 1-19.
https://doi.org/10.1145/3298981

Google Scholar  Crossref

18. Bao, Y., Hilary, G., & Ke, B.(2020). Artificial intelligence and
fraud detection. Available at SSRN 3738618
Google Scholar

19. Murugan Subbiah, S. Mohan Kumar, and T.R. Ganesh
Babu. “CNN model Channel Separation for glaucoma Color
Spectral Detection.” International Journal of MC Square
Scientific Research 12, no. 2 (2020): 1-10.

Google Scholar

20. Murugan, S., Ganesh Babu TR, and C. Srinivasan.
“Underwater Object Recognition Using KNN Classifier.”
International Journal of MC Square Scientific Research 9, no. 3
(2017): 48-52. https://doi.org/10.20894/IJMSR.117.009.003.007
Google Scholar  Crossref

This content is only available via PDF.

© 2023 Author(s).

You do not currently have access to this content.

https://pubs.aip.org/aip/acp/article-abstract/2523/1/020174/2874840/Global-fraud-prevention-leveraging-artificial-and ?redirectedFrom=fulltext

4/5


https://scholar.google.com/scholar_lookup?title=The%20Business%20of%20artificial%20intelligence&author=E.%20Brynjolfsson&author=A.N.D.R.E.W.%20Mcafee&publication_year=2017&journal=Harvard%20Business%20Review&volume=7&pages=3-11
https://scholar.google.com/scholar_lookup?title=Melanoma%20classification%20using%20multiwavelet%20transform%20and%20support%20vector%20machine&author=S.%20Kumarapandian&publication_year=2018&journal=International%20Journal%20of%20MC%20Square%20Scientific%20Research&volume=10&pages=01-07
https://doi.org/10.1145/3298981
https://scholar.google.com/scholar_lookup?title=Federated%20machine%20learning%3A%20Concept%20and%20applications&author=Q.%20Yang&author=Y.%20Liu&author=T.%20Chen&author=Y.%20Tong&publication_year=2019&journal=ACM%20Transactions%20on%20Intelligent%20Systems%20and%20Technology%28TIST%29&volume=10&pages=1-19
http://dx.doi.org/10.1145/3298981
https://scholar.google.com/scholar_lookup?title=Artificial%20intelligence%20and%20fraud%20detection&author=Y.%20Bao&author=G.%20Hilary&author=B.%20Ke&publication_year=2020&journal=&volume=&pages=
https://scholar.google.com/scholar_lookup?title=CNN%20model%20Channel%20Separation%20for%20glaucoma%20Color%20Spectral%20Detection&author=Murugan%20Subbiah&author=S.%20Mohan%20Kumar&author=T.R.%20Ganesh%20Babu&publication_year=2020&journal=International%20Journal%20of%20MC%20Square%20Scientific%20Research&volume=12&pages=1-10
https://doi.org/10.20894/IJMSR.117.009.003.007
https://scholar.google.com/scholar_lookup?title=Underwater%20Object%20Recognition%20Using%20KNN%20Classifier&author=S.%20Murugan&author=TR%20Ganesh%20Babu&author=C.%20Srinivasan&publication_year=2017&journal=International%20Journal%20of%20MC%20Square%20Scientific%20Research&volume=9&pages=48-52
http://dx.doi.org/10.20894/IJMSR

9/20/24, 11:18 AM Global fraud prevention leveraging artificial and machine learning technologies | AIP Conference Proceedings | AIP Publishing
Sign in

Don't already have an account? Register

Sign In

Username

Password

Reset password
Register

Sign in via your Institution

Pay-Per-View Access $40.00

https://pubs.aip.org/aip/acp/article-abstract/2523/1/020174/2874840/Global-fraud-prevention-leveraging-artificial-and ?redirectedFrom=fulltext 5/5


https://pubs.aip.org/my-account/register?siteId=1000005&returnUrl=https%3a%2f%2fpubs.aip.org%2faip%2facp%2farticle-abstract%2f2523%2f1%2f020174%2f2874840%2fGlobal-fraud-prevention-leveraging-artificial-and%3fredirectedFrom%3dfulltext
https://pubs.aip.org/my-account/reset-password
https://pubs.aip.org/my-account/register?siteId=1000005&returnUrl=https%3a%2f%2fpubs.aip.org%2faip%2facp%2farticle-abstract%2f2523%2f1%2f020174%2f2874840%2fGlobal-fraud-prevention-leveraging-artificial-and%3fredirectedFrom%3dfulltext
https://pubs.aip.org/institutional-login?returnUrl=https%3a%2f%2fpubs.aip.org%2faip%2facp%2farticle-abstract%2f2523%2f1%2f020174%2f2874840%2fGlobal-fraud-prevention-leveraging-artificial-and%3fredirectedFrom%3dfulltext
https://pubs.aip.org/store/add/2874840/3

