
9/19/24, 5:09 PM Cybersecurity Threat Detection in Financial Institution Using AI BasedRisk Assessment | IEEE Conference Publication | IEEE Xplore

https://ieeexplore.ieee.org/document/10434030 1/4

IEEE.org IEEE Xplore IEEE SA IEEE Spectrum More Sites Subscribe

Conferences  > 2023 International Conference... 

Cybersecurity Threat Detection in Financial Institution Using AI BasedRisk
Assessment
Publisher: IEEE Cite This  PDF

Lavanya M ; Mangayarkarasi S All Authors 

94
Full
Text Views

Donate Cart


Create Account

   

Alerts
Manage Content Alerts 

Add to Citation Alerts 



Abstract

Document Sections

I. Introduction

II. Related works

III. PROPOSED METHOD

IV. RESULTS AND
DISCUSSIONS

V. Conclusions

Authors

Figures

References

Keywords

Metrics

More Like This


Downl

PDF

Abstract:
In recent times, the research looks into the measures taken by financial institutions to secure their systems and reduce
the likelihood of attacks. The study results indi... View more

Metadata
Abstract:
In recent times, the research looks into the measures taken by financial institutions to secure their systems and reduce
the likelihood of attacks. The study results indicate that all cultures are undergoing a digital transformation at the
present time. The dawn of the Internet ushered in an era of increased sophistication in many fields. There has been a
gradual but steady shift in attitude toward digital and networked computers in the business world over the past few
years. Financial organizations are increasingly vulnerable to external cyberattacks due to the ease of usage and
positive effects. They are also susceptible to attacks from within their own organisation. In this paper, we develop a
machine learning based quantitative risk assessment model that effectively assess and minimises this risk. Quantitative
risk calculation is used since it is the best way for calculating network risk. According to the study, a network's
vulnerability is proportional to the number of times its threats have been exploited and the amount of damage they have
caused. The simulation is used to test the model's efficacy, and the results show that the model detects threats more
effectively than the other methods.
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I. Introduction
The goal of cyber security is to stop someone from entering in, whether they are insiders or
outsiders, and using your network, system without the knowledge or permission of the user. It is
crucial to protect one privacy and security when dealing with sensitive information online. A
company susceptibility to cyberattacks increases when it lacks the resources to provide its
employees with the knowledge, skills, and best practises necessary to safeguard its information
technology infrastructure against penetration by malevolent cyber actors. Cybersecurity risk in the
financial sector has shifted the paradigm of banking operations over the course of several decades
due to the prospect of severe interruption to banking services and the imposition of considerable
direct and indirect losses. This is a direct outcome of the substantial disruption that could occur to
banking services. Financial institutions are increasingly at risk of cyberattacks because of the
growing prevalence of online commerce and service provision [1].
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