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1. INTRODUCTION

The world is in the midst of digital revolution .Due to Covid 19 with lockdown restrictions people
have stopped moving out from home and a large population has noted to adopt online transactions.
Large Number of users in urban countries such as India are digitally influenced to us e banking
applications and to buy financial products. Apart from banking there is also an increase in fake
websites that resemble shop and home delivery services which traps users to do online
transactions. With the increase in the use of loT, criminals can easily get inside the system and
collect various consumer data which creates privacy risks. Due to this there is an increase in fraud
with cybercriminals targeting people with fake activations of debit and credit cards,online
bookings,free coronavirus tests and job offers have led to adoption of fraud detection and
prevention system. As the Fraudstelrs %rie nslerﬂgh&)gn{%rdgrigvgt%e techniques to commit fraud at
every second, the traditional rule-based ?nethods are not su |C|en? for this problem [6]. Financial
Instituitions must focus on fraud detection in real time so that it can protect companies from insider
fraud and can also identify any anomalies in individuals who might leak data. This is where a deep
learning technique presents a unique solution. Banks will facilitate data analytics to recognize fraud
cases and assist with immediate response and recovery steps, such as blocking suspicious
transactions before the authorization of payments. Banks are adopting innovative technological
methods to promote their growth, which leads to cybercrimes. Fig. 1 shows different kinds of
technology based banking frauds commited through Online Payment Channel and Card
transactions links [13]. During the financial year, 2020 Fraud cases at banks and financial

institutions are 28% increased in volume and 50.7% of the cases were from the public sector banks.
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