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Abstract

Cybersecurity is the practice of safeguarding information and the systems that store or process information.

Cybersecurity violations are the foremost persecution instigated by cyber attackers through one or more systems on

single or several networks or systems. This kind of cyber threats can ruthlessly trigger data loss or theft besides halting

the network systems partially or fully. Among various cybersecurity attacks, the Denial of Service (DoS) attack is one of

the most dominant hacking modus operandi over the internet. The hackers use the weapons at their disposal to disrupt

traffic in and around the network surroundings or the target system by bombarding it with a lot of malicious requests.

This paper introduced machine learning algorithms such as Gaussian Naïve Bayes and Nearest Centroid to identify the

attacks via classifying the given dataset into normal and malicious traffic. Furthermore, metrics such as accuracy, f-

score, FNR, precision, and prediction time etc., were calculated to identify the best performing model.

Introduction

In this digital world, networks are considered a part of our life. Without it, we can’t survive in today’s world, i.e.

networks benefit the world. With that network, intrusion hazards became very widespread, putting the institution and

the networked systems in danger of cyberattacks. Attackers construct several novel techniques to hack the system

endlessly. The objective of cybersecurity is to improve situational awareness and shorten the time to respond to

threats. Speed of analysis is of crucial importance because an unnoticed attack can cause severe damage to information

systems. The network administrators need to look for patterns in traffic that indicate a possible assault and swiftly see

the events leading up to an attack. It requires a lot of real-time data to distinguish such suspicious conduct and drill

down into the underlying data with a wide variety of tools to help us decide. The most important feature of such

systems may be focusing on crucial elements to identify malicious traffic from massive data as individuals cannot deal

with it efficiently. There are many approaches in building defence in such scenarios, and one such mechanism is the

deployment of an Intrusion Detection System (IDS). It can play a vital role in shielding the network and the connected

systems. An IDS is a device used to identify and mitigate such threats by continuously monitoring the traffic of interest.

Fig. 1 explains how the IDS device makes the network or systems very secure and safe, i.e. how the IDS stops the

hackers or attackers. An IDS device is also known as an Intrusion Prevention System (IPS) when deployed to detect and

protect the networked systems in question. IPS systems are promoted as an enhancement to passive IDS, having the

ability to intercept the direct line of communication between the source and destination and automatically act on
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identified abnormalities. The deployment location is a critical factor in mapping the role as either IDS or IPS.(See Table

1.Table 2.).

Muhammad et. al [6] describes how Network Intrusion Detection system works also how it makes significance to

identify intruders in the network environment. Therefore, Intrusion Detection System in network is categorized into

two namely:

a. Network based Intrusion detection system (NIDS)

This kind of intrusion detection is highly cost-effective since it scrutinizes inbound network traffics for identifying risk

happening in the network region. The NIDS monitors entire network traffic via linked hosts, and from that connected

hosts information, it finally makes their assessment. A NIDS deployed correctly is quite helpful in discovering threats

on the network in question. It works by snooping in on the raw traffic on the wire using one or more network taps

placed throughout the network or in line with the traffic flow.

b. Host based Intrusion detection system (HIDS)

This formulates decision-based on information handover by every single user in the network. It allows an assortment

of data from every single host in the network, providing good results rather than monitoring the entire network.

Usually, a HIDS will be deployed to many hosts rather than a few key monitoring points like a NIDS. A HIDS detects bad

actors on a particular host. HIDS operate within the host domain and are usually far more varied than NIDS.Stephen et.

al [11] suggested NIDS and also HIDS for detecting intruders entering in the network either to steal data or to hack the

network system. The left figure indicates NIDs and right figure indicates HIDS in Fig. 2. When compare to HIDS,

monitoring power is high in NIDS which may interrupt attacks.

The main objective of this study related to detection and classification of intruders in networks are specified as

follows:

• To study and analyze the intrusion detection system in computer network security based on feature extraction,

statistical analysis, training and testing, utilizing supervised machine learning for classifying the attacks in the

networks.

• To find metrics such as accuracy, f-score, FNR, prediction time and also precision to predict the model performance

in classifying malicious and normal.

• Perform statistical analysis in which training and testing datasets that gives variation from some other researchers.

• Construct machine learning algorithms like Gaussian Naïve Bayes, Nearest Centroid algorithm to distinguish the

dataset as normal and malicious.

Section snippets

Background

Hoda et. al [3] introduced data mining approaches to identify as well as classification of attacks in the network through

performance calculation of J48 decision tree algorithm which contrast with two rule based algorithms such as decision

table and also oneR. In this work, decision tree algorithm achieves better outcome of more than 99%.Rohan et. al [8]

exhibited Internet of Things to monitor certain network activities to update feature extraction which results in greater

accuracy detection of …

Proposed architecture

The proposed schematic diagram is explained as following steps which is shown in Fig. 3.

The first and foremost step is to collect data from specified source mainly KDD cup 99 dataset regarding DoS attack.

The next step is data pre-processing in which reduction of unnecessary features (data samples contains 38 features
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which is further reduced to 29 features) and also dimensionality reduction. This paper mainly presented a statistical

analysis for finding attackers in the networks. It undergoes…

Results and discussions

The metrics calculation had been found using Gaussian Naïve Bayes algorithm with 180, 1803, 18,035 samples as 1%,

10%, 100% training samples to identify better accuracy.…

Conclusions

This study showed that the statistical analysis and machine learning approaches could complement each other and

make the DoS detection more efficient. Furthermore, it also proves that the attack detection can accurately

differentiate both the normal and malicious (DoS) traffic. We developed two machine learning algorithms such as

Gaussian Naïve Bayes and Nearest Centroid, to identify and categorize the network traffic as either normal or attack.

Moreover, metrics evaluations like accuracy,…
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