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Abstract 

The exponential growth of digital banking in India has revolutionized financial transactions by 

enhancing accessibility, speed, and financial inclusion. However, this transformation has 

simultaneously facilitated the proliferation of cyber-enabled financial crimes, particularly digital 

banking frauds. These offences exploit technological vulnerabilities, consumer ignorance, and 

systemic regulatory gaps, thereby threatening financial stability and consumer confidence. This 

article critically examines the adequacy of Indian laws in addressing digital banking frauds 

through doctrinal analysis of the Information Technology Act, 2000, the Bharatiya Nyaya 

Sanhita, 2023, the Payment and Settlement Systems Act, 2007, and regulatory guidelines issued 

by the Reserve Bank of India. Judicial interpretations relating to customer liability and 

institutional accountability are analysed to assess the evolving legal principles governing 

electronic fraud. A limited comparative perspective with the United States Electronic Fund 

Transfer Act framework highlights structural differences in consumer protection. The study finds 

that while Indian law has evolved progressively through judicial activism and regulatory 

intervention, it remains fragmented, reactive, and insufficiently equipped to address sophisticated 

cross-border frauds. The article concludes by recommending comprehensive legislative reform, 

statutory backing to regulatory guidelines, clear allocation of liability, strengthened investigative 

infrastructure, and enhanced digital literacy to ensure a secure digital banking ecosystem. 

Keywords: Digital Banking Fraud, IT Act, RBI Guidelines, Customer Liability, Cybercrime, 
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I. Introduction 

India’s transition toward a digital economy has fundamentally altered the banking landscape. 

Online banking, Unified Payments Interface (UPI), digital wallets, and Aadhaar-enabled systems 

have become integral to everyday financial transactions. Government initiatives such as Digital 

India and financial inclusion programs have accelerated this shift. 

However, digitalization has also expanded the attack surface for cybercriminals. Phishing, 

vishing, SIM-swap frauds, QR-code scams, and UPI manipulation schemes have increased in 



scale and sophistication. According to data published by CERT-In, over 1.3 million 

cybersecurity incidents were reported in 2023 alone.1 

The central legal question is whether India’s current statutory and regulatory framework 

adequately addresses these technologically evolving threats. This article argues that while Indian 

law provides multiple mechanisms for redress, its fragmented nature and outdated statutory 

language undermine effective enforcement. 

This article further argues that while India possesses a multi-layered regulatory framework, it 

lacks a consolidated and technologically responsive statutory regime tailored specifically to 

digital banking frauds. The study therefore undertakes a comprehensive doctrinal analysis of 

existing laws and judicial developments. 

II. Evolution of Digital Banking in India 

The evolution of digital banking in India may be divided into four phases: 

1. Computerization Phase (1980s–1990s) – Introduction of Core Banking Solutions. 

2. Internet Banking Phase (2000–2010) – Online fund transfers and card systems. 

3. Mobile & UPI Revolution (2016 onwards) – Real-time, interoperable payment systems. 

4. AI-Integrated Banking Era – Biometric authentication, digital onboarding, and fintech 

integration. 

The evolution of digital banking in India can be traced through four distinct phases: initial 

computerization, internet banking expansion, mobile-based real-time payment revolution, and 

the current AI-integrated banking environment. The introduction of Core Banking Solutions 

enabled centralized data management. Subsequently, internet banking allowed remote account 

access and online fund transfers. 

The watershed moment occurred with the introduction of UPI, enabling real-time peer-to-peer 

transfers through interoperable platforms. The fintech ecosystem further expanded digital credit, 

buy-now-pay-later schemes, and API-driven financial services. While these developments 

improved financial inclusion, they also created systemic exposure to new categories of cyber 

fraud. 

 

Digital transactions eliminate physical authentication and rely heavily on OTP verification, 

biometric validation, and digital credentials. Consequently, liability allocation and evidentiary 

assessment have become more complex in legal adjudication. 

The enactment of the Information Technology Act, 2000 marked the first legislative 

acknowledgment of electronic commerce and digital transactions. 2  However, the Act was 

conceived before the rise of fintech platforms and UPI-based instant transfers. 

                                                
1 Indian Computer Emergency Response Team (CERT-In), Annual Report 2023. 



The legal response has therefore been evolutionary rather than anticipatory. 

III. Statutory Framework Governing Digital Banking Frauds 

A. Information Technology Act, 2000 

The Information Technology Act, 2000 constitutes the foundation of India’s cyber law 

framework. Sections 43 and 66 address unauthorized access and fraudulent digital acts. Sections 

66C and 66D specifically criminalize identity theft and cheating by personation through 

electronic means. However, the Act was enacted at a time when mobile-based instant payment 

systems did not exist. 

The Information Technology Act, 2000 (“IT Act”) provides the primary legal basis for 

addressing cyber offences.3 

Section 43 imposes civil liability for unauthorized access, data theft, and disruption of computer 

systems. 

Section 66 criminalizes dishonest or fraudulent acts covered under Section 43. 

Section 66C addresses identity theft. 

Section 66D penalizes cheating by personation through electronic means. 

These provisions are frequently invoked in phishing and impersonation frauds. However, they do 

not specifically address social engineering frauds or fintech intermediary liability. 

B. Bharatiya Nyaya Sanhita, 2023 

The Bharatiya Nyaya Sanhita, 2023 supplements cyber provisions by addressing cheating, 

forgery, and criminal breach of trust. Traditional penal concepts are extended to digital contexts. 

However, challenges arise in proving mens rea and establishing electronic evidence compliance 

under Section 65B of the Indian Evidence Act. 

The Bharatiya Nyaya Sanhita, 2023 (“BNS”) supplements the IT Act by addressing cheating, 

forgery, and criminal breach of trust.4 

 Sec. 318 BNS (Cheating) 

 Sec. 316 BNS (Forgery) 

 Sec. 316(5) BNS (Criminal breach of trust by banker/public servant) 

                                                                                                                                                       
2 Information Technology Act, 2000, No. 21 of 2000, INDIA CODE. 
3 IT act,2000 sec 43, 66, 66C, 66D. 
4 Bharatiya Nyaya Sanhita, 2023, sec. 316, 318. 



Traditional penal concepts are thus extended into digital contexts. However, proving mens rea 

and tracing digital footprints present evidentiary challenges. 

 

C. Payment and Settlement Systems Act, 2007 

The Payment and Settlement Systems Act, 2007 empowers the Reserve Bank of India to regulate 

payment systems. While it ensures regulatory oversight, it does not independently criminalize 

digital banking frauds, thereby relying on coordination with other statutes. 

The Payment and Settlement Systems Act, 2007 (“PSS Act”) empowers the Reserve Bank of 

India (“RBI”) to regulate payment systems.5 

It governs UPI, NEFT, RTGS, IMPS, and digital wallets. While it authorizes RBI oversight, it 

does not independently define digital fraud offences. Its strength lies in regulatory supervision 

rather than penal enforcement. 

D. RBI Regulatory Framework 

The Reserve Bank of India plays a pivotal regulatory role in safeguarding digital banking 

systems. The 2017 Circular on Customer Protection introduced the principle of zero and limited 

liability in cases of unauthorized electronic transactions. Customers who report fraud promptly 

are shielded from financial loss where bank negligence or third-party breach is established. 

 

The 2021 Master Directions on Digital Payment Security Controls further mandate robust 

authentication systems, real-time fraud monitoring, and periodic audits. These regulatory 

interventions significantly enhance consumer protection; however, their lack of statutory 

codification weakens uniform enforceability. 

RBI guidelines have nonetheless influenced judicial reasoning and strengthened accountability 

standards for banks and intermediaries. 

The RBI’s 2017 Circular on Customer Protection – Limiting Liability of Customers in 

Unauthorised Electronic Banking Transactions6 is a landmark development. 

It establishes: 

 Zero liability for customers when fraud arises from bank negligence. 

 Limited liability when reported within prescribed timelines. 

 Burden of proof on banks. 

                                                
5 Payment and Settlement Systems Act, 2007, No. 51 of 2007. 
6 Reserve Bank of India, Customer Protection – Limiting Liability of Customers in Unauthorised 

Electronic Banking Transactions, RBI/2017-18/15 (July 6, 2017). 



The 2021 Digital Payment Security Controls Directions further mandate system audits and risk-

based authentication.7 

However, RBI circulars lack statutory force unless incorporated into legislation. 

IV. Judicial Responses to Digital Banking Frauds 

Indian courts have played a pivotal role in adapting traditional banking principles to digital 

contexts. 

A. Banker’s Duty of Care 

In Canara Bank v. Canara Sales Corp.,8 the Supreme Court held that a forged cheque is a nullity 

and banks must exercise due diligence. Though decided in a pre-digital era, the principle extends 

to unauthorized electronic transactions. 

B. Application of Criminal Law to Cyber Fraud 

In CBI v. Arif Azim,9 the court upheld prosecution under the Indian Penal Code for online credit 

card fraud, affirming that absence of cyber-specific legislation does not create immunity. 

C. Customer Liability and RBI Circular Enforcement 

In State Bank of India v. Pallabh Bhowmick,10 the Gauhati High Court held SBI liable for failing 

to act promptly despite immediate reporting. The Supreme Court dismissed the SLP in 2025, 

reinforcing zero-liability principles under RBI guidelines. 

These decisions collectively establish: 

1. Banks owe heightened duty of care. 

2. Prompt reporting is critical. 

3. RBI circulars are binding. 

4. Burden of proof lies on banks. 

However, inconsistent judicial reasoning and procedural delays weaken systemic deterrence. 

V. Legal and Regulatory Gaps 

Despite progressive judicial intervention, systemic gaps remain. The IT Act lacks provisions 

addressing modern fintech fraud mechanisms. Overlapping statutes create jurisdictional 

ambiguity. Cross-border fraud complicates enforcement due to MLAT delays. Cyber forensic 

                                                
7 Reserve Bank of India, Master Directions on Digital Payment Security Controls (2021) 
8 Canara Bank v. Canara Sales Corp., (1987) 2 S.C.C. 666 (India) 
9 CBI v. Arif Azim, CBI Case No. 133/1999 (ACMM Delhi) 
10 State Bank of India v. Pallabh Bhowmick, 2024 SCC OnLine Gau 6781, SLP dismissed (2025) 



infrastructure remains uneven across states. 

 

Moreover, liability allocation among banks, payment gateways, telecom operators, and fintech 

intermediaries remains inadequately defined in statutory law, leading to prolonged disputes and 

compensation delays. 

1. Outdated IT Act 

Drafted before UPI and fintech ecosystems, the IT Act lacks specific provisions for emerging 

fraud techniques. 

2. Fragmented Legal Framework 

Multiple overlapping statutes create jurisdictional confusion. 

3. Unclear Liability Allocation 

Liability among banks, telecom operators, and fintech intermediaries remains ambiguous. 

4. Weak Penal Deterrence 

Low conviction rates stem from investigative inefficiencies and cross-border anonymity. 

5. Jurisdictional Challenges 

Cyber offences transcend territorial boundaries, complicating FIR registration and prosecution. 

6. Inadequate Cyber-Forensic Infrastructure 

Electronic evidence preservation under Sec. 65B of the Indian Evidence Act, 1872 remains 

procedurally complex. 

VI. Comparative Perspective: United States 

A. Electronic Fund Transfer Act (EFTA) 

The Electronic Fund Transfer Act (“EFTA”), enacted in 1978, 11  provides a consolidated 

statutory framework for consumer protection in electronic transfers. 

Key features include: 

 Clear liability caps 

 Mandatory disclosure requirements 

                                                
11 Electronic Fund Transfer Act, 15 U.S.C. sec 1693–1693r (1978) 



 Defined error-resolution mechanisms 

Unlike India’s circular-based system, EFTA provides statutory clarity. 

The Electronic Fund Transfer Act (EFTA) provides a consolidated statutory model defining 

consumer rights, liability caps, and error resolution mechanisms. Unlike India’s circular-based 

framework, the U.S. approach embeds consumer protection within legislation. 

B. Federal Trade Commission Act 

Section 5 of the FTC Act prohibits unfair or deceptive practices. 12  The Federal Trade 

Commission enforces consumer protection in online financial transactions. 

The U.S. model demonstrates: 

 Consolidated statutory protection 

 Strong enforcement agencies 

 Clear allocation of liability 

India lacks a comparable unified statute. 

Additionally, the Federal Trade Commission Act empowers centralized enforcement against 

deceptive digital practices. This comparison illustrates the need for India to adopt a 

comprehensive statutory framework rather than relying predominantly on regulatory circulars. 

VII. Recommendations 

India should enact a comprehensive Digital Banking Security Act consolidating offences, 

liability standards, and consumer rights. RBI guidelines should be granted statutory force. Clear 

demarcation of intermediary liability must be codified. Specialized cyber courts and enhanced 

forensic training are essential. Nationwide digital literacy programs should complement legal 

reform. 

 

International cooperation frameworks must also be strengthened to combat cross-border fraud. 

1. Enact a comprehensive Digital Banking Security Act. 

2. Grant statutory force to RBI liability guidelines. 

3. Clearly demarcate intermediary liability. 

4. Establish specialized cyber courts. 

5. Strengthen forensic and investigative infrastructure. 

6. Promote nationwide digital literacy. 

7. Enhance international cooperation for cross-border fraud. 

                                                
12 Federal Trade Commission Act sec 5, 15 U.S.C. sec  45 



VIII. Conclusion 

India’s digital banking revolution has created immense economic opportunity but simultaneously 

exposed systemic vulnerabilities. The existing legal framework—comprising the IT Act, BNS, 

PSS Act, and RBI circulars—provides multi-layered regulation but lacks cohesion and 

technological responsiveness. 

Judicial intervention has strengthened consumer protection principles, especially regarding bank 

liability. However, legislative inertia and enforcement limitations undermine effective 

deterrence.  

Digital banking has reshaped India’s financial governance landscape. While the legal framework 

has evolved through statutory interpretation and regulatory activism, it remains fragmented and 

reactive. The future of digital financial security depends on proactive legislative reform, 

institutional capacity building, and harmonized regulatory oversight. 

A secure digital banking environment is essential not only for consumer protection but also for 

sustaining economic growth and public trust in the digital economy. A forward-looking reform is 

imperative. 
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