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(57) Abstract :

ABSTRACT [0013] The invention introduces a novel federated learning system enhanced with differential privacy techniques specifically designed for secure Al
applications across multiple devices. This approach allows decentralized training of machine learning models where data remains on individual devices, preventing
direct sharing and thus minimizing privacy risks. By integrating adaptive noise injection based on device-specific privacy budgets and real-time threat assessments, the
system ensures robust protection against inference attacks while maintaining high model accuracy. Key innovations include a hierarchical aggregation protocol that
combines local model updates with encrypted communications and a feedback loop for optimizing privacy parameters dynamically. This results in improved scalability
for resource-constrained environments, such as mobile networks or IoT ecosystems, achieving up to 20% better privacy-utility trade-offs compared to traditional
methods. The invention is applicable in fields like healthcare for patient data analysis, smart cities for traffic optimization, and personalized finance apps, all while

upholding data sovereignty and compliance with privacy regulations.
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